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SSI Definition

Unclassified information that if publicly 
disclosed could be expected to have a 

harmful impact on the security of person, 
place or property.



Document Markings

• Top and Bottom
• Portion Marking if in a Classified Doc
• Cover Sheet when in transport.
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Protections with Label

• Public Release Review
• FOIA Exemptions can apply
• Create Legislation through Appropriations 

Bill.
• TSA – 49 C.F.R. Part 1520



USDA SSI
Possibilities

• Key Management Itineraries/Schedules
• Building Vulnerabilities
• Guard Post Orders
• Select Agent Pathogen Locations
• IG Investigations
• USDA Computer Infrastructure Details
• Rural Development Management Control 

Reviews that reveal vulnerabilities



USDA SSI
Possibilities (Continued)

• SCIF Standard Operating Procedures
• ARS Report “Strategic Research Targets to 

Potential American Livestock & Poultry from 
Biological Threat Agents

• COOP Relocation Sites
• Security Assessments of USDA Non-BSL-3 

Laboratories.
• Local Pathogen Inventories for USDA Non-BSL-

3 Laboratories.
• USDA Security Classification Guide



“What is the Freedom of Information 
Act (FOIA)”?

• Unclassified information that may be 
withheld from the public because 
disclosure would cause a foreseeable harm 
to an  interest protected by FOIA
exemptions 2-9



FOIA Exemption Categories

• 9 Exemptions:
– Classified information
– Records related solely to internal rules & 

practices of DoD
– Records specifically required by statute 

to be withheld
– Records concerning trade secrets or 

privileged commercial information



FOIA Exemption Categories

– Records concerning information 
considered privileged in litigation

– Records which contain information 
which would invade personal privacy

– Records containing law enforcement 
information

– Records containing information about 
regulation of financial institutions

– Records containing data about wells


