
– 1 –

Marking Classi�ed
National Security Information

As Required by 
Executive Order 12958, as Amended

Classi�ed National Security Information
March 25, 2003

and 
ISOO Implementing Directive No. 1

Effective September 22, 2003

October 2007



– 2 –



– 2 –

TABLE OF CONTENTS

Introduction .........................................................................................................2
Reminders ...........................................................................................................2

SECTiON 1 - Marking Originally Classiþed Documents ........................ 3
		  Portion Markings................................................................................ 4
  Overall Classiþcation Marking......................................................... 5
  òClassiþed byó Line............................................................................ 7
  Reason for Classiþcation.................................................................. 8
  òDeclassify onó Line........................................................................... 8
		
SECTiON 2 - Marking Derivatively Classiþed Documents .................. 11
		  From a Source Document .............................................................11
		  Portion Markings.............................................................................. 12
  Overall Classiþcation Markings...................................................... 12	
  òDerived fromó Line......................................................................... 14
  òDeclassify onó Line......................................................................... 15
		  From a Source Document with òOADRó or òX1ó through òX8ó  
		      Declassiþcation Instructions ......................................................16	
  Source Marked òOADRó................................................................. 16
  Source Marked òX1ó through òX8ó Exemption Categories ....... 17
  Source Marked òX1ó through òX8ó and dated 
       after Sep 22, 2003....................................................................... 18
		  From Multiple Sources ...................................................................19
		  Portion Markings.............................................................................. 19
  Overall Classiþcation Markings...................................................... 19	
  òDerived fromó Line......................................................................... 20
  Source Document Marked òMultiple Sourcesó............................ 21
  òDeclassify onó Line......................................................................... 22
		  From a Classiþcation Guide ..........................................................23
		  Portion Markings.............................................................................. 23
  Overall Classiþcation Markings...................................................... 24	
  òDerived fromó Line......................................................................... 24
		  Use of 25X1-25X9 ...........................................................................25
		  Summary of Derivative Classiþcation ..........................................26

SECTiON 3 - Additional or Special Markings ....................................... 27
		  Classiþcation Extensions ...............................................................27
		  Foreign Government Information .................................................27
		N  uclear Weapons and Materials Information .............................28
		  Letters of Transmittal ......................................................................28
		  Marking Special Categories of Material ......................................29
		  Working Papers ..............................................................................29
		  Classiþcation by Compilation ......................................................29

October 2007
The May 2005 version is still usable. Please go to www.archives.gov/isoo

to ensure that you have the latest version.



– 2 – ð � ð

INTroducTioN

Executive Order 12958, as amended, and ISOO Implementing Directive No. 1 prescribe a uniform se-
curity classi�cation system. This system requires that standard markings be applied to classi�ed infor-
mation. Except in extraordinary circumstances, or as approved by the Director of ISOO, the marking of 
classi�ed information created after September 22, 2003, shall not deviate from the prescribed formats. 
Markings shall be uniformly and conspicuously applied to leave no doubt about the classi�ed status of 
the information, the level of protection required, and the duration of classi�cation. Since a booklet of 
this size cannot illustrate every conceivable situation, please refer to ISOO Implementing Directive No. 
1, and any instructions issued by your particular organization. Consult your security manager if you have 
any questions.

This booklet is unclassi�ed. All the security markings used are for illustration purposes only. Also, it is 
in the public domain and may be reproduced without permission. 

Reminders 

· Only individuals speci�cally authorized in writing may classify documents originally.

· Only individuals with the appropriate security clearance, who are required by their work to restate 
classi�ed source information, may classify derivatively. 

· There are three levels of classi�cation, �TOP SECRET,� �SECRET,� and �CONFIDENTIAL.� Do 
not use other terms, such as �Of�cial Use Only,� or �Administratively Con�dential,� to identify 
classi�ed national security information. 

· Information shall not be classi�ed for any reason unrelated to the protection of the national security. 

· Classi�ers are responsible for assuring that information is appropriately classi�ed and properly marked. 

· Individuals who believe that information in their possession is inappropriately classi�ed, or 
inappropriately unclassi�ed, are expected to bring their concerns to the attention of responsible 
of�cials.

· �X1 through X8� are not approved declassi�cation markings for documents classi�ed under 
E.O. 12958, as amended, and should not be contained in any classi�ed documents on, or after, 
September 22, 2003.

· �OADR� is not an approved declassi�cation marking for documents classi�ed under E.O. 12958, 
as amended, and should not be contained in any classi�ed documents that have been created after 
October 14, 1995.

· The Intelligence Community (IC) marking �MR� (Manual Review) is neither intended nor 
authorized as a marking for the �Declassify on� line on documents classi�ed under E.O. 12958, as 
amended.  (It may be added to the �banner� markings as prescribed by IC guidance.)
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SECTION 1: 
Marking Originally Classiþed Documents 
Below is an example of a document that an original classi�er has determined requires protection under 
E.O. 12958, as amended. It contains the essential markings required under the Order, including:

· Portion marking*

· Overall classi�cation 

· A �Classi�ed by� line to include the identity, by name or personal identi�er, and position of the 
original classi�er, and if otherwise not evident, the agency and of�ce of origin

· A reason for classi�cation 

· A �Declassify on� line which shall indicate one of the following, based on the sensitivity of the 
information in accordance with Sec. 2001.12 of ISOO Directive No. 1:

1.	 A date or event less than 10 years from the date of the document; or, if unable to identify 
such a date or event;

2.	 A date 10 years from the date of the document; or 

3.	 A date greater than 10 and less than 25 years from the date of the document; or 

4.	 A date 25 years from the date of the document.

*Note: Only the Director of the Information Security Oversight Of�ce may grant portion marking 
waivers for specialized classes of documents or information. Check with your security manager con-
cerning this requirement.

DEPARTMENT OF GOOD WORKS
Washington, D.C. 20006

November 1, 2003

MEMORANDUM FOR THE DIRECTOR
From: 	 David Smith, Chief Division 5
Subject:	 (U) Funding Problems

1. 	(U) This is paragraph 1 and contains unclassi-
�ed information. Therefore, this portion will be 
marked with the designation �U� in parentheses. 

2.	 (S) This is paragraph 2 and contains �Secret� in-
formation. Therefore, this portion will be marked 
with the designation �S� in parentheses. 

3.	 (C) This is paragraph 3 and contains �Con�den-
tial� information. Therefore, this portion will be 
marked with the designation �C� in parentheses. 

Classi�ed by: 	 David Smith, Chief 
Division 5  
Department of Good Works  
Of�ce of Administration 

Reason:	 1.4(a) and (d)
Declassify on:	 December 31, 2019
 	

SECRET

SECRET

DEPARTMENT OF GOOD WORKS
Washington, D.C. 20006

November 1, 2003

MEMORANDUM FOR THE DIRECTOR
From: 	 David Smith, Chief Division 5
Subject:	Funding Problems

1. 	This is paragraph 1 and contains unclassi-
�ed information. Therefore, this portion will be 
marked with the designation �U� in parentheses. 
2.	 This is paragraph 2 and contains �Secret� in-
formation. Therefore, this portion will be marked 
with the designation �S� in parentheses. 
3.	 This is paragraph 3 and contains �Con�den-
tial� information. Therefore, this portion will be 
marked with the designation �C� in parentheses. 	

Document before the markings were applied.
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The following section will retrace the steps that 
are necessary to mark an originally classi�ed 
document. 

Portion Markings
The �rst step in the marking process is to identify 
the classi�cation level of each portion. 

A portion is ordinarily de�ned as a paragraph, 
but also includes charts, tables, pictures, and 
illustrations, as well as subjects and titles. Only 
in this way can the overall classi�cation level be 
determined. 

The three paragraphs of this sample document 
contain unclassi�ed, �Secret,� and �Con�dential� 
information, respectively.

Portion markings consist of the letters �(U)� for 
unclassi�ed, �(C)� for �Con�dential,� �(S)� for 
�Secret,� and �(TS)� for �Top Secret.�

These abbreviations, in parentheses, are placed 
before or after the portion to which they apply. 
Persons applying portion markings should con-
�rm appropriate placement of the portion marking 
for their organization. Portion mark as illustrated 
in these examples.

Note: Some agencies have their own speci�c  
requirements concerning the placement of 
portion markings.  Consult your agency 
regulations or your security manager.

DEPARTMENT OF GOOD WORKS
Washington, D.C. 20006

November 1, 2003

MEMORANDUM FOR THE DIRECTOR
From: 	 David Smith, Chief Division 5
Subject:	(U) Funding Problems

1. 	(U) This is paragraph 1 and contains unclassi�ed 
information. Therefore, this portion will be marked 
with the designation �U� in parentheses. 
2.	 (S) This is paragraph 2 and contains �Secret� 
information. Therefore, this portion will be marked 
with the designation �S� in parentheses. 
3.	 (C) This is paragraph 3 and contains �Con�den-
tial� information. Therefore, this portion will be 
marked with the designation �C� in parentheses. 	

DEPARTMENT OF GOOD WORKS
Washington, D.C. 20006

November 1, 2003

MEMORANDUM FOR THE DIRECTOR
From: 	 David Smith, Chief Division 5
Subject:	Funding Problems (U)

1. 	This is paragraph 1 and contains unclassi�ed 
information. Therefore, this portion will be marked 
with the designation �U� in parentheses. (U)
2.	 This is paragraph 2 and contains �Secret� infor-
mation. Therefore, this portion will be marked with 
the designation �S� in parentheses. (S)
3.	 This is paragraph 3 and contains �Con�dential� 
information. Therefore, this portion will be marked 
with the designation �C� in parentheses. (C)	

Before Each Portion

After Each Portion
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Overall Classiþcation Marking 

The second step is to determine the overall 
classi�cation of the document. The overall 
classi�cation is the highest classi�cation level of 
information contained in the document. In this 
example the highest classi�cation is �Secret,� 
found in paragraph two.

Conspicuously place the overall classi�cation at 
the top and bottom of the page, as shown here.

Note: Many agencies require additional 
markings that supplement the overall 
classi�cation markings.

DEPARTMENT OF GOOD WORKS
Washington, D.C. 20006

SECRET

SECRET

DEPARTMENT OF GOOD WORKS
Washington, D.C. 20006

Subject:	(U) Funding Problems

1. 	(U) This is paragraph 1 and contains unclassi�ed 
information. Therefore, this portion will be marked 
with the designation �U� in parentheses. 

2.	 (S) This is paragraph 2 and contains �Secret� 
information. Therefore, this portion will be marked 
with the designation �S� in parentheses. 

3.	 (C) This is paragraph 3 and contains �Con�den-
tial� information. Therefore, this portion will be 
marked with the designation �C� in parentheses. 	



– � – – � –

SECRET

SECRET

F
ir

st
 P

ag
e

SECRET

SECRET

T
it

le
 P

ag
e

SECRET

SECRETB
ac

k 
C

ov
er

SECRET

SECRET

F
ro

nt
 C

ov
er

If the document contains more than one page, place the overall marking at the top and bottom of the 
outside of the front cover, on the title page, on the �rst page, and on the outside of the back cover, as 
shown below.

Mark other internal pages either with the overall classi�cation or with a marking indicating the highest 
classi�cation level of information contained on that page.

OR

DEPARTMENT OF GOOD WORKS
Washington, D.C. 20006

Chapter 1-Funding (U)

1. 	(U) This is paragraph 1 and contains  
unclassi�ed information. Therefore, this  
portion will be marked with the designation 
�U� in parentheses.

2.	 (S) This is paragraph 2 and contains 
�Secret� information. Therefore, this portion 
will be marked with the designation �S� in 
parentheses. 

SECRET

SECRET

-3-

DEPARTMENT OF GOOD WORKS
Washington, D.C. 20006

Chapter 2-Funding (U)

MEMORANDUM FOR THE DIRECTOR
From: 	 David Smith, Chief Division 5
Subject:	 (U) Funding Problems

1. 	(U) This is paragraph 1 and contains  
unclassi�ed information. Therefore, this  
portion will be marked with the designation 
�U� in parentheses.

2.	 (U) This is paragraph 2 and contains  
unclassi�ed information. Therefore, this  
portion will be marked with the designation 
�U� in parentheses. 

UNCLASSIFIED

UNCLASSIFIED

-8-
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Classi�ed by: 	D
avid Smith, Chief  

Division 5

	

Department of

	

Good Works

	

Of�ce of Administration

Classi�ed by: 	D
avid Smith, Chief  

Division 5  

	

OR 

Classi�ed by:	 ID#MNo1, Chief

	

Division 5

òClassiþed byó Line
The third step is to identify the original 
classi�cation authority. 

Identify the classi�cation authority on the 
�Classi�ed by� line, as shown here, by name or 
personal identi�er, and position.

If the identi�cation of the originating agency or 
of�ce is not apparent on the face of the document, 
place it below the �Classi�ed by� line.



– � – – � –

Classi�ed by: 	D
avid Smith, Branch Chief  

Division 5

	

Department of Good Works

Reason:	
1.4(g) 

Declassify
 on:	 15 days after Director, Dept. 

of Good Works completes 

travel to Europe

Classi�ed by: 	D
avid Smith, Chief  

Division 5  

Reason:	
Milita

ry Plans; 

Foreign Relations

	

OR

Reason:	
1.4(a) and (d)

Reason for Classiþcation Line 
The fourth step is to cite the reason(s) for the decision to classify. 

Place, at a minimum, a brief reference to the pertinent 
classi�cation category(ies), or the number 1.4 plus the letter(s) 
that corresponds to that classi�cation category in section 1.4 of 
E.O. 12958, as amended.

These categories, as they appear in section 1.4 of the Order, 
include the following: 

(a)	 Military plans, weapons systems, or operations. 
(b)	 Foreign government information. 
(c)	 Intelligence activities (including special activities), 

intelligence sources or methods, or cryptology. 
(d)	 Foreign relations or foreign activities of the U.S., including 

con�dential sources. 
(e)	 Scienti�c, technological, or economic matters relating 

to the national security, which includes defense against 
transnational terrorism.

(f)	 U.S. Government programs for safeguarding nuclear 
materials or facilities. 

(g)	 Vulnerabilities or capabilities of systems, installations, 
infrastructures, projects, plans, or protection services relating 
to the national security, which includes defense against 
transnational terrorism.

(h)	 Weapons of mass destruction.

òDeclassify onó Line 
The last essential marking indicates the duration of classi�cation. A classi�er must choose one of the 
following declassi�cation instructions, selecting whenever possible, the declassi�cation instruction that 
will result in the shortest duration of classi�cation. Remember, the X1 through X8 exemption categories 
formerly used to exempt information from 10-year declassi�cation can no longer be used.

Event less than 10 years: 
Document or information is dated November 1, 2003, 
and the information�s national security sensitivity will 
lapse 15 days after Director, Dept. of Good Works 
completes his trip.


