Privacy Impact Assessment (PIA)  -Automated Information Management System – Licensing, Serial Release and Testing (AIMS-LSRTIS)


USDA PRIVACY IMPACT ASSESSMENT FORM

Project Name: _Automated Information Management System – Licensing, Serial Release and Testing System - AIMS – LSRTIS

Date of PIA Assessment:    October 22, 2007
Responsible Organization:  USDA – APHIS – VS – CVB

Information Contact(s)


Assignment of Security Responsibility

Provide the name of person who has been designated in writing as responsible for security of the system.

Description of Your Program/Project: 

The Automated Information Management System – CVB Licensing Serial Release and Testing Module (AIMS-LSRTIS) will allow CVB to manage information related to program mission critical program processes.  

System will support the following USDA-APHIS-VS-NVSL/CVB processes and associated data and services:

· USDA-APHIS-VS-CVB – Veterinary Biologics Establishments and Products – Licensing

· USDA-APHIS-VS-CVB – Veterinary Biologics Products Serial Release

· USDA-APHIS-VS-CVB – Veterinary Biologics Products Testing

· USDA-APHIS-VS-CVB – Veterinary Biologics Products Vaccinovigilance

To date, the Center for Veterinary Biologics has implemented the LSRTIS system for management of Establishment and Product License information.

AIMS – CVB Program System Processing Flow

The system will allow CVB to receive and process electronic submissions from Veterinary Biologics Firms relating to licensing and releasing serials of Veterinary Biologics Products.  It will allow CVB to capture detailed information about Firms, establishment licenses, product licenses, product serials, product sample test results to enable decisions relating to new product licensing, serial release and inspection and compliance of Veterinary Biologics Firms.   Data will be captured and analyzed throughout the total lifecycle of the firm/product/product serial.

The AIMS – CVB Program Modules will allow the program to capture information about:

· Veterinary Biologics Firm Information

· Veterinary Biologics Firm Establishment License Information

· Veterinary Biologics Firm Product License Information

· Veterinary Biologics Firm Product Serial Information

· Veterinary Biologics Product Sample Testing Information

· Veterinary Biologics Firm Submissions (Documents/Review Status)

The system will be used by:

·  Veterinary Biologics Firm employees for electronic submission of documents.

·  USDA-APHIS-CVB government employees.
DATA IN THE SYSTEM

	1.   Generally describe the information to be used in the system in each of the following categories:  Customer, Employee, and Other.


	Customer:
· Veterinary Biologics Firm Name

· Subsidiary/Division Names

· Firm Address (Multiple Administrative & Production Sites)

· Firm Contact Name

· Firm Contact Phone No.

· Firm Contact e-mail

· Firm Contact Educational Credentials
· Firm Contact Position at Firm and no. of years at Firm.

Employee:
· Employee Name

· Employee Job Title

· Employee Business Phone no.

· Employee e-mail

· Employee Supervisor

· Employee Organizational Group within NVSL and CVB

Other:

· Information about firm products and firm production sites to support licensing and monitoring of Veterinary Biologics Products.


	2a.   What are the sources of the information in the system?


	· Multiple Firm and Product Licensing Request Submissions from Firms (Various government forms) 

· APHIS Forms 2001, 2003, 2005, 2007, 2015, 2030.

	2b.   What USDA files and databases are used? What is the source agency?


	- All information in the system is sourced at --USDA-APHIS-VS-CVB and is manually entered by USDA employees from information gathered on the APHIS Form 2007 and from direct contact.


	2c.   What Federal Agencies are providing data for use in the system?


	N/A

	2d.   What State and Local Agencies are providing data for use in the system?


	N/A

	2e.   From what other third party sources will data be collected?


	N/A

	2f.   What information will be collected from the customer/employee?


	-Education background:  Number of years completed, dates attended, major subjects, degree and date conferred.  
- Biologics work experience:  Name and address of present and past biological firm establishments, dates worked, title of position, related work preformed.
During direct contact:  Personal work telephone number, work facsimile number, work e-mail address.

	3a.   How will data collected from sources other than the USDA records and the customer be verified for accuracy?


	N/A

	3b.   How will data be checked for completeness?


	-Verified against physical audits, reviews, and inspection of employees biologics establishment work site.

	
	


ACCESS TO THE DATA

	1.    Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Other)?


	-Access is based on need and limited to USDA-APHIS-VS-NVSL/CVB employees.  -Users, managers will have access at varying levels based on need to do business.

	2.    How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	-Based on need to do business, determined by management.  Criteria, procedures, controls are documented.

	3.    Will users have access to all data on the system or will the user’s access be restricted?  Explain.


	-Users will have restricted access based on need as determined by management.
-Formal process for granting relevant access to the system in place.
-Permissions set in the system limit users to access information as per business need.

	4.    What controls are in place to prevent the misuse (e.g. browsing, unauthorized use) of data by those having access?


	- All access to the data in the system is controlled by formal authorization.  

- All access to the system is limited by username/password.

- Application limits access to relevant information and prevents access to unauthorized information.

- Users are trained and are required to formally confirm that they understand value and sensitivity of data in the system.
- All users receive formal system training and are required to pass a proficiency test before being given access to the system.

- All users must read, understand, and sign Veterinary Service Memorandum 800.2, Confidential Information Concerning the Veterinary Biologics Program.



	5a.   Do other systems share data or have access to data in this system?  If yes, explain.  


	No

	5b.   Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface.


	- System has no interfaces to other systems.
- Privacy rights of the customer and employees will be protected by USDA-APHIS-VS-NVSL/CVB management.

	6a.   Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	No

	6b.   How will the data be used by the agency?


	- Data in the system will be used to track information regarding the biological establishment’s location, Master seed and cells, products produced, product label submissions, employee qualifications, and product licenses.

	6c.   Who is responsible for assuring proper use of the data?


	- USDA-APHIS-VS-NVSL/CVB management.


ATTRIBUTES OF THE DATA

	1.   Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	Yes, all Title 9 Code of Federal Regulations required.

	2a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	No

	2b.  Will the new data be placed in the individual’s record (customer or employee)?


	No

	2c.  Can the system make determinations about customers or employees that would not be possible without the new data?


	No

	2d.  How will the new data be verified for relevance and accuracy?


	N/A

	3a.  If data is being consolidated, what controls are in place to protect the data from unauthorized access or use?


	Restricted based on need as determined by management.  Permissions set in the system.

	3b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	Yes, restricted based on need as determined by management.  Permissions set in the system.

	4a.   How will the data be retrieved?  Can it be retrieved by personal identifier?  If yes, explain.


	No personal identifiers are present

	4b.  What are the potential effects on the due process rights of customers and employees of:

· consolidation and linkage of files and systems;

· derivation of data

· accelerated information processing and decision making;

· use of new technologies.


	No potential effects

	4c.  How are the effects to be mitigated?


	n/a


MAINTENANCE OF ADMINISTRATIVE CONTROLS

	1a.  Explain how the system and its use will ensure equitable treatment of customers and employees.


	System has no component which has any potential for any treatment of customers and/or employees.

	2a.  If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?


	System will be located at a single location.

	2b.  Explain any possibility of disparate treatment of individuals or groups.


	There are no possible disparate treatments.

	2c.  What are the retention periods of data in this system?


	Indefinitely due to requirements for retaining all data for possible future legal litigations, audits and reviews. 

	2d.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	n/a

	2e.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	Policy set at USDA level requiring periodic audits/reviews (USDA Directive 9610-001).

	3a.   Is the system using technologies in ways that the USDA has not previously employed (e.g. Caller-ID)?


	No

	3b.   How does the use of this technology affect customer/employee privacy?


	Does not affect customer/employee privacy.

	4a.   Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 


	Yes.  By name, and establishment.  Required by 9 CFR Section 114.7(a).

	4b.   Will this system provide the capability to identify, locate, and monitor groups of no people?  If yes, explain.


	Yes.  By establishment.

	4c.   What controls will be used to prevent unauthorized monitoring?


	- All access to the data in the system is controlled by formal authorization.  

- All access to the system is limited by username/password.

- Application limits access to relevant information and prevents access to unauthorized information.

- Users are trained and are required to formally confirm that they understand value and sensitivity of data in the system.

- All users receive formal system training and are required to pass a proficiency test before being given access to the system.

- All users must read, understand, and sign Veterinary Service Memorandum 800.2, Confidential Information Concerning the Veterinary Biologics Program.



	5a.   Under which Systems of Record notice (SOR) does the system operate?  Provide number and name.


	SOR has not been issued yet.


	5b.   If the system is being modified, will the SOR require amendment or revision?  Explain.


	N/A




















Name: 	Michael R. Walls


Title: 	ISSM, USDA-APHIS-VS-CVB


Address: 1800 Dayton Rd, Ames, IA, 50010


Phone Number: 515-663-7991
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Name: Daniel C. Coyle


Title: ISSO, CVB


Address: 510 South 17th St., Suite 104, Ames, IA, 50010


Phone Number: 515-232-5785 


E-mail: � HYPERLINK "mailto:daniel.c.coyle@aphis.usda.gov" ��daniel.c.coyle@aphis.usda.gov�





Name: Jack L. Schlater


Title: ISSO, NVSL


Address: 1800 Dayton Rd., Ames, IA, 50010


Phone Number: 515-663-7918


E-mail: � HYPERLINK "mailto:steven.a.karli@aphis.usda.gov" ��jack.l.schlater @aphis.usda.gov�








System Owner


Name: Steven A. Karli


Title: Director, CVB


Address: 510 South 17th St., Suite 104, Ames, IA, 50010


Phone Number: 515-232-5785 x.127


E-mail: � HYPERLINK "mailto:steven.a.karli@aphis.usda.gov" ��steven.a.karli@aphis.usda.gov�





Program Manager (in depth knowledge of system)


Name: Paul Frank Ross


Title: Program Manager


Address: 1800 Dayton Rd., Ames, IA, 50010


Phone Number: 515-663-7542


E-mail: � HYPERLINK "mailto:paul.f.ross@aphis.usda.gov" ��paul.f.ross@aphis.usda.gov�





IT Project Manager (in depth knowledge of system)


Name:	Timothy D. Feickert


Title:	Lead Project Manager


Address: 1800 Dayton Rd, Ames, IA, 50010


Phone:	515-663-7816


Email:	� HYPERLINK "mailto:Timothy.D.Feickert@aphis.usda.gov" ��Timothy.D.Feickert@aphis.usda.gov�





IT Project Leader (in depth knowledge of system)


Name: Rodney A Chitty


Title: Project Manager


Address: 1800 Dayton Rd., Ames, IA, 50010


Phone Number: 515-232-5785


E-mail:  � HYPERLINK "mailto:rodney.a.chitty@aphis.usda.gov" ��rodney.a.chitty@aphis.usda.gov�
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