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Project Name: Investigative and Enforcement Services (IES) Tracking System

Description of Your Program/Project: 

IES tracks investigations for plant and animal violations and maintains data related to these violations in the IES Tracking System database. 
DATA IN THE SYSTEM

	1.   Generally describe the information to be used in the system in each of the following categories: Customer, Employee, and Other.


	Customer information:

Our customers are either subjects of an investigation or witnesses. The Case ID is used to refer to one or more violators and/or witnesses. Whether personal and/or business, the full name, full address(es), phone number(s), and Social Security Number are kept.

Employee information:

User ID, full name, system User Name, full work address, phone number(s).

Other Information: NONE.

	2a.   What are the sources of the information in the system?


	Investigation activities, investigation findings, witness statements, interviews, documents obtained from commercial database searches, and APHIS Program records.

	2b.   What USDA files and databases are used? What is the source agency?


	APHIS IES Tracking System.

	2c.   What Federal Agencies are providing data for use in the system?


	APHIS and Department of Homeland Security.

	2d.   What State and Local Agencies are providing data for use in the system?


	NONE.

	2e.   From what other third party sources will data be collected?


	LexisNexis and other open source commercial data research and marketing.

	2f.   What information will be collected from the customer/employee?


	The same as in Item 1 above.

	3a.   How will data collected from sources other than the USDA records and the customer be verified for accuracy?


	Some of the date collected comes from sworn testimony. Other data is verified through the Investigation.

	3b.   How will data be checked for completeness?


	Internal System checks and balances.


ACCESS TO THE DATA

	1.    Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Other)?


	Users, Managers, System Administrators, and Developers.

	2.    How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Access to data is based on Roles assigned on the need to know premise.

IES is in the process of documenting the controls and processes.

	3.    Will users have access to all data on the system or will the user’s access be restricted?  Explain.


	Access to data is based on Roles assigned.



	4.    What controls are in place to prevent the misuse (e.g. browsing, unauthorized use) of data by those having access?


	The user’s name is assigned a role that limits database access.

	5a.   Do other systems share data or have access to data in this system?  If yes, explain.  


	No.

	5b.   Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface.


	Everyone is responsible for protecting the privacy rights but no other interfaces exist.

	6a.   Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	Not currently.

	6b.   How will the data be used by the agency?


	Not applicable.

	6c.   Who is responsible for assuring proper use of the data?


	Not applicable.


ATTRIBUTES OF THE DATA

	1.   Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	Yes.

	2a. Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	No new data is derived.

	2b. Will the new data be placed in the individual’s record (customer or employee)?


	Not applicable.

	2c. Can the system make determinations about customers or employees that would not be possible without the new data?


	Not applicable.

	2d. How will the new data be verified for relevance and accuracy?


	Not applicable.

	3a. If data is being consolidated, what controls are in place to protect the data from unauthorized access or use?


	Roles assigned.

	3b. If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	Not applicable.

	4a.   How will the data be retrieved?  Can it be retrieved by a personal identifier?  If yes, explain.


	Every user is assigned a User Name, password, and appropriate role.

	4b.  What are the potential effects on the due process rights of customers and employees of:

· Consolidation and linkage of files and systems;

· Derivation of data

· Accelerated information processing and decision making;

· Use of new technologies.


	Not applicable.

	4c. How are the effects to be mitigated?


	Not applicable.


MAINTENANCE OF ADMINISTRATIVE CONTROLS

	1a. Explain how the system and its use will ensure equitable treatment of customers and employees.


	Input is limited to officially required information. The system restricts access.

	2a. If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?


	The system is centrally located.

	2b. Explain any possibility of disparate treatment of individuals or groups.


	Not applicable due to all the controls and security safeguards in place.

	2c. What are the retention periods of data in this system?


	Unlimited.

	2d. What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	If retention periods are set, then the Media controls will take over.

	2e.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	Administrative procedures would apply in the making of these decisions.

	3a.   Is the system using technologies in ways that the USDA has not previously employed (e.g. Caller-ID)?


	No.

	3b.   How does the use of this technology affect customer/employee privacy?


	Not applicable.

	4a.   Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 


	The history of prior violations can be monitored.

	4b.   Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.


	No.

	4c.   What controls will be used to prevent unauthorized monitoring?


	Access rights and roles.

	5a.   Under which Systems of Record notice (SOR) does the system operate?  Provide number and name.


	Number: USDA/APHIS-1

System Name: Investigative and Enforcement Records Regarding Regulatory Activities, USDA/APHIS.

	5b.   If the system is being modified, will the SOR require amendment or revision?  Explain.


	No.
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