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Privacy Impact Assessment Authorization

Memorandum
I have carefully assessed the Privacy Impact Assessment for the Program Operations Information Tracking System, 2004 (POINTS).  This document has been completed in accordance with the requirements of the E-Government Act of 2002.

MANAGEMENT CERTIFICATION – Please check the appropriate statement.

________ The document is accepted.

________ The document is accepted pending the changes noted.

________ The document is not accepted.

We fully accept the changes as needed improvements and authorize initiation of work to proceed.  Based on our authority and judgment, the continued operation of this system is authorized.

__________________________________


___________________________

Ken Tootle 






DATE
Project Manager








__________________________________


___________________________

Chuck Hart 






DATE

Information Systems Security Manager (ISSM)






__________________________________     

___________________________

Wendell Oaks 
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Jack Carlson 
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Mary Alston 
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NRCS FOI/PA
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____________________________

Katherine Gugulis, Acting Deputy Chief for Management
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Name of Project: Program Operations Information Tracking System, 2004 (POINTS)
Program Office:

Project’s Unique ID:  Application within Conservation Program Delivery (CPD), Program Operations (POI), NBAD ID number: 1.7.2
A.   CONTACT INFORMATION:
1. Who is the person completing this document?  Chuck Hart, Information System Security Manager, USDA NRCS, Chuck.Hart@ftc.usda.gov, (970) 295-5550.
 2. Who is the system owner?  Ken Tootle, Operations Management & Oversight Division Manager, USDA-NRCS, Ken.Tootle@ftw.usda.gov, (817) 509-3299.
3. Who is the system manager for this system or application? Chuck Hart, Information System Security Manager, USDA-NRCS, Chuck.Hart@ftc.usda.gov, (970) 295-5550.
4.  Who is the IT Security Manager who reviewed this document?  Chuck Hart, Information System Security Manager, USDA-NRCS, Chuck.Hart@ftc.usda.gov, (970) 295-5550.
5.  Did the Chief FOI/PA review this document?   Mary Alston, Management Services Division, USDA-NRCS, Mary.Alston@wdc.usda.gov, 301-504-2286.
6.  Did the Agency’s Senior Office for Privacy review this document?  Katherine Gugulis, Acting Deputy Chief for Management, USDA-NRCS, Katherine.Gugulis@wdc.usda.gov, 202-720-4102.
7.  Who is the Reviewing Official?  Jack Carlson, Chief Information Officer (CIO), USDA-NRCS, Jack.Carlson@wdc.usda.gov, (202) 690-0242.
B.   SYSTEM APPLICATION/GENERAL INFORMATION:
1.  Does this system contain any information about individuals?  Yes.
                 (a)   Is this information identifiable to the individual?  Yes.
                 (b)  Is the information about individual members of the public?  Yes.
                 (c)  Is the information about employees?  No.
2.   What is the purpose of the system/application?

Natural Resources Conservation Service (NRCS) has developed and implemented the Program Operations Information Tracking System, 2004 (POINTS) at the OCIO ITS Hosting Operations Branch (Web Farm) facility at Fort Collins, CO to enable the agency to meet each initiative within the President’s Management Agenda.  POINTS provides a system of recording, managing, and reporting data for tracking NRCS Programs.  It currently is composed of modules addressing the requirements for the NRCS Programs:

· Watershed Operations

· Watershed Rehabilitation

· Watersheds Surveys and Planning

· Resource Conservation and Development (RC&D)
· Continuous CRP (CCRP), CREP, FWP only 

· FRPP Lands Protected by Conservation Easements FY-07 

· GRP Lands Protected by Conservation Easements FY-07 

· HFRP Lands Protected FY-07 

· Plants Materials Documents and Releases 

· Water Supply Forecasts Issued 

· WRP Wetlands Protected FY-07

POINTS is an umbrella application that sets the environment, including security and access.  NRCS Programs modules with separate databases function within the POINTS environment.  The POINTS is designed to collect high quality conservation information with minimal burden on the field, to ensure consistency nationwide in the data collected, and to make the information accessible to those who need it in a timely manner.  It uses the NRCS application IAS ROLES for POINTS level permissions and authorities.
3.   What legal authority authorizes the purchase or development of this system/application?  No specific legislation except NRCS and the Farm Bill.  POINTS is a component of the CPD CPIC Investment.  POINTS is used by NRCS to meet the agency’s mandates in tracking and reporting Program(s) progress and accountability.
C. DATA in the SYSTEM:
1.   Generally describe the type of information to be used in the system and what categories of individuals are covered in the system?  Customer type: General information that can identify the customer, provide Program Contract identification and tracking information.  The application is not used to contact the individual contract holder.
2.   What are the sources of the information in the system?

(a)   Is the source of the information from the individual or is it taken from another source?  If not directly from the individual, then what other source?  Data is created and entered by NRCS Program managers and staffs.  POINTS is used by many of the Programs to set annual goals and track accomplishments toward those goals.  POINTS does retrieve data from other databases to populate OLAP data cubes for specific report definitions addressing progress toward agency goals.
(b)   What Federal agencies are providing data for use in the system?  NRCS, for all Programs, except RC&D which is a Department level Program.  USFS and contract employees for a few RC&D offices enter RC&D data through POINTS.
(c)   What State and local agencies are providing data for use in the system?  The RC&D Program has state and local users entering RC&D data.  All POINTS data is Federal data.
(d)   From what other third party sources will data be collected? None
(e)   What information will be collected from the employee and the public?
Employees:  Information on participation in programs, progress information, and projected project and contract workload data.  In addition to NRCS federal employees, the agency allows data input in the RC&D Program application by non-federal employees of partnering organizations, through agreements and security clearances via the Affiliates application.
Public:  The general Public does not enter data into the POINTS system.  There are no POINTS reports that the Public can read.
3.   Accuracy, Timeliness, and Reliability
(a)  How will data collected from sources other than USDA records be verified for accuracy?  Data created by USDA staff about outside sources is reviewed for accuracy against existing agency data, and by the employees at local offices who have knowledge of the data.  Non-USDA staff data input is verified by the responsible USDA employee per MOU and IAS Roles authorities.  Non-USDA staff is not responsible for data accuracy.
(b)   How will data be checked for completeness?  Data is checked through manual review, comparison with existing agency data, and by USDA employees at local offices who have knowledge and responsibility for the program and data.
(c)   Is the data current?  Yes.  What steps or procedures are taken to ensure the data is current and not out-of-date?  The system records the time of creation, modification, deletion.  Name the document (e.g., data models):  The documents are located in CoLab and titled “POINTS Operations Guide” and assorted Data Model document files.
(d)   Are the data elements described in detail and documented?  If yes, what is the name of the document? The data elements are described in documents located in CoLab under the Project: CPD-POI-POINTS 2004 for each Program application.  They are MS Visio or jpeg documents.
D. ATTRIBUTES OF THE DATA:
1.   Is the use of the data both relevant and necessary to the purpose for which the system is being designed?  Yes.
2.   Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected, and how will this be maintained and filed?  No, all data collection is known to the customer.  The aggregate of all data stored does not produce new revelations except in aggregations that produce agency-level statistics on program delivery.
3.   Will the new data be placed in the individual’s record?  N/A
4.   Can the system make determinations about employees/public that would not be possible without the new data?  N/A
5.   How will the new data be verified for relevance and accuracy?  N/A
6.   If the data is being consolidated, what controls are in place to protect the data from unauthorized access or use?  Per item D.2. above, the data is used for summary reporting, tracking, and analysis.  Sensitive information is displayed in the various Contract application reports.  POINTS Reports are protected through the application roles and eAuthentication (eAuth) security.
7.   If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Stewardship through eAuthentication and application roles security of the data continues regardless of the distribution or aggregation.
8.   How will the data be retrieved?   Does a personal identifier retrieve the data?  Data is only accessible through POINTS business applications.  Customers have no direct access to the data.  Some contract business summary reports select on customer name (called ‘Decision Maker’) specific data only.
9.   What kinds of reports can be produced on individuals?  What will be the use of these reports?  Who will have access to them?  Customer specific reports/views are provided to data authors for use in maintaining data accuracy.  Data authors are USDA staff, with appropriate security credentials.
10.   What opportunities do individuals have to decline to provide information (i.e., where providing information is voluntary) or to consent to particular uses of the information (other than required or authorized uses and how individuals can grant consent.)  Since POINTS is accessible through eAuthentication, with no public access, there isn’t the “decline opportunity” or “notification of consent” to individuals prior to posting information within the POINTS application.  However, the below warning banner is displayed providing that opportunity prior to logging in to eAuthentication.
“This is a United States Department of Agriculture computer system, which may be accessed and used only for official Government business (or as otherwise permitted by regulation) by authorized personnel. Unauthorized access or use of this computer system may subject violators to criminal, civil, and/or administrative action. All information on this computer system may be intercepted, recorded, read, copied, and disclosed by and to authorized personnel for official purposes, including criminal investigations. Access or use of this computer system by any person, whether authorized or unauthorized, constitutes consent to these terms.”
During the collection of data in doing agency business, the individual may decline to provide information based on program business rules and regulations.

E. MAINTENANCE AND ADMINISTRATIVE CONTROLS:
1.   If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?  The POINTS system is operated at multiple sites.  The DR Plan (Disaster Recovery) procedures and processes are in place to assure continuance of operations and to assure the integrity of the system.  POINTS is a web based system that uses a central database.  Data is not stored at client sites.
2.   What are the retention periods of data in this system?  Performance data entered in the system can have a life of up to 10 years.  Other files (including Owner, Operator and Producer (Volunteer/Employee) will exist in the active system as long as the person is involved in the supported business.  Legal requirements for data retention are adhered to, as applicable, will be archived according to business regulations.  The longevity of the system is not known, but data regularly outlives a particular processing system.
3.   What are the procedures for disposition of the data at the end of the retention period?  How long will the reports produced be kept?  Where are the procedures documented?  A retention time for the current system data has not been determined by the business sponsors.  When this is described, the usefulness of the data will be evaluated on a case-by-case basis to determine if it should be retained or not.
4.   Is the system using technologies in ways that the USDA has not previously employed (e.g., monitoring software, Smart Cards, Caller-ID)?  No.
5.   How does the use of this technology affect public/employee privacy?   N/A.
6.   Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.  No.
7.   What kinds of information are collected as a function of the monitoring of individuals?  N/A.
8.   What controls will be used to prevent unauthorized monitoring?  USDA eAuthentication has user login and password and is encrypted through the use of a VPN.
9. Under which Privacy Act systems of records notice does the system operate?   Provide number and name.  Notice of Privacy Act System of Records by Owner, Operator or Producer Files (or Volunteer / Employee Files) USDA/NRCS-1 http://www.nrcs.usda.gov/about/foia/408_45.html.
10.  If the system is being modified, will the Privacy Act system of records notice require amendment or revision?  Explain.  N/A
F.   ACCESS TO DATA:
1.   Who will have access to the data in the system?  System managers, developers, agency field personnel, and NRCS managers have access to the data.
2.   How is access to the data by a user determined?  Are criteria, procedures,      controls, and responsibilities regarding access documented?  Users do not have direct access to the system.  All access is role-based through the application which controls what information a particular user can view and update.  Application access is described in the various business rules documentation that exists in CoLab under the Project: CPD-POI-POINTS 2004.
3.   Will users have access to all data on the system or will the user’s access be restricted?  Explain.  The POINTS system business owners identify very specific access privileges and authority.  Each user is restricted to specific actions by the program applications and to specific web screens by the eAuthentication security system and the IAS Roles application.  Developers only have access to the systems for which they have responsibilities as assigned by NRCS management/Project Manager.  Database administrators control and grant permissions for access to specific databases as authorized by the Project Manager.
4.   What controls are in place to prevent the misuse (e.g., unauthorized browsing) of data by those having access?  The application system owner identifies very specific access privileges and authority by user application role.  Each user is restricted to specific actions by the software applications, and to specific web screens by the application system.  Developers only have access to the systems for which they have responsibilities as assigned by NRCS management/Project Manager.  Database administrators control and grant permissions for access to specific databases as authorized by the Project Manager.
5.   Are contractors involved with the design and development of the system and will they be involved with the maintenance of the system?  If yes, are Privacy Act contract clauses inserted in their contracts and other regulatory measures addressed?  Yes, contractors are on contract to design, develop, and maintain POINTS.  In addition, the Privacy Act clause is included in their contract and they are required to have a background investigation and security clearance rating.
6.   Do other systems share data or have access to the data in the system? If yes, explain.  No.
7.   Who will be responsible for protecting the privacy rights of the public and employees affected by the interface?  Privacy and accessibility rules are identified and specified by the Agency POINTS system owner.  System developers design in the appropriate security controls and the IT General Support Systems (GSS’s) manages, controls, and maintains the specified controls.
8.   Will other agencies share data or have access to the data in this system (Federal, State, Local, Other)?  No other agencies have access to POINTS data.
9.   How will the data be used by the other agency?  N/A.
10.  Who is responsible for assuring proper use of the data?  N/A.
APPENDIX A
DECLARATION OF PRIVACY PRINCIPLES

The privacy principles set forth in this declaration are based on the ethical and legal obligations of the United States Department of Agriculture to the public and are the responsibility of all USDA employees to recognize and treat their office as a public trust.

The obligation to protect client and partner privacy and to safeguard the information clients and partners entrust to us is a fundamental part of the USDA’s mission to administer the law fairly and efficiently.  Clients and partners have the right to expect that the information they provide will be safeguarded and used only in accordance with law.  In recognition of these obligations, policies and procedures must clearly state who should have access to what information and for what purposes.  In addition, appropriate limitations must be placed on the collection, use and dissemination of clients and partners’ personal and financial information and sufficient technological and administrative measures must be implemented to ensure the security of USDA data systems, processes and facilities.

All USDA employees are required to exhibit individual performance that reflects a commitment to dealing with every client and partner fairly and honestly and to respect the clients and partners’ right to feel secure that their personal information is protected. To promote and maintain clients and partners’ confidence in the privacy, confidentiality and security protections provided by the USDA, the USDA will be guided by the following Privacy Principles:

	Principle 1:
	Protecting citizen, client and partner privacy and safeguarding confidential citizen, client and partner information is a public trust.



	Principle 2:
	No information will be collected or used with respect to citizens, clients and partners that is not necessary and relevant for legally mandated or authorized purposes.



	Principle 3:
	Information will be collected, to the greatest extent practicable, directly from the citizen, client or partner to whom it relates.



	Principle 4:
	Information about citizens, clients and partners collected from third parties will be verified to the greatest extent practicable with the citizens, clients and partners themselves before action is taken against them.



	Principle 5:
	Personally identifiable citizen, client or partner information will be used only for the purpose for which it was collected, unless other uses are specifically authorized or mandated by law.



	Principle 6:
	Personally identifiable citizen, client or partner information will be disposed of at the end of the retention period required by law or regulation.



	Principle 7:
	Citizen, client or partner information will be kept confidential and will not be discussed with, nor disclosed to, any person within or outside the USDA other than as authorized by law and in the performance of official duties.



	Principle 8:
	Browsing, or any unauthorized access of citizen, client or partner information by any USDA employee, constitutes a serious breach of the confidentiality of that information and will not be tolerated.



	Principle 9:
	Requirements governing the accuracy, reliability, completeness, and timeliness of citizen, client or partner information will be such as to ensure fair treatment of all clients and partners.



	Principle 10:


	The privacy rights of citizens, clients and partners will be respected at all times and every citizen, client and partner will be treated honestly, fairly, and respectfully.




The Declaration does not, in itself, create any legal rights for clients and partners, but it is intended to express the full and sincere commitment of the USDA and its employees to the laws which protect client and partner privacy rights and which provide redress for violations of those rights.

APPENDIX B

POLICY STATEMENT ON CITIZEN, CLIENT AND PARTNER PRIVACY RIGHTS

The USDA is fully committed to protecting the privacy rights of all citizens, clients and partners. Many of these rights are stated in law.  However, the USDA recognizes that compliance with legal requirements alone is not enough.  The USDA also recognizes its social responsibility which is implicit in the ethical relationship between the USDA and the citizen, client or partner.  The components of this ethical relationship are honesty, integrity, fairness, and respect.

Among the most basic of a citizens, clients, or partners’ privacy rights is an expectation that the USDA will keep personal and financial information confidential.  Citizens, clients and partners also have the right to expect that the USDA will collect, maintain, use, and disseminate personally identifiable information and data only as authorized by law and as necessary to carry out agency responsibilities.

The USDA will safeguard the integrity and availability of citizens, clients and partners’ personal and financial data and maintain fair information and record keeping practices to ensure equitable treatment of all citizens, clients and partners.  USDA employees will perform their duties in a manner that will recognize and enhance individuals’ rights of privacy and will ensure that their activities are consistent with law, regulations, and good administrative practice. In our record keeping practices, the USDA will respect the individual’s exercise of his/her First Amendment rights in accordance with law.

As an advocate for privacy rights, the USDA takes very seriously its social responsibility to citizens, clients and partners to limit and control information usage as well as to protect public and official access.  In light of this responsibility, the USDA is equally concerned with the ethical treatment of citizens, clients and partners as well as their legal and administrative rights.
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