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Privacy Impact Assessment Authorization

Memorandum

I have carefully assessed the Privacy Impact Assessment for the                               System.  This document has been completed in accordance with the requirements of the E-Government Act of 2002.

MANAGEMENT CERTIFICATION – Please check the appropriate statement.

________ The document is accepted.

________ The document is accepted pending the changes noted.

________ The document is not accepted.

______________________________________________________________________________________We fully accept the changes as needed improvements and authorize initiation of work to proceed.  Based on our authority and judgment, the continued operation of this system is authorized.

__________________________________



___________________________

System Manager






DATE

__________________________________



___________________________

OCIO/Project Representative




DATE

__________________________________



___________________________

Program/Office Head 





DATE

__________________________________



____________________________

OCIO







DATE

_______________________________



____________________________

Chief FOI/PA






DATE
_________________________________



____________________________

Senior Official for Privacy





DATE

Name of Project: Integrated Acquisition System (IAS)
Program Office: Office of Procurement and Property Management (OPPM) – Procurement Systems Division (PSD)
Project’s Unique ID (OMB):  00505018101102000
BACKGROUND
IAS is a suite of commercial off the shelf software (COTS) applications with a custom interface that is used for administrative acquisition management through the United States Department of Agriculture (USDA).  The overall purpose of IAS is to solve several administrative business issues and to meet federal financial and acquisition requirements.  IAS ensures that all procurement and financial data generated by any program or agency within USDA is contained in a single source with a standardized format for use in any procurement or acquisition processes.  IAS is a major application in the operational phase of the system development life cycle. To achieve this mission, IAS interfaces with the core USDA financial system called the Foundational Financial Information System (FFIS).
A.   CONTACT INFORMATION:

 1. Who is the person completing this document?  (Name, title, office and contact   

     information).

Name:

Ruby Harvey

Title:

Chief- Procurement Systems Division

Agency:
Departmental Administration (DA), Office of Procurement and Property Management (OPPM), Procurement Systems Division (PSD)

Address:
Reporters Building 

300 7th Street SW





Washington DC, 20024

Phone:

(202) 401-1023(voice) 

E-mail:

Ruby.Harvey@usda.gov

 2. Who is the system owner?   (Name, title, office and contact information).

Name:

Ruby Harvey

Title:

Chief- Procurement Systems Division

Agency:
Departmental Administration (DA), Office of Procurement and Property Management (OPPM), Procurement Systems Division (PSD)

Address:
Reporters Building 

300 7th Street SW





Washington DC, 20024

Phone:

(202) 401-1023(voice) 

E-mail:

Ruby.Harvey@usda.gov

 3. Who is the system manager for this system or application? (Name, title, office, and 

     contact information).

Name:

Walter Rossy-Stiehl

Title:

Operations & Maintenance Technical Lead

Agency:
Departmental Administration (DA), Office of Procurement and Property Management (OPPM), Procurement Systems Division (PSD)

Address:
Reporters Building 

300 7th Street SW





Washington DC, 20024

Phone:

(202) 720-3035 (voice) 

E-mail:

Walter.RossyStiehl@usda.gov

 4.  Who is the IT Security Manager who reviewed this document?  (Name, title,

      office, and contact information).

Name:

Nicole Gray

Title:

Information Systems Security Program Manager (ISSPM) 

Agency:
United States Department of Agriculture (USDA), Departmental Administration (DA), Office of Procurement and Property Management (OPPM), Procurement Systems Division (OPPM-PSD)

Address:
Reporters Building





300 7th Street SW





Washington DC, 20024



Phone:

(202) 720-8612 (voice)

E-mail:

Nicole.Gray@usda.gov
             5.  Did the Chief FOI/PA review this document?   (Name, office, and contact 

                  information). Yes
Name:

Ms. Judith Dudley
 

Title:

Chief Information Officer


Agency:
Departmental Administration (DA),

Address:
USDA South Building

Washington DC, 20250

Phone: 
(202) 720-3000 (voice)

E-mail:

Judith.Dudley@usda.gov

             6.  Did the Agency’s Senior Office for Privacy review this document?  (Name, office, 

                  and contact information). Yes
Name:

Mr. Wilbur Crawley
 

Title:

Chief Privacy Officer


Agency:
Office of Chief Information Officer (OCIO)
Address:
5601 Sunnyside Avenue 
Beltsville, Maryland 20705
Phone: 
(301) 504- 4154 (voice)

E-mail:

Wilbur.Crawley@usda.gov

 7.  Who is the Reviewing Official?  (According to OMB, this is the agency CIO or  

      other agency head designee, who is other than the official procuring the system or the 

      official who conducts the PIA).


Ms. Judith Dudley, DA CIO

B.   SYSTEM APPLICATION/GENERAL INFORMATION:

1.  Does this system contain any information about individuals?  

                 (a)   Is this information identifiable to the individual?

   Yes
                 (b)  Is the information about individual members of the public?

Yes
                  (c)  Is the information about employees? 


Yes
2.   What is the purpose of the system/application?

The overall purpose of IAS is to solve several administrative business issues and to meet federal financial and acquisition requirements.  IAS ensures that all procurement and financial data generated by any program or agency within USDA is contained in a single source with a standardized format for use in any procurement or acquisition.

3.   What legal authority authorizes the purchase or development of this  

      system/application?

Senior Procurement Executive

C. DATA IN THE SYSTEM

	1.   Generally describe the information to be used in the system in each of the following categories:  Customer, Employee, and Other.


	Customer related data includes: 

First Name, Middle Name, Last Name, Phone Number, Fax Number, Street Address, City, State, Zip Code, Country, E-Mail Address, Tax Identification Number and/or Social Security Number
Employee related data includes:  

Name,  Last Name, Office Phone Number, Office E-Mail Address



	2a.   What are the sources of the information in the system?
	FFIS, USDA employees, vendor and  contractors

	2b.   What USDA files and databases are used? What is the source agency?
	The FFIS database is used.  The source agency is Office of Chief Financial Officer (OCFO).

	2c.   What Federal Agencies are providing data for use in the system?


	None

	2d.   What State and Local Agencies are providing data for use in the system?
	None

	2e.   From what other third party sources will data be collected?
	None

	2f.   What information will be collected from the customer/employee?
	Customer: First Name, Middle Name, Last Name, Phone Number, Fax Number, Street Address, City, State, Zip Code, Country, E-Mail Address; Employee: First Name, Middle Name, Last Name, Office Phone Number, Office Fax Number, Office Street Address, City, State, Zip Code, Country, Office E-Mail Address


	3a.   How will data collected from sources other than the USDA records and the customer be verified for accuracy?


	Using internal business processes and rules and input / output validation is done through E-Authentication process.

	b.   How will data be checked for completeness?
	Business rules and input / checks will be used to ensure that the expected inputs and outputs are consistently provided. 


D. ACCESS TO THE DATA

	1.    Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Other)?
	USDA users, system administrators, security administrators, system developers and system operations and management staff.

	2.    How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Only authorized users will be allowed to access the IAS system.  E-Authentication will be required to access the system and users will complete the process to receive access credentials.

	3.    Will users have access to all data on the system or will the user’s access be restricted?  Explain.


	The principle of least privilege is employed on this system. User’s access will be restricted based on user role.  Only an Administrator would have access to all data.  An extremely restricted number of administrators will be designated.

	4.    What controls are in place to prevent the misuse (e.g. browsing, unauthorized use) of data by those having access?


	Role-based access, encryption of data at rest, in process and in transmission.  Appropriate disposal of data output and media.

	5a.   Do other systems share data or have access to data in this system?  If yes, explain.  
	The IAS and Foundational Financial Information System (FFIS) share data.

	5b.   Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface.
	System security organization consisting of the Designated Approving Authority, Certifying Authority, Information System Security Manager / Officer and System Owner

	6a.   Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	No.

	6b.   How will the data be used by the agency?


	N/A.

	6c.   Who is responsible for assuring proper use of the data?


	System security organization consisting of the Designated Approving Authority, Certifying Authority, Information System Security Manager / Officer and System Owner


E. ATTRIBUTES OF THE DATA

	1.   Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
	Yes

	2a.   Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?
	Yes

	2b.   Will the new data be placed in the individual’s record (customer or employee)?
	N/A

	2c.   Can the system make determinations about customers or employees that would not be possible without the new data?
	No

	2d.   How will the new data be verified for relevance and accuracy?

	N/A.

	3a.   If data is being consolidated, what controls are in place to protect the data from unauthorized access or use?


	A defense-in-depth strategy as part of the IAS information system security program compliant with the requirements of FIPS 200 will be used to protect data from unauthorized access including but not limited to management, operational and technical controls such as firewalls, intrusion detection system, role-based access control, encryption at the database field, in transmission and at rest. 

	3b.   If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.
	Processes are not being consolidated

	4a.   How will the data be retrieved?  Can it be retrieved by personal identifier?  If yes, explain.
	Data can be retrieved by company name, tax identification number, or social security number. 

	4b.  What are the potential effects on the due process rights of customers and employees of:

· consolidation and linkage of files and systems;

· derivation of data

· accelerated information processing and decision making;

· use of new technologies.
	None 

	4c.   How are the effects to be mitigated?
	N/A


F. MAINTENANCE OF ADMINISTRATIVE CONTROLS

	1a.   Explain how the system and its use will ensure equitable treatment of customers and employees.
	The system will comply with all the requirements for Section 508 and will employ role-based access controls to minimize unauthorized access.   Moreover, the system will comply with the appropriate Federal and Departmental privacy provisions. 

	2a.   If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?
	There is continuous system operations and management coordination between the staff at the Office of the Chief Information Officer (OCIO) National Information Technology Center (NITC) in Kansas City, MO and the IAS disaster recovery site is located at the NITC George Washington Carver Center (GWCC) located in Beltsville, MD.  IAS security criteria, rules, procedures and documentation are used by all users regardless of location to ensure universal compliance with security policy.



	2b.   Explain any possibility of disparate treatment of individuals or groups.
	There is no possibility of disparate treatment of individuals or groups.

	2c.   What are the retention periods of data in this system?


	IAS follows General Record Schedule 3 - Procurement, Supply, and Grant Records and General Record Schedule and General Record Schedule 24 - Information Technology Operations and Management Records.


	2d.   What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	The data is moved to permanent storage at the third-party data archival vendor’s location.  The procedures are documented in the IAS system security plan (SSP).


	2e.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	There are creation and record status field which show when data was created.  These fields in conjunction with the business rules and input / output checks will ensure fairness, accuracy and timeliness in the decision making process. 

	3a.   Is the system using technologies in ways that the USDA has not previously employed (e.g. Caller-ID)?
	No.

	3b.   How does the use of this technology affect customer/employee privacy?
	N/A

	4a.   Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 
	The system will allow individuals, (e.g.,  IAS Administrators, agency security administrators, IAS contractors) with the appropriate amount of access to run reports which detail who has logged into IAS.  This report does not differentiate a user by location nor does it list a user’s name, as only the User IDs appear on the list.

	4b.   Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.


	No.

	4c.   What controls will be used to prevent unauthorized monitoring?


	System auditing and accountability, data encryption for data in transit (secure socket layer (SSL)), security awareness training and rules of behavior among other management, operational and technical controls.

	5a.   Under which Systems of Record notice (SOR) does the system operate?  Provide number and name.
	This will be under the IAS SOR.

	5b.   If the system is being modified, will the SOR require amendment or revision?  Explain.
	Yes.  Additional capabilities will be added to IAS in FY07 which may cause the SOR to be revised.


APPENDIX A

DECLARATION OF PRIVACY PRINCIPLES

The privacy principles set forth in this declaration are based on the ethical and legal obligations of the United States Department of Agriculture to the public and are the responsibility of all USDA employees to recognize and treat their office as a public trust.

The obligation to protect client and partner privacy and to safeguard the information clients and partners entrust to us is a fundamental part of the USDA’s mission to administer the law fairly and efficiently.  Clients and partners have the right to expect that the information they provide will be safeguarded and used only in accordance with law.  In recognition of these obligations, policies and procedures must clearly state who should have access to what information and for what purposes.  In addition, appropriate limitations must be placed on the collection, use and dissemination of clients and partners’ personal and financial information and sufficient technological and administrative measures must be implemented to ensure the security of USDA data systems, processes and facilities.

All USDA employees are required to exhibit individual performance that reflects a commitment to dealing with every client and partner fairly and honestly and to respect the clients and partners’ right to feel secure that their personal information is protected. To promote and maintain clients and partners’ confidence in the privacy, confidentiality and security protections provided by the USDA, the USDA will be guided by the following Privacy Principles:

	Principle 1:
	Protecting citizen, client and partner privacy and safeguarding confidential citizen, client and partner information is a public trust.



	Principle 2:
	No information will be collected or used with respect to citizens, clients and partners that is not necessary and relevant for legally mandated or authorized purposes.



	Principle 3:
	Information will be collected, to the greatest extent practicable, directly from the citizen, client or partner to whom it relates.



	Principle 4:
	Information about citizens, clients and partners collected from third parties will be verified to the greatest extent practicable with the citizens, clients and partners themselves before action is taken against them.



	Principle 5:
	Personally identifiable citizen, client or partner information will be used only for the purpose for which it was collected, unless other uses are specifically authorized or mandated by law.



	Principle 6:
	Personally identifiable citizen, client or partner information will be disposed of at the end of the retention period required by law or regulation.



	Principle 7:
	Citizen, client or partner information will be kept confidential and will not be discussed with, nor disclosed to, any person within or outside the USDA other than as authorized by law and in the performance of official duties.



	Principle 8:
	Browsing, or any unauthorized access of citizen, client or partner information by any USDA employee, constitutes a serious breach of the confidentiality of that information and will not be tolerated.



	Principle 9:
	Requirements governing the accuracy, reliability, completeness, and timeliness of citizen, client or partner information will be such as to ensure fair treatment of all clients and partners.



	Principle 10:


	The privacy rights of citizens, clients and partners will be respected at all times and every citizen, client and partner will be treated honestly, fairly, and respectfully.




The Declaration does not, in itself, create any legal rights for clients and partners, but it is intended to express the full and sincere commitment of the USDA and its employees to the laws which protect client and partner privacy rights and which provide redress for violations of those rights.

APPENDIX B

POLICY STATEMENT ON CITIZEN, CLIENT AND PARTNER PRIVACY RIGHTS

The USDA is fully committed to protecting the privacy rights of all citizens, clients and partners. Many of these rights are stated in law.  However, the USDA recognizes that compliance with legal requirements alone is not enough.  The USDA also recognizes its social responsibility which is implicit in the ethical relationship between the USDA and the citizen, client or partner.  The components of this ethical relationship are honesty, integrity, fairness, and respect.

Among the most basic of a citizens, clients, or partners’ privacy rights is an expectation that the USDA will keep personal and financial information confidential.  Citizens, clients and partners also have the right to expect that the USDA will collect, maintain, use, and disseminate personally identifiable information and data only as authorized by law and as necessary to carry out agency responsibilities.

The USDA will safeguard the integrity and availability of citizens, clients and partners’ personal and financial data and maintain fair information and record keeping practices to ensure equitable treatment of all citizens, clients and partners.  USDA employees will perform their duties in a manner that will recognize and enhance individuals’ rights of privacy and will ensure that their activities are consistent with law, regulations, and good administrative practice. In our record keeping practices, the USDA will respect the individual’s exercise of his/her First Amendment rights in accordance with law.

As an advocate for privacy rights, the USDA takes very seriously its social responsibility to citizens, clients and partners to limit and control information usage as well as to protect public and official access.  In light of this responsibility, the USDA is equally concerned with the ethical treatment of citizens, clients and partners as well as their legal and administrative rights.
APPENDIX C: 
Acronym List
 

	COTS
	Commercial off-the-shelf 

	DA
	Departmental Administration

	FFIS
	Foundational Financial Information System

	FY
	Fiscal year

	GWCC
	George Washington Carver Center

	IAS
	Integrated Acquisition System

	NFC
	National Finance Center

	NITC
	National Information Technology Center

	OCFO
	Office of the Chief Financial Officer

	OCIO
	Office of the Chief Information Officer

	OPPM
	Office of Procurement and Property Management

	PIA
	Privacy Impact Assessment

	SOR
	System of Record

	SSL
	Secure Socket Layer

	SSP
	System Security Plan

	USDA
	United States Department of Agriculture


� EMBED Word.Picture.8  ���








A-ix
	Security Evaluation Report
	
	Baseline Security Requirements

	Integrated Acquisition System (IAS)

April 21, 2004
	
	


FOR OFFICIAL USE ONLY



For Official Use Only

[image: image3.png]oD AGRICULTURE



_1244364000.doc
[image: image1.png]o AGRICULTURE







