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PRIVACY IMPACT ASSESSMENT

The Privacy Act of 1974, as Amended (5 United States Code 552a) and the Computer Matching and Privacy Act of 1988 (Public Law 100-503) affords individuals the right to privacy in records that are maintained and used by Federal agencies. The Food and Nutrition Service (FNS) is responsible for ensuring the privacy, confidentiality, integrity, and availability of customer and employee information. The Privacy Impact Assessment (PIA) is a process used to evaluate privacy in information systems. The completed PIA is submitted to the Office of the Privacy Advocate for review.

Anti-Fraud Locator Using Electronic Benefit Transfer (EBT) Retailer Transactions (Alert)
FNS has the primary responsibility for monitoring any fraudulent activity by retailers and the individual States for recipients. While traditional methods of fraud, identified under the coupon distribution/ redemption system, are reduced through the use of EBT, the nature of electronic transactions also introduces previously unknown approaches to committing fraud. Methods of detecting (and ultimately preventing) food stamp fraud by EBT enabled retailers are essential to the successful management of the benefit redemption process. The ALERT system receives monthly transaction records from EBT processors and conducts analysis of patterns in the data, which indicate potential fraudulent activity by stores.
I.  Data in the System

1. Generally describe the information to be used in the system in each of the following categories:  Customer, Employee, and Other:

Customer

Employee data is for authentication and authorization only and contains their name, User ID and roles etc. 

Employee
Information on employees is limited to their name, user identification (userID), office, and related security privileges for access to various system functions.
2. What are the sources of the information in the system?

Sources of information come from:

· EBT Processors  
· STARS II
· Watch List Updates - Designated users are granted the ability to make certain status changes and enter comments.  

· Patter Parameters and Rank Criteria - Designated users may enter new or modify existing parameters and rank criteria.  

a. What USDA files and databases are used? What is the source agency?
STARS II - USDA
b. What Federal Agencies are providing data for use in the system?
USDA 
c. What State and Local Agencies are providing data for use in the system?
None.

d. From what other third party sources will data be collected?
None.
e. What information will be collected from the customer/employee?
None
3.
a.
How will data be collected from sources other than the USDA records and the customer be verified for accuracy?
         Not Applicable.
b. How will data be checked for completeness?
Data is checked using predetermined data thresholds, which include data error output reports. 
c. Is the data current? How do you know?
Not Applicable.
4. Are the data elements described in detail and documented?  If yes, what is the name of the document?   
Documentation is provided to the processors through the Alert Data Dictionary to ensure that the correct data is provided. 
II.  Access to the Data

1. Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Other)?
The ALERT system receives monthly transaction records and conducts analysis of patterns in the data, which indicate potential fraudulent activity by stores. FNS investigators and compliance offices use these reports to support case management. Other users include USDA Office of the Inspector General (OIG) investigators and the staff members of Regional and Field offices. 
2. How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?
Access to the system will follow FNS existing processes using the Form 674. The following mandatory rules are defined for users of FNS computer and information systems:
· Users are forbidden to access, research, or change any account, file, record, or application that is not required to perform official duties.
· Users are restricted to accessing, researching or changing only accounts, files, records or applications required to perform their official duties.

· If asked to access an account or other sensitive or private information, users are required to verify that the request is authorized and valid. Users will be held accountable if they access an unauthorized account.
· Users are required to protect passwords from disclosure and to refuse acceptance of passwords that are not delivered in a sealed envelope. Users are required to log/sign off anytime they leave the computer or terminal.
· Users are required to retrieve all hard copy printouts in a timely manner, ensure magnetic media is secured based on the sensitivity of the information contained, and practice proper labeling procedures. Users are instructed not to disclose or discuss any FNS-related information with unauthorized individuals.

· All vendors are to be escorted and monitored.

· Access to ALERT is accomplished through the Identification & Authentication (I&A) functions contained within the Microsoft Windows operating system.
· The use of unlimited privilege is strictly limited and audited. An unlimited account has unlimited access to the operating system, affording access to all system administration and security functions. The FNS defines the responsibilities associated with these functions, and that information is provided to system vendors and developers.
· The Windows operating system and the Database Management System (DBMS) security controls allow for resource-based access. Individual and group profiles have been established and system level file protection is implemented. UserIDs, groups, and resources are identified for protection. Permissions/profiles are identified for individuals, groups or users, nested resources, or multiple groups/nests, and can only be assigned by an authorized individual.

3.
Will users have access to all data on the system or will the user’s access be restricted?  Explain.
Access to the system will be granted to classes of users and to users individually. These users are then segregated into role-based categories with data entry or read only access.
4.
What controls are in place to prevent the misuse (e.g., browsing) of data by those having access?
Access to ALERT functions and screens are controlled by the user class security features established for each system user. Also, reference the Alert Security Features Users Guide (SFUG) and the Rules of behavior (appendix A in the Alert System Security Plan) that all users must acknowledge through their signature.
5.a.
Do other systems share data or have access to data in this system?  If yes, explain.
No.
b.
Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface?
Not Applicable. Protecting the privacy rights of the customers and employees is the responsibility of the FNS security officers.

6.
a.
Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?
No, transaction level data is not shared with any other agency.
b. How will the data be used by the agency?
ALERT provides data to STARS II (Watch List Status and Date).

c. Who is responsible for assuring proper use of the data?
Not Applicable.
III.  Attributes of the Data

1. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
Yes, the use of the data is both relevant and necessary to the purpose for which ALERT was designed and accomplishing the mission of the FNS.
2.
a.
Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?
No, ALERT does not derive or create new data.
b. Will the new data be placed in the individual’s record (customer or employee)?
Not Applicable.
c. Can the system make determinations about customers or employees that would not be possible without the new data?
Not Applicable.
d. How will the new data be verified for relevance and accuracy?
Not Applicable.
3.
a.
If data is being consolidated, what controls are in place to protect the data from unauthorized access or use?

Data is not being  consolidated. Controls are in place to protect existing data.

· Physical access to the servers is protected by FNS policy and procedures.
· Electronic access to the servers is protected by FNS/USDA firewalls and network security.
· The application is protected by authorization and authentication at the application level.

· Intrusion detection devices will monitor all internet activity.
b. If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain
Not Applicable. 
4.a
How will the data be retrieved?  Can it be retrieved by personal identifier?  If yes, explain.
 Not Applicable.
b. What are the potential effects on the due process rights of customers and employees of:
a. Consolidation and linkage of files and systems;
Not Applicable.

    b. Derivation of data;
Not Applicable. There is no derivation of data.

c. Accelerated information processing and decision making;
Not Applicable.
d. Use of new technologies;
Not Applicable. The ALERT configuration does not use new technology.

ALERT is a client server based application running on a Hewlett-Packard (HP) Proliant server located in the FNS computing facility at FNS headquarters. System access is via password protected controlled interfaces from users over the intranet – dial-up is disabled. Some clients use a Virtual Private Network (VPN) connection over the Internet.
All FNS Regional, Benefit Redemption Systems Branch (BRSB), and Headquarters file server platforms and host platforms are connected to the Department’s Internet Access Network at Washington Service Center (WSC), National Information Technology Center (NITC) and Fort Collins using Transmission Control Protocol/Internet Protocol (TCP/IP). Cisco routers and firewall servers running Check Point™ Firewall-1 provide security in the telecommunications infrastructure.
5.
How are the effects to be mitigated?
There are no effects to be mitigated.  
IV.  Maintenance of Administrative Controls

1.
a.
Explain how the system and its use will ensure equitable treatment of customers and employees.
FNS has the primary responsibility for retailers, but the States for recipients. While traditional methods of fraud, identified under the coupon distribution/redemption system, are reduced through the use of EBT, the nature of electronic transactions also introduces previously unknown approaches to committing fraud. Methods of detecting (and ultimately preventing) food stamp fraud by EBT enabled retailers are essential to the successful management of the benefit redemption process.
b.
If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?
ALERT is installed and operated only at the FNS HQ in Alexandria, VA.
c.
Explain any possibility of disparate treatment of individuals or groups.
Not Applicable. ALERT does not process ASAP data.
2.
a.
What are the retention periods of data in this system?
Backup copies of all operating system software, applications software, databases and data are kept for reference and recovery in case the original is lost or destroyed. A backup copy of modifications and upgrades to the software is also made and kept until superceded.

All dynamic data, including Alert data that is updated/changed frequently, on the Agency LAN is backed-up daily and retained for at least one week. A complete LAN system backup is conducted weekly. Each LAN system weekly backup is retained for at least one month. One of the weekly system backups is maintained at the secure off-site storage location. The off-site backup is rotated at least monthly.

Complete systems backups shall be completed before any database or software modifications are implemented. A set of backups shall be stored at the off-site storage location and rotated at least monthly.
b.
What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?
Procedures for eliminating the data at the end of the retention period for ALERT have been developed, but have not been used because no data has been eliminated from ALERT. These procedures are stored in the ALERT Program Office in Alexandria, VA.  
c.
While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
The data maintained in ALERT is transaction level data that has been reviewed and audited by the USDA Office of the Inspector General (OIG) on an annual basis.
3.
a.
Is the system using technologies in ways that the FNS has not previously employed (e.g., Caller-ID)?
The ALERT is not using technologies in ways that the FNS has not previously employed.  Other FNS systems use similar technologies to retrieve the data required to measure taxpayer compliance.

b. How does the use of this technology affect customer/employee privacy?
Not Applicable. ALERT is not using technologies in ways that the FNS has not previously employed.

4.
a.
Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.

No, the information processed by ALERT is used by FNS to identify potential fraudulent activities by retailers in the management and redemption of food assistance benefits and not to monitor individuals.
b.
Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.
 Not Applicable
c. What controls will be used to prevent unauthorized monitoring?

Not Applicable 
5.
a.
Under which Systems of Record notice (SOR) does the system operate?  Provide number and name.
ALERT SOR could not be found. Paul Linz may have the SOR information. 
b.
If the system is being modified, will the SOR require amendment or revision? Explain.

Not Applicable.
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