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1 Purpose of Document
USDA DM 3515-002 states: “Agencies are responsible for initiating the PIA in the early stages of the development of a system and to ensure that the PIA is completed as part of the required System Life Cycle (SLC) reviews.  Systems include data from applications housed on mainframes, personal computers, and applications developed for the Web and agency databases.  Privacy must be considered when requirements are being analyzed and decisions are being made about data usage and system design.  This applies to all of the development methodologies and system life cycles used in USDA.

Both the system owners and system developers must work together to complete the PIA.  System owners must address what data are used, how the data are used, and who will use the data.  System owners also need to address the privacy implications that result from the use of new technologies (e.g., caller identification).  The system developers must address whether the implementation of the owner’s requirements presents any threats to privacy.”
The Privacy Impact Assessment (PIA) document contains information on how the Production and Distribution System (PDS) affects the privacy of its users and the information stored within. This assessment is in accordance with NIST SP 800-37 Guide for the Security Certification and Accreditation of Federal Information Systems.
2 Applicability
2.1 Applicability of System

The information in this document is applicable to the system and its subsystems as listed below.
Table 1: System Applicability

	System
	Subsystem

	APFO Production and Distribution System (PDS)
	· Consolidated Management System (CMS)
· Consolidated Contracting System (CCS)

· Consolidated Production System (CPS)

· Aerial Photography Inspection System (APIS) 

· Digital Ortho Photogrammetric Production System (DOPPS)

· Geospatial Data Inspection System (GDIS)

· Work Order Entry System (WOES)

· Inventory Control System (ICS)

· Time System (TIME)

· Data Provisioning System (DPS)


2.2 System Overview

The Consolidated Management System (CMS) is an online menu-driven program that provides a mechanism to assist the APFO by automating tasks pertaining to aerial photography support. Contract Management System (CMS) is a module of CCS used in the development of solicitations for aerial photography, the evaluation of bids, selection of the most qualified bidder, monitoring and management of contracts, contract performance, and procedural updates.

The Consolidated Contracting System (CCS) is an online menu-driven program that provides a mechanism to assist the APFO by automating tasks pertaining to contract support of the aerial photography mission.

The Consolidated Production System (CPS) is an online menu-driven program that provides a mechanism to assist the APFO by automating operational tasks pertaining to the aerial photography mission.

Aerial Photography Inspection System (APIS) is a module of CPS used for maintenance and historical referencing of information pertaining to aerial photographic film received at APFO.  This includes (but not limited to) physical defects, dimensional stability, film density, fiducial marks, camera and lens identification, resolution, residual chemicals, splicing, and photographic conditions (e.g., cloud cover, sun angle, snow cover, smoke, etc).

Digital Ortho Photogrammetric Production System (DOPPS) is a module of CPS used to develop a digital image base layer (soft copy) furnished to field service centers for GIS use.

Geospatial Data Inspection System (GDIS) is a module of CPS used by APFO to direct the performance of quality assurance inspections on the line-work for each digitized county.  If line-work is not satisfactory, the Common Land Unit (CLU) boundary is tagged to show up on a check plot as an area for the Service Center or digitizing center to examine for errors.
Work Order Entry System (WOES) is a module of CPS that automates the processing of work orders for aerial photography, including internal tracking of customer’s orders, basic financial management of monies (receipt, billing, and refunds), departmental workload, and photographic production. 
Inventory Control System (ICS) is a module of CMS that covers four areas of inventory control; Photographic Inventory, Photographic Equipment Parts Inventory, Property Inventory, and Office Supplies Inventory.  

Time System (TIME) module of CMS is a productivity measurement system utilized by both management and employees in the assessment of daily activities, and time and salary expended for various activities.
The Data Provisioning System is a web based application that accesses APFO’s existing geospatial data catalog. 
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Table 2: Data In The System
	DATA IN THE SYSTEM

	1. Generally describe the information to be used in the system in each of the following categories:  Customer, Employee, and Other.
	ICS contains Photographic Inventory, Photographic Equipment Inventory, Office Supply Inventory, and Property Asset Inventory.  
TIME contains Labor Hours Tracking information to include employee SSN, Project information, Vacation time, Comp-time, and Leave information.  It also includes employee emergency contact information to include address and phone number. 
COMP contains a summary of different film holdings and types.

CMS, Request for Proposal, Request for Quote, Proposal, Purchase Order Information. 
DPS contains a catalog of available geospatial data.

	2a. What are the sources of the information in the system?
	All APFO personnel are granted read access to CMS data.  The Management, Data, and Photographic Services Branches are the primary users of ICS and are granted read and limited write access to their specific data and will be prevented from modifying other data.  All APFO employees who charge their labor to specific tasks use TIME to do so.  Access to the COMP application is limited to personnel with contract related responsibilities.  Inserts, updates, and delete access is limited by user roles as defined by the Contracting Officer.  Read only access is provided on some aspects of the data to all APFO personnel.

Access to the CMS application is limited to personnel with contract related responsibilities.  Inserts, updates, and delete access is limited by user roles as defined by the Contracting Officer.  Read only access is provided on some aspects of the data to all APFO personnel.

	2b. What USDA files and databases are used? What is the source agency?
	Data that resides in the PDS system is APFO Internal

	2c. What Federal Agencies are providing data for use in the system?
	None

	2d. What State and Local Agencies are providing data for use in the system?
	None

	2e. From what other third party sources will data be collected?
	Imagery data is contracted annually to multiple vendors. 

	2f. What information will be collected from the customer/employee?
	TIME system collects SSN, leave records, emergency contact information, and chargeable labor hours for employees. The customer’s shipping address and preferred payment method will be collected.  

	3a. How will data collected from sources other than the USDA records and the customer be verified for accuracy?
	N/A

	3b. How will data be checked for completeness?
	N/A


Table 3: Access To The Data
	ACCESS TO THE DATA

	1. Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Other)?
	All APFO Personnel, Developers, DBA’s, SA’s, external Federal, Commercial and Private Customers

	2. How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?
	Access is determined by the user’s position within APFO and controlled via role-based authentication.  This access is documented within the administrator’s manual.  Access by external customers is managed thru ACL’s and new accounts are approved by IT Manager prior to creation.  Direct Access to data is restricted via ACL’s and configured thru server services as opposed direct access from user’s accounts.  When a request for data is made, the system creates “pseudo links” where the data can be downloaded. 

	3. Will users have access to all data on the system or will the user’s access be restricted?  Explain.
	Read only access is granted to all APFO employees and customers. 

	4. What controls are in place to prevent the misuse (e.g. browsing, unauthorized use) of data by those having access?
	Role based group authentication controls who enters data, and monitoring of access logs by administrators ensures that no unauthorized personnel access data without authorization.  The only user interface with the system is through the hummingbird terminal emulation program and that access is a menu driven “portal” that controls users’ access.

	5a. Do other systems share data or have access to data in this system?  If yes, explain.
	Yes.  Resource Data Gateway makes requests on users behalf and “pseudo links” are created.  

	5b. Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface.
	Ronald Nicholls, Director APFO (DAA)

	6a. Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?
	Accounts have created for individual users within other Federal agencies.  Availability of these accounts is event driven (i.e. Disaster Response) and users must request accounts in advance. Agencies include other NOAA, FEMA, DHS, and their associated contracted staff. It is important to note 

	6b. How will the data be used by the agency?
	APFO’s geospatial data is used for emergency planning, disaster response, census, agriculture, event security. 

	6c. Who is responsible for assuring proper use of the data?
	Geospatial data produced by APFO is in the Public Domain.  APFO assures thru roles and ACL’s that requestors are restricted to read only.


Table 4: Attributes Of The Data
	ATTRIBUTES OF THE DATA

	1. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
	Yes

	2a. Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?
	Yes.  The system is not designed to derive new data about an individual (customer) but it could be done manually.  Social Security or Tax Identification numbers are collected for cash refunds only.  This function is listed in the Federal Register.

	2b. Will the new data be placed in the individual’s record (customer or employee)?
	No  The SSN is connected with a work order number only.  Work order numbers can then be connected to a customer account number which then would give you the customers contact information.



	2c. Can the system make determinations about customers or employees that would not be possible without the new data?
	No. No extrapolation of the data or determination about the customer is made by the system.



	2d. How will the new data be verified for relevance and accuracy?
	SSN numbers are collected only on those individuals requesting a cash refund.  Only sales employees granted the WOREFUND role have access to the screen required to enter the data.



	3a. If data is being consolidated, what controls are in place to protect the data from unauthorized access or use?
	The data is consolidated by design.  Centralized Oracle relational database instance with authentication methods are being employed.  Permissions are set within the database structure to keep unauthorized queries and programs from accessing data

	3b. If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.
	Data is consolidated by design, not by process.

	4a. How will the data be retrieved?  Can it be retrieved by personal identifier?  If yes, explain.
	Primary access to the system is through the Exceed Corporation’s Hummingbird terminal emulation program, which allows a menu driven application interface.  The menu was developed using the following Oracle applications, SQL Report Writer, and SQL Forms, as the front-end interface with the Oracle RDBMS.  PDS system is controlled, administered, and maintained by APFO.        

	4b. What are the potential effects on the due process rights of customers and employees of:

· consolidation and linkage of files and systems;

· derivation of data

· accelerated information processing and decision making;

· use of new technologies.
	N/A

	4c. How are the effects to be mitigated?
	N/A


Table 5: Maintenance Of Administrative Controls
	MAINTENANCE OF ADMINSTRATIVE CONTROLS

	1a. Explain how the system and its use will ensure equitable treatment of customers and employees.
	Audit logs exist for data access and role based authentication methods are employed.  Data gathered does not identify personal characteristics of customers or employees.

	2a. If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?
	System is solely located and maintained at APFO. 

	2b. Explain any possibility of disparate treatment of individuals or groups.
	N/A

	2c. What are the retention periods of data in this system?
	Contracting data is maintained for 6 years.  All other data is retained indefinitely.

	2d. What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?
	Manual processes exist for archiving the data off-site for the six-year financial data requirement.  At the end of the retention requirement the media is destroyed using a DoD grade degausser.   

	2e. While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	Data structure, permissions, and activity auditing ensure data integrity

	3a. Is the system using technologies in ways that the USDA has not previously employed (e.g. Caller-ID)?
	No

	3b. How does the use of this technology affect customer/employee privacy?
	N/A

	4a. Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 
	No

	4b. Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.
	No

	4c. What controls will be used to prevent unauthorized monitoring?
	N/A

	5a. Under which Systems of Record notice (SOR) does the system operate?  Provide number and name.
	· Subsidiary Personnel, Pay and Travel Records, USDA/FSA-11
· Applicant/Borrower, USDA/FSA-14
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Thave casefully assessed the Privacy lmpact Asscssment for the
FSA APFO Production and Distribution Systems Business Enclave

‘This document has been completed in accordance with the requirements of the
EGoverment Act of 2002.

We fully.scoept the changes as needed improvements and authorize initiation of work to
proceed. Based on our anthority and judgment, the continued operation of this system is
authorized.
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