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1 Purpose of Document
USDA DM 3515-002 states: “Agencies are responsible for initiating the PIA in the early stages of the development of a system and to ensure that the PIA is completed as part of the required System Life Cycle (SLC) reviews.  Systems include data from applications housed on mainframes, personal computers, and applications developed for the Web and agency databases.  Privacy must be considered when requirements are being analyzed and decisions are being made about data usage and system design.  This applies to all of the development methodologies and system life cycles used in USDA.

Both the system owners and system developers must work together to complete the PIA.  System owners must address what data are used, how the data are used, and who will use the data.  System owners also need to address the privacy implications that result from the use of new technologies (e.g., caller identification).  The system developers must address whether the implementation of the owner’s requirements presents any threats to privacy.”
The Privacy Impact Assessment (PIA) document contains information on how the Commodity Management Systems affects the privacy of its users and the information stored within. This assessment is in accordance with NIST SP 800-37 Guide for the Security Certification and Accreditation of Federal Information Systems.
2 Applicability
2.1 Applicability of System

The information in this document is applicable to the system and its subsystems as listed below.
Table 1: System Applicability

	System
	Subsystem

	Commodity Management Systems

(COMS)
	· Warehouse Examiners Data System (WEDS)
· Cotton User Marketing Certificate System (CUMC)
· Grain Inventory Management System (GIMS)
Miscellaneous Commodities Inventory System (MCIS)
○ Peanuts Inventory Management System (PIMS)


2.2 System Overview

For all of the following systems, except WEDS, data flow is initiated from internal FSA users via their workstations. These sessions connect to the National Information Technology Center (NITC) where these applications reside.

Internal FSA Kansas City Commodity Office personnel such as merchandisers, inventory control specialists, contract specialists, financial office specialists and disbursement specialists use the following applications.
2.2.1 Warehouse Examiners Data System (WEDS):
The Warehouse Examiners Data System (WEDS) supports the United States Warehouse Act and Commodity Credit Corporation Examination Programs, which require federal warehouse examiners to audit various criteria associated with the proper maintenance of commodities in warehouse operations.  This includes actual measured inventory quantity on-hand by commodity to meet their same negotiable and non-negotiable obligations to their customers.  The WEDS application is administered by the Kansas City Commodity Office (KCCO).  The primary users of the WEDS application are USDA FSA Warehouse examiners throughout the United States.
Original installation files for the WEDS application and all updates are generated at the KCCO 6501 Beacon Drive location.  After field examiners install the WEDS application on their personal computers they receive periodic updates to the application and its data from the KCCO office.  These updates are either received in via email or a diskette mailed to their home through the United States Post Office.

2.2.2 Cotton User Marketing Certificate System:
The Cotton User Marketing Certificate System (CUMC) maintains information and supports activities for the provisions of the Special Competitive Provisions for Extra Long Staple Cotton program.  The Farm Service Agency (FSA), Kansas City Commodity Office administers this program.

2.2.3 Grain Inventory Management System:

The Grain Inventory Management System (GIMS) is an integrated on-line and batch database which controls, accounts for, and reports on the acquisition, storage and disposition of all Commodity Credit Corporation (CCC) owned grain, rice, and oilseed inventories.  The system supports the enactment of USDA policies to acquire market, and dispense inventory to support price stabilization in the United States grain trade.

2.2.4 Miscellaneous Commodities Inventory System (MCIS)
2.2.4.1 Peanut Inventory Management System (PIMS)

The system supports the enactment of the USDA policies to acquire, market, and dispense of inventory to support the stabilization of prices in the United States Peanut trade through an integrated online and batch database which controls, accounts for, and reports on the acquisition, storage, and disposition of all Commodity Credit Corporation (CCC) owned Peanut inventories. The integrated PIMS database provides FSA users with consistent up-to-date information for use in completing their specific missions.
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4  USDA PRIVACY IMPACT ASSESSMENT

Table 2: Data In The System
	DATA IN THE SYSTEM

	1. Generally describe the information to be used in the system in each of the following categories:  Customer, Employee, and Other.
	Warehouse Examiners Data System:

Information is used to assess and audit management/business operations that safeguard receipted and non-receipted commodities held by a warehouse operator who is licensed under the United States Warehouse Act (USWA), contracting with the CCC under various storage agreements or contracting fee for services from USDA FSA.
Cotton User Marketing Certificate System:
Customer (Cotton Exporting firms and Domestic Cotton Mills):  Taxpayer Identification Numbers, Social Security Numbers (for a small operation), company name, contact person name, mailing and payee addresses, phone numbers, bales and pounds of cotton consumed or exported, and payment amount due.

Employees: Authorized Access information such as name, access ID, and work phone number.  Weekly rates of payment entered by employees.
Grain Inventory Management System:
Customers (Warehousemen, Vendors, Exporters, and Shippers): Taxpayer Identification Numbers, bank account codes, names, addresses, and phone numbers.

Employees: Contract Officer’s names.  
Miscellaneous Commodities Inventory System (MCIS):
Customer – (Warehousemen, Vendor, Exporter, and Shipper): Taxpayer Identifier numbers, bank account codes, names, addresses, phone numbers.

Employee – Contract Officers names.  Authorized Access information such as name, access ID, and work phone number.

Other – Bid information from the online auction service provided by The Seam.  Warehouse receipt information from EWR, Inc.


	2a. What are the sources of the information in the system?
	Warehouse Examiners Data System:

Warehouse Operator records pertaining to inventory and customer accounts, specific physical measurements of commodities within the warehouse.
Cotton User Marketing Certificate System:
Customers must provide information on an ELS agreement (form CCC-1045) to participate in the program.  Customers must supply payment application information on form CCC-1045ELS.  Weekly rates of payment are determined by USDA/FSA program administrators in Washington, D.C.
Grain Inventory Management System:
Uniform Grain Storage Agreement between CCC and business partners.
Miscellaneous Commodities Inventory System (MCIS)
Peanut Storage Agreement between CCC and business partners. See Notice BCD-72 and BCD-30 for additional information.


	2b. What USDA files and databases are used? What is the source agency?
	Warehouse Examiners Data System:

All information gathered by field examiners is forwarded to the USDA FSA KCCO.
Cotton User Marketing Certificate System:
FSA – GIMS (Grain Inventory Management System) and MCS (Miscellaneous Commodity System) databases.  FSA -CDS (Centralized Disbursements System) return file of customer invoice data.    
Grain Inventory Management System:
FSA – GIMS (Grain Inventory Management System, also FSA Automated Price Support System (APSS) file of loan forfeitures.  
Miscellaneous Commodities Inventory System (MCIS)
FSA – GIMS (Grain Inventory Management System and MCS (Miscellaneous Commodities System) databases, also FSA Automated Price Support System (APSS) file of loan forfeitures.  


	2c. What Federal Agencies are providing data for use in the system?
	Warehouse Examiners Data System:

No other federal agency besides the FSA provides any data to be incorporated into the WEDS application.
Cotton User Marketing Certificate System:
USDA/FSA
Grain Inventory Management System:
FSA State and County USDA Service Centers
Miscellaneous Commodities Inventory System (MCIS)

USDA/FSA and FSA State and County USDA Service Centers.

	2d. What State and Local Agencies are providing data for use in the system?
	Warehouse Examiners Data System:

Some state departments of agriculture submit information on paper pertaining to state licensed, CCC contracted warehouses.  Information is submitted on paper and reviewed and inputted into WEDS by FSA personnel.
Cotton User Marketing Certificate System, 
Grain Inventory Management System, and 
Miscellaneous Commodities Inventory System (MCIS)
N/A


	2e. From what other third party sources will data be collected?
	Warehouse Examiners Data System:

A federal warehouse examiner may request additional support data from federally licensed electronic receipt clearing houses.  This includes providing receipt or non-receipted obligations held for the warehouse operator.
Cotton User Marketing Certificate System:
N/A
Grain Inventory Management System:
N/A
Miscellaneous Commodities Inventory System (MCIS)
The SEAM, an online auction house and EWR, Inc, an electronic data storage facility.


	2f. What information will be collected from the customer/employee?
	Warehouse Examiners Data System:

No financial or tax identification records are collected.  Only proof of private or public records of ownership is gathered.  Individual contact (business/home address, phone numbers) may be obtained.  For USWA service licenses, warehouse operators’ employee names must be recorded information.
Cotton User Marketing Certificate System:
Customer (Cotton Exporting firms and Domestic Cotton Mills):  Taxpayer Identification Numbers, Social Security Numbers (for a small operation), company name, contact person name, mailing and payee addresses, phone numbers, bales and pounds of cotton consumed or exported, and payment amount due.

Employees: Authorized Access information such as name, access ID, and work phone number.  Weekly rates of payment entered by employees.
Grain Inventory Management System:
Customers (Warehousemen, Vendors, Exporters, and Shippers): Taxpayer Identification Numbers, bank account codes, names, addresses, and phone numbers.

Employees: Contract Officer’s names.  
Miscellaneous Commodities Inventory System (MCIS)
Customer – (Warehousemen, Vendor, Exporter, and Shipper): Taxpayer Identifier numbers, bank account codes, names, addresses, phone numbers.

Employee – Contract Officers names.  Authorized Access information such as name, access ID, and work phone number.

Other – Bid information from the online auction service provided by The Seam.  Warehouse receipt information from EWR, Inc.

	3a. How will data collected from sources other than the USDA records and the customer be verified for accuracy?
	Warehouse Examiners Data System:

All data is reviewed by FSA personnel.  If necessary, a FSA warehouse examiner will be dispatched to review original source documents.
Cotton User Marketing Certificate System:
N/A
Grain Inventory Management System:
N/A
Miscellaneous Commodities Inventory System (MCIS)
KCCO program specialists will verify bid data from The Seam for accuracy.  Information received from EWR, Inc will be verified programmatically when it is uploaded.


	3b. How will data be checked for completeness?
	Warehouse Examiners Data System:

All information gathered by field warehouse examiners is reviewed by FSA Kansas City Commodity Office personnel authorized to evaluate an examination.
Cotton User Marketing Certificate System:
N/A
Grain Inventory Management System:
N/A
Miscellaneous Commodities Inventory System (MCIS)
KCCO program specialists will verify bid data from The Seam for completeness.



Table 3: Access To The Data
	ACCESS TO THE DATA

	1. Who will have access to the data in the system(Users, Managers, System Administrators, Developers, Other)?
	Warehouse Examiners Data System:

As a general restriction only FSA personnel are authorized access to the database.  For production problems and resolution, developers and other Information Technology specialists will have a need to occasionally modify information contained in databases.  (This usually requires or involves temporary read-write authority.)
Cotton User Marketing Certificate System, 
Grain Inventory Management System, and 
Miscellaneous Commodities Inventory System (MCIS)
Users.


	2. How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?
	Warehouse Examiners Data System:

The Kansas City Commodity Office through its Warehouse License and Examination Division (WLED) instructs its assigned System Administrator to authorize specified users to have access to the application.  System Administrator must further define user and user application access within the application and submit service requests to the Database Management Office to allow the user to have read or read/write authority as user requirements warrant.
Cotton User Marketing Certificate System,
Grain Inventory Management System, and 
Miscellaneous Commodities Inventory System (MCIS):
Program Managers grant access to users on a need to know basis.

Yes – criteria, procedures, controls, and responsibilities regarding access are documented in the MCIS Security Plan.


	3. Will users have access to all data on the system or will the user’s access be restricted?  Explain.
	Warehouse Examiners Data System:

Access is based on the user’s scope of business needs and application access control dictates.  A specific user may have access to all data or restricted access.
Cotton User Marketing Certificate System, 
Grain Inventory Management System, and
Miscellaneous Commodities Inventory System (MCIS):
User’s access is restricted by role-based internal access security controls within the application.


	4. What controls are in place to prevent the misuse (e.g. browsing, unauthorized use) of data by those having access?
	Warehouse Examiners Data System:

Access is based on the user’s scope of business needs and application access control dictates.  A specific user may have access to all data or restricted access.
Cotton User Marketing Certificate System, 
Grain Inventory Management System, and
Miscellaneous Commodities Inventory System (MCIS):
Security awareness training, employee ethics training, banner page warnings, audit trails of user access.


	5a. Do other systems share data or have access to data in this system?  If yes, explain.
	Warehouse Examiners Data System:

No.
Cotton User Marketing Certificate System:
CUMC shares some information with GIMS (specifically the holiday table).The Centralized Disbursement System (CDS) creates the disbursements for CUMC and shares the customer invoice data with the ED3 system.  CDS also creates the accounting for CUMC and shares the data with the CORE accounting system.
Grain Inventory Management System:
GIMS shares customer invoice data with the ED3 system.
Miscellaneous Commodities Inventory System (MCIS):
MCIS shares some information with the Grain Inventory Management System (GIMS).  GIMS shares information with MCIS and with the CORE accounting system.


	5b. Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface.
	Warehouse Examiners Data System:

N/A
Cotton User Marketing Certificate System, 
Grain Inventory Management System, and
Miscellaneous Commodities Inventory System (MCIS)
USDA/KCCO and NITC. 


	6a. Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?
	Warehouse Examiners Data System:

No.
Cotton User Marketing Certificate System:
Upon occasion, Freedom of Information Act (FOIA) requests are received by other agencies.
Grain Inventory Management System: No
Miscellaneous Commodities Inventory System (MCIS):
Upon occasion, Freedom of Information Act (FOIA) requests are received by other agencies.


	6b. How will the data be used by the agency?
	Warehouse Examiners Data System:

Data is used to determine compliance with USWA and CCC storage agreements.
Cotton User Marketing Certificate System:
In accordance with FOIA.
Grain Inventory Management System:
N/A
Miscellaneous Commodities Inventory System (MCIS)
In accordance with FOIA.


	6c. Who is responsible for assuring proper use of the data?
	Warehouse Examiners Data System:

Chief, Warehouse Licensing and Examination Division
Cotton User Marketing Certificate System:
USDA/KCCO  
Grain Inventory Management System:
N/A
Miscellaneous Commodities Inventory System (MCIS)
USDA/KCCO



Table 4: Attributes Of The Data
	ATTRIBUTES OF THE DATA

	1. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
	Warehouse Examiners Data System: Yes
Cotton User Marketing Certificate System: Yes
Grain Inventory Management System: Yes
Miscellaneous Commodities Inventory System (MCIS): Yes


	2a. Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?
	Warehouse Examiners Data System: No
Cotton User Marketing Certificate System: No
Grain Inventory Management System: No
Miscellaneous Commodities Inventory System (MCIS): No


	2b. Will the new data be placed in the individual’s record (customer or employee)?
	Warehouse Examiners Data System: N/A
Cotton User Marketing Certificate System: N/A
Grain Inventory Management System: N/A
Miscellaneous Commodities Inventory System (MCIS): N/A


	2c. Can the system make determinations about customers or employees that would not be possible without the new data?
	Warehouse Examiners Data System: N/A
Cotton User Marketing Certificate System: N/A
Grain Inventory Management System: N/A
Miscellaneous Commodities Inventory System (MCIS): N/A


	2d. How will the new data be verified for relevance and accuracy?
	Warehouse Examiners Data System: N/A
Cotton User Marketing Certificate System: N/A
Grain Inventory Management System: N/A
Miscellaneous Commodities Inventory System (MCIS): N/A


	3a. If data is being consolidated, what controls are in place to protect the data from unauthorized access or use?
	Warehouse Examiners Data System: N/A
Cotton User Marketing Certificate System: N/A
Grain Inventory Management System: N/A
Miscellaneous Commodities Inventory System (MCIS): N/A


	3b. If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.
	Warehouse Examiners Data System: N/A
Cotton User Marketing Certificate System: N/A
Grain Inventory Management System: N/A
Miscellaneous Commodities Inventory System (MCIS): N/A


	4a. How will the data be retrieved?  Can it be retrieved by personal identifier?  If yes, explain.
	Warehouse Examiners Data System:

Data is retrieved directly from database or through application specific access processes.
Cotton User Marketing Certificate System:
Online screen access of customer data can be retrieved by agreement code or business name.  Payee address can be retrieved by TIN or SSN (if SSN is used by a small operation as the ID).  
Grain Inventory Management System:
Online screen access by warehouse name, warehouse identifier code, vendor name, vendor code.
Miscellaneous Commodities Inventory System (MCIS)
Online screen access by Warehouse name, warehouse identifier code, vendor name, vendor code.


	4b. What are the potential effects on the due process rights of customers and employees of:

· consolidation and linkage of files and systems;

· derivation of data

· accelerated information processing and decision making;

· use of new technologies.
	Warehouse Examiners Data System: None
Cotton User Marketing Certificate System: None
Grain Inventory Management System: None
Miscellaneous Commodities Inventory System (MCIS): None


	4c. How are the effects to be mitigated?
	Warehouse Examiners Data System: N/A
Cotton User Marketing Certificate System: N/A
Grain Inventory Management System: N/A
Miscellaneous Commodities Inventory System (MCIS): N/A



Table 5: Maintenance Of Administrative Controls
	MAINTENANCE OF ADMINSTRATIVE CONTROLS

	1a. Explain how the system and its use will ensure equitable treatment of customers and employees.
	Warehouse Examiners Data System:

The system is used to ensure compliance with the USWA and CCC storage agreements.  To protect the assets and collateral of depositors, including the government, in the subject warehouses.
Cotton User Marketing Certificate System:
Users of the system are bound by the laws and regulations regarding EEO and civil rights.  

Customers who are suspected of committing fraud or noncompliance with the CCC-1045 agreement can be placed in a non-pay status.  If invalid, the non-pay status is lifted and all payments will be made.  If it is proven that the customer has committed fraud or not complied with the CCC-1045 agreement, the customer will be placed in a terminated status and will no longer be eligible for participation in the program.  Field reviews are performed to determine compliance or fraud.  An appeals process is available to customers.
Grain Inventory Management System:
Users of the system are bound by the laws and regulations regarding EEO and civil rights.
Miscellaneous Commodities Inventory System (MCIS):
Users of the system are bound by the laws and regulations regarding EEO and civil rights.


	2a. If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?
	Warehouse Examiners Data System:

All data is maintained at a central site.  All data used in the field is sent from WLED headquarters.  Any data maintained in the field is for individual backup purposes.
Cotton User Marketing Certificate System: N/A
Grain Inventory Management System: N/A
Miscellaneous Commodities Inventory System (MCIS): N/A


	2b. Explain any possibility of disparate treatment of individuals or groups.
	Warehouse Examiners Data System: None.
Cotton User Marketing Certificate System: See 1a.
Grain Inventory Management System: N/A
Miscellaneous Commodities Inventory System (MCIS): N/A


	2c. What are the retention periods of data in this system?
	Warehouse Examiners Data System:

Indefinite
Cotton User Marketing Certificate System,  
Grain Inventory Management System, and 
Miscellaneous Commodities Inventory System (MCIS): Data is retained indefinitely.


	2d. What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?
	Warehouse Examiners Data System: N/A
Cotton User Marketing Certificate System, 
Grain Inventory Management System, and 
Miscellaneous Commodities Inventory System (MCIS): No archiving of data is performed.


	2e. While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	Warehouse Examiners Data System:

Data is restricted to authorized personnel.  Determinations with respect to non-compliance by warehouses are made based on the most recent examination.  Past examinations are used to determine if a pattern of non-compliance exists.
Cotton User Marketing Certificate System, 
Grain Inventory Management System, and
Miscellaneous Commodities Inventory System (MCIS): Programmatic, system, and hardware retention and backup procedures insure the data is accurate and complete.


	3a. Is the system using technologies in ways that the USDA has not previously employed (e.g. Caller-ID)?
	Warehouse Examiners Data System: No
Cotton User Marketing Certificate System: No
Grain Inventory Management System: No
Miscellaneous Commodities Inventory System (MCIS): No


	3b. How does the use of this technology affect customer/employee privacy?
	Warehouse Examiners Data System: No Impact
Cotton User Marketing Certificate System: N/A
Grain Inventory Management System: N/A
Miscellaneous Commodities Inventory System (MCIS): N/A


	4a. Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 
	Warehouse Examiners Data System: No
Cotton User Marketing Certificate System: No.  When changed, data is replaced.  The prior data is lost.             
Grain Inventory Management System: No.  When changed, data is replaced.  The prior data is lost.
Miscellaneous Commodities Inventory System (MCIS): No.  When changed, data is replaced.  The prior data is lost.


	4b. Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.
	Warehouse Examiners Data System: No
Cotton User Marketing Certificate System:   No. When changed, data is replaced.  The prior data is lost.                 
Grain Inventory Management System: No.  When changed, data is replaced.  The prior data is lost.
Miscellaneous Commodities Inventory System (MCIS): No. When changed, data is replaced.  The prior data is lost.


	4c. What controls will be used to prevent unauthorized monitoring?
	Warehouse Examiners Data System:

The Kansas City Commodity Office, through its Warehouse License and Examination Division, instructs their assigned System Administrator to authorize specified user to have access to the application.  System Administrator must further define user and user application access within the application and submit service requests to Database Management Office to allow the user to have read or read/write authority as user requirements warrant.
Cotton User Marketing Certificate System: N/A
Grain Inventory Management System: N/A
Miscellaneous Commodities Inventory System (MCIS): N/A


	5a. Under which Systems of Record notice (SOR) does the system operate?  Provide number and name.
	USDA/FSA-2
USDA/FSA-14


	5b. If the system is being modified, will the SOR require amendment or revision?  Explain.
	Possibly if the modification results in data, record storage location, or routine use that is not covered by the SORN identified above.


PRIVACY IMPACT ASSESSMENT AUTHORIZATION MEMORANDUM

I have carefully assessed the Privacy Impact Assessment for the 

	Commodity Management Systems (COMS)

	(System Name)


This document has been completed in accordance with the requirements of the EGovernment Act of 2002.
We fully accept the changes as needed improvements and authorize initiation of work to proceed.  Based on our authority and judgment, the continued operation of this system is authorized

	Program Manager
	
	Date

	
	
	

	Agency’s Chief FOIA officer







OR Designated privacy person


	
	Date

	
	
	

	Agency CIO










	
	Date


Appendix A -  Acronyms

AIS

Automated Information System

APSS

Automated Price Support System

C2

Controlled Access Protection, Class Two

CD-ROM
Compact Disk-Read Only Memory

CMP 

Configuration Management Plan

COMPUSEC 
Computer Security

COMSEC 
Communications Security

COOP 

Continuity of Operations Plan

USDA 

United States Department of Agriculture

FOIA 

Freedom of Information Act

FOUO 

For Official Use Only

HP 

Hewlett Packard

I&A 

Identification and Authentication

IAW 

In accordance with

ID 

Identification

INFOSEC 
Information Security

IP 

Internet Protocol

ISSO 

Information Systems Security Officer

LAN 

Local Area Network

NCSC 

National Computer Security Center

NT

New Technology

OPSEC 
Operations Security

PA 

Privacy Act

SA 

System Administrator

SAAR 

System Authorization Access Request

SBU 

Sensitive-but-Unclassified

SFUG 

Security Features User Guide

SOP 

Standing Operating Procedure

SSN

Social Security Number

STD 

Standard

TFM 

Trusted Facility Manual

TG 

Trusted Guide

TIN

Taxpayer Identification Number

USERID 
User Identification

U.S.C 

United States Code

WWW 

World Wide Web
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