United States Department of Agriculture

Farm Service Agency

08/07/2007

Kansas City, MO


	[image: image1.png]DA UNITED STATES DEPARTMENT OF

=== AGRICULTURE





	[image: image2.png]



	FARM SERVICE AGENCY

Privacy Impact Analysis (PIA)

for

Information Security

(IS)

· Electronic Repository of Security Requests System (ERSR)

DRAFT

Update Date: November 21, 2007
Accreditation Date: September 28, 2007
[image: image3.png]



Farm Service Agency

DAM/ITSD/OTC/ISO

6501 Beacon Drive

Kansas City, MO 64133



[image: image4.emf]
Document Control


[image: image5.emf]
	Date
	Source
	Author
	Description of Changes

	09/30/2005
	
	EDS
	Original Document

	02/23/2007
	Template
	J Wagner, EDS
	Migrated to 2007 Template

	03/21/2007
	J Wagner, EDS
	J Wagner, EDS
	C&A Phase 1 SME approval – changed SORN question because does not store PII.

	
	
	
	System Owner Approved

	03/25/2007
	Chris Hoover, EDS
	Chris Hoover, EDS
	Phase 1 SME Approved

	04/06/2007
	Eric Miller, ISO
	Eric Miller, ISO
	ISO Approval

	08/07/2007
	OCIO Template
	J Wagner, EDS
	Added Signature Page

	11/21/07
	
	S Nuessle, EDS
	Add Accreditation Date

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Prepared for:

Certification & Accreditation 
Farm Service Agency

United States Department of Agriculture

6501 Beacon Dr.

Kansas City, MO 64133

Table of Contents

41
Purpose of Document


42
Applicability


42.1
Applicability of System


42.2
System Overview


42.2.1
Electronic Repository of Security Requests (ERSR)


6USDA PRIVACY IMPACT ASSESSMENT




Table of Tables

4Table 1: System Applicability


6Table 2: Data In The System


6Table 3: Access To The Data


8Table 4: Attributes Of The Data


9Table 5: Maintenance Of Administrative Controls




1 Purpose of Document
USDA DM 3515-002 states: “Agencies are responsible for initiating the PIA in the early stages of the development of a system and to ensure that the PIA is completed as part of the required System Life Cycle (SLC) reviews.  Systems include data from applications housed on mainframes, personal computers, and applications developed for the Web and agency databases.  Privacy must be considered when requirements are being analyzed and decisions are being made about data usage and system design.  This applies to all of the development methodologies and system life cycles used in USDA.

Both the system owners and system developers must work together to complete the PIA.  System owners must address what data are used, how the data are used, and who will use the data.  System owners also need to address the privacy implications that result from the use of new technologies (e.g., caller identification).  The system developers must address whether the implementation of the owner’s requirements presents any threats to privacy.”
The Privacy Impact Assessment (PIA) document contains information on how the Information Security enclave affects the privacy of its users and the information stored within. This assessment is in accordance with NIST SP 800-37 Guide for the Security Certification and Accreditation of Federal Information Systems.
2 Applicability
2.1 Applicability of System

The information in this document is applicable to the system and its subsystems as listed below.
Table 1: System Applicability

	System
	Subsystem

	Information Security (IS)
	· Electronic Repository of Security Requests System (ERSR)


2.2 System Overview

The Information Security enclave is for systems and applications that support the automation of Information Security controls for the Farm Service Agency.

2.2.1 Electronic Repository of Security Requests (ERSR)

The Electronic Repository of Security Requests (ERSR) was created by the ISO to replace the manual, paper-based information security access process. ERSR allows users to use a web browser to submit security requests, track the request status, and approve or deny requests on-line in real time.

The objectives of ERSR are:

· Provide a flexible and scalable interface, allowing the user to request access to all ISO controlled systems without requiring a special ERSR user logon.

· Reduce request errors and speed the request process by providing a clean, precise interface.

· Remove ambiguity in the request process through a user-friendly front-end.

· Speed processing by allowing ISO to begin processing requests immediately.

· Improve communication with the requestors by providing up-to-date status information online.

· Address auditing deficiencies.

· Provide complete information about user access in a single, secure, and authoritative repository.
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Table 2: Data In The System
	DATA IN THE SYSTEM

	1. Generally describe the information to be used in the system in each of the following categories:  Customer, Employee, and Other.
	ERSR, in general, does not store customer, employee or affiliate information. Directly it maintains a list of user IDs, corresponding systems, and a method for linking those IDs to user information stored outside of the system.

Customer: Customer information system access may not be requested through ERSR.

Employee: USDA Information System User IDs and employee IDs are persisted.

Other (Affiliate/Contractor): Affiliates and contractors information User IDs and system access are persisted and can be requested through ERSR.

	2a. What are the sources of the information in the system?
	iCAMS, MRT, and eAuthentication, NRCS Web Services.

	2b. What USDA files and databases are used? What is the source agency?
	iCAMS, MRT, and MWXPD (DBMO),  and eAuthentication (NRCS)

	2c. What Federal Agencies are providing data for use in the system?
	FSA, NRCS

	2d. What State and Local Agencies are providing data for use in the system?
	All State and Local Service Centers provide data that is specific to its needs i.e. FSA Codes, CICS Regions, etc.

	2e. From what other third party sources will data be collected?
	EAS

NFC

	2f. What information will be collected from the customer/employee?
	Access Request information.

	3a. How will data collected from sources other than the USDA records and the customer be verified for accuracy?
	All data is collected from only USDA sources and customers.

	3b. How will data be checked for completeness?
	ERSRs business models with final verification provided by ISO staff.


Table 3: Access To The Data
	ACCESS TO THE DATA

	1. Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Other)?
	Users, Managers, System Administrators, and Security Staff. Including Employees and Contractors.

	2. How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?
	Access to the data is determined by role-based access control (RBAC) and exercising physical security. Where RBAC is defined and implemented to meet the requirements for the request life cycle as requested by the business owners, the FSA ISO, and to preserve required separation of duties.

RBAC schema:

User – Any USDA employee with a valid eAuthentication ID that resides in the eAuthentication Employee OU can access ERSR and generate requests. Role allows for read only, create/modify, cancel or complete access to only requests within their scope of authority. Relies on State Liaison for approval and Contractor for processing.

County Supervisor – USDA employee that has been approved by the SLR designated by the 6-IRM that has the authority to read only, create/modify, cancel and submit for SLR approval a request on behalf of any employee that falls within their Organizational Code. The County Supervisor (a.k.a. Employee Supervisor) relies on State Liaison for approval of requests and submission of requests to FSA ISO for processing.

State Liaison – USDA employee that is documented according to the 6-IRM that has the ability in ERSR to generate and/or approve a request on behalf of any employee that falls within their Organizational Code. Role allows access to all requests within Organizational Code for read only, create/modify, cancel or complete. Relies on Contractor for processing.

Contractor (Security Officer) –USDA employee or contractor that is a member of the FSA Information Security Office that can generate a request on behalf of any employee of FSA. Relies on State Liaison to approve the request before processing can commence. Role also allows access to all requests for read only, create/modify, cancel, processing, or complete. 

Physical security is maintained by HR and ASD ensuring that only qualified and credentialed personnel have access to physical hardware.

Yes – see ERSR SFUG, HR, and ASD.

	3. Will users have access to all data on the system or will the user’s access be restricted?  Explain.
	Yes. Access is managed through role based security restrictions. See question 2.3.2.

	4. What controls are in place to prevent the misuse (e.g. browsing, unauthorized use) of data by those having access?
	In addition to the roles defined in question 2 the following security controls are employed:

Government Information System Warning Banner is the first line of defense. System access is issued on a need to know only basis. Employee security awareness training informs users of their responsibilities with regard to safeguarding privacy information.

	5a. Do other systems share data or have access to data in this system?  If yes, explain.
	No.

	5b. Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface.
	N/A

	6a. Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?
	Yes, OCFO-NFC via email.

	6b. How will the data be used by the agency?
	To create and maintain an electronic repository of security requests. And to communicate pertinent data via email to NFC in order to physically create system access permissions for the requested user.

	6c. Who is responsible for assuring proper use of the data?
	N/A


Table 4: Attributes Of The Data
	ATTRIBUTES OF THE DATA

	1. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
	Yes

	2a. Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?
	Yes, USDA Information System user IDs are the only new data generated. User IDs are generated, assigned and approved by the FSA Information Systems Office staff not by the System. ERSR may on occasion for certain systems be able to recommend an ID based on a set of business rules, but final approval and assignment of this ID is always left to the FSA ISO staff.

	2b. Will the new data be placed in the individual’s record (customer or employee)?
	Yes, User IDs and the systems to which they are assigned per employee are persisted by ERSR.

	2c. Can the system make determinations about customers or employees that would not be possible without the new data?
	Yes, by use of MRT and eAuthentication information, ERSR can determine what role to grant   a user at login and what information systems to allow them to request access to.

	2d. How will the new data be verified for relevance and accuracy?
	The only new data generated are system user IDs which are assigned and approved by FSA ISO staff (see question 2.3.2a).

	3a. If data is being consolidated, what controls are in place to protect the data from unauthorized access or use?
	Access is managed through role based security restrictions. See question 2.2.2

	3b. If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.
	Yes – access is managed through role based security restrictions. See question 2.2.2.

	4a. How will the data be retrieved?  Can it be retrieved by personal identifier?  If yes, explain.
	Online queries.

Yes – by name and by security request number 

	4b. What are the potential effects on the due process rights of customers and employees of:

· consolidation and linkage of files and systems;

· derivation of data

· accelerated information processing and decision making;

· use of new technologies.
	No effect.

	4c. How are the effects to be mitigated?
	N/A


Table 5: Maintenance Of Administrative Controls
	MAINTENANCE OF ADMINSTRATIVE CONTROLS

	1a. Explain how the system and its use will ensure equitable treatment of customers and employees.
	System is used only by Employees and Contractors. No sensitive information is requested from the user. View access is controlled by the role of the user. 

	2a. If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?
	System is virtually centralized with one interface access point through the Web.

	2b. Explain any possibility of disparate treatment of individuals or groups.
	Based on an employee’s Organizational Code and/or Agency they may not have access to request certain systems.

	2c. What are the retention periods of data in this system?
	Indefinite

	2d. What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?
	N/A

	2e. While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	Policy guidance provided by 6IRM applies.

	3a. Is the system using technologies in ways that the USDA has not previously employed (e.g. Caller-ID)?
	Unknown, the most probable technology that has not yet been employed is data-driven architecture where screens displayed to users are not hard coded, but are created by the system at run-time.

	3b. How does the use of this technology affect customer/employee privacy?
	Has no affect.

	4a. Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 
	Identify – Yes, user’s system access can be determined by name.

Locate – Yes, user’s default office can be determined by name.

Monitor – No

	4b. Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.
	The system cannot identify, locate, and monitor groups of people in aggregate. However, groups can be derived by default office.

	4c. What controls will be used to prevent unauthorized monitoring?
	See question 2.2.2

	5a. Under which Systems of Record notice (SOR) does the system operate?  Provide number and name.
	N/A Does not store PII


	5b. If the system is being modified, will the SOR require amendment or revision?  Explain.
	Yes
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Privacy Impact Assessment Authorization
Concurrence Memorandum

1bave carcfully assessed the Privacy Impact Assessment for the

FSA Information Security Business Enclave

“This document bas been completed in sccordance with the requirements of the
EGovernment Act of 2002,

‘We fully accept the changes as needed improvements and autharize initistion of work 1o
proceed. Based on our authority and judgment, the continued operation of this system is
authorized.
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