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1 Privacy Impact Assessment
1.1 Introduction
The objective of the PIA is to assist USDA FS employees in identifying information privacy when planning, developing, implementing, and operating agency owned applications.  The PIA will help USDA FS employees consider and evaluate whether existing statutory requirements are being applied to systems that contain personal information.  These requirements are drawn from the Privacy Act of 1993, Children’s Online Privacy Protection Act of 1998, Freedom of Information Act, Paperwork Reduction Act of 1995, Office of Management and Budget Memoranda M-99-18 dated June 2, 1998 and M-00-13 dated June 22, 2000 and OCIO memorandum, Use of Cookies on Web Pages, DR 3410-1, Information Collection Activities, and DR 3080-1, Records Disposition

The PIA is a Government requirement that helps to ensure that system owners and developers consider and evaluate existing statutory information management requirements that must be applied to new or modified applications that contain personal information.  The goals accomplished in completing this PIA include: 

· Providing USDA FS management with the tools to make informed policy and system design decisions.

· Ensuring accountability for privacy issues.

· Ensuring a consistent format and structured process for analyzing both technical and legal compliance of the application. 

· Providing basic documentation on the flow of personal information within the application.
1.2 Summary of Results of the Privacy Impact Assessment
A review of the application, as installed by USDA FS, indicates that SIT/209 does maintain identifiable form of information on individual employees.  A completed USDA Privacy Impact Assessment Form is provided.
USDA PRIVACY IMPACT ASSESSMENT FORM

Agency: Forest Service

System Name: SIT/209 Application

System Type: Major Application
System Categorization (per FIPS 199): Moderate
Description of the System:

The SIT/209 application is an information reporting system used to gather intelligence from the wildland fire dispatch offices around the country.  Intelligence from the agencies that support the National Wildfire Coordination Group (NWCG) uses this application to report resource and incident activity.  This intelligence information is used in support of resource management decisions for the agencies responsible for wildland fire management and other all risk incidents that involve agency personnel.

Who owns this system?  (Name, agency, contact information)

USDA – Forest Service

Deputy Chief, State and Private Forestry

P.O. Box 96090

Washington, D.C.  20090-6090

Sponsor: National Wildfire Coordinating Group (NWCG)

Who is the security contact for this system?  (Name, agency, contact information)

Stephen Simon – Security Officer

USDA-Forest Service

USFS Billings Fire Cache

Airport Industrial Park – Building IP7

551 Northview Drive

Billings, MT  59105

Who completed this document?  (Name, agency, contact information)

Daniel Ervin

USDA-Forest Service

NIFC

3833 S. Development Ave

Boise, ID 83705

DOES THE SYSTEM CONTAIN INFORMATION ABOUT INDIVIDUALS IN AN IDENTIFIABLE FORM?

Indicate whether the following types of personal data are present in the system.
	QUESTION 1

Does the system contain any of the following type of data as it relates to individual:
	Citizens
	Employees

	
Name
	No
	Yes

	
Social Security Number
	No
	No

	
Telephone Number
	No
	Yes

	
Email address
	No
	No

	
Street address
	No
	No

	
Financial data
	No
	No

	
Health data
	No
	No

	
Biometric data
	No
	No

	QUESTION 2

Can individuals be uniquely identified using personal information such as a combination of gender, race, birth date, geographic indicator, biometric data, etc.?

NOTE: 87% of the US population can be uniquely identified with a combination of gender, birth date and five digit zip code

	No
	No

	Are social security numbers embedded in any field?
	No
	No

	Is any portion of a social security numbers used?
	No
	No

	Are social security numbers extracted from any other source (i.e. system, paper, etc.)?
	No
	No


If all of the answers in Questions 1 and 2 are NO,[image: image1.wmf]
You do not need to complete a Privacy Impact Assessment for this system and the answer to OMB A-11, Planning, Budgeting, Acquisition and Management of Capital Assets,

Part 7, Section E, Question 8c is:

3. No, because the system does not contain, process, or transmit personal identifying information.

If any answer in Questions 1 and 2 is YES, provide complete answers to all questions below.

1.2.1 DATA IN THE SYSTEM

	1. Generally describe the information to be used in the system in each of the following categories: Customer, Employee, and Other.


	No customer information is being collected.

The majority of the data collected is information about the number and size of wildland fires.  Other incident types are included in the Incident Summary forms (ICS-209).  

The only privacy information collected is the name and contact phone number of the Dispatch Office person that is on call after business hours for the Situation Report.  The name of the Incident Commander and other incident management staff as needed, such as the Situation Unit Leader, is collected on the ICS-209 form.

	2a. What are the sources of the information in the system?


	USDA Forest Service

State Wildland Fire Management agencies
Bureau of Indian Affairs

Bureau of Land Management

Fish and Wildlife Service

National Park Service



	2b. What USDA files and databases are used?  What is the source agency?
	US Forest Service

	2c. What Federal Agencies are providing data for use in the system?


	Bureau of Indian Affairs

Bureau of Land Management

Fish and Wildlife Service

National Park Service



	2d. What State and Local Agencies are providing data for use in the system?
	State Wildland Fire Management agencies



	2e. From what other third party sources will data be collected?


	State Wildland Fire Management agencies

Bureau of Indian Affairs

Bureau of Land Management

Fish and Wildlife Service

National Park Service



	2f. What information will be collected from the customer/employee?
	No customer information is being collected.

	3a. How will data collected from sources other than the USDA FS records and the customer be verified for accuracy?


	The data is reviewed by the Geographic Area Coordination Center and the National Interagency Coordination Center.

	3b. How will data be checked for completeness?


	The data is reviewed by the Geographic Area Coordination Center and the National Interagency Coordination Center.


1.2.2 ACCESS TO THE DATA 

	1.  Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Other)?
	Access to data is authorized through systems roles.  A username/password is required to access the application.
The Oracle database administrators and the application developer have access to the data outside of the application.  This is also controlled by use of username/passwords.

	2. How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Access to the system is available only by username and password.  Criteria, procedures, controls, and responsibilities regarding access are documented.

	3. Will users have access to all data on the system or will the user’s access be restricted?  Explain.


	Access to the system is available only by username and password.

	4. What controls are in place to prevent the misuse (e.g. browsing, unauthorized use) of data by those having access?


	Roles determine the level of access an individual has controls the misuse of the data.

	5a. Do other systems share data or have access to data in this system?  If yes, explain.  


	Yes, data is pulled from SIT/209 to be shared with other value added systems.  The phone numbers are not included in this information.  The names included in the ICS-209 form are included in some of the reports, but this information is available from other sources including news paper reports.

	5b. Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface.
	Proper use of the system and associated data is the responsibility of the unit managers where the system is utilized.
Contact the local dispatch office or the incident management team that entered the data.


	6a. Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?


	Yes

	6b. How will the data be used by the agency?


	The data collected is interagency data and is used to assess the daily work load of the wildland fire resources to assist in planning.

	6c. Who is responsible for assuring proper use of the data?


	Proper use of the system and associated data is the responsibility of the unit managers where the system is utilized.


1.2.3 ATTRIBUTES OF THE DATA

	1. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
	Yes

	2a. Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	No

	2b. Will the new data be placed in the individual’s record (customer or employee)?
	N/A

	2c. Can the system make determinations about customers or employees that would not be possible without the new data?


	N/A

	2d. How will the new data be verified for relevance and accuracy?


	N/A

	3a. If data is being consolidated, what controls are in place to protect the data from unauthorized access or use?
	No

	3b. If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.
	No

	4a. How will the data be retrieved?  Can it be retrieved by personal identifier?  If yes, explain.


	No


	4b. What are the potential effects on the due process rights of customers and employees of:

consolidation and linkage of files and systems;

derivation of data

accelerated information processing and decision making;

Use of new technologies.
	None

	4c. How are the effects to be mitigated?
	N/A


1.2.4 MAINTENANCE OF ADMINISTRATIVE CONTROLS

	1a. Explain how the system and its use will ensure equitable treatment of customers and employees.


	The system can’t ensure equitable treatment of customers since the data is entered by the local dispatch office or the incident management team.

	2a. If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?
	No, the system is not operated in more than one site.

	2b. Explain any possibility of disparate treatment of individuals or groups.
	None

	2c. What are the retention periods of data in this system?
	The historical SIT and 209 records are stored in an electronic database (Microsoft Access) available for download from the FAMWEB web site.  The current year data is available only from the FAMWEB Oracle database.  The historical 209 records remain available from the FAMWEB web site through the historical 209 application.  The length of retention of the records has not been determined.



	2d. What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?
	None have been identified since the data retention period has not been determined.

	2e.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	The data collected is the best information for the day it was collected.  It is not standard procedure to go back in time and update the previous records, since the main purpose of the data is to create a Daily Activity report.

	3a. Is the system using technologies in ways that the USDA has not previously employed (e.g. Caller-ID)?
	No

	3b. How does the use of this technology affect customer/employee privacy?
	N/A

	4a. Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 


	No

	4b. Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.
	No

	4c. What controls will be used to prevent unauthorized monitoring?
	No monitoring tools have been identified.

	5a. Under which Systems of Record notice (SOR) does the system operate?  Provide number and name.
	

	5b. If the system is being modified, will the SOR require amendment or revision?  Explain.
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� Comments of Latanya Sweeney, Ph.D., Director, Laboratory for International Data Privacy Assistant Professor of Computer Science and of Public Policy Carnegie Mellon University To the Department of Health and Human Services On "Standards of Privacy of Individually Identifiable Health Information". 26 April 2002.
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