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Memorandum

I have carefully assessed the Privacy Impact Assessment for the Imaging System.  This document has been completed in accordance with the requirements of the E-Government Act of 2002.

MANAGEMENT CERTIFICATION – Please check the appropriate statement.

________ The document is accepted.

________ The document is accepted pending the changes noted.

________ The document is not accepted.

______________________________________________________________________________________We fully accept the changes as needed improvements and authorize initiation of work to proceed.  Based on our authority and judgment, the continued operation of this system is authorized.

__________________________________



___________________________

System Manager






DATE

__________________________________



___________________________

OCIO/Project Representative




DATE

__________________________________



___________________________

Program/Office Head 





DATE

__________________________________



____________________________

OCIO







DATE

_______________________________



____________________________

Chief FOI/PA






DATE
_________________________________



____________________________ 

Senior Official for Privacy





DATE
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Name of Project:  
Program Office:

Project’s Unique ID:
	Information System Name/Title
	Imaging

	System Acronym
	Imaging

	System of Records (SOR)
	USDA / RD-SOR-1

	System Type
	 FORMCHECKBOX 
 GSS

 FORMCHECKBOX 
 MA
 FORMCHECKBOX 
 GSS sub-system

 FORMCHECKBOX 
 MA individual application



	Responsible Organization
	USDA – Rural Development


A.   CONTACT INFORMATION
 1. Who is the person completing this document?  
	Name
	Bob Bozada

	Title
	IT Specialist

	Address
	USDA Rural Development

1520 Market Street

St. Louis, MO   63103

	Email address
	robert.bozada@stl.usda.gov

	Phone Number
	314-335-8654


 2. Who is the system owner?   

	Name
	Peggy Stroud

	Title
	Director, Systems Design and Development Division

	Address
	USDA Rural Development

1520 Market Street

St. Louis, MO   63103

	Email address
	Peggy.stroud@stl.usda.gov

	Phone Number
	314-335-8925


 3. Who is the system manager for this system or application? 
	Name
	Kathy Anderson

	Title
	Project Manager

	Address
	USDA Rural Development

1520 Market Street

St. Louis, MO   63103

	Email address
	E-mail:  kathy.anderson@stl.usda.gov

	Phone Number
	Phone Number:  314-335-8646


 4.  Who is the IT Security Manager who reviewed this document?
	Name
	Brenda Dinges

	Title
	Information System Security Program Manager

	Address
	USDA Rural Development

1520 Market Street

St. Louis, MO   63103

	Email address
	brenda.dinges@stl.usda.gov

	Phone Number
	314-335-8829


             5.  Did the Chief FOI/PA review this document?   
	Name
	

	Title
	

	Address
	

	Email address
	

	Phone Number
	


             6.  Did the Agency’s Senior Office for Privacy review this document?  
	Name
	

	Title
	

	Address
	

	Email address
	

	Phone Number
	


 7.  Who is the Reviewing Official?  (According to OMB, this is the agency CIO or  

      other agency head designee, who is other than the official procuring the system or the 

      official who conducts the PIA).

	Name
	Christopher L. Smith

	Title
	Rural Development CIO

	Address
	300 7th ST SW

Washington DC 20024

	Email address
	ChristopherL.Smith@wdc.usda.gov

	Phone Number
	202-692-0212


B.   SYSTEM APPLICATION/GENERAL INFORMATION
	1.  Does this system contain any information about individuals?  


	Yes

	(a) Is this information identifiable to the individual?

(If there is NO information collected, maintained, or used that is identifiable to

the individual in the system, the remainder of the Privacy Impact Assessment
does not have to be completed past this section.  
	Yes, Imaging contains borrower information.

	(b)  Is the information about individual members of the public?
	Yes, Information stored on imaged documents contains data about RD borrowers.

	(c) Is the information about employees?
	No.

	2.   What is the purpose of the system/application?
	The purpose of this system is to reduce the paper workload and create an agency that can respond quicker to the requests coming into it.  The Centralized Servicing Center scans approximately 500,000 pages per month.  A smaller portion is faxed into the Imaging system.  Access to documents is provided via client server and web applications.  This also serves to minimize postal costs.

	3.   What legal authority authorizes the purchase or development of this

system/application?
	The Imaging system was instituted as a result of the Paperwork Reduction Act.  In an effort to comply with the ruling it was necessary to institute a set of distributed systems that would not only scan in old documents but also process new documents electronically.




C. DATA in the SYSTEM

	1. Generally describe the type of information to be used in the system and what categories of individuals are covered in the system?
	Imaging provides electronic processing of loan applications and other paper requests coming into the Rural Development (RD) agency.  This system provides an electronic means to access past loan documents.  This system essentially serves as an electronic file storage center.

	2. What are the sources of the information in the system? 
	The Centralized Servicing Center scans approximately 500,000 pages per month.  A smaller portion is faxed into the Imaging system.  Access to documents is provided via client server and web applications.  This also serves to minimize postal costs. 

	(a). Is the source of the information from the individual or is it taken from another source?  If not directly from the individual, then what other source?
	The Centralized Servicing Center is the source agency and document images are stored in the Magnetic Storage and Retrieval (MSAR) and backed up to the OSAR Server.  An Oracle database is used to store USDA employee user account & content or file access management settings and information, but not mission data.

	(b). What Federal Agencies are providing data for use in the system? 
	RUSS System.  Field, District, and State Offices provide documents to CSC to be scanned into the Imaging system.  Those documents may originate at other Federal Agencies.  However, those agencies have no direct input into the Imaging System.

The Imaging System provides Imaging support for the USDA Guaranteed Loans System and the USDA

	(c). What State and Local Agencies are providing data for use in the system? 
	USDA affiliated State agencies provide documents via Facsimile transmission and will soon be able to scan documents directly into the system.

	(d). From what other third party sources will data be collected? 
	Third party data can come from USDA, public, private or political sources. 

	(e). What information will be collected from the customer/employee? 
	Privacy Act protected information to include (but not limited to):  SSN, Taxpayer Identification (ID) Numbers, debt payment information, addresses, etc.

	3. Accuracy, Timeliness, and Reliability
	

	3a. How will data collected from sources other than the USDA records and the customer be verified for accuracy? 
	All data stored within the Imaging system is a scanned copy of the original source documents and provides electronic storage of the original documents.

	3b. How will data be checked for completeness? 
	See 3a.

	3c. Is the data current?  What steps or procedures are taken to ensure the data is current and not out-of-date?  Name the document (e.g., data models).


	The Imaging system contains read-only static imaged documents that do not change.

	3d. Are the data elements described in detail and documented?  If yes, what is the name of the document?


	There are no data elements


D.  ATTRIBUTES OF THE DATA

	1. Is the use of the data both relevant and necessary to the purpose for which the system is being designed? 
	Yes.  The data is stored electronically in support of the Paperwork Reduction Act.

	2. Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected? 
	No, the system does not derive new data.  Data aggregation results only from scanned data that already exists.

	3. Will the new data be placed in the individual’s record (customer or employee)? 
	The data will be stored by the applicable loan record number and Imaging based index information.

	4. Can the system make determinations about customers or employees that would not be possible without the new data? 
	No.  The “System” does not make determinations but systems users input answers into the system for tracking.

	5. How will the new data be verified for relevance and accuracy? 
	The successful creation of document Images is verified in the Imaging system Quality Assurance (QA) process when scanning and indexing of originals is performed.  The index number for the document is also scanned and checked by the system, and documented.  

	6. If data is being consolidated, what controls are in place to protect the data from unauthorized access or use? 
	User ID and passwords are used to authenticate users and system administrators have established access control procedures.

	7. If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain. 
	No processes are consolidated with Imaging.

	8. How will the data be retrieved?  Can it be retrieved by personal identifier?  If yes, explain. 
	Loan number or batch number retrieves data from the system.  

	9. What kinds of reports can be produced on individuals?  What will be the use of these reports?  Who will have access to them?
	None.

	10.  What opportunities do individuals have to decline to provide information (i.e., where providing information is voluntary) or to consent to particular uses of the information (other than required or authorized uses and how individuals can grant consent.)
	Information is not voluntary.


E.  MAINTENANCE AND ADMINISTRATIVE CONTROLS

	1. If the system is operated in more than one site, how will consistent use of the system and data will be maintained in all sites? 
	Front-end Imaging components are hosted through USDA RD in St. Louis, MO.   Concerning FAX and Scan services and inputs, users at different sites all use consistent Imaging processing controls, guidance, and agency driven policies.  

	2. What are the retention periods of data in this system? 
	Data is kept indefinitely via optical storage MSAR.  The scanned documents are destroyed after 30 days.

	3. What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented? 
	See E2.

	4. Is the system using technologies in ways that the USDA has not previously                   employed (e.g., monitoring software, Smart Cards, Caller-ID)?
	No, the system is not using technologies in ways that the USDA has not previously employed.

	5. How does the use of this technology affect public/employee privacy? 
	To avoid costly retrofitting of safeguards, sensitivity was afforded importance early in the life cycle.  The needs for information protection were established during the initiation, development, and operation phases, and will be afforded appropriate review when termination occurs.  To ensure that adequate safeguards, alternatives, and rules are in place and implemented this system is reevaluated periodically.

	6. Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 
	No, this system provides record storage only.

	7.   What kinds of information are collected as a function of the monitoring of individuals?
	None

	8. What controls will be used to prevent unauthorized monitoring? 
	Unauthorized monitoring of Imaging data is prevented in a number of ways.  NITS and ITS firewalls and network security controls protect Imaging application servers and services.  Access to Imaging FAX servers is protected by ITS Telecom & RD

	9. Under which Systems of Record notice (SOR) does the system operate?  Provide number and name. 
	Imaging Operates under SOR USDA/RURAL DEVELOPMENT RD -1 System name: Applicant, Borrower, Grantee, or Tenant File.   

	10. If the system is being modified, will the SOR require amendment or revision?  Explain. 
	Changes to the applications are controlled by specific written requests for automation or changes to the Imaging (and other) systems.  Upon evaluation If any such changes could result in modifying the data collection or processing characteristics of the system, the system and data owners will update this Privacy Impact Assessment.  The updated PIA would then be used to amend the applicable Privacy Act of 1974 Federal Register publications and postings if need be. 


F. ACCESS TO THE DATA

	1. Who will have access to the data in the system (e.g., contractors, users, managers, system administrators, developers, tribes, other)? 
	The Imaging system will be available to system users, managers, and Imaging Systems Administrators who are granted access to the system based on job function and need-to-know.

	2. How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?
	User ID and password control Imaging access.  Access rights are granted to designated individuals only when their supervisor, the site system manager, and the ISSPM approve a written request.

	3. Will users have access to all data on the system or will the user’s access be restricted?  Explain.
	No, users do not have access to all data on the system.  Users are uniquely identified with a user ID.  The system maintains the identity of the user and links allowable actions to specific users.  The maintenance of user ID’s will be accomplished using the administrative function.  Privileges granted are based on job functions and area of authority.

	4. What controls are in place to prevent the misuse (e.g. browsing, unauthorized use) of data by those having access? 
	Imaging log files are created which include transaction history and an event file.  

Audit trails are designed and implemented to record appropriate information that can assist in intrusion detection.  The audit trails include sufficient information to determine the type of event, when it occurred, the user ID associated with the event, and the command/program used to initiate the event.  Access to these logs is restricted to the system administrators.

	5.   Are contractors involved with the design and development of the system and will they be involved with the maintenance of the system?  If yes, are Privacy Act contract clauses inserted in their contracts and other regulatory measures addressed?
	Yes.  Privacy Act clauses have been inserted into their contract.

	6. Do other systems share data or have access to data in this system?  If yes, explain. 
	Imaging is accessible only by authorized users on the USDA Intranet.  There is no direct access to data from system to system.  Files are sent back and forth through servers only.

	7. Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface? 
	Kathy Anderson

Project Manager

Rural Development

1520 Market Street

St. Louis, Missouri  63103

Phone Number:  314-335-8646

E-mail:  kathy.anderson@stl.usda.gov

	8. Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)? 
	Only USDA agencies share data or have direct access to data in this system.

	9. How will the data be used by the agency? 
	Imaging provides electronic storage of all source documents within USDA as submitted by public, private and political sectors.  

	10. Who is responsible for assuring proper use of the data? 
	Kathy Anderson

Project Manager

Rural Development

1520 Market Street

St. Louis, Missouri  63103

Phone Number:  314-335-8646

E-mail:  kathy.anderson@stl.usda.gov


APPENDIX A
DECLARATION OF PRIVACY PRINCIPLES

The privacy principles set forth in this declaration are based on the ethical and legal obligations of the United States Department of Agriculture to the public and are the responsibility of all USDA employees to recognize and treat their office as a public trust.

The obligation to protect client and partner privacy and to safeguard the information clients and partners entrust to us is a fundamental part of the USDA’s mission to administer the law fairly and efficiently.  Clients and partners have the right to expect that the information they provide will be safeguarded and used only in accordance with law.  In recognition of these obligations, policies and procedures must clearly state who should have access to what information and for what purposes.  In addition, appropriate limitations must be placed on the collection, use and dissemination of clients and partners’ personal and financial information and sufficient technological and administrative measures must be implemented to ensure the security of USDA data systems, processes and facilities.

All USDA employees are required to exhibit individual performance that reflects a commitment to dealing with every client and partner fairly and honestly and to respect the clients and partners’ right to feel secure that their personal information is protected. To promote and maintain clients and partners’ confidence in the privacy, confidentiality and security protections provided by the USDA, the USDA will be guided by the following Privacy Principles:

	Principle 1:
	Protecting citizen, client and partner privacy and safeguarding confidential citizen, client and partner information is a public trust.



	Principle 2:
	No information will be collected or used with respect to citizens, clients and partners that is not necessary and relevant for legally mandated or authorized purposes.



	Principle 3:
	Information will be collected, to the greatest extent practicable, directly from the citizen, client or partner to whom it relates.



	Principle 4:
	Information about citizens, clients and partners collected from third parties will be verified to the greatest extent practicable with the citizens, clients and partners themselves before action is taken against them.



	Principle 5:
	Personally, identifiable citizen, client or partner information will be used only for the purpose for which it was collected, unless other uses are specifically authorized or mandated by law.



	Principle 6:
	Personally, identifiable citizen, client or partner information will be disposed of at the end of the retention period required by law or regulation.



	Principle 7:
	Citizen, client or partner information will be kept confidential and will not be discussed with, nor disclosed to, any person within or outside the USDA other than as authorized by law and in the performance of official duties.



	Principle 8:
	Browsing, or any unauthorized access of citizen, client or partner information by any USDA employee, constitutes a serious breach of the confidentiality of that information and will not be tolerated.



	Principle 9:
	Requirements governing the accuracy, reliability, completeness, and timeliness of citizen, client or partner information will be such as to ensure fair treatment of all clients and partners.



	Principle 10:


	The privacy rights of citizens, clients and partners will be respected at all times and every citizen, client and partner will be treated honestly, fairly, and respectfully.




The Declaration does not, in itself, create any legal rights for clients and partners, but it is intended to express the full and sincere commitment of the USDA and its employees to the laws which protect client and partner privacy rights and which provide redress for violations of those rights.

APPENDIX B
POLICY STATEMENT ON CITIZEN, CLIENT AND PARTNER PRIVACY RIGHTS

The USDA is fully committed to protecting the privacy rights of all citizens, clients and partners. Many of these rights are stated in law.  However, the USDA recognizes that compliance with legal requirements alone is not enough.  The USDA also recognizes its social responsibility, which is implicit in the ethical relationship between the USDA and the citizen, client or partner.  The components of this ethical relationship are honesty, integrity, fairness, and respect.

Among the most basic of a citizens, clients, or partners’ privacy rights is an expectation that the USDA will keep personal and financial information confidential.  Citizens, clients and partners also have the right to expect that the USDA will collect, maintain, use, and disseminate personally identifiable information and data only as authorized by law and as necessary to carry out agency responsibilities.

The USDA will safeguard the integrity and availability of citizens, clients and partners’ personal and financial data and maintain fair information and record keeping practices to ensure equitable treatment of all citizens, clients and partners.  USDA employees will perform their duties in a manner that will recognize and enhance individuals’ rights of privacy and will ensure that their activities are consistent with law, regulations, and good administrative practice. In our record keeping practices, the USDA will respect the individual’s exercise of his/her First Amendment rights in accordance with law.

As an advocate for privacy rights, the USDA takes very seriously its social responsibility to citizens, clients and partners to limit and control information usage as well as to protect public and official access.  In light of this responsibility, the USDA is equally concerned with the ethical treatment of citizens, clients and partners as well as their legal and administrative rights.
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