USDA PRIVACY IMPACT ASSESSMENT FORM

USDA PRIVACY IMPACT ASSESSMENT FORM


Redacted Web Applications (WebApps) Privacy Impact Assessment (PIA)

Description of the System:

The Web Applications are supported by the Wintel GSS, which are based on the Microsoft Windows Server 2003 and provide internet related services and application support.  These Windows-based servers provide interfaces to back-end databases on several different platforms.  The web servers reside in the De-Militarized Zone (DMZ) and operate in a load balanced environment and support NFC, USDA internal and external customers.  Web Applications are developed in Active Server Pages 3.0 and Java Server Page applications developed by the NFC staff.  The web applications interface with various mainframe and open system databases (DB2 or Oracle). 

WebApps  Sub-System Description/Purpose

WebApps is comprised of various subsystems that are: 

•   Menu driven, 

•   Provide online entry and query functions, 

•   Perform edits to ensure that data entry meets established specifications, 

•   Provide reports. These applications interface with each other to form the integrated    

     WebApps.

Following are descriptions of the subsystems used for data entry, inquiry, correction, and reporting of data in WebApplications.

•   IBIL: – (Internet Billing) was created to expedite the receipt of intra-   governmental 

     collections for USDA agencies using OPAC or IPAC (Treasury's Online/Intra-

     governmental Payment and Collection Systems.)

•   CNTL: – (Central Accounting Control System) allows internal NFC users to access 

     their records to add, update, or delete data. The authorized users may enter, update, 

     and view queue lists, renamed queues, consolidated members, schedule history, and 

     GL and BC Month end masters.

•    FUND: – (Working Capital Fund and Greenbook Online) users are allowed to access 

      their records to add, update, or delete data. The authorized users may enter, update, 

      and view summary and/or line item detailed accounting, obligation numbers, vendor 

      numbers, actual and common agreement numbers by program, and agency contact 

      information for each program/agency.  Further, authorized users may email agency 

      contacts from the Web site, create and print reports, and view Greenbook/WCF 

      estimates by agency and program, dependent upon access awarded.

•    Reporting Center: – provides web-based reporting capabilities for agencies serviced 

      by the NFC.  Via the internet, users can generate human resource, financial, and 

      administrative reports.

•    FSDE: - (Financial Statements Data Exchange) FSDE is a web-based application that 

      records and stores the Supplemental Financial Data (Footnotes) for USDA agencies 

      for the USDA Consolidated Financial Statements.

•    OFEE: – (OCFO Biennial Review of Charges for Things of Value) is a web-based 

      application that provides agency personnel with the ability to review user fees, 

      including loan processing fees, and to hold agency CFOs accountable for reporting

      the results of the reviews to the Department’s OCFO.  OFEE provides agency 

      personnel with an online method for entry and review of fee schedules and details.

•    TUMS: – (Telephone and Utilities Maintenance System) The NFC is the responsible 

      office for payment of agency utility and telephone-related invoices, the Office of the  

      Chief Financial Officer-Controller Operations Division (COD), located at NFC, 

       maintain a master file of all accounts and match the details established by agency 

      offices to the invoices before payment is processed.  Valid invoices are processed to 

       generate disbursing and accounting records, update history files, and produce related 

       reports.

•     ITRS: – (Intradepartmental Transactions Reconciliation System) is a web based 

       application that allows identification, reconciliation and reporting of 

       Intradepartmental transactions to facilitate elimination of intradepartmental balances

       for the consolidated financial statements.  ITRS collects these transactions as entered 

       by partner agencies, determines if discrepancies exists between the partner amounts, 

       and provides a forum for reconciliation of those amounts according to Federal 

       accounting regulations.  The Department of Agricultural OCFO administers the  

       system to eliminate reciprocal account balances between trading partners, with the 

       overall goal of acquiring a ‘clean opinion’ from the OIG.

There is a current PIA on file at NFC.  To request a full version of the Web Applications PIA, please contact:   
Randy Speed

Chief, Web Applications Branch

USDA-NFC

13800 Old Gentilly 

New Orleans, LA  70129

Randy.Speed@usda.gov
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