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Privacy Impact Assessment Authorization

Memorandum

I have carefully assessed the Privacy Impact Assessment for the National Resource Inventory Applications (NRI).  This document has been completed in accordance with the requirements of the E-Government Act of 2002.

MANAGEMENT CERTIFICATION – Please check the appropriate statement.

________ The document is accepted.

________ The document is accepted pending the changes noted.

________ The document is not accepted.

We fully accept the changes as needed improvements and authorize initiation of work to proceed.  Based on our authority and judgment, the continued operation of this system is authorized.

_______________________




___________________________

Bill Adams 
 





DATE
Project Manager
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___________________________

Chuck Hart 






DATE

Information System Security Manager (ISSM)






________________________



___________________________

Ken Harward 






DATE

System Owner 







_______________________




____________________________

Jack Carlson 






DATE

NRCS CIO









_________________________    



____________________________

Mary Alston 






DATE
NRCS FOI/PA








_________________________________


____________________________

Katherine Gugulis, Acting Deputy Chief for Management
DATE
NRCS Senior Official for Privacy





Name of Project:  National Resource Inventory (NRI)
Program Office:

Project’s Unique ID:  NRI is an application system under the Natural Resource Information, Inventory and Assessment (NRIIA) investment.  Reference NBAD Section 2.1.

A.   CONTACT INFORMATION:
1. Who is the person completing this document?  Renee Vigil, IT Specialist, USDA NRCS, renee.vigil@ftc.usda.gov, 970-295-5610.

2. Who is the system owner?  Ken Harward, Project Manager and Soil Survey and Resource Assessment Deputy Area Sponsor Representative, USDA-NRCS, ken.harward@ftc.usda.gov, 970-295-5474.
 3. Who is the system manager for this system or application?  Bill Adams, Project Manager, USDA-NRCS, bill.adams@ftw.usda.gov, 817-509-3341.

4.  Who is the IT Security Manager who reviewed this document?  Chuck Hart, Information Systems Security Manager (ISSM), USDA-NRCS, Chuck.Hart@ftc.usda.gov, 970-295-5550.

5.  Did the NRCS FOI/PA review this document?   Mary Alston, Management Services Division, USDA-NRCS, Mary.Alston@wdc.usda.gov, 301-504-2286.
6.  Did the Agency’s Senior Office for Privacy review this document?  Katherine Gugulis, Acting Deputy Chief for Management, USDA-NRCS, Katherine.gugulis@wdc.usda.gov, 202-720-4102
7.  Who is the Reviewing Official?  Jack Carlson, Chief Information Officer (CIO), USDA-NRCS, Jack.Carlson@wdc.usda.gov, (202) 720-6290.
B.   SYSTEM APPLICATION/GENERAL INFORMATION:
1.  Does this system contain any information about individuals?  
Yes.  The government user name, first name, last name, job title, address, zip code, phone number and e-mail address of the Data collector is maintained in the NRI Data Warehouse.
                 (a)  Is this information identifiable to the individual?  

Yes, NRCS federal and contracted employee government information.
                 (b)  Is the information about individual members of the public?  

No
                 (c)  Is the information about employees?  
Yes.  The information is for the data collector and is collected and stored in the databases within the NRI Data Warehouse to maintain the history of updates and certifications of the data.
2.   What is the purpose of the system/application? 
NRI data, in conjunction with Performance Results Measurement System data and agri-environmental models, provides a scientifically defensible assessment of the environmental impacts of Farm Bill program implementation.

3. What legal authority authorizes the purchase or development of this system/application?  
The NRI is carried out under the authority of a number of legislative acts including the Rural Development Act of 1972, the Soil and Water Resources Conservation Act of 1977, the Federal Agriculture Improvement and Reform Act of 1996, and the Farm Security and Rural Investment Act of 2002.

C. DATA in the SYSTEM:
1.   Generally describe the type of information to be used in the system and what 
categories of individuals are covered in the system? 
The NRI provides a nationally consistent database for all nonfederal lands; features data on resource trends, gathered and monitored in 1982, 1987, 1992, 1997, and 2001 by thousands of technical and natural resource data collection experts; and it has a direct correlation with soils data, which permits analysis of resources in relation to the capability of the land and in terms of soils resources and conditions.  The data includes tabular data, spatial data, imagery, and elevation data.
2.   What are the sources of the information in the system?  
(a)   Is the source of the information from the individual or is it taken from        another source?  If not directly from the individual, then what other source?
  Spatial, imagery, tabular, and other Primary Sample Unit (PSU) soil data is received from USDA NRCS and FSA federal and contracted employees.
(b)   What Federal agencies are providing data for use in the system?
USDA NRCS and FSA federal and contracted employees.
(c)   What State and local agencies are providing data for use in the system?
None
(d)   From what other third party sources will data be collected? 
None
(e)   What information will be collected from the employee and the public? 
The information is only collected from the employees and is stored within the NRI Data Warehouse. 
No private information is collected from the public for storage in the system.  There is an order form on the NRI website, for customers to order a CD of the data.  This form is e-mailed, the order processed and then the e-mail is hard copy filed and then shredded after the disposition.  The financial information is also sent for handling to Financial Management to pay for the CD.
http://www.ncgc.nrcs.usda.gov/products/nri/order.html, 
3.   Accuracy, Timeliness, and Reliability
                (a)   How will data collected from sources other than USDA records be verified                                 
                        for accuracy?
                  No data is collected form sources other than USDA.
(b)   How will data be checked for completeness?  
The NRCS data collector is trained and certified before they are allowed to input data into the system.  Each application also has a structured work flow and protocol for collecting data for a specific sample area or point.
(c)   Is the data current?  What steps or procedures are taken to ensure the data is current and not out-of-date?  Name the document (e.g., data models). 
All data within NRI is certified.  The history of the data is also essential and therefore is maintained.  Data is reviewed yearly for the core 40,000 and a rotating schedule is used annually for an additional 35,000 sample points.  
(d)   Are the data elements described in detail and documented?  If yes, what is the name of the document? 
Yes, the “tblsV2.pdf” contains the information of the data elements.  This document can be found in the Collaborative Software Development Laboratory (CoLab).
D.  ATTRIBUTES OF THE DATA:
1.   Is the use of the data both relevant and necessary to the purpose for which the system is being designed?  
Yes.  
2.   Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected, and how will this be maintained and filed?  
No.  Data is not derived.
3.   Will the new data be placed in the individual’s record? 
Not Applicable.
4.   Can the system make determinations about employees/public that would not be possible without the new data?
Not Applicable.  
5.   How will the new data be verified for relevance and accuracy?  
All data within NRI is certified by the data collector.  Each data collector receives training and is certified before they are allowed access to the NRI Data Collection Instruments.  The certified PSU data is also stamped with the date, time and employee active directory ID.
6.   If the data is being consolidated, what controls are in place to protect the data from unauthorized access or use? 
 Not Applicable.
7.   If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?
Not Applicable.
 8.   How will the data be retrieved?   Does a personal identifier retrieve the data?  If   yes, explain and list the identifiers that will be used to retrieve information on the individual.  
The data within NRI can be retrieved by the Remote Sensing Labs (RSLs) and the data collectors.  This data is retrieved via the software and an Active Directory ID and password.  

Public access to the 1997 data is available on a CD which can be ordered through the NRI website.  There is also some additional data information available to the public on the NRI website.
9. What kinds of reports can be produced on individuals?  What will be the use of these reports?  Who will have access to them?  
None

10. What opportunities do individuals have to decline to provide information (i.e., where providing information is voluntary) or to consent to particular uses of the information (other than required or authorized uses and how individuals can grant consent.) 
Not applicable.
E. MAINTENANCE AND ADMINISTRATIVE CONTROLS:
1.   If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites? 
The NRI Data Mart is located in Fort Worth, TX at the National Cartography and Geospatial Center (NCGC) and the NRI Database containing tabular and spatial data is located in Ames, IA at Iowa Stat University.  The data from both are sent to the RSLs on a nightly basis via OnCourse software. 
2.   What are the retention periods of data in this system?
Indefinite
3.   What are the procedures for disposition of the data at the end of the retention period?  How long will the reports produced be kept?  Where are the procedures documented? 
   
Not applicable.
4.   Is the system using technologies in ways that the USDA has not previously employed (e.g., monitoring software, Smart Cards, Caller-ID)? 
NRI uses a Radio Frequency ID on the hard copy folders for the PSU.  This RF ID maintains a tracking record for custody of the folder.
5.   How does the use of this technology affect public/employee privacy?
No privacy issues arise from the use of this technology.  There is no individual information about members of the public collected. Employees who collect the data are recorded for quality assurance purposes but not distributed out of the business area.
6.   Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.
 No, the collected data relates to natural resources information and not individuals.
7.   What kinds of information are collected as a function of the monitoring of individuals?
Not Applicable.
8.   What controls will be used to prevent unauthorized monitoring? 
Not Applicable.
9.   Under which Privacy Act systems of records notice does the system operate? Provide number and name.  
Notice of Privacy Act System of Records by Owner, Operator or Producer Files (or Volunteer / Employee Files) USDA/NRCS-1.  http://www.nrcs.usda.gov/about/foia/408_45.html.
10.  If the system is being modified, will the Privacy Act system of records notice require amendment or revision?  Explain. 
Not Applicable.
  F.   ACCESS TO DATA:
1.   Who will have access to the data in the system?
The information from the order form for the CDs is only accessible to NRCS employees and the National Finance Center (NFC) for processing the payment. 
2.   How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented? 
Each data collector receives training and is certified before they are allowed access to the NRI Data Collection Instruments.  Each application is also individually loaded onto the CCE workstation and therefore the RSL Managers control the access to the software.
3.   Will users have access to all data on the system or will the user’s access be restricted?  Explain. 
 The OAsys application is read only and requires an eAuthentication Role for access.
Each RSL has access to their region’s data only.  Access to the data is read or update depending on the employee’s training and certification.
4.   What controls are in place to prevent the misuse (e.g., unauthorized browsing) of data by those having access? 
RSL managers certify employees for access.  Only certified and trained RSL employees may have the software is installed on their CCE workstation and Admin login is required for installation of the software.
5.   Are contractors involved with the design and development of the system and will they be involved with the maintenance of the system?  If yes, are Privacy Act contract clauses inserted in their contracts and other regulatory measures addressed?
Yes, contractors are on contract to collect and certify data.  The Privacy Act clause is included in their contract.
6.   Do other systems share data or have access to the data in the system? If yes, explain.  
No
7.   Who will be responsible for protecting the privacy rights of the public and employees affected by the interface?
 No privacy act information is stored in the system
8.   Will other agencies share data or have access to the data in this system (Federal, State, Local, Other)?
Information derived from the NRI is used by natural resource managers; policymakers; analysts; consultants; the media; other Federal agencies; State governments; universities; environmental, commodity, and farm groups; and the public. 
9.   How will the data be used by the other agency? 
The constituents use NRI information to formulate effective public policies, fashion agricultural and natural resources legislation, develop State and national conservation programs, allocate USDA financial and technical assistance in addressing natural resource concerns, and enhance the public's understanding of natural resources and environmental issues.

10.  Who is responsible for assuring proper use of the data?
Resource Inventory and Analysis Division

APPENDIX A

DECLARATION OF PRIVACY PRINCIPLES

The privacy principles set forth in this declaration are based on the ethical and legal obligations of the United States Department of Agriculture to the public and are the responsibility of all USDA employees to recognize and treat their office as a public trust.

The obligation to protect client and partner privacy and to safeguard the information clients and partners entrust to us is a fundamental part of the USDA’s mission to administer the law fairly and efficiently.  Clients and partners have the right to expect that the information they provide will be safeguarded and used only in accordance with law.  In recognition of these obligations, policies and procedures must clearly state who should have access to what information and for what purposes.  In addition, appropriate limitations must be placed on the collection, use and dissemination of clients and partners’ personal and financial information and sufficient technological and administrative measures must be implemented to ensure the security of USDA data systems, processes and facilities.

All USDA employees are required to exhibit individual performance that reflects a commitment to dealing with every client and partner fairly and honestly and to respect the clients and partners’ right to feel secure that their personal information is protected. To promote and maintain clients and partners’ confidence in the privacy, confidentiality and security protections provided by the USDA, the USDA will be guided by the following Privacy Principles:

	Principle 1:
	Protecting citizen, client and partner privacy and safeguarding confidential citizen, client and partner information is a public trust.



	Principle 2:
	No information will be collected or used with respect to citizens, clients and partners that is not necessary and relevant for legally mandated or authorized purposes.



	Principle 3:
	Information will be collected, to the greatest extent practicable, directly from the citizen, client or partner to whom it relates.



	Principle 4:
	Information about citizens, clients and partners collected from third parties will be verified to the greatest extent practicable with the citizens, clients and partners themselves before action is taken against them.



	Principle 5:
	Personally identifiable citizen, client or partner information will be used only for the purpose for which it was collected, unless other uses are specifically authorized or mandated by law.



	Principle 6:
	Personally identifiable citizen, client or partner information will be disposed of at the end of the retention period required by law or regulation.



	Principle 7:
	Citizen, client or partner information will be kept confidential and will not be discussed with, nor disclosed to, any person within or outside the USDA other than as authorized by law and in the performance of official duties.



	Principle 8:
	Browsing, or any unauthorized access of citizen, client or partner information by any USDA employee, constitutes a serious breach of the confidentiality of that information and will not be tolerated.



	Principle 9:
	Requirements governing the accuracy, reliability, completeness, and timeliness of citizen, client or partner information will be such as to ensure fair treatment of all clients and partners.



	Principle 10:


	The privacy rights of citizens, clients and partners will be respected at all times and every citizen, client and partner will be treated honestly, fairly, and respectfully.




The Declaration does not, in itself, create any legal rights for clients and partners, but it is intended to express the full and sincere commitment of the USDA and its employees to the laws which protect client and partner privacy rights and which provide redress for violations of those rights.

APPENDIX B

POLICY STATEMENT ON CITIZEN, CLIENT AND PARTNER PRIVACY RIGHTS

The USDA is fully committed to protecting the privacy rights of all citizens, clients and partners. Many of these rights are stated in law.  However, the USDA recognizes that compliance with legal requirements alone is not enough.  The USDA also recognizes its social responsibility which is implicit in the ethical relationship between the USDA and the citizen, client or partner.  The components of this ethical relationship are honesty, integrity, fairness, and respect.

Among the most basic of a citizens, clients, or partners’ privacy rights is an expectation that the USDA will keep personal and financial information confidential.  Citizens, clients and partners also have the right to expect that the USDA will collect, maintain, use, and disseminate personally identifiable information and data only as authorized by law and as necessary to carry out agency responsibilities.

The USDA will safeguard the integrity and availability of citizens, clients and partners’ personal and financial data and maintain fair information and record keeping practices to ensure equitable treatment of all citizens, clients and partners.  USDA employees will perform their duties in a manner that will recognize and enhance individuals’ rights of privacy and will ensure that their activities are consistent with law, regulations, and good administrative practice. In our record keeping practices, the USDA will respect the individual’s exercise of his/her First Amendment rights in accordance with law.

As an advocate for privacy rights, the USDA takes very seriously its social responsibility to citizens, clients and partners to limit and control information usage as well as to protect public and official access.  In light of this responsibility, the USDA is equally concerned with the ethical treatment of citizens, clients and partners as well as their legal and administrative rights.
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