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Privacy Impact Assessment Authorization 
Memorandum

	I have carefully assessed the Privacy Impact Assessment for the Facility Security System (OnGuard) System.  This document has been completed in accordance with the requirements of the E-Government Act of 2002.

	MANAGEMENT CERTIFICATION – Please check the appropriate statement.

	       X       The document is accepted.

	________ The document is accepted pending the changes noted.

	________ The document is not accepted.

	______________________________________________________________________________________We fully accept the changes as needed improvements and authorize initiation of work to proceed.  Based on our authority and judgment, the continued operation of this system is authorized.

	
	
	

	Greg Schmitz - System Owner 
	
	Date

	
	
	

	Kent W. Armstrong –Acting Director

National Information Technology Center 
	
	Date
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	Agency
	National Information Technology Center (NITC)

	System Name
	Facility Security System (OnGuard)

	System Owner
	Greg Schmitz, ISSPM

	System Categorization
	Moderate

	Major Application or General Support System
	Major Application:  X  General Support System:  FORMCHECKBOX 


	Description of Program/Project
	OnGuard is a security technology integration application suite used to control and manage physical access devices and video surveillance systems at the National Information Technology Center (NITC). The application was developed by Lenel of Pittsford, New York and provides advanced access control, alarm monitoring, digital video, intrusion detection, asset tracking, information security integration, credential production, and employee and visitor management functionality for building tenants at 8930 Ward Parkway.

OnGuard is one of the NITC’s Major Applications. The application is owned and managed under the auspices of the NITC Security Staff and utilized by security personnel under contract to the General Services Administration and NITC security administrators. System access is limited to these two distinct user groups.

The system allows authorized security personnel to grant and monitor multiple entry points at the NITC site simultaneously from a single, centralized location.  The application also provides a platform for viewing real-time or archived video recorded through a network of internal and external surveillance cameras.  It also provides the management of security badges, including automated verification of issued credentials, and generation and management of new access badges for new and existing employees, authorized visitors, and contractors.

	Data Provider
	Greg Schmitz, System Owner

	Date Data Provided
	11/15/07

	Indicate whether the following types of personal data are present in the system. 

	QUESTION 1
	Y/N
	Y/N

	Does the system contain any of the following type of information that is related to an individual:
	Citizen
	Employee

	Name:
	Y
	Y

	Social Security Number:
	Y
	Y

	Telephone Number:
	No
	No

	Email address:
	No
	No

	Street address:
	No
	No

	Financial data:
	No
	No

	Health data:
	No
	No

	Biometric data:
	X
	X

	QUESTION 2
	Y/N
	Y/N

	
	Citizen
	Employee

	Can individuals be uniquely identified using personal information such as a combination of gender, race, birth date, geographic indicator, biometric data, etc.?

NOTE: 87% of the US population can be uniquely identified with a combination of gender, birth date and five digit zip code

	No
	No

	Are SSNs embedded in any field?
	No/Partial Number Only
	No/Partial Number Only

	Is any portion of an SSN used?
	No
	No

	Are SSNs extracted from any other source (system, paper, etc.)?
	Yes
	Yes

	If all of the answers to Questions 1 and 2 are NO,[image: image1.wmf]
You do not need to conduct a full Privacy Impact Assessment for this system.  If any answer is YES, provide complete answers to all questions below.

	QUESTION 3

	Generally describe the information to be used in the system.
	The information contains a partial SSN, a photograph, the name, worker status (Federal or contractor), and fingerprint date for all workers (both Federal and contracted) and visitors to 8930 Ward Parkway. The fingerprint is a digitized configuration of a scanned fingerprint that can not be recreated to the original fingerprint. However, sensitive information is not transferable in report formats. These elements are not built in to the reporting application capabilities. 

	QUESTIONS 4 and 4a

	Does the system actually retrieve the information by the name of an individual or by some identifying number, symbol, or other identifying particular assigned to with an individual?
	Yes. The data can be viewed on-screen or printed in reports on an ad-hoc basis by authorized security personnel. It should be noted that the sensitive data elements in the system are not transferable in report formats, as these elements are not built into the reporting application capabilities. The fingerprint is a digitized configuration of a scanned fingerprint that cannot be recreated to the original fingerprint.

	What is the identifying Particular
	The digitized figure print, picture, name, and partial social security numbers are the identifiable information.

	QUESTIONS 5, 5a, 5b, 5c, 5d

	Sources of the information in the system.
	

	a. What information will be collected from the customer?
	N/A. Information is collected from Federal and contracted workers and visitors.

	b. What USDA agencies will be providing data for use in the system?
	N/A. Only individuals provide data for the system.

	c. What state and local agencies are providing data for use in the system?
	N/A. Only individuals provide data for the system.

	d. From what other third party sources will data be collected?

	N/A. Information is collected from Federal and contracted workers and visitors.

	QUESTION 6

	What are the principal purpose and routine use of the information being collected?
	The OnGuard application allows security personnel to monitor physical access to NITC through the security cameras and to control physical access through the biometric card readers. It allows security personnel to grant and monitor multiple entry points at the NITC site simultaneously from single, centralized locations.

	QUESTIONS 7 and 7a

	Will the information being used for any other purpose?
	No. The information is use solely to secure the facility.

	a. Explain.
	N/A

	QUESTIONS 8, 8a, 8b, and 8c

	How will the information collected from the following sources be verified for accuracy, relevance, timeliness, and completeness?
	Individuals provide the information. Review of credentials for the individual provide for accuracy, relevance, timeliness, and completeness of information. Additionally, Administrative Directive A-27 – Exit Process describes the process for data accuracy.

	a. Customers
	N/A

	b. USDA sources
	N/A

	c. Non-USDA sources
	N/A

	ACCESS TO THE DATE – Questions 9 through 14b

	QUESTION 9 

	Who will have access to the data in the system (Users, Managers, System Administrators, Developers, etc.)?
	The OnGuard application allows security personnel to monitor physical access to NITC through the security cameras and to control physical access through the biometric card readers. It allows security personnel to grant and monitor multiple entry points at the NITC site simultaneously from single, centralized locations.


	QUESTION 10 

	How is access to the data by a user determined? Are criteria, procedures, controls, and responsibilities regarding access documented?
	The system allows security personnel to view security camera recordings and identify physical intrusions into and within the building. It also allows guards to obtain badge information to verify entry of individuals to the site. Privileged security personnel are also allowed to generate new access badges for new and existing employees, cleared visitors, and contractors, in addition to modifying existing records as needed. 
Procedures are documented in Security Operating Instructions.

	QUESTION 11

	How will user access to data be restricted?
	The data is restricted to NITC guards and security administrators.

	QUESTION 12

	Are procedures in place to detect or deter browsing or unauthorized access?
	Yes. Intrusion detection is in place.

	QUESTION 13

	Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface?
	N/A. The OnGuard server has been place on a closed network in the NITC topology. There are no direct system interconnections.

	QUESTIONS 14, 14a, and 14b

	Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other, etc.)?
	N/A. The OnGuard server has been place on a closed network in the NITC topology. There are no direct system interconnections.

	a. How will the data be used by the other agency?
	N/A

	b. Who is responsible for assuring proper use of the data?
	N/A

	ATTRIBUTES OF THE DATA –Questions 15 through 32a

	QUESTION 15

	Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
	Yes. All data collected is relevant and necessary to the system design and daily operations regarding personnel verifications, etc.

	QUESTIONS 16, 16a, 16b, 16c

	Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?
	No

	a. Will the new data be placed in the individual’s record (customer or employee)?
	N/A

	b. Can the system make determinations about customers or employees that would not be possible without the new data?
	N/A

	c. How will the new data be verified for relevance and accuracy?
	N/A

	QUESTIONS 17 and 17a

	Is data being consolidated?
	No.

	a. What controls are in place to protect the data from unauthorized access or use?
	N/A

	QUESTIONS 18 and 18a

	Are processes being consolidated?
	See below.

	a. What controls are in place to protect the data and prevent unauthorized access?
	The system is secured on an isolated network, and the system is physically secured. The security controls on the isolated network and the system ensure that no unauthorized monitoring will take place.

	QUESTION 19

	How will the data be retrieved?
	Sensitive data is not retrieved. Sensitive information is not transferable in report formats. These elements are not built in to the reporting application capabilities. 



	QUESTIONS 20, 20a, and 20b

	Can the data be retrieved by a personal identifier?  In other words, can data be retrieved in such a way that a single person can be uniquely identified, contacted, located, etc? 
	Sensitive data is not retrieved. Sensitive information is not transferable in report formats. These elements are not built in to the reporting application capabilities. 

	a. Under which Systems of Record notice (SOR) does the system operate? Provide number and name. (SORs can be viewed at www.access.GPO.gov)
	OnGuard operates under systems of records notice E6-15901, Federal Personal Identify Verification Identity Management System. [Federal Register: September 28, 2006 (Volume 71, Number 188)].

	b. If the system is being modified, will the SOR require amendment or revision?
	No. The systems of records notice is generic and is owned by the General Services Administration. It covers the collection of PII for identify management.

	QUESTION 21


	How will the system and its use ensure equitable treatment of customers?
	Assurance of equitable treatment is ensured through the verification process. The system allows authorized security personnel to grant and monitor multiple entry points at the NITC site simultaneously from a single, centralized location.  The application also provides a platform for viewing real-time or archived video recorded through a network of internal and external surveillance cameras.  It also provides the management of security badges, including automated verification of issued credentials, and generation and management of new access badges for new and existing employees, authorized visitors, and contractors. 

	QUESTIONS 22 and 22a

	Are there a potential to deprive a customer of due process rights (fundamental rules of fairness)?  

Consider the following:

· consolidation and linkage of files and systems

· derivation of data

· accelerated information processing and decision making

· use of new technologies
	No.

	a. How are the effects to be mitigated?
	N/A

	QUESTIONS 23 and 23a

	Is the system operated in more than one site?
	No. The system only operates at 8930 Ward Parkway.

	a. How will consistent use of the system and data be maintained in all sites?
	N/A

	QUESTIONS 24 and 24a

	Is there any possibility of treating customers or employees differently based upon their individual or group characteristics?
	No.

	a. Explain
	N/A

	QUESTION 25

	What is the retention period of data in this system?
	The data is kept on the system for as long as it is needed.
Inactive card holders are deleted from the system.

DVR records are deleted after thirty days.

Transaction records are archived to file after 180 days. They are stored indefinitely.

Backup tapes are overwritten after seven days.

	QUESTION 26

	While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	N/A

	QUESTION 27

	What are the procedures for eliminating the data at the end of the retention period?
	DVR records, transaction records, and backup tapes are overwritten.
There are no regular reports generated.

Ad hoc reports are destroyed.

Procedures are documented in Security Operating Instructions.

	QUESTION 28

	Where are these procedures documented?
	The NITC security office.

	QUESTIONS 29 and 29a

	Is the system using technologies in ways not previously employed by the agency (e.g. Caller-ID)?
	No.

	a. How does the use of this technology affect customer privacy
	The use of this technology does not affect public privacy.
The system monitors control physical access points, including the building perimeter, the data center, office spaces, and lobbies. It provides camera surveillance of specific controlled areas and physical access points.

	QUESTIONS 30, 30a, and 30b

	Will this system provide the capability to identify, locate, and monitor individuals?
	Yes.

	a. Explain.
	OnGuard is a security system designed to track activity at controlled physical access points through access control and video surveillance.

	b. What controls will be used to prevent this unauthorized monitoring?
	The system is secured in an isolated network, and the system is physically secured. The security controls on the isolated network and the system ensure that no unauthorized monitoring will take place.

	QUESTIONS 31, 31a, and 31b

	Will this system provide the capability to identify, locate, and monitor groups of people?
	No.

	a. Explain.
	N/A

	b. What controls will be used to prevent this unauthorized monitoring?
	N/A

	QUESTIONS 32 and 32a

	Is the data transmitted to another agency or an independent site?
	No. Data is used only by guards and security administrators.

	a. Is there the appropriate agreement in place to document the interconnection and that the PII and/or Privacy Act data is appropriately protected?
	N/A. OnGuard is an isolated system.


Appendix A  - 
DECLARATION OF PRIVACY PRINCIPLES

The privacy principles set forth in this declaration are based on the ethical and legal obligations of the United States Department of Agriculture to the public and are the responsibility of all USDA employees to recognize and treat their office as a public trust.

The obligation to protect client and partner privacy and to safeguard the information clients and partners entrust to us is a fundamental part of the USDA’s mission to administer the law fairly and efficiently.  Clients and partners have the right to expect that the information they provide will be safeguarded and used only in accordance with law.  In recognition of these obligations, policies and procedures must clearly state who should have access to what information and for what purposes.  In addition, appropriate limitations must be placed on the collection, use and dissemination of clients and partners’ personal and financial information and sufficient technological and administrative measures must be implemented to ensure the security of USDA data systems, processes and facilities.

All USDA employees are required to exhibit individual performance that reflects a commitment to dealing with every client and partner fairly and honestly and to respect the clients and partners’ right to feel secure that their personal information is protected. To promote and maintain clients and partners’ confidence in the privacy, confidentiality and security protections provided by the USDA, the USDA will be guided by the following Privacy Principles:

	Principle 1:
	Protecting citizen, client and partner privacy and safeguarding confidential citizen, client and partner information is a public trust.

	Principle 2:
	No information will be collected or used with respect to citizens, clients and partners that is not necessary and relevant for legally mandated or authorized purposes.

	Principle 3:
	Information will be collected, to the greatest extent practicable, directly from the citizen, client or partner to whom it relates.

	Principle 4:
	Information about citizens, clients and partners collected from third parties will be verified to the greatest extent practicable with the citizens, clients and partners themselves before action is taken against them.

	Principle 5:
	Personally identifiable citizen, client or partner information will be used only for the purpose for which it was collected, unless other uses are specifically authorized or mandated by law.

	Principle 6:
	Personally identifiable citizen, client or partner information will be disposed of at the end of the retention period required by law or regulation.

	Principle 7:
	Citizen, client or partner information will be kept confidential and will not be discussed with, nor disclosed to, any person within or outside the USDA other than as authorized by law and in the performance of official duties.

	Principle 8:
	Browsing, or any unauthorized access of citizen, client or partner information by any USDA employee, constitutes a serious breach of the confidentiality of that information and will not be tolerated.

	Principle 9:
	Requirements governing the accuracy, reliability, completeness, and timeliness of citizen, client or partner information will be such as to ensure fair treatment of all clients and partners.

	Principle 10:
	The privacy rights of citizens, clients and partners will be respected at all times and every citizen, client and partner will be treated honestly, fairly, and respectfully.


The Declaration does not, in itself, create any legal rights for clients and partners, but it is intended to express the full and sincere commitment of the USDA and its employees to the laws which protect client and partner privacy rights and which provide redress for violations of those rights.

Appendix B  - 
POLICY STATEMENT ON CITIZEN, CLIENT AND PARTNER PRIVACY RIGHTS

The USDA is fully committed to protecting the privacy rights of all citizens, clients and partners. Many of these rights are stated in law.  However, the USDA recognizes that compliance with legal requirements alone is not enough.  The USDA also recognizes its social responsibility which is implicit in the ethical relationship between the USDA and the citizen, client or partner.  The components of this ethical relationship are honesty, integrity, fairness, and respect.

Among the most basic of a citizens, clients, or partners’ privacy rights is an expectation that the USDA will keep personal and financial information confidential.  Citizens, clients and partners also have the right to expect that the USDA will collect, maintain, use, and disseminate personally identifiable information and data only as authorized by law and as necessary to carry out agency responsibilities.

The USDA will safeguard the integrity and availability of citizens, clients and partners’ personal and financial data and maintain fair information and record keeping practices to ensure equitable treatment of all citizens, clients and partners.  USDA employees will perform their duties in a manner that will recognize and enhance individuals’ rights of privacy and will ensure that their activities are consistent with law, regulations, and good administrative practice. In our record keeping practices, the USDA will respect the individual’s exercise of his/her First Amendment rights in accordance with law.

As an advocate for privacy rights, the USDA takes very seriously its social responsibility to citizens, clients and partners to limit and control information usage as well as to protect public and official access.  In light of this responsibility, the USDA is equally concerned with the ethical treatment of citizens, clients and partners as well as their legal and administrative rights.
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� Comments of Latanya Sweeney, Ph.D., Director, Laboratory for International Data Privacy Assistant Professor of Computer Science and of Public Policy Carnegie Mellon University To the Department of Health and Human Services On "Standards of Privacy of Individually Identifiable Health Information". 26 April 2002.
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