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USDA PRIVACY IMPACT ASSESSMENT FORM

Project Name:  PACA DATABASE
	Description of Your Program/Project :    The PACA Database tracks information relating to produce industry members with regards to whether or not they are subject to the licensing provisions of the PACA as set forth in 1930.  In addition to license details, the database also tracks information relating to complaints filed by other industry members as well as administrative actions filed by the Department.



	

	

	

	

	

	

	


DATA IN THE SYSTEM

	1.   Generally describe the information to be used in the system.  


	Company name and address, principal name and address, social security number, telephone numbers, corporate officers, percentages of stock, and details regarding transactions involved in complaints or actions to be taken by the Department.

	2a.   What are the sources of the information in the system?


	Most of the information is obtained from the customer.  Phone listings and industry credit reporting service information is also used.  Information from USDA APHIS import license applications are used to contact firms who may be subject to PACA licensing provisions.


	2b.   What USDA files and databases are used? What is the source agency?


	Only the information obtained from APHIS as explained above is obtained from other USDA agencies.

	2c.   What Federal Agencies are providing data for use in the system?


	NONE

	2d.   What State and Local Agencies are providing data for use in the system?


	NONE

	2e.   From what other third party sources will data be collected?


	NONE  (Other than mentioned above)

	2f.   What information will be collected from the customer?


	See question number 1

	3a.   How will data collected from sources other than the USDA records and the customer be verified for accuracy?


	Information is always verified with the customer

	3b.   How will data be checked for completeness?


	Edit checks in the system insure that all required data has been entered completely and accurately 


ACCESS TO THE DATA

	1.    Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Other)?


	System Administrators, Developers and Programmers, and PACA branch employees.

	2.    How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?


	Access is granted to PACA employees based on their job tasks.  All access is monitored and documented. 

	3.    Will users have access to all data on the system or will the user’s access be restricted?  Explain.


	No.  Certain areas of the database i.e. the employee information module, all resource tables and sensitive financial reports can be accessed by only a few top level branch managers.  Access to certain areas of the database is permitted by the type of branch employee. Each branch employee is given a user classification based on his or her job function.

	4.    What controls are in place to prevent the misuse (e.g. browsing, unauthorized use) of data by those having access?


	Network-level authentication and database-level access passwords are in place in order to control access to restricted data and reports.  

	5a.   Do other systems share data or have access to data in this system?  If yes, explain.  


	NO

	5b.   Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface.


	The database administrator has the responsibility to insure that all checks and security measures are in effect.

	6a.   Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?
	NO

	6b.   How will the data be used by the agency?


	In order to administer the provisions of the PACA

	6c.   Who is responsible for assuring proper use of the data?


	Each employee is responsible for insuring the data is used properly in accordance with question 6b.


ATTRIBUTES OF THE DATA

	1.   Is the use of the data both relevant and necessary to the purpose for which the system is being designed?


	YES

	2a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?


	NO

	2b.  Will the new data be placed in the individual’s record (customer or employee)?


	N/A

	2c.  Can the system make determinations about customers or employees that would not be possible without the new data?


	N/A

	2d.  How will the new data be verified for relevance and accuracy?


	N/A

	3a.  If data is being consolidated, what controls are in place to protect the data from unauthorized access or use?


	N/A

	3b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.


	N/A

	4a.   How will the data be retrieved?  Can it be retrieved by personal identifier?  If yes, explain.
	The data can be retrieved by the following personal identifiers; license number, customer name, principal name, principal ID, and SSN.  

	4b.  What are the potential effects on the due process rights of customers:

· consolidation and linkage of files and systems;

· derivation of data

· accelerated information processing and decision making;

· use of new technologies.


	Data that has been collected and stored in the database allows for accelerated information processing.  Any forms or correspondence to the customer would have certain fields filled in with the data already stored in the database.

	4c.  How are the effects to be mitigated?


	No negative effects to mitigate


MAINTENANCE OF ADMINISTRATIVE CONTROLS

	1a.  Explain how the system and its use will ensure equitable treatment of customers.


	Edit checks in the system insure that all data entered for each customer is done in the same exact manner.

	2a.  If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?


	The data is housed on servers maintained in Headquarters, but is accessed from three field offices via web access.  

	2b.  Explain any possibility of disparate treatment of individuals or groups.


	NONE

	2c.  What are the retention periods of data in this system?


	Active licenses are retained indefinitely.  Other records are maintained in accordance with the paper retention periods as defined by NARA.

	2d.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?


	Automated database scripts are used to remove data outside the retention period.  Data can also be deleted manually if needed.
This is documented in the system administrator’s documentation.

	2e.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?


	Each time a customer is contacted to renew their license or during the processing of a complaint or administrative function the data is verified and reviewed for accuracy. 

	3a.   Is the system using technologies in ways not previously employed by the agency (e.g. Caller-ID)?
	NO

	3b.   How does the use of this technology affect customer privacy?


	N/A

	4a.   Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 


	NO

	4b.   Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.


	NO

	4c.   What controls will be used to prevent unauthorized monitoring?


	N/A

	5a.   Under which Systems of Record notice (SOR) does the system operate?  Provide number and name. (SORs can be viewed at www.access.GPO.gov)


	USDA/AMS-3, Perishable Agricultural Commodities Act (PACA) – Oracle Database (Federal Register 71, 65067-65068)

	5b.   If the system is being modified, will the SOR require amendment or revision?  Explain.


	N/A
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