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Privacy Impact Assessment Authorization

Memorandum

I have carefully assessed the Privacy Impact Assessment for the                               System.  This document has been completed in accordance with the requirements of the E-Government Act of 2002.

MANAGEMENT CERTIFICATION – Please check the appropriate statement.

____X___ The document is accepted.

________ The document is accepted pending the changes noted.

________ The document is not accepted.

______________________________________________________________________________________We fully accept the changes as needed improvements and authorize initiation of work to proceed.  Based on our authority and judgment, the continued operation of this system is authorized.
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Name of Project:  GIPSA Packers and Stockyards Regulatory System (PSRS)
Program Office:

Project’s Unique ID:
A.   CONTACT INFORMATION:
1. Who is the person completing this document?  
Joe Garrity

ISSPM Deputy

Room 0631-S

(202)720-1742

 2. Who is the system owner?  
Tracey Paugh
Room 2446-S
(202)720-7202
 3. Who is the system manager for this system or application?
Frieda Achtentuch
GIPSA/Acting CIO

Room 2446-S

(202)720-0265

4. Who is the IT Security Manager who reviewed this document?  
Joe Garrity

ISSPM Deputy

Room 0631-S

(202)720-1742

5. Did the Chief FOI/PA review this document?   YES
             6.  Did the Agency’s Senior Office for Privacy review this document?
Carol Remmers

GIPSA/ISSPM

 Room 0631-S

(202)720-1742

 7.  Who is the Reviewing Official?  

Frieda Achtentuch

GIPSA/Acting CIO

Room 2446-S

(202)720-0265

B.   SYSTEM APPLICATION/GENERAL INFORMATION:
1.  Does this system contain any information about individuals?  


BIDS-In some cases.


R&I- In some cases.

SCL-Yes-general info only.

S+W-Yes – only names of weighmasters

                 (a)   Is this information identifiable to the individual?
    BIDS-In some cases.


R&I- In some cases.

SCL-Yes-general info only.

S+W-Yes – only names of weighmasters
                 (b)  Is the information about individual members of the public?

BIDS-No


R&I-No

SCL-No

S+W-No
                  (c)  Is the information about employees? 

BIDS-No

R&I- No

SCL-Yes.
S+W-No.  Only scale information relating to a company.  And a listing of weighmasters and the associated companies for which they perform this service


(If yes and there is no information about members of the public, the PIA is required for the USDA IT Security C&A process, but is not required to be submitted with the OMB Exhibit 300 documentation).

2. What is the purpose of the system/application?


The PSRS system consistes of 4 independent running programs, used by The Packers and Stockyards Agency for various job functions.  The following is a brief description of each system:

· Business Identification System (BIDS)
BIDS is used by the Packers and Stockyards Program (P&SP) to log, track and report on businesses that P&SP has determined are subject to the requirements of the Packers and Stockyards Act.  Information tracked in this application includes names and addresses, financial data, and dates related to the business data.  User count 140.

· Complaint and Investigation Log/Regulatory and Investigation Log (C&I/R&I Log)
The C&I Log is used by the Packers and Stockyards Program (P&SP) to log, track and report on investigations conducted by the program.  These investigations are the result of complaints received from industry in violation of the Packers and Stockyards Act.  P&SP may also initiate investigations to insure compliance with the Act.  User count 140.

· Scales and Weighting (S&W)
This system monitors the sequence of testing for scales of businesses.  S&W tracks the history of each scale and any violations that may have occurred.  These scales weigh various species of food animals for the Packers and Stockyards Act.  User count 100.

· Swine Contract Library (SCL)

This system collects, collates and reports on contract information relating to swine purchased resulting from business between producers and packers.  A portion of this application is web-based.  The user count is 21 internal and 45 packer web users.  The number of users through the public web page is unknown.

3.   What legal authority authorizes the purchase or development of this  

      system/application?

All purchases/development of this system are the sole responsibility of the GIPSA CIO
C. DATA in the SYSTEM:
1.   Generally describe the type of information to be used in the system and what 
      categories of individuals are covered in the system?

 BIDS-The information is related to businesses that P&SP has determined are subject to the requirements of the Packers and Stockyards Act.

R&I- The P&SP employee that is working on the activity (regulatory or investigation)

SCL-Swine contractors
S+W-Scale information relating to a company, investigations and test history related to the scales.  And weighmasters and the associated companies for which they perform this service.

2.   What are the sources of the information in the system?

BIDS- Registration forms; financial instrument documents; verbal responses from registrants and email correspondence.
R&I- The P&SP employee that is working on the activity.
SCL-Information taken from company representatives
S+W-No information for an individual

(a)   Is the source of the information from the individual or is it taken from 
        another source?  If not directly from the individual, then what other 
        source?
BIDS-The information is taken from forms filled out by the owner or an officer of the business.  Information taken verbally or by email communications will be with a contact for the business. 
R&I- The P&SP employee that is working on the activity.

SCL-NO
S+W-
(b)   What Federal agencies are providing data for use in the system?


BIDS-None

R&I- None

SCL-None

S+W-USDA-Packers and Stockyards

(c)   What State and local agencies are providing data for use in the system?


BIDS-None

R&I- None

SCL-None

S+W-None

(d)   From what other third party sources will data be collected?
BIDS-Financial Institutions such as banks, credit unions, etc.
R&I- P&SP will determine.
SCL-None
S+W-Individual companies using scales as part of their business.

 (e)   What information will be collected from the employee and the public?
BIDS-No information from GIPSA employees; information is collected from the business about the business.
R&I- For new employees just entering the system for the first time; they will have to enter their name and the office for which they work.  This is done so that they may be listed as a potential agent working on an activity.

SCL-None

S+W
3.   Accuracy, Timeliness, and Reliability
(a)   How will data collected from sources other than USDA records be verified for accuracy?

BIDS-P&SP staff may make inquiries to validate information.
R&I- P&SP staff may make inquiries to validate information.
SCL-Monthly Rollover Reports
S+W-Scale tests are done by companies certified to do the test.

(b)   How will data be checked for completeness?

BIDS-P&SP staff will verify the completeness of the information.  

R&I- There are some edit checks in the application that will force entry of mandatory fields.  Anything else will be validated by the P&SP employee
SCL-Running a rollover program
S+W-Industrial Specialist determine that all the appropriate information has been entered.

(c)   Is the data current?  What steps or procedures are taken to ensure the data is 
       current and not out-of-date?  Name the document (e.g., data models).


BIDS-N/A


R&I- N/A

SCL-Monthly rollover programs

S+W-Yes.

(d)   Are the data elements described in detail and documented?  If yes, what is 
                          the name of the document? 


BIDS- Not at this time.
R&I- The Packers & Stockyards Program Regulatory Activity and Investigation Log User Manual.



SCL-Yes


S+W-Yes

D.  ATTRIBUTES OF THE DATA:
1.   Is the use of the data both relevant and necessary to the purpose for which the 
      system is being designed?


BIDS-Yes


R&I- Yes

SCL-Yes

S+W-Yes.
2.   Will the system derive new data or create previously unavailable data about an 
       individual through aggregation from the information collected, and how will 
       this be maintained and filed?


BIDS- No

R&I- No

SCL-No

S+W-N/A

3.   Will the new data be placed in the individual’s record?


BIDS-N/A


R&I- N/A

SCL-No

S+W-N/A

4.   Can the system make determinations about employees/public that would not be 
      possible without the new data?

BIDS-N/A


R&I- N/A

SCL-No

S+W-N/A

5.   How will the new data be verified for relevance and accuracy?


BIDS-N/A


R&I- N/A

SCL-Monthly Rollover Reports

S+W-The Industrial Specialists enter in data from the scale test reports.

6.   If the data is being consolidated, what controls are in place to protect the data 
      from unauthorized access or use?


BIDS-N/A


R&I- N/A

SCL-User Login –Secure Socket Layer

S+W-N/A

7.   If processes are being consolidated, are the proper controls remaining in place to 
      protect the data and prevent unauthorized access?  Explain


BIDS-N/A


R&I- N/A

SCL-User Login –Secure Socket Layer

S+W-Use of application is internal to GIPSA.
8.   How will the data be retrieved?   Does a personal identifier retrieve the data?  If yes, explain and list the identifiers that will be used to retrieve information on the individual.

BIDS-Data is retrieved by authorized personnel only.  The user must have a valid GIPSA network login id; additionally, they must have the access rights to the database and application file.

R&I- Data is retrieved by authorized personnel only.  The user must have a valid GIPSA network login id; additionally, they must have the access rights set up in the SQL Server database to gain access to the data.



SCL-Windows User Login
S+W-Scale Ids are used to rtieve scale information and weighmaster names and scale ids are used to retrieve weighmasters.
9.   What kinds of reports can be produced on individuals?  What will be the use of 
      these reports?  Who will have access to them?

BIDS-There are business summary reports which give general information about the business; financial instrument reports; and reports which contain a list of businesses falling within a specified criteria.  

R&I- There are no reports on individuals; only reports with information relating to the activities conducted by the P&SP staff

SCL-None on individuals

S+W-Only a listing of weighmasters.  This is an internal report.

           10.  What opportunities do individuals have to decline to provide information (i.e., 
      where providing information is voluntary) or to consent to particular uses of 
      the information (other than required or authorized uses and how individuals 
      can grant consent.)


BIDS-N/A


R&I- N/A

SCL-Providing information is voluntary


S+W-N/A.

E. MAINTENANCE AND ADMINISTRATIVE CONTROLS:
1.   If the system is operated in more than one site, how will consistent use of the 
      system and data be maintained in all sites?

BIDS-BIDS is the mandated application for logging and tracking businesses that have been determined to fall under the requirements of the Packers and Stockyards Act.  There are three regional offices.  Each office is responsible for maintaining their region’s information.  A national BIDS application resides in Washington, DC; read only access for all users.  The national data is updated with the regional data on a nightly basis.
R&I- No

SCL-Data is kept in centrally accessed SQL database

S+W-Uses on central database.  Access is determined by region and privilege level.
2.   What are the retention periods of data in this system? 

GIPSA has established a 10-year retention period for the archiving of all GIPSA data (including GAM).  The longevity of the system is not known, but data regularly outlives a particular processing system.  Legal requirement for data retentions are adhered to, as applicable.
3.   What are the procedures for disposition of the data at the end of the retention 
      period?  How long will the reports produced be kept?  Where are the procedures 
      documented?
At a future date (after the 10-year period), the usefulness of the data will be evaluated on a case-by-case basis to determine if it should be retained or not.  If the data no longer serves any GIPSA need, the data is purged from the system, and archive tapes are destroyed.

Data relates to a particular business transaction between the government and the customer for delivery of relevant data.  Business transactions (or data gathering) is recorded and concluded, and remain as historic documentation of a completed event.  It does not change further over time unless there is a subsequent business (or data) transaction conducted.

Sampling of data is periodically audited/reviewed for accuracy/date (at least annually).  If the data no longer serves any GIPSA need, the data is purged from the system, and archive tapes are destroyed.  Procedures are documented in the System Security Plan, and backup procedures documented in the Trusted Facilities Manual.
            4.   Is the system using technologies in ways that the USDA has not previously 
                  employed (e.g., monitoring software, Smart Cards, Caller-ID)?


BIDS-No

R&I- No

SCL-NO

S+W-No.

5.   How does the use of this technology affect public/employee privacy? 


BIDS-No affects on privacy.

R&I- No affects on privacy.

SCL-Does not effect privacy


S+W-N/A.
6.   Will this system provide the capability to identify, locate, and monitor
       individuals?  If yes, explain. 


BIDS-No

R&I- No

SCL-NO

S+W-No.

7.   What kinds of information are collected as a function of the monitoring of 
       individuals?


BIDS-None


R&I- None

SCL-NONE

S+W-N/A.
8.   What controls will be used to prevent unauthorized monitoring?


BIDS-Network security.

R&I- Network security

SCL-System behind firewall –Secure Socket Layer
S+W-Use of application is internal to GIPSA.  And internal users are restricted dependent on their privilege level.
9.   Under which Privacy Act systems of records notice does the system operate? 
      Provide number and name.


BIDS-N/A

R&I-N/A

SCL-N/A

S+W-N/A.
           10.  If the system is being modified, will the Privacy Act system of records notice 
      require amendment or revision?  Explain.


BIDS-N/A


R&I-N/A


SCL-N/A

S+W-N/A.
           F.   ACCESS TO DATA:

      1.   Who will have access to the data in the system? (E.g., contractors, users, managers, 
                  system administrators, developers, tribes, other)


BIDS-Packers & Stockyards Program staff.

R&I- Packers & Stockyards Program staff.

SCL-access on a need to know basis 
S+W-Use of application is internal to GIPSA.  And internal users are restricted dependent on their privilege level.
2.   How is access to the data by a user determined?  Are criteria, procedures, controls, 
      and responsibilities regarding access documented?


BIDS-Access is controlled using network user ids and groups.
R&I- Access is controlled using network user ids; network groups; and SQL Server security.

SCL-Management decision

S+W-Internal users are restricted dependent on their privilege level.
3.   Will users have access to all data on the system or will the user’s access be 
      restricted?  Explain. 

BIDS-Users are restricted; all users have read capability, but will only have update capability for a subset of the data; the subset of data that falls under their area of responsibility.

R&I- Users are restricted; all users have read capability, but will only have update capability for a subset of the data; the subset of data that falls under their area of responsibility.

SCL-Users access restricted by User Login

S+W-Internal users are restricted dependent on their privilege level.
4.   What controls are in place to prevent the misuse (e.g., unauthorized browsing) of 
      data by those having access?  (Please list processes and training materials)

BIDS-WAN Security rights.


R&I- WAN Security rights.

SCL-System user rights settings
S+W-Use of application is internal to GIPSA.  And internal users are restricted dependent on their privilege level.
5.   Are contractors involved with the design and development of the system and will 
      they be involved with the maintenance of the system?  If yes, are Privacy Act 
      contract clauses inserted in their contracts and other regulatory measures addressed?


BIDS-No


R&I- No

SCL-There are currently no contractors involved with this application.

S+W-No.

6.   Do other systems share data or have access to the data in the system? If yes, 
      explain.


BIDS-R&I Log; internal only.


R&I- No

SCL-No

S+W-No.

7.   Who will be responsible for protecting the privacy rights of the public and 
      employees affected by the interface?


BIDS-GIPSA CIO


R&I- GIPSA CIO

SCL-IT personnel

S+W-N/A
8.   Will other agencies share data or have access to the data in this system (Federal, 
      State, Local, Other)? 

BIDS-No




R&I- No



SCL-No

S+W-No
9.   How will the data be used by the other agency?


BIDS- N/A




R&I- N/A



SCL-Not used by other agencies

S+W-N/A
10. Who is responsible for assuring proper use of the data?

BIDS-P&SP staff.



R&I- P&SP staff.


SCL-IT personnel
S+W-GIPSA
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