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OFFICE OF THE CHIEF INFORMATION OFFICER

FY 2000 ANNUAL PROGRAM PERFORMANCE REPORT

Secretary’ s Memorandum 1030, pursuant to the Clinger Cohen Act of 1996, established the
Office of the Chief Information Officer (OCIO). The OCIO has primary respongbility for
supervison and coordination within the U.S. Department of Agriculture (USDA) of the design,
acquidition, maintenance, use, and disposa of information technology by USDA agencies. The

mission of the OCIO isto drategically acquire and use information and technology resources to

improve the quality, timeliness, and cogt effectiveness of USDA service ddivery to its

customers.

OCIO dso has activities that are funded through the USDA Working Capital Fund (WCF).
These activities, or cost centers, operate using a cost recovery method for services rendered.

The God's and Objectives identified in the Revised 2000 and FY 2001 Annua Performance Plan
arelised bdow. Each OCIO Program Activity follows with a description of the measurable
indicators to support a specific Goa/Objective.

The OCIO developed its new strategic plan for FY 2000-2005. The new plan reflects anew

mission, vison and comprehensive objectives based on technologicd changes and organizationa
priorities. Only Federa employees were involved in the preparation of this report.

OCIO PERFORMANCE SUMMARY

Strategic Goal/ Performance
M anagement FY 2000 Performance Goals 1999 2000 2000
Initiative Actual Target Actual
'| Goal 1: Ensure Establish USDA policy on IT management using the
decisionsregarding | Capital Planning and Investment Control (CPIC)
the selection and methodol ogy:
deployment of Number of agency IT management reviews 2 6 7
information performed
technology are Develop and implement USDA A rchitecture:
based on USDA Percent of agenciesusing ISTA 50 35 80
needs. Infuse Government and electronic datainterchange
technol ogies into business processes where applicable:
Number of agencies with electronic forms and N/A 3 14
automated directives systems
Number of agenciesusing the Internet for program 5 10 14
delivery, e.g. forms, loan balances
Ensure that the Service Center technol ogy
improvements are driven by business needs and support
re-engineered business processes:
Number of Service Center Oversight 9 10 N/A
implementation progress and other reviews
conducted
Number of Service Center Implementation IV&V's 2 3 N/A
conducted




OCIO PERFORMANCE SUMMARY

Strategic Goal/ Performance
M anagement FY 2000 Performance Goals 1999 2000 2000
Initiative Actual Target Actual
Goa 2: Develop Ensure all USDA agency mission critical information
Department-wide systems are Y ear 2000 compliant and operational:
information and Percent Y 2K awareness 100 100 100
technical Percent Y 2K assessment 100 100 100
infrastructures that Percent Y 2K renovation 100 100 100
will improve service | Percent Y 2K validation 0 100 100
delivery through Percent Y 2K implementation 0 100 100
more effective M eet the mandated requirements of the President’s
information systems | Commission on Critical Infrastructure Protection
and data (PCCIP) by developing aplan to protect USDA’s
management. critical infrastructures and putting the
processes/mechanisms in place to implement the plan
and update the plan on a 2-year cycle
Establish a Central Cyber Security Office:
Percent of staff on-board 0 25 33
Establish a Departmental-level Risk Management
Program:
Percent of agencies identifying critical assets and 10 25 20
assess them for vulnerabilities
Develop an USDA Information and
Telecommunications Security Architecture:
Percent completion of security architecture 0 0 0
Percent of agenciestransitioned to FTS 2001 Long 5 50 85
Distance service provider.
Establish an USDA Enterprise Network:
Develop astrategic plan N/A yes yes
Percent USDA Enterprise Network implemented N/A 5 5
Goal 3: Bealeading | Support the USDA Information Systems Technology
innovative Architecture
information Percent of OCIO computing platformsthat have a 70 Q0 Q0
technology services Web Interface
organization, Improve security of information processing 70 7 7
experienced in resources
providing quality Develop new services and increase our custoner base
and cost-effective for existing services.
servicesfor Percent increase of new business based on new and 5 5 8
centralized and existing services
distributed Improve customer service quality:
computing, and Percent Web Access to customer 100 100 100
applications support. Percent Home Page is implemented 0 95 95
These activitiesare Percent of employees that received training 80 85 100
financed through the
Departmental
Working Capital
Fund (WCF).

! The performance target in the Revised FY 2000 and FY 2001 Annual Performance Plan was inadvertently set to a
percentage, which has been found not to be readily measurable. Therefore, the target has been revised to be a count
of major security improvements.




OCIO PERFORMANCE SUMMARY

Strategic Goal/ Performance
M anagement FY 2000 Performance Goals 1999 2000 2000
Initiative Actual Target Actual

Management Increase agency acceptance/adoption of the CIO N/A 20 0
Initiative 1: Councils|IT core competencies
Implement a
professional Increase percent of executives/senior managers who N/A 20 0
development integrate I T core competenciesinto their IT workforce
strategy to ensure planning
that USDA’s
personnel possess Increase percent of USDA professional development N/A 20 30
the skills necessary | Strategy implementation plan
to meet the
challenges of
effectively

delivering programs
and services with

information

technol ogy

Management Increase employee morale

Initiative 2: Percent of employees indicating medium to high N/A 50 75
Continually improve morae

the quality and Percent decreasein formal and informal complaints N/A 50 80
effectiveness of the | Provide civil rightstraining for all employees

OCIO workforce Percent employeestrained in civil rights 100 100 100
and ensure Civil Provide conflict management training for all employees

Rights of all Percent of employees trained in conflict 15 50 100

management

Goal 1. Ensure decisons regarding the sdection and deployment of information technology are
based on USDA business needs.

Objective 1.1: Use adecison making process within USDA that makesthe program and IT
officids respongble for IT investments.

Objective 1.2: Edtablish agtandard Capita Planning and Investment Control (CPIC) Programin
USDA to ensure I T investments are made in direct support of business objectives, managed
prudently.

Key Performance Goal

Egtablish USDA policy on IT management using the CPIC methodology.
Number of agency I'T management reviews performed
Target: 6
Actual: 7

2000 Data: Agency IT management reviews are performed at the request of, and/or under the
leadership of OCIO. The data are examined in the reviews are gathered through severd means.
OCIO géff review of agency IT budget requests, agencies use of the Information Technology
Investment Portfolio System (I- TIPS) in managing their portfolios and reporting budgetary and




performance information for investments; and agency interviews of key personnel. I-TIPSisa
Federal-wide tool for managing capitd investments. During FY 2000, al USDA agencies usd
I-TIPS to manage their IT investment portfolios, and used some leve of Capita Planning tenets
in the management of these portfolios.

Analysis of Results: OCIO met the performance god to establish USDA policy for usng CPIC.
OCIO exhibited strong leadership by expanding and improving the process for managing IT

assts. Thisincludes providing expanded guidance for the IT budget planning and review
processes, expanding the use of I- TIPS, and utilizing the CPIC evauation, scoring and ranking
sysemsfor dl mgor USDA IT investments for budget years 2001 and 2002. Through reviews,
OCIO can aticulate/clarify policy and assure compliance. The reviews aso enable OCIO to
gather “lessonslearned” and share them with other agencies as well asindicate where policy
needs to be revised. OCIO worked with the agencies to improve their mgjor system business case
documentation. OCIO aso provided written evauations of this documentation and staff support
to, and participated in, the Deputies Capital Planning Work Group (DCPWG) and the Executive
Information Technology Investment Review Board (EITIRB). The DCPWG scored and ranked
the systems and the EITIRB approved the investment decisions.

OCIO dso exhibited strong leadership by participating in the government-wide capitd planning
efforts. The USDA CIO was the co-chair of the CIO Council’s Capitd Planning and IT
Management Committee. The CIO's office dso co-chaired the I- TIPS Change Management
Committee. By participating on these committees, OCIO is able to learn best practicesfrom
other Departments and share |- Tips development cost.

Current Fiscal Year Performance: During FY 2001, OCIO isworking with the agencies, the
DCPWG, and the EITIRB to continue to improve the quality of capitd planning. Thisincludesa
reengineering of the USDA CPIC process and creation of better documentation to support CPIC.
OCIO isaso working to provide better tools, training and templates for I T capita planning.
Progressin this areais dependent upon resources received.

Program Evaluations. OCIO conducted seven IT investment management reviews covering 14
agencies concerning the satus of 1T capita planning. The reviews included interviewing agency
Deputy Adminigirators for Management and CIOs to determine the agencies’ internd use of a
formalized capita planning process, use of I- TIPS, and input into USDA'’s capitd planning
investment control process for mgor investments.

Objective 1.3: Identify opportunities for streamlining program and adminigrative busness
activities, and the technology that supports them, through the development and implementation
of abusiness/data architecture.



Key Performance Goal

Devedop and implement an USDA Enterprise Architecture (EA):
Percent of agenciesusing EA
Target: 35
Actual: 80

| nfuse Government and e ectronic data interchange technol ogies into business processes where
applicable:
Number of agencies with eectronic forms and automated directives systems
Target: 3
Actual: 14
Number of agencies using the Internet for program ddivery, e.g. forms, loan balances
Target: 10
Actual: 14

2000 Data: The above data was devel oped through observation, meetings with USDA agencies,
inter-agency groups, moratorium waiver requests, and the capitd planning and investment

control process. The dataiis based on OCIO staff observations about agencies architecture
gpproaches and their use of the Enterprise Architecture principles, standards, and methods.

Thus, the data are sound and reliable.

Analysis of Results: OCIO met this performance god. OCIO published two drafts of the
Enterprise Architecture, conducted Enterprise Architecture training for the business and
information technology communities, and published version 2 of the Enterprise. OCIO
developed an Enterprise Architecture Compliance Scorecard that was used in conjunction with
the capitd planning and investment control process. USDA is following the Nationd Inditute of
Standards and Technology (NIST) modd for the architecture. The 5 layers of the architecture
are business, information; gpplications, data; and technology. Compliance for the technology
portion is approaching 100%. USDA has aso witnessed a narrowing of the product base as
agencies implemented industry preferred products to facilitate seamless communications with
their customers and stakeholders. Most agency employees can communicate internaly and with
other USDA agencies vialoca and wide area networks. Communication with other Federa
agencies and customers and partners are enabled through the use of the Internet. The Internet is
being used to share information about USDA programs and services and for eectronic mall
exchange with externd customers and partners.

For the business and data portion of the architecture, change is much dower than for the
technology portion. There are opportunities for codescing gpplications and systems that will be
addressed through both the architecture and capital planning and investment control governance
processes. Fundamentaly changing the way agencies do business and address data sharing isa
monumenta undertaking. USDA agencies are partnering with other USDA agencies and Federd
agencies and date and loca governmentsin information and data sharing activities using

common databases and web-enabled applications.




In addition, USDA has begun to lay the groundwork for transforming USDA's internd and
external business processes to an dectronic government approach. USDA s disseminging
program information viathe Internet and is using eectronic forms both interndly and with the
public. AsUSDA implements the Government Pgperwork Elimination Act, additiona work will
be required by the agencies to transform their processes to a robust € ectronic government

paradigm.

Current Fiscal Year Performance: During FY 2001, planned actions include andyzing the
architecture gpplications inventory to identify potential areas to eiminate duplications and
coordinate resources; reviewing invesment plans to identify opportunities for sharing and cost
savings and increasing the number of Commercid off-the-shelf (COTS) productsin use.

Program Evaluations. OCIO performed an informal sdf-evauation of itsdlf againg the
Federa Architecture Modd and architecture compliance methodol ogies endorsed by the CIO
Council. After evaluation, OCIO determined that its architecture gpproach aigns with that of
other Federd agencies.

Objective 1.4: Edtablish an assessment methodology for Departmenta and agency IRM
programs that will ensure sound management practices are being used to achieve measurable
improvements.

Key Performance Goal

Ensure that the Service Center technology improvements are driven by business needs and
support re-engineered business processes.
Number of Service Center Oversight implementation progress and other reviews
conducted
Target: 10
Actual: O
Number of Service Center Implementation 1V& V'’ s conducted
Target: 3
Actual: O

2000 Data: Nonewas collected for this performance god.

Analysis of Results. This performance goa was not met. In March 2000, the Deputy Secretary
of Agriculture gave the USDA Chief Information Officer direct management responsibility for

the IT component of the Service Center Modernization Initigtive (SCMI). Thisnew direct role
obviates the need for this objective.

Current Fiscal Year Performance: OCIO's Strategic Plan for FY 2000-2005 contains anew
objective that replaces this objective reflecting this new role.

Program Evaluation: The success of the SCMI, relies heavily on the partnerships developed
among the three Agencies and the OCIO. All SCMI Information Technology activities are




coordinated through the Information Technology Working Group (ITWG) under the direction of
the OCIO. Thel TWG includesthe ClIO’'s of the three Agencies, SCMI-IT Team Leaders,
employee organization representation and partner representation. To ensure that the business
needs of the agencies are driving the need for technology improvements, the Executive Director
of the National Food and Agriculture Council represents the program interests on the ITWG. A
Senior Executive from the OCIO chairsthe ITWG.

Description of Actionsand Schedules: In partnership with the above agencies, OCIO ison
target to ensure the basic common computer environment technology infrastructure becomes
operationd in FY2002. Because of the change in OCIO’srole from grictly oversight to active
management of the SCMI-IT, the key performance gods changed. The reviewsand IV&V's
scheduled for 2000 were not completed. OCIO is now actively managing the SCMI-IT project
and this change is reflected in the most recent Annua Performance Plan.

Goal 2. Develop Department-wide information and technica infrastructures that will improve
sarvice ddivery through more effective information systems and data managemen.

Objective 2.1: Develop and implement technica standards for USDA that will facilitate the
adoption of specific information technol ogies necessary to support mission objectives and re-
engineered streamlined business processes.

This objective duplicates God 1, Objective 1.3 and has been revised in the FY 2000 — 2005
Strategic Plan.

Objective 2.2: Assess established and emerging technologies, including hardware, software,
communications, atificid intelligence, and other aides to human decison making, for
opportunities to improve its service delivery.

This objective duplicates God 1, Objective 1.3 and has been revised in the FY 2000 — 2005
Strategic Plan.

Objective 2.3: Develop and implement funding and acquisition strategies to implement
information technology initiatives.

This objective duplicates God 1, Objective 1.2 and has been revised in the FY 2000 — 2005
Strategic Plan.

Objective 2.4: Ensurethat USDA’s mission-critica systems nation-wide are Y ear 2000
compliant by March 31, 1999. Provide guidance and leadership for the Department and
Agencieson al aspects of USDA Y ear 2000 program activities. Mitigate the Y ear 2000
associaed risks in information systems, telecommuni cations systems and vulnerable systems and
processors with embedded chips.

Key Performance Goal



Enaure dl USDA agency misson critica information sysems are Y ear 2000 compliant and

operational.

Percent Y 2K awareness
Target: 100
Actual: 100

Percent Y 2K assessment
Target: 100
Actual: 100

Percent Y 2K renovation
Target: 100
Actual: 100

Percent Y 2K validation
Target: 100
Actual: 100

Percent Y 2K implementation
Target: 100
Actual: 100

2000 Data The Y ear 2000 implementation phase included deployment and implementation of
converted or replaced systems and implementation of business continuity contingency plans, if

necessary.

Analysis of Results: This performance god was met. As aresult of the above efforts, al 344 of
USDA’s missioncritical sysems are Y ear 2000 compliant. In addition, al 336 of USDA’s nort
mission critical sysemsare Y ear 2000 compliant. USDA inventoried its data exchanges and
identified exchanges with federal, Sate, local government, private sector, and foreign and private
partners. USDA tracked 473 data exchanges representing 1,480 exchange partners. All data
exchanges were compliant and implemented. USDA-occupied buildings (owned and leased)
were compliant.

Current Fiscal Year Performance N/A

Program Evaluations: The USDA V&YV effort was conducted in two phases. Phase One
evaluated system development products; reviewed and conducted spot checks on testing
activities; and monitored development efforts from project start-up to closeout. Phase Two
involved the scanning of more than 55 million actud lines of code for possble errors. All IV&V
efforts were successfully completed and documented.

Objective 2.5: Meet the mandated requirements of the President’s Commission on Critical
Infrastructure Protection (PCCIP) by developing a plan to protect USDA’s critical infrastructures
and putting the processes'mechaniams in place to implement the plan and update the plan on a 2-
year cycle.




Key Performance Goal

Egablish a Centrd Cyber Security Office:

Percent of staff on-board
Target: 25
Actual: 33

2000 Data: Itisestimated that approximately 25 employees are needed for the Cyber Security
Program Office to provide USDA information system users and managers with the security
expertise and experience necessary to ensure the integrity and availability of the Department’s
invauable information assets. At the end of FY 2000, the Cyber Security Staff included eight
security specidists and is being managed by a manager hired specificdly for his years of
experience and accomplishment in the security field.

Analysis of Results: This performance goa was met. OCIO’s “Action Plan to Strengthen
USDA Information Security” provides a sound strategy, based on the best practices of leading
organizations, for identifying vulnerabilities and implementing mitigation procedures and
mechanisms. It identifies the need for a centraized cyber security office and plans are currently
underway to establish a USDA Cyber Security Program Office within OCIO. As aresult of
surpassing the target, USDA agency security staffs are much better positioned to address cyber
security needs and requirements.  Expertise brought into the Cyber Security Program Office has
elevated the awareness of security awareness and technique. OCIO central security Staff is
proactive and knowledgeable. A hands-on Strategy is being implemented and both individuel
and group security training is being provided.

Current Fiscal Year Performance: Additiond funding specific to staffing has been received
for FY 2001.

Program Evaluations. Both the General Accounting Office and USDA'’'s Office of Inspector
Generd have issued reports that encourage USDA to implement its strategy for improving the
Department’ s cyber security posture. A key component of this strategy is the establishment of a
central Cyber Security Program Office.

Key Performance Goal

Edtablish a Department-level Risk Management Program:
Percent of agenciesidentifying critical assets and assess them for vulnerabilities
Target: 25
Actual: 20

2000 Data: Information regarding USDA’s critica cyber infrastructure assets and asset
vulnerahilitiesis provided by individuad USDA agencies. OCIO, with assstance from agency
security specididts, developed aUSDA Ciritical Infrastructure Assurance Plan, required by
Presdentia Decison Directive (PDD63). In addition to the plan, PDD63 cadlsfor a security
assessment of each agencies critica infrastructure assets. As part of OCIO’s annual cal for




information system security plans, agencies were provided additiond requirements to meet this
mandete.

Fifty-two mgor systems have been identified as misson criticdl. Of these, many reside either at
USDA'’s Nationa Finance Center in New Orleans, Louisana, or at the Nationa Information
Technology Center in Kansas City, MO. Cyber security assessments, including assessment of
physical security requirements have been conduct a each ste, and vulnerabilities have been
identified. In addition, individua agencies, which manage other misson criticd systems, have
performed cyber security risk assessments.

Analysis of Results: This performance goa was not met. Until the establishment of OCIO's
Cyber Security Program Office, USDA agencies were respongible for conducting security
assessments of the systems they operated and managed. What security risk assessments that
were performed were often incomplete and conducted in a non-standard manner. OCIO has now
embarked on a sirategy to establish a common methodology with standardized tools that
agencies and OCIO will use to conduct security assessments such that the results will be reported
thoroughly and in acommon manner. With contracted expertise, OCIO has established a
comprehensive set of cyber security requirements and is poised to develop a set of standard
security checklist for agencies to use when assessing misson critical sysems. OCIO is
convinced that this strategy will lead to greatly improved andysis of USDA cyber security
vulnerabilities

Current Fiscal Year Performance: OCIO’s strategy for improving USDA'’ s cyber security
posture relies on the establishment of a sound information system risk assessment program that
fulfills the requirements of PDD 63. OCIO will continue to work with agenciesto establish
structured and rigorous security assessment procedures and tools. Agencies are becoming more
comfortable with and experiences in the art of vulnerability assessment and are expected to
expand their effortsin thisregard throughout FY 2001. Likewise, OCIO’s Cyber Security
Program Office will be conducting oversight and independent assessments to ensure agencies
possess the expertise to identified security needs and implement Strategies that mitigate risks to
an acceptable levd.

Description of Actions and Schedules. During FY 2001, OCIO will obtain contractor support
that will assist in conduction security assessments.

Program Evaluations. Both the General Accounting Office and USDA'’'s Office of Inspector
Generd have issued reports that encourage USDA to implement its strategy for improving
USDA'’s cyber security posture. A key component of this strategy is the establishment of an
information systems risk assessment methodology that will be used to assess the Department’s
mission critica information sysems.
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Key Performance Goal

Devdop an USDA Information and Telecommunications Security Architecture:
Percent completion of security architecture
Target: O
Actual: 0

2000 Data: N/A

Analysis of Results: N/A

Current Fiscal Year Performance: A key component of OCIO strategy to improve the
Department’ s cyber security program is the identification and implementation of information
systems security architecture. No funding was available in FY 2000 to begin this effort, but
funding within OCIO’s FY 2001 budget is targeted specificdly to this effort.

Program Evaluations. None conducted in FY 2000.

Key Performance Goal

Percent of agencies trangitioned to FTS 2001 Long Distance Service Provider:
Target: 50
Actual: 85

2000 Data: USDA made significant progressin the transition to the FTS 2001 contract. Before
the FTS 2000 contract expired in December 2000, USDA had reached an overdl trangition
completion rate of 85%.

Analysis of Results: This performance goa was met. The trangition to the FT'S 2001 contract
was among OCIO's highest priorities. We exceeded our initia target and continue to work
aggressvely to complete,

Current Fiscal Year Performance: OCIO will continue to work with the USDA agencies and
saff offices, the Generd Services Adminigtration (GSA) and the FTS 2001 service provider,
Worldcom, and overcome transition obstacles. Severd key issues have contributed as
impediments to USDA’ s trangition: (1) lack of coordination between AT& T (FTS 2000 service
provider) and Worldcom, (2) AT& T disconnect orders not being processed, (3) theloca
Verizon strike, and (4) remote access requirements.

Program Evaluations: For an agency the size of USDA, OCIO considers the Department’s
trangtion progress during 2000 exceptiond. We anticipate that our trangtion efforts will be
completed during June 2001. The OCIO monitors the progress of the FTS 2001 Trangition via
network usage reports available from Worldcom through the OCIO’ s Fort Callins, CO office.
The OCIO has dso recelved status updates from GSA at the monthly Trangtion Task Force
mestings and through a monthly eectronic mail distribution process.
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Key Performance Goal

Egtablish an USDA Universa Telecommunications Network:
Develop strategic plan
Target: yes
Actual: yes
Percent USDA Universal Telecommunications Network implemented
Target: 5%
Actual: 5%

2000 Data: A comprehengive investment proposa for the Universal Telecommunications
Network (UTN) project was developed and processed through the USDA capital planning and
investment review process. The Executive Information Technology Investment Review Board
(EITIRB) approved the UTN project with the conditions that the newly established USDA
Tdecommunications Advisory Council (TAC) has go/no-go decision authority &t the start of
each mgjor project phase. The UTN project was ranked as the Department’ s second highest
priority in the USDA adminidrative investment portfolio, and the Working Capita Fund
approved project funding for FY 2001. In addition, security was strengthened at each of the
exiging Internet Access Nodes with the ingallation of a standardized security stack conssting of
firewdls, intrusion detection systems (IDS), routers, and switches. Additiond nodes will be
added based on business requirements and architecture design anayses.

Analysis of Results: This performance goa was met. Utilization of the existing network
backbone has been increasing a an exponentia rate over the past few years. Bandwidth on
demand has become a critical success factor in USDA’s ability to deliver its programs
successfully. OCIO has expanded the circuit bandwidth sevenfold with only afourfold increase
in costs Snce 1998. OCIO will be actively monitoring network utilization in order to predict
trends and increase bandwidth accordingly. This action will result in areduction of the
percentage of average utilization of network capacity in the future.

Current Fiscal Year Performance: During FY 2001, OCIO will establish a UTN Project
Office, headed by a Project Manager, that will be dedicated to performing the project
management functions necessary for the success of one of USDA’s mogt critical program
delivery support functions.  The Project Manager will work with USDA Associate Chief
Information Officer for Tdecommunications and the Telecommunications Advisory Council to:
(1) complete the business case that identifies USDA’ s corporate telecommunications and
network security requirements; (2) design the architecture to support the business case: (3)
manage a competitive acquisition to determine USDA’ s tel ecommuni cations service provider;
and (4) begin to coordinate the trangition from the existing networks to the new corporate
network architecture.

Program Evaluations. The UTN project will be managed with ongoing agency feedback and
involvement during each of the critica phases of: business case development;
architecturd/network design; competitive acquisition devel opment/management; and trangtion
to the new corporate network architecture. Concurrence by the Tedecommunications Advisory
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Council (TAC), which is comprised of selected agency ClOs or designated agency
representatives, is required before the start of anew phase. Independent verification and
vadidations (IV&V) efforts will be conducted as the TAC deems appropriate.

Goal 3: Bealeading innovetive information technology services organization, experienced in
providing qudity and cost-€effective services for centraized and distributed computing and
goplications support. These activities are financed through the Departmenta Working Capita
Fund (WCF).

Key Performance Goal

Support the USDA Information Systems Technology Architecture:
Percent of OCIO computing platforms that have a Web interface
Target: 90
Actual: 90

2000 Data: InFY 2000, the OCIO NITC reached its goa of 90 percent completion of providing
Web access to al computing platforms.

Analysis of Results: This performance goad was met. The NITC has a Sun computing platform,
and four mainframe platforms. Two for USDA, one for FAA, and one for the FFH S Data
Warehouse. The Sun Platform had Web Accessin FY 1998, viathe Oracle Webserver. In FY
1999, the NITC implemented Web access on the two USDA mainframesvia|BM’s Websphere
and IBI’sWeb 390 in test mode. In FY 2000, the NITC implemented two G5 mainframes to
support Web access to the USDA mainframe platform. These arein test mode, are planned for
production in the spring of FY 2001. In FY 2000, the NITC aso implemented Web access to the
FFIS Data Warehouse via a Brio server running on an NT platform, with Microsoft' s 1S server.
Findly, in FY 2000 the NITC implemented Web access for the FAA to thelr mainframe platform
viathree Web serversin production, aswell as 16 Web serversin test mode, vialBM's
Websphere product, LDAP and DB2. Production is planned for the test Web serversfor FY
2001.

Current Fiscal Year Performance. NITC placed great emphasis on Web accessin FY 2000,
and successfully implemented it on the FFIS mainframe platform viaa Brio Web server running
on NT. The NITC has dso fully configured and implemented test environments this year for the
USDA and FAA mainframe platforms, and implemented three Web servers for the FAA in
production. The NITC is scheduled to go to production with Web Accessto the USDA
mainframe platform in spring of FY 2001. Full production for Web access to the FAA
mainframe platform is planned for FY 2001 as well.

Program Evaluations. At thisearly date, Web accessis not known to have been the focus of
any program evauation.
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Key Performance Goal

Support the USDA Information Systems Technology Architecture:
Improve security of information processing resources
Target: 7
Actual: 7

2000 Data: InFY 2000, the NITC made 7 mgor security improvements. However, the
performance target in the Revised FY 2000 and FY 2001 Annua Performance Plan was
inadvertently set to a percentage, which has been found not to be readily measurable. Therefore,
the target has been revised to be a count of mgor security improvements.

Analysis of Results: NITC placed grest emphasis on improving security of information
processing resources and accomplished scheduled actions and plansin this area.

Current Fiscal Year Performance: In FY 2001, the OCIO NITC is continuing to improve
security in the following areas. implemented intrusion detection with 1SS Red Secure and CA
Sesson Wall on network and client server LAN segments; implemented the Virtud Priveate
Network (VPN) encryption into production for FNS; enabled and configured cryptographic co-
processors on FAA and USDA mainframe platforms; customized and implemented the OS/390
firewall on the USDA Web systems; implemented access control on the FAA Web test system;
implemented a process on USDA production system to suspend and delete inactive user ids; and
enhanced physical security by upgrading the facilities internal and externa access control

systems.

Program Evaluations: None conducted in FY 2000.

Key Performance Goal

Deveop new services and increase customer base for existing services.
Percent increase of new business based on new and existing services
Target: 5
Actual: 8

2000 Data: In FY 2000, NITC added over three million dollars of revenue in new business,
producing an increase of over 8 percent.

Analysisof Results: This performance goal was met. NITC' sFY 2000 new business comprised
both mid-range and mainframe platform work. New mid-range businessincluded the Forest
Service (FS) Safety and Health Integrated Personnel System (SHIPS), the FS Resource Order
and Status System (ROSS), the Farm Service/Rurd Development Data Warehouse, and the
Federd Aviation Administration Web Access Server. Thisyear' s performance exceeded the
performance objective by more than three percent.

Current Fiscal Year Performance: NITC is continuing to develop new services and incresse
customer base for existing services.
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Program Evaluations: No forma performance evaluations have been conducted. However,
every possible new business opportunity is evaluated.

Key Performance Goal

mprove customer service quaity
Percent Web Access to customer
Target: 100
Actual: 100

2000 Data: In FY 2000, Web access to the customer at the NITC is 100 percent.

Analysisof Results: This performance goa was met. NITC provides Web access to customers
vianumerous platforms and Web servers, including Brio servers on the NT platform, Oracle

Web servers on the Sun platform, Apache Web servers on the AlX platform, and IBM’s
Websphere and IBI’s Web 390 on the mainframe platforms.

Current Fiscal Year Performance: This objective is discontinued. Even though thisis an
important part of our business, collecting associated data was difficult due to the complexity of
the systems. Additionally, data collected does not contribute to the performance relive to the
godl.

Program Evaluations. At thisearly date, Web access is not known to have been the focus of
any program evauation.

Key Performance Goal

| mprove customer service quaity
Percent Home Page is implemented
Target: 95
Actual: 95

2000 Data: InFY 2000, approximately seven feature article updates to the home page and
thirty-seven customer notifications were posted to the NITC Web site. Two months following
the millennium rollover, dl pages, graphics, buttons, etc. referring to Y 2K projects were
removed. Routine updates (management contacts, personnd changes, mainframe rates) were
aso gpplied to the Site as required.

Analysis of Results: This performance goa was met. In FY 2000, severa areas of the Home
Page remained or under-devel oped, but the Site is gpproximately 95 percent complete.

Current Fiscal Year Performance: This performance god is discontinued. This has proven to
be an important customer service, however, once the home page was implemented it is
constantly changed. The data did not contribute to the measurement of performance relative to
the god. Thisyear’ s performance met the performance objective.

Program Evaluations: No formal performance eva uations have been conducted.
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Key Performance Goal

|mprove customer service quaity
Percent of employees that received training
Target: 85
Actual: 100

2000 Data: In FY 2000, 100 percent of NITC's employees received training.

Analysis of Results: This performance god was met. NITC continued an aggressive training
program in FY 2000, ensured that every employee received training, and exceeded its targets.
Training will include subjects such as Ethics, Writing Position Descriptions, Developing
Effective Performance Standards, Customer Relations, and technical topics such as Project
Management, OS/390, Web Servers, and UNIX.

Current Fiscal Year Performance: In Fisca Year 2001, NITC is continuing to ensure every
employeeistrained. Training will include subjects such as Ethics, Writing Position
Descriptions, Developing Effective Performance Standards, Customer Relaions, and technica
topics such as Project Management, 05390, Web Servers, and UNIX.

Program Evaluations: No forma program eva uation was conducted, but it is expected that
training will be reviewed during the Fiscal Y ear 2001 review and updating of the NITC Strategic
and Tactica Plans.

Management Initiative 1. Implement aprofessona development strategy to ensure that
USDA’sIT personnel possess the skills necessary to meet the chalenges of effectively
ddivering programs and services with informeation technology.

Objective: Assessthe skillsof USDA’sIT personnd, identify deficiencies, and take corrective
action to train employees. Establish aprofessona development program so that it addresses
both the needs of those who ddliver and support technology within the Department, aswell as
those who useit. Together with the Office of Human Resources Management (OHRM), manage
alT Workforce Planning and Development Working group which ensures active agency
participation in USDA’sIT workforce improvement effort.

Key Performance Goal

Increase percent of Agency acceptance/adoption of the CIO-Council’s 1T core competencies
Target: 20
Actual: O
| ncrease percent of executives/senior managers who integrate I T core competenciesinto their
workforce planning.
Target: 20
Actual: O
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Increase percent of completion of USDA professond devel opment strategy implementation
plan.

Target: 20

Actual: 30

2000 Data: During FY 2000 data used to describe USDA’ s current I T workforce was prepared
from workforce and personne action summary reports run on the Nationd Finance Center
(NFC) Reporting web ste. The analyss team ran gpproximately 400 reports of workforce and
personndl action data from NFC.

Analysis of Results: This performance god was not met. The targets for the first two gods
listed above were not achieved in FY 2000 because of the emphasis on developing a professiond
development strategy. OCIO surpassed itstarget god of achieving 20 percent completion of
USDA'’s professond development strategy due to the mgor progress made in the completion of
the comprehensive report, Analysis of USDA's I'T Workforce. Thisreport andyzes the saven
major I T series represented in the USDA workforce from 1996 to 2000. In addition, the Analysis
of USDA's IT Workforce, which will be completed in the first quarter of FY 2001, uses computer
modeling based on various assumptions about future hiring and retirement patterns to forecast
workforce trends through 2005. The report concludes that USDA faces the following three major
IT workforce chdlenges 1) growing retirement digibility; 2) high turnover at lower grades,

and 3) rigng average grade leves, leading to a reduced number of employeesinthelT
developmentd pipeline. It will serve asa critical basdine and solid foundation for achievement

of the first two godslisted in this Management Initiative as well as for numerous other USDA 1T
workforce improvement initiatives.

Current Fiscal Year Performance; It is expected that USDA’s comprehensive report, Analysis
of USDA's IT Workforce, which wasinitiated in FY 2000, will be completed in the first quarter
of FY 2001. Thiswill provide USDA’sIT community with awedth of information of the

current and future trends in the composition and overal status of the current IT workforce. As
follow-up to this report, USDA will address the critica gods cited in this Management Initiative,
namely, increase in percentage of Agency acceptance/adoption of the CIO Council’sIT core
competencies and increase in the percentage of executives/'senior managers who integrate IT core
competencies into their workforce planning.

Description of Schedules & Actions: USDA is aggressvely tackling the workforce planning
issue. USDA’s OCIO is an active member of Federal CIO Council, which provides the vehicle
in keeping abreast of what I T initiatives and activities are occurring across the federa sector.
USDA has established an IT Workforce team within the Office of the Chief Information Officer
that isworking with the Human Resources Management organization to provide information and
guidance concerning workforce planning. One of the mgor tasks for the IT Workforceteam is
to develop awaorkforce plan, which is schedued for completion in the second quarter of FY
20001. Initidly, the workforce plan will be used within OCIO with the god to meke it available
Depatment-wide. One areathat is being emphasized is the need for a kills assessment. This
will be performed in conjunction with an andysis of the skills'competencies needed for both
existing and future podtions. OCIO will recruit an agency to pilot this activity. Thiswill

provide the agency with abasis for developing career paths and corresponding training
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programs. USDA has a so established aworkforce planning working group consisting of USDA
agencies that meet and share information on internd and externd activities.

Program Evaluations. OCIO will evauate the success of this effort through feedback received
from the HR and IT members of the Department's IT-HR IT Workforce Planning and
Development Working Group.  Further, OCIO will evaluate success by tracking the turnover
rate of IT professonasa USDA, using the Analysis of USDA’s I T Workforce asardiable
basdine. Surveys and anecdotd evidence from USDA’sIT employees has reveded that access
to training opportunitiesis akey factor in retaining I T professonds. The intent is that one of the
by- products of implementation of these performance gods will be more training made available
to IT employees leading to more satisfied employees and decrease in turnover.

Further the 2000-2005 OCIO Strategic Plan will reflect new initiatives developed as part of
USDA’s IT workforce improvement program. These initiatives will be broader in scope than the
initiatives cited in this documen.

Management I nitiative 2: Continualy improve the qudity and effectiveness of the OCIO
workforce and ensure the civil rights of al.

Objective: The OCIO will train and recruit personne to meet its misson and continualy
improve its workforce by sdlecting and retaining top-qudity individua and improving
employees ills.

Key Performance Goal

Increase employee morae:
Percent of employees indicating medium to high morde
Target: 50%
Actual:  75%
Percent decrease in forma and information complaints
Target: 50%
Actual: 80%
Provide Civil Rightstraining for dl employees
Percent of employesstrained in Civil Rights
Target: 100%
Actual: 100%
Provide conflict management training for al employees.
Percent of employees trained in conflict management
Target: 50%
Actual: 100%

2000 Data: Basdlines established for increasing employee mora and decreasing forma and
informa complaints are based on goa's established by OCIO senior management. Percentages
for Civil Rights training and Conflict Management training are based on information obtained
from accurate and reliable agency records (e.g. training, EEO profiles, supervisory/employee
ratio).
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Analysis of Results: This performance was met. OCIO has developed an approach to improving
the quality and effectiveness of the OCIO workforce and ensuring the Civil Rightsof dl. In
particular, one aspect of this approach resulted in the development of a comprehensive Civil

Rights Training Program for al employees. In FY 2000 100% of OCIO employees completed
mandatory training established by the Secretary of Agriculture, which included Equdl

Employment Opportunity and Cultura Diversity training..

OCIO edablished abasdinein FY 2000 of providing conflict management training for 50% of
its employees. One hundred percent (senior managers) received training to achieve abasc leve
of competency in conflict management skills.

Current Fiscal Year Performance; OCIO will include, in FY 2001, Civil Rights awareness
training to incorporate emphasis in two areas mandated by the Secretary: Disability and
Diversty traning.

Program Evaluations. OCIO is devoting both money and resources to assuring that the civil
rightsfor al employees are respected. There was no formd evauation of this program in FY
2000, however, OCIO has steadily reduced its inventory of active EEO complaints.
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