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Foreword

The purpose of the Employee Emergency
Response Guide isto provide an understandable
and accessible reference for use in emergency
Stuationsin order to promote the safety of
USDA Headquarters employees. Thisguide
addresses some of the most common
emergencies that employees in the Headquarters
Complex may face on any given day. The guide
relies on employeesto use their better judgment
to help identify emergency Stuationsin and
around the office. It is recommended that
employees review the guide and become
familiar with the layout in order to ensure fagter,
more reliable access to this emergency
reference.

This guide will be updated periodicdly asa
result of lessons learned during drills or the
receipt of new information. Please check back
frequently. Lastly, this guide was prepared
gpecificaly for the USDA employessin the
Nationa Capital Region. However, its contents
may be applied anywhere.

There are personne who are familiar with the
Incident Management Handbook and the
Occupant Emergency Plan and have amore in-
depth knowledge of the materid outlined in this
guide. Please address your questions,
recommendations, and concerns to their
supervisors or by e-mall to:
preparedness@usda.gov.
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Emergency Contact Numbers

Any Location
L ocation Number
Fire Any location 9-911
Medica Emergency Any location 9-911
Federal Protective Service Any location 202-708-1111
Employee Information Line Any location 800-932-3902 (recording) or
202-690-3636 (recording)
Cdl 711 to access voicerelay (TTY)
services.
877-677-2369 (Operations Center)
USDA
L ocation Number
Security HQ Complex 6am - 6pm 202-720-6270
202-720-8479 (TTY)
HQ Complex 24 hour guard 202-690-0869
202-720-8476 (TTY)
GW Carver Center 301-504-2366
301-504-2370
Hedth Unit HQ Complex 202-720-9522
GW Carver Center 301-504-2398
Riverdde 301-734-8660
Facilities Headquarters Complex 202-720-6859
202-260-0386 (TTY)
George Washington Carver 301 504-2411
Center

Employee Information Center: http://www.usda.gov/oo/beprepared

USDA Employee Emergency Response Guide
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First Respondersto Emergencies

Headquarters Complex and George
Washington Carver Center

At these government-owned buildings, the
Office of Operationsisthe first responder to an
emergency. Situations are handled from an
Emergency Command Center (ECC) located in
the subbasement of Wing 3. The structure for
handling an emergency is based on the Incident
Command System developed by the Forest
Service. The chart for the different postions
assumed during an emergency ison the

following page.

It is through this structure that Public Address
(PA) System, Computer Emergency
Noatification System (CENYS), radio, and
VoiceReach messages will be sent. The Office
of Operations relies on both government
employees (through the Occupancy Emergency
Plan (OEP) structure) and contract employeesto
support the handling of the emergency.
Contract employees (other than Security
Officers) will wear red armband identifiersto
assure employees that they are authorized OEP
officidsduring acriss.

L eased Buildings

Each building that houses government
employeesis required to have an OEP. These
plans are available through your locd facilities
contact and are on the Employee Information
web ste. These buildings are leased through the
Generd Services Adminigtration (GSA) from
private building owners. Discussonson
emergency plans should be held regularly with
the USDA tenants, the building management,
and GSA.

Should there be an emergency at a leased
location, your facilities contact should notify
the USDA Operations Center at 202-720-5711.

USDA Employee Emergency Response Guide 2



Incident Command Structure
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Incident
| Executive Liaison I] Commander F Medical Advisor |
| Security Advisor I J I Safety Advisor |
| Information Advisor | LI Special Needs Advisor|
I I I I
Planning & Operations Logistics Financial
Liaison
l l l l l
Emergency Emergency Security Wardens & Staging
Command Response Response Monitors Area
Center Team Team Team Team
Team
Chief Chief Chief Wardens Coordinator
| | I
Dispatcher Damage Control 00
p. I Technical*q Operations Personnel
Warden Phone Elevators | |
| |
Adrin | | contact staff | S || ey
Security Liaison Center Force
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Communications Tools (RICCS) and the Washington Warning System
(WAWAYS).
What communicationstoolsarein placeto

provide mewith updated information? L eased huildings have varying internal

communications. Check with your supervisor to
The Office of Operations and the USDA see what cgpabilities are in your building.
Operations Center will be monitoring TV, radio,
and other communications to keep on top of the
emergency Stuation.

Office of Operations personnd will provide
regular updates on conditions and what
additional actions you should take, such as
continuing to shelter-in-place in the initid work
areas, moving the shelter—in—place locations, or
initiating an evacuation of the building, and
giving the“All Clear” 9gnd. Information will
be communicated by a combination of the
following:

» Public Address (PA) system

» Computer Emergency Notification
System (CENS)

USDA Channd 6 tdlevison

Wardens

Y VYV VvV

Voice Reach

> Woebste
http://www.usda.gov/oo/beprepared

Office of Operations personne will
communicate with each other to coordinate
actions viatwo-way radios and will keep the
Deputy Adminigtrators for Management
informed.

The USDA Operations Center coordinates
externa communications with emergency
responders viathe Regiond Information
Communications and Coordination System

USDA Employee Emergency Response Guide 4
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Evacuating the Building

What do | doif wearetold to evacuatethe
building?

>

If an darm soundsin your building,
remain cam. There are avariety of
communication tools that can be used to
keep employeesinformed (PA systems,
CENS, two-way radios, megaphones).
However, if an darm sounds, you must
evacuate immediately.

Follow dl ingructions given by firs
responders, supervisors, emergency

wardens and other emergency personnd.

Be aware of people with disdbilitiesin
your areawho may require your
assstance. Be prepared to help them.

In the Complex buildings, there are red
warden phones located by stairwells.
These phones are for wardens and
persons with disabilitiesonly. Using
this phone will give adirect cal to the
ECC, and you will be given further
information specific to your location.

DO NOT use eevators unless instructed
to do so by emergency personndl.

If the darm sounds or if you are
ingtructed to evacuate by other
communications means, BEGIN TO
EVACUATE IMMEDIATELY. If you
areon alower floor, it iscritica that you

USDA Employee Emergency Response Guide

evacuate immediately so that those on
the upper floors are not caught in a
backup in the stairwells as they descend
to the lower floors. DO NOT
ATTEMPT to go back up the sairs.

Secure all classified material inan
gppropriate manner before leaving your
work area.

If it will not delay your exiting, take

your coat if the weether isinclement. If
you are a your work area, take your
wallet/purse, and identification but leave
briefcases, suitcases, etc. behind. If you
are on alower floor than your work area
when the darm to evacuate is given, do
NOT go back up to get your persond

things.

Wak quickly and calmly to the nearest
marked exit. Follow the ingtructions of
the ERT monitors and wardens
regarding aternate exit routes, should
your norma pathway be blocked

Exit the building and move directly to
your organization’s assembly point.

Y our specific assembly point will be
determined by your organization and the
type of incident.

Do not attempt to re-enter the building
until told by the authoritiesthat it is safe
to do so.
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Headquarters Shelter-in-Place
Guide

What is shelter-in-place?

Shelter-in-Placeis a protective action taken
ingde the building to protect you from externa
hazards, minimize your chance of injury, and/or
provide the timeto alow preparations for a safe
evacuation. We will shelter-in-place when the
Incident Commander deemsthat it isin your
best interest to remain in a sheltered
environment. We may aso shelter-in-place
when there is no immediate danger outside, but
we are requested by other government entities to
participate in a controlled dismissd to dlow for
an orderly movement out of the Didtrict of
Columbia

Options
» Stay inyour offices
» Moveto aninterior space - an office or
corridor that is not part of the outsde
perimeter of the building

» Redocate to another part of the building -
- @ther horizontaly or verticdly

Why do we shelter in place?

1. Most likely scenarios

» Severe weather (tornado, hall, etc.)
> Civil unrest

» Accidenta chemicd release dueto
indugtrid/vehicle accident

» Controlled release of personnd for an
orderly evacuation from the Didtrict of
Columbia

> Upon request from other government
agenciesto dlow for the movement of
personnel from other parts of the city
who are in danger even though the
Headquarters Complex is not affected.

2. Least likely scenario: Biological, chemical,
or radiological attack

Duration

Shdter-in-Place at USDA
Headquartersis anticipated to last
only afew hours— 3 to 4.
However, while the danger may
passin afew hours, the effect on
the trangportation system may prevent you from
leaving the immediate area for savera hours,

Be patient.

While we believe that most Stuations will be of
SHORT DURATION, we aso consder it
prudent to plan for alonger period of time, and
we recommend that you stock your Grab and Go
Kit in preparation for the possibility of astay of
up to 12 hours. Planning for alonger duration
will provide you with optionsif you are released
from USDA but are not able to get home and
have to stay with friends or at amote.

Actionsto take

What action will | betold totakeif | am
insde the building?

The specific action will be determined by the
event. Follow the ingructions that will be
provided by the PA System, CENS, USDA
Channd 6 TV, the wardens, your monitors, and

USDA Employee Emergency Response Guide 6
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your supervisory chain. Generd guidance
follows

For flooding, sever e congestion on the streets
or Metro, or upon receipt of arequest by
authoritiesfor USDA to shelter-in-place:

Remain in your offices

For severe weather and civil unrest that pose
a physical threat:

Stay indde and, if directed, move awvay from
windows to the inner corridors. Be sure to close
al doors connecting exterior officesto the
corridor. For extreme weather, such asa
tornado, you may be advised to move to lower
levelsin the building. Take your Grab and Go
Kit.

For an external chemical, biological, or
radiological incident:

Stay indgde and if next to awindow, moveto an
inner corridor or office. Close your windows
and turn off ar conditioners and fans, including
above door transom fans. Be sureto close all
doors connecting exterior offices to the corridor,
to reduce the transfer of contaminated ar from
the outside to the inside.

Move to interior spaces, generdly on afloor
that is on the second floor or above. Why?
Because most chemica agents, particularly
those which may be used by terrorigts, are
heavier than air and tend to hug the ground. We
suggest that al occupants explore their intended
sheltering area and learn the quickest way up if
you are usng the gairwels.

Elevator use will be restricted to personswith
disabilities and/or hedlth issues. These personnd
should move to the second or third floor. We
want to restrict the movement of devatorsto

any higher levd, asthey drag ar up the sheft
whenever they move. Elevators will normaly be
shut down to prevent any further movement 15
minutes into the event.

Y ou should aso be aware that conditions are
likely to get uncomfortable, as the maintenance
gaff will immediately shut down the ventilation
system to reduce the chance of contamination
entering the building. The close quarters, hedt,
and stuffiness will add to your discomfort.
Please remain cdm, and assst those around you
in coping with the Stuation.

For an internal chemical, biological, or
radiological incident:

Depending on the location and or severity of the
event, you will mogt likely betold to
immediately relocate to another safer portion of
the building. Specific indructions on where to
go and what areas to avoid will be provided via
the communication methods outlined in

previous sections. Do not autometicaly
evacuae as you may be placing yoursdf in the
path of the hazard. The developing Situation will
dictate further actions.

Notifications

How will | beinformed that | need to shdlter-
in-place?

Y ou will be notified immediately through both
the Headquarters-wide PA system and CENS
with specific ingructions on the type of event
and where employees should move. We will
keep you updated throughout the Stuation as
often as possible.

Wewill dso provide emergency information
through USDA Channdl 6 TV, the wardens, and
security forces. Some persons with disabilities

USDA Employee Emergency Response Guide 7
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may aso receaive information through their
Wynatell pagers.

A word of caution: Some news media serve as
excellent sources of information on developing
Stuations but some do not always have accurate
data and jump to conclusions. What isbeing
reported as factua for some part of town (a
reporter a the Capitol may say the plume of
toxic materid has cleared and it is safe - it isfor
him) may not have the dataon what is
happening at the Headquarters Complex.
Likewise, media may report on actions that
other agencies are taking that may not be the
best action for us, in our location. Acting on
externa news mediamay put you at risk - wait
for word from USDA officids.

The USDA Incident Commander operates from
the USDA Operations Center with its
contiguous Operations Watch Area, Security
Control Center and ECC. These centers provide
real-time, accurate data for decision-making and
are linked to the Washington Alert System, the
network of Federal Command Centers, and the
Metropolitan Council of Government.

Leased L ocations

The genera guidance provided for the
Headquarters Complex applies aswel to USDA
personnd in leased facilities. When informed of
an event, move to those locations that offer a
higher degree of safety within your facility.
Coordinate with the other tenants.

Currently, our primary system to keep you
apprised of any threat will be CENS. If you are
having difficultieswith CENS &t your location
please check with your IT system administrator.
We are dso currently working on anumber of
initigtives, which will shortly bein place, to
provide your facility with redundant natification
of any emergency. Theeinitiatives include

extending the USDA Channd 6 TV to your
common aress and providing key staff within
your facility with adirect radio link to the
Incident Command structure. We dso have
natification lists of key personnd in eech
facility that we can contact directly by phonein
the event of an emergency.

What Else?

What action will | betold to takeif | am outside

the building?

Immediately upon natification to shelter in
place, Security will direct personnel outsde the
building to comeingde. Y ou will not be denied
entry. Once dl personnd in theimmediate area
areingde the building, security may post Sgns
in the doors to direct late arrivals to another
building or specific entrance where personnd
may be sequestered to enable responders to
attend to any signs of possible contamination.

Wherewill visitors go?

Upon natification to shelter-in-place, dl
employees should assess their immediate area,
identify any vigtors, and provide them
assgtance. Vigtorsinclude anyone not regularly
assigned to USDA Headguartersincluding:
other agency employees, dependents,
contractors, and other visitors, etc. Once
identified you need to direct the vigtor(s) to the
appropriate Shelter-in-Place location take them
with you. If the vigitor(s) ingst on leaving the
building, escort them to the nearest Security
Officer and dlow Security to help them.

What about the Child Development Center ?

The children in the Child Development Center
(CDC) inthe Y ates building will be relocated to
the second floor conference room. Please dlow
the systemn to work in caring for the children.

USDA Employee Emergency Response Guide 8
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Parents are advised to not go to the CDC and
pick up their children, snce it will dow the
relocation process. Further, moving through a
potentiadly hazardous area may result in your
picking up contamination and placing your child
and others at risk.

If | am told to Shdlter-in-Place, do | haveto
stay?

No. Shelter-in-place is avoluntary action, unless
mandated by law enforcement or public hedlth
officials. Personnel who ask to leave the
building before it has been determined safe to
do so will be directed to the Security Office
where they will be informed of any civil
regtrictions. If no redtrictions are in place,
personnd asking to leave will be escorted by
Security to the authorized exit point. Remember
that leaving may be put you at risk. The
anticipated traffic jams and Metro congestion
may prevent you from exiting the area
expeditioudy and could placeyouina
contaminated zone.

Could legal authorities exercise a mandate to
Shelter-in-Place?

Y es. Federa Protective Service and law
enforcement agencies can "detain” occupants
within a police perimeter, and locd hedth
departments can quarantine and isolate
occupants.

If we have to Shelter-in-Place what will
USDA Headquarters provide?

USDA Headquarters will provide for your
immediate shelter and security in a Shdter-in-
Place event, but will not provide emergency
food and water for dl employees. The Office of
Operations has alimited supply of life-support
consumables to provide for visitors, personsin
medical distress, occupants trapped in elevators,
and personnd who cannot return to their offices
if an emergency is declared. The prime
respongbility for providing for your persond
needs rests with you.

Y ou will be responsible for providing your own
"Grab and Go Kit " with food, water, and
prescription medications should you be directed
to Shelter-in-Place. For more information on the
Grab and Go Kit, please vigt:
http://www.usda.gov/oo/beprepared/Grabandgo
kit.ntm

What can | doto ensurethat | am prepared?

While we cannot foresee every possible
emergency, you can be prepared to meet mogt.
We recommend that you and your family
develop an emergency plan so you can be
confident they are safe in the event of an
emergency. If your family is safe, then you will
fed more comfortable while sheltering-in-place
and during your return home. For specific
information on how to develop afamily
emergency plan and what emergency action
plans your local authorities have in place, refer
to our webgite:
http://www.usda.gov/oo/beprepared

USDA Employee Emergency Response Guide 9
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Grab and Go Kt
Recommendations

Recommended personal emer gency kit

» Small tote bag, fanny pack, backpack,
Soft-sided briefcase or whatever holds
the contents of your kit. Itis
recommended that you not use plastic
bags or cardboard boxes to hold your
emergency supplies since these can
break open if dropped. >

» Water — Prepackaged emergency water
with 5-year shelf life or bottled weter.

One to two quarts should be sufficient >
snce the anticipated event duration will
be hours, not days. However, Snceyou >

have no idea how long your return trip

home could be, this amount may not be

enough during the summer months.

Another thing to remember is not to

throw away your empties on the way

home. Y ou may need to refill them. If >
you are consdering prepackaged water

in pouches or boxes be sure to protect

them. These packages can lesk if not >
stored properly.

» Non-perishable foil wrapped food such
as snack or high protein barsthat are >
light and easy to carry. You can dso
buy prepackaged bars with a 5-year shelf
life. Thesebarsare high caorie and do >
not promote thirst. Regardless of what
you choose, keeping them in plastic bags
or containers helpsto reduce the risk of
rodent and insect intrusion. >

» Threeday supply of medicines- While
everything dseon thisligt is based on
the short term, we recommend a 3-day
supply of medications, just in case you

USDA Employee Emergency Response Guide

cannot make it home and end up saying
at afriend’ shouse or hotd. Ask your
physician or pharmacist about storing
prescription medications. Be sure they
are stored to meet instructions on the
label and be mindful of expiration dates.
It would also be agood ideato have the
pharmaceutical name written down
ingde your kit just in case you cannot
remember the exact name or you need
medical care.

Small battery operated or solar radio -
Y ou may need to walk and not have any
way of getting up-to-date information.

Smadl flashlight.

Extra batteries for your radio and
flashlight. If possible buy aradio and
flashlight thet use the same Sze batteries
S0 you only have to buy one size and can
interchange if you haveto.

Light/glow gtick (2) to pin to your
clothes or carry in case you have to walk
in the dark.

Smdl knife or multi-tool - Whileyou
may not know how to use dl the todls it
isagood bet someone else will.

Persond tailetries, including toothbrush,
non-water hand cleaner, eye drops, etc. —

Comfortable clothes, sturdy shoes,
socks, and hat for the season in case you
have to walk. These itemsdon’t need to
bein your kit.

N95 paper mask (2) — These masks are
amdl, light weight and inexpensive.

They provide added protection from
particulate matter (dust) that may be
generated in an explosion.

10



» A pen and smal note/phone book with
the phone numbers and e-mail addresses
of your family, friends and neighbors.
While many people carry cdl phones
and electronic note pads, a hard copy
back up never hurts and can take alot of
abuse.

Rain poncho
Blanket
Smdl firg ad kit

Areamap

vV VvV V ¥V V¥V

Cash, $50, in smal denominations to
buy food and gasin case you are unable
to use your credit or debit cards. Keep
this on your person not in your Kit.

Remember, an emergency kit is only intended to
meet basic needs, and you are the best judge of
what your needs are.

USDA Employee Emergency Response Guide
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Fire Emergency Situations
Fire prevention:

» Know thelocation of fire exits and exit
darwdls. Fire extinguishers are to be
used only by persons properly trained in
their use.

» Do not prop open fire doors or stairwell
doors. Report fire and stairwell doors
that do not close properly to your
fecilities saff. Report any exposed
electricd wiring.

What do | doif | noticeafire?

IF YOU NOTICE A FIRE OR SITUATION
THAT REQUIRESEVACUATION OF THE
BUILDING:

1. Pull oneof the manud firedarms
located strategicaly throughout every
building. These manud dations
automdaticaly summon thefire
department. In government-owned
buildings, the GSA Mega center (708-
1111) dso gets notified.

2. Did 9-911. Givethefollowing
information to the 911 operator.

Street address:
Nearest cross street:
Name of the building:
Location of firein the building:
Description of the Stuation:

3. Report any fire to the Security Control
Center: 202-690-0869.

4. Notify othersin your area.

5. Assg anyone who needs help
evacuding.

6. Proceed to your agency’s designated
assembly aress.

7. Proceed to the zone where personnel
from your Divison or Branch will
congregate within the designated
assembly aress.

If you become trapped in a building during a
fire

» If you are on the ground floor and a
window that opensis available, carefully
climb out if you can do so safdly.

» If thereis no window, stay near the floor
where the arr will have less smoke.
Shout at regular intervalsto dert
emergency crews of your location.

» If you arein aroom with the door
closed, fed thedoor. If the door is
warm, do not openit. If smokeis
entering the room through cracks around
the door, stuff something in the cracksto
dow the flow.

» If you are on an upper floor and cannot
reach one of the stairwells, go to an
office with awindow, close the office
door, go to the window and wave with
something so emergency crews can see
you.

USDA Employee Emergency Response Guide 12
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Explosions If you aretrapped in debris:

If an explosion occursin your office: >

» Take shdter under your desk or a sturdy
table to protect yoursdlf from projectiles, >
the force of the blast, and falling debris.

> As soon as possible check for fires and >
other hazards then quickly and
appropriately exit the building.

» DO NOT usethe devators.

USDA Employee Emergency Response Guide

If possble, use aflashlight to sgnd your
location to rescuers

Avoid unnecessary movement o that
you do not kick up dust.

Use anything you have to cover your
mouth. Dense weave cotton materid is
the best for creating afilter through
which to breathe.

Tap on apipe or wal so that rescuers
can hear where you are.

Useawhidleif oneisavalabileto sgnd
rescuers.

Shout only asalast resort asit can cause
a person to inhale dangerous amounts of
dust.
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M edical Emergency Situations 3

What do | doif a co-worker becomes
serioudy ill?

In a serious M edical Emer gency:

1. Administer gppropriate First Aid. Inthe
case of seriousinjury, keep the victim
warm and comfortable to prevent shock.
Remember ABC: Airway, Bleeding, 4
Circulaion, when administering First
Aid
2. TheMedicd Staff istrained and
equipped to handle most workplace
hedlth or accident emergencies and can
be reached at the Hedlth Unit: 720-9522

USDA Employee Emergency Response Guide

Have someone did 9-911 immediately.
Give the fallowing information to the
911 Operator.

Street:

Address:

Nearest cross street:
Name of building:
Foor:

Room:

. Have aco-worker call Security at 690-

0869. Give the floor, room number, and
any specid directions to the location so
Security can direct the emergency
response personnel to the person.

14
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Biological Hazard Situations >

What do | doif | suspect a biological agent
has been released?

What do | doif | open aletter and find it >
contains a powdery or other “ suspicious’
substance, or has awritten statement that the
item contains a harmful substance?
» Sopimmediaey.

» Do not shake, bump or empty the
package. >

> Put it down, and do not touch it.

Do NOT dlow anyone to leave who
might have touched the item. If
possible, make alist of personswho
have touched it.

Do NOT re-enter the areawhere the
suspicious letter, envelope, or package is
located. Itisapotentid crime scene,
and itiscritica tha you do not disturb
any evidence. Aboveadl, remain cam,
and wait for the arrival of emergency
personnel.

Give Security the list of personswho
may have touched the item <0 that
proper ingtructions can be given for

medica follow-up.
> Gently cover it with any materid thet is
handy. For example: paper towd, file What do | doiif | receive an envelope with
folder, etc. powder, and powder spills on me or onto my
work area?
> Do not smdl it, tagte t, or try to andyze
it. » Do NOT try to clean up the powder.

» |solate the immediate area where the
item is located, and make sure that no
one disturbsthe item. First responders
will handle any evacuations. >

» Turn off air conditioners, heaters, and
fansto prevent any potentidly harmful
substance from circulating. Close doors >
and windows in the room where the
letter or package is located.

» Wash your hands with soap and cool >
water for 30-60 seconds, and then wash
your face. Ensurethat other persons
who may have touched the letter or >
package do the same.

> Notify security.

USDA Employee Emergency Response Guide

Cover the spilled contentsimmediately
with anything (e.g., clothing, paper, trash
can, etc.), and do not remove this cover.

Leave the room and close the door, or
section off the area to prevent others
from entering.

Wash your hands with soap and cool
water to prevent spreading any powder
to your face.

Notify Security, and they will notify
emergency personnd.

When emergency personnel respond,
they will provide guidance on
decontamination. Some things that may
direct you to do are:

15



0 Remove heavily contaminated >
clothing as soon as possible and
place in aplastic bag, or some
other container that can be
sedled. >

0 Shower with soap and cool
water. Do not use bleach or
other disinfectant on your skin.

> |If possble list dl people who werein
the room or area, epecialy those who
had actud contact with the powder.
Givethislist to Security so that proper
indructions can be given for medicd
follow-up.

What if the room is contaminated by
aer osolization?

For example, asmdl deviceis activated that
Sprays asubstance into the air; thereisa
warning that the air handling sysem s
contaminated, or awarning that abiologica
agent was released in a public space:

> Turn off loca fans or ventilation unitsin
the area.

> Leavetheimmediate area and wait for
assisance.

» Closethe door, or section off the areato
prevent others from entering.

> Notify Security. They will contact
emergency personnd.

» Remove heavily contaminated clothing
as soon as possble and place in aplastic
bag or some other container that can be
seded. This dothing bag should be
given to the emergency responders for

proper handling.

USDA Employee Emergency Response Guide

Shower with sogp and cool water as
soon as possible. Do not use bleach or
other disinfectant on your skin.

If possible, list dl people who werein
theroom or area. Givethislist to
Security so that proper ingtructions can
be given for medicd follow-up.
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Chemical Hazards

How to recognize a chemical attack

A chemicd atack isthe deliberate release of a
toxic gas, liquid or solid that can poison
people and the environment. Watch for these
sgns

» People with watery eyes, twitching,
choking, and difficulty bresthing.

» Numerousindividuas experiencing
unexplained water-like blisters, whesl
(like bee gtings), and/or rashes.

» Numerous surfacesin the area exhibit
oily droplets/film or the presence of
unexplained water surfaces (puddies)
with aily film are present when thereis
no reason (rain).

» Unexplained odorsin the area that
resemble bitter dmonds, peach kerndls,
or newly mown hay or green grass.

» Many sck or dead birds, insects, fish, or

gndl anmas.
Course of action

» Try to determine the source of the
affected areaif possible.

» Evacuate the affected area.

> |If theareaisingde, try to evacuate the
building without passing through the
contaminated area.

> If you cannot get out of the building
without passing through the

contaminated area, move away from the

areaand “ shelter-in-place.”

> If you are outsde when you see Sgns of
achemicd attack, either quickly get out
of the area, or determine whether it
would be better to go insde and
“shdlter-in-place.”

Treating chemical exposure

If your eyes are watering, your skin is singing,
you have trouble bresthing, or you smply think
you may have been exposed to a chemicd:

» Immediatdy strip and wash; look for a
fountain, hose, or any other source of
water. You can use any one of the
decontamination stations (see following

page).

»  Use soap and water if possible, but DO
NOT SCRUB INTO YOUR SKIN.

» Reguest emergency medicd attention at
your location. Do not go to the Hedlth
Unit

USDA Employee Emergency Response Guide 17



USDA HEADQUARTERS COMPLEX DECONTAMINATION

Whitten Building

Room 221E

Room 221W

South Building
Room SM-12

Room
Room S0556

Room S228

Cotton Annex
Room

Room

Room

Y ates Building
Room 0-10

Room 0-11

Room 0-12

STATIONS

Ladies Room

Men's Room

ESRA Fitness Center Shower Facilities
Hazardous waste accumul ative area
Print Plant

WASC Engineering Shop

2"d Mezzanine Ladies Room
3" Mezzanine Men's Room

Basement Battery Room

Men's Room-- Basement
Ladies Room—Basement

Chiller Room

USDA Employee Emergency Response Guide
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Radiological Hazard Situation
Possibleradiological threat situations:
> Dirty bomb

» Made by wrapping radioactive materid
around a core of ordinary high
explosves and detonating it so that
radioactive contamination spreads over
the widest possible area.

» There aretwo hazardsin adirty bomb:

0 Thebomb blast which presents
the greatest danger

0 Theradioactive particulate
matter or debristhat will be
scattered by the bomb blast.
Radioactive particulates from a
dirty bomb may travel severd
blocks or even severd miles.
The extent and duration will be
determined by the wind speed
and direction.

» Nuclear power plant accident or release
» Release of radioactive material

What would happen if a dirty bomb were
detonated near our offices?

People in the blast area would be injured by the
debris and would be exposed to radiation
through contact with and inhdation of the dust
and debris. If the building isintact, we may
have the option to shelter in place for alimited
amount of time or to evacuate.

The concept of sheltering-in-place isto provide
some measure of safety from thetime an
emergency occurs until there is sufficient
reliable information about the emergency such

as. isit abomb, dirty bomb, or etc.? Wheredid
it occur? What isthewind direction? What
type of radiological materid was involved?
Once aufficient information is received, a
decison will be made on the actions to take.

The type of emergency will determine the

length of time we shdlter in place.

How will | be notified of a radiological
emergency?

> Natification can occur in a numbers of
ways— PA system, CENS broadcast
message, loca emergency management
personnel, locd radio and/or television
Emergency Alert System, Nationd
Oceanic and Atmospheric
Adminigtration (NOAA) Westher Radio,
and on - the - scene police officers.

» Thenatification will be accompanied by
ingructions on what steps you should
take, for example, whether to shelter in
place or to evacuate.

> Itislikely that there will be a period of
uncertainty immediately after the event
occurs. There may be adeay of severd
hours before officids can determine the
exact nature of the emergency and
whether radiologicd materids were
involved.

USDA Employee Emergency Response Guide 19



Dealing With a Bomb Threat

How can | identify suspicious packages and
letters?

Some char acteristics of suspicious packages
and lettersinclude the following:

> Excessve postage

Handwritten or poorly typed addresses
Incorrect titles

Title, but no name

Misspdlings of common words

Qily gtains, discolorations or odor

No return address

Excessve weght

Lopsided or uneven envelope

Protruding wires or duminum fail

vV Vv Vv VY VYV V¥V VY V V V

Excessve security materia such as
measking tape, string -etc

Y

Visud didractions
» Ticking sound

> Marked with restrictive endorsements,
such as“Persond” or “ Confidentid”

» Showsacity or sate in the postmark that
does not match the return address.

What do | doif | recelve a suspicious
package?

Upon seeing a suspicious package or device
that resembles a bomb the individual should:

> Not open, touch, or otherwise handle the
suspicious item or anything ese not their
own.

» Immediatdy warn those in dose
proximity and vacate the area. (Evacuate
the area horizontally to move away as
rapidly as possible and towards the
designated safe zone))

» Cadl the USDA Security Control Center
vialand line (do not use cell phone or
radio).

» Return to your place of work once the
area has been determined to be safe.

NO ONE EXCEPT TRAINED BOMB
DISPOSAL PERSONNEL SHOULD
ATTEMPT TO EXAMINE OR MOVE A
SUSPICIOUS PACKAGE OR SUSPECTED
BOMB.

What do | doif | receiveathreat via
telephone?

Any individual recelving athreat via
telephone should attempt to:

» Record the cdl if such capability is
avalable

» Make notes of the call using the
checkligt in the on the fallowing page.

» Do not hang up whenthecdl is
completed—hit *57 and keep the
phone off the hook.

USDA Employee Emergency Response Guide 20




» Cadl the USDA Security Control Center
on another telephone.

What do | doif | receiveathreat via mail or
fax?

Any individual receiving athreat via the mail
or fax should attempt to:

» Presarvetheitem, induding any
wrappings/envelopes, so they may be
examined in depth by proper law
enforcement entities.

» Minimize the handling of any document
to reduce contamination (additiona
fingerprints, coffee stans, €tc.).

» Cadl the USDA Security Control Center.
What to ask when a bomb threat is made

Press*57 immediately after the caller
disconnects!

Get theresponsesto these questionsrecor ded
asaccurately as possible!

When is the bomb going to explode or chemica
et to release?

Whereisit right now?

What doesit look like?

What kind of bomb or chemica agent isit?
What will cause it to explode or release?

Did you place the bomb or chemical agent
yoursdlf?

Why?

What is your name?
What is your address?

Sex of Caller
Approximate Age
Race

Length of call

Notethe Caller’svoice:
Cdm
Laughing

Lisp

Disgguised
Angry

Crying

Raspy

Accent
Excited
Normal

Deep

Sow

Didinct
Ragged

Rapid

Surred
Familiar

Soft

Nasd

Loud

Stutter

Deep bresthing
Clearing throat

Background Noise
Local

Street noises

Musc

Factory

Machinery

Voices

Long distance
Motor

Office
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House noises
Clear

Animd noisss
Saic

PA system

Threat Language
Foul

Wel-spoken
Incoherent
Irretional

Taped

USDA Employee Emergency Response Guide
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Civil Disturbances

Politically motivated groups may demondratein
areas adjacent to USDA facilities and possibly
attempt to illegdly gain entrance to or disrupt
norma operaions of the facility by preventing
employees from entering the building.

In General:
» Stay inyour assgned area.

» Do not go to the scene of a
demondration, if avoidable,

» Whenever you observe a demondiration
or civil disturbance in or around your
facility, contact the USDA Security

Control Center on 690-0869 or 720-8476

TDD.

» Do not confront or antagonize
demonstrators.

» Youwill benctified if thereisaneed to
evacuate or shelter-in-place, otherwise,
dtay inyour area.

If you areoutside:

> Seek unobstructed facility entrances,
even if required to walk around to the
other side of the building.

» Beprepared to present identification

» Seek alocation away from the

demondtration site to cdl your office and

obtain indructionsif you are unable to
gain entrance into the building.

If you areinside:

» Closehlinds/curtainsin aress where
demondtrators are visble.

» |If possible, avoid areas with doors and
windows leading to the exterior of the
facility where demondtrators are present.
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Prevention of Crimein Your 4. Do not hang coats, hats, purses, efc,
Office near the entrance to your office.

5. Securedl smadl office equipment when

1. Alwayslock your doors when your not in use.

officeis unoccupied or if you are

working late and are done. Please note
that during an emergency evacudtion,

you are requested to leave your door
unlocked to alow first responders access
to your area

. AsK persons entering your officeif you

may help them. Thisdiscourages
individuas who wander.

. Watch your fellow employees property.

2. Keep purses and vauables locked up and 8. Wear your USDA identification a dl

3. If you remove your suit coat, ways

If you observe someone committing a crime, DO
transfer your vauablesto your trouser

NOT attempt to apprehend or detain the
pockets. suspect. Try to memorize the physical
appearance of the suspect and call the USDA
Security Control Center 690-0869/720-846.

USDA Employee Emergency Response Guide 24
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Severe Weather Emer gency
Situations

When severe weather threatensyour building
all personnel need to:

» Remancam.

» Close dl windows.
» Closg, but do not lock office doors.
>

Move to interior halways of the
building.

» Use gairways when moving to other
aress. Elevators are reserved for persons
with special needs.

» Follow ingructions. Ingtructions will be
provided through the CENS and PA

systems, and through emergency
response personnel and agencies.

USDA Employee Emergency Response Guide
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Workplace Violence

What isworkplace violence?

There are many forms that workplace violence
can take:

>

>

vV VvV YV VYV V¥V

Suicide threats

Threststo injure, or the injury of
property or persons

Fdfights
Shoatings
Stabbings
Sexud assaults

Unauthorized use of deadly wesapons or
explosives

Whom do | contact?

Thefirg line of action lies with the supervisors
of the personsinvolved in the Stuation, but
ALL acts of violence are to be reported to
Security &:

>

Protective Operations
(6am-6pm M-F) 720-6270

TTY Line 720-8476

Security Control Center
(24hrg/7 days) 690-0869

Generd Sarvices Administration/FPS
(24hrg/7 days) 708-1111

USDA Employee Emergency Response Guide

What else?

>

Do not attempt to disarm any individua
with awesgpon.

Assigt anyonewho isinjured.

Evacuate personnd away from the
scene.

Allow security to contain the incident and
secure the area
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Other Operations Centers

If you arein a Federd Building other than USDA please conault the list below for the telephone
number of that Department’ s Operations Center.

AGENCY OPERATIONSCENTERS

AGENCY | ACTIVITY | PHONE | HOURS

USDA HQ USDA Operations Center (OC) 220-720-5711 | 24/7
ocpm@Usda.Gov

CDC Center For Disease Control & Prevention 770-488-7100 | 24/7
Directorate of Military Support (DOMS) Crisis 703-695-2679

DOD Response Center 703-697-0218 2417
Secondary Number Army Watch Office

DOE Dept of Energy- Operations Center 202-586-8100 | 24/7

DO Dept of Interior - Watch Office 202-208-4108 047
Dol Watch Center@l o0s.Doi.Gov 877-246-1373

DOJFBI Dept of Justice/ Fed Bureau of Investigation- 202-323-3620 | 24/7
Strategic Information Ops Center (SIOC)

DOT Dept of Transportation - 24-Hour Contact 202-366-1863 | 24/7
Number

USCG US Coast Guard Command Center 202-267-2100 | 24/7

NRC Nationa Response Center 800-424-8802 | 24/7
Environmenta Protection Agency -OC

EPA Eoc.Epahq@Epa Gov 202-564-3850 | 7-7/7

FEMA Federd Emergency Management Agency- 800-634-7084 | 24/7
FEMA Operations Center (FOC)
Fema.Operations.Center @Fema.Gov

FPS Federa Protective Service 202-208-1111
Dept of Hedlth and Human Services -

HHS Information Center War Room 202-358-2413 | 24/7
Nationa Communications System -Watch

NCS Office 703-607-4950 | 24/7
Ncs@Ncs.Gov

NRC Nuclear Regulatory Commission Ops Center 301-816-5100 | 24/7

USCS US Customs Service - Stuation Room 202-927-0524 | 24/7

USPS US Postal Service -24-Hour Contact Number 202-268-2000 | 24/7

VA 822: echf Veterans Affairs -Readiness Operdlions | 505 575 c510 | 2477

USDA Employee Emergency Response Guide
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Contacting Facilities Per sonnel
How do | contact Facilities Personnel?

» USDA Headguarters Complex Facilities
number: (202) 720-6858

» George Washington Carver Center
Facilities Number: (301) 504-2411

What kinds of things should | report to
facilities per sonnel?

In addition to basic housekeeping requests,
report the following:

Utility falure
Burning amdl

>
>
» Plumbing failure, flooding, water lesk
»  Spill of unknown materid

>

Please do not try to fix or clean up these
things. Trained responders will address
any and dl of these problems.

What to Report

> ldentify yoursdf and give the location
and phone number from where you are
cdling.

»  |ldentify the room/areathat isinvolved in
the emergency.

> |dentify the nature of the emergency and
what assistance is needed.

> Indicateif any flammable, corrosive,
explosive, and/or toxic products are
involved

USDA Employee Emergency Response Guide

» Describe any actions dready taken

» ldentify any pertinent characteristics of
equipment involved.
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Emergency Evacuation
Suggestionsfor Individualswith
Disabilities

What should | do to prepare myself for an
emergency Stuaion?

>

Meset with your Agency or Branch

Safety Officer to discuss specific issues
related to your disability and emergency
evacuation procedures. If you do not
know who your Agency or Branch

Safety Officer is please ask your
supervisor or co-workers or contact Jerry
Bowen at (202)720-0426.

Review your building Occupant
Emergency Plan (OEP) with your Safety
Officer. For copies of the Washington,
D.C. metro area occupant emergency
plans, goto
http://www.usda.gov/oo/beprepared/ OE

Pplans.htm

Know where the nearest exit, firedarm
manud gation and fire extinguisher are
located.

If you have acell phone or pager, keep it
with you as often as possible.

All employees should be encouraged to
disclose any specid needs that might
aisein the event of an extreme
emergency. Be assured that this
information will be treeted as
confidential and shared only on adrictly
"need to know" basis.

If I have a vision disability?

USDA Employee Emergency Response Guide

Listen to directions given over the public
address system.

People who are blind or visudly
impaired need to know an evacuation
route in time of emergency. It isgood to
learn at least one dternate route, just in
case.

If the "buddy" system is used, the buddy
should be someone familiar with the
person with a disability, specificdly
knowing how to provide guiding
assigtance and they should be familiar
with the guide dog or other service
anima. Additiondly, back-up buddies
should be recruited and trained.

"Buddies’ should go to the agreed
meeting place to look for the employee
with adisability. If the employeeisnot
found, the buddy should then
immediatdy vacate the building. If you
need assistance please ook for either a
hall monitor, floor warden, or ask for
help via the Warden Phone.

Twice ayear, it isgood to practice
leaving the building by a least one of

the emergency evacuation routes. This
improves familiarity of the evacuation
procedures and routes for the employee,
their service animas and the buddy(s).

Sarvice animds If the darm is sounded,
employees with service animas should
adwaysleave the building - if they don't,
their sarvice animas will learn to
disregard the darms. Additiondly, never
let go of your service animdl.

If I have a hearing disability?
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» Employeeswho are deef or hard of with each team member &t least twice

hearing have three options avallable: (1)
have a drobe light mounted in thelr
work area; (2) use the USDA supplied
pagers (headquarters only) for early
notification; or (3) develop a buddy
system.

If the employeeisleaving their assgned
work areafor an extended time, i.e., for
training or conference/meeting

attendance, atemporary buddy should be
established.

If I have a mobility disability?

» The Department has recently updated the

WardenPhone System within the Ag-
South complex. On floors 2 through 6, &
head house and tail house locationsin
each wing, thereis ared telephone that
isdirectly linked to the Emergency
Command Center (ECC). Employees
with mohility impairments should use
these phones to contact ECC to
determineif they should implement a
horizontal evacuation to a designated
safe areq, use dterndtive evacuation
routes, or use the Evacu-track chairsto
leave the building.

Evacu-track chairs are available, upon
request from the Office of Operations
Safety Officer (720-6808), to wheel chair
users and persons with mobility
impairments. If during an emergency
team members cannot immediately

locate the affected employee, they

should evacuate the building. NOTE:
Evacu-track chairs are dow and can be
dangerous if used by individuas who are
not trained in their use. Training on
Evacu-Track chairs should be conducted

USDA Employee Emergency Response Guide

per yesr.

In the event of an extreme emergency,
employees usng whedlchairs and
scooters should consider dternative
evacudions, including being picked-up
and carried out of the building. When
circumstances necessitate separating the
user and the wheelchair, keep the period
of separation to aminimum. Sufficient
helpersto carry both the user and the
whed chair/scooter must be available to
use this procedure. When more than one
flight of sairsistraversed, helpers may
need to switch positions since one
person may be doing mogt of the lifting.
Switch pogitions only on aleve landing
area. When the lifting is complete,

fallow the ingructions of the whed chair
user and restore the manua or motorized
whedchair to full operation; then assst
the user to asafe area.

If I have a mental/cognitive disability?

» Review evacuation plans with your

Agency or Branch Safety Officer.

» Ask the safety monitors or members of

the Emergency Team for assstance.

> Regularly review your evacuation plans

with your buddy(s) and supervisor.
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