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1 System Information
	System Information

	Agency:
	Agency: Animal and Plant Health Inspection Service (APHIS) 

	System Name:
	APHIS Enterprise Infrastructure 

General Support System 

(AEI GSS)

	System Type:
	 FORMCHECKBOX 
  Major Application

 FORMCHECKBOX 
  General Support System

 FORMCHECKBOX 
  Non-major Application

	System Categorization (per FIPS 199):
	 FORMCHECKBOX 
  High

 FORMCHECKBOX 
  Moderate

 FORMCHECKBOX 
  Low

	Description of System:
	The Animal and Plant Health Inspection Service is charged with protecting U.S. agriculture, regulating genetically engineered organisms, administering the Animal Welfare Act and carrying out wildlife damage management activities.  These efforts support the overall mission of protecting and promote food, agriculture, natural resources and related issues.  The purpose of the APHIS GSS to provide complete IT support services to employees and contractors working to fulfill the mission of inspecting and protecting animal and plant materials within the United States.

The APHIS AEI GSS supports multiple components serving employees and contractors performing field duties.  The overall GSS environment is composed of 5 computing facilities  located at:

· Fort Collins, CO 

Natural Resource Research Center

2150 Centre Avenue, Building B

Fort Collins, CO  80526

· Riverdale, MD

4700 River Road

Riverdale, MD 20737

· Raleigh, NC

920 Main Campus Drive, Room 206

Raleigh, North Carolina 27606-5202

· Minneapolis, MN

100 North Sixth Street

Butler Square, Fifth Floor

Minneapolis, Minnesota 55403

· Ames, IA (four local sites)

1800 Dayton Ave, 2300 Dayton Ave, 510 S 17th St, & 3825 E 13th St.

Ames, IA 50010

The APHIS AEI GSS, in all computing facilities, utilize the USDA national Universal Telecommunication Network (UTN) for Wide area connection to the rest of USDA employees. The GSS is comprised of major components providing a multitude of services to APHIS employees including email, Blackberry, database applications, wireless, VoIP, trouble ticket system and other critical centralized services. To provide the technical backbone to host these major components the APHIS AEI GSS utilizes multiple components, both hardware and software, located at its 5 computing facilities.  These major components include products from CISCO, Microsoft, HP, Dell, Oracle, Lotus, IBM and many others.  Extensive lists are included in Appendix F of the APHIS AEI GSS separated for convenience by the 5 sites in which they are hosted.  

	Who owns this system?  (Name, agency, contact information)
	Bryan L. Rice, PMP
AEI Business Manager
USDA, APHIS, MRP-BS, ITD, TMB
2150 Centre Avenue, Building B,
Fort Collins, Co 80526
Office (970)494-7141, mobile (970)566-0853 

   Bryan.L.Rice@aphis.usda.gov


	Who is the security contact for this system? (Name, agency, contact information)
	William P. Flinn

USDA - APHIS - MRPBS - ITD - Security Operations Staff

2150 Centre Ave., Building B

Fort Collins, CO 80526

(970) 494-7113  [Office], (970) 217-0334  [Blackberry] 

William.P.Flinn@aphis.usda.gov


	Who completed this document? (Name, agency, contact information)
	Martin Terwilliger

FuGen Technologies

6001 Montrose Road, Ste. 640

Rockville, MD 20852

Martin@Fugen.com

(240) 731-5130


2 Data Information
2.1 Data Collection

	No.
	Question
	Response

	1
	Generally describe the data to be used in the system.
	The end user’s name, email address and other optional informational found in the APHIS Lotus Notes address book as well as in the APHIS Active Directory are specific to a user for business purposes.  The PATS system contains SSN and other information used in generation of SF-52 personnel actions.



	2
	Does the system collect Social Security Numbers (SSNs) or Taxpayer Identification Numbers (TINs)?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 3.

	2.1
	State the law or regulation that requires the collection of this information.
	The Office of Personnel Management's authority to prescribe reporting requirements covering personnel actions is in section 2951, title 5, United States Code. Section 9.2, civil service rule IX, is based on that statute and extends this authority to all types of appointments and personnel actions. In addition, Executive Order 12107 delegates to the Office of Personnel Management the authority to prescribe regulations relating to the establishment, maintenance, and transfer of official personnel folders.

	3
	Is the use of the data both relevant and necessary to the purpose for which the system is being designed?  In other words, the data is absolutely needed and has significant and demonstrable bearing on the system’s purpose as required by statute or by Executive order of the President.
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	4
	Sources of the data in the system.
	

	4.1
	What data is being collected from the customer?
	APHIS PATS: SSN and employee information
APHIS AEI: Employee name, Office phone, Office address, and email Internet address for the lotus notes system. 

	4.2
	What USDA agencies are providing data for use in the system?
	APHIS AEI: APHIS end users

APHIS PATS: APHIS:HR, AMS:HR, GIPSA:HR, and MSPB:HR (a non-USDA agency).

	4.3
	What state and local agencies are providing data for use in the system?
	N/A

	4.4
	From what other third party sources is data being collected?
	N/A

	5
	Will data be collected from sources outside your agency?  For example, customers, USDA sources (i.e., NFC, RD, etc.) or Non-USDA sources.
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 6.

	5.1
	How will the data collected from customers be verified for accuracy, relevance, timeliness, and completeness?
	APHIS PATS: APHIS HR manually verifies the accuracy , relevance, timeliness and completeness of the information. 
APHIS AEI: None.

	5.2
	How will the data collected from USDA sources be verified for accuracy, relevance, timeliness, and completeness?
	APHIS PATS: APHIS HR manually verifies the accuracy , relevance, timeliness and completeness of the information.
APHIS AEI: None.

	5.3
	How will the data collected from non-USDA sources be verified for accuracy, relevance, timeliness, and completeness?
	N/A


2.2 Data Use
	No.
	Question
	Response

	6
	Individuals must be informed in writing of the principal purpose of the information being collected from them.  What is the principal purpose of the data being collected?
	APHIS AEI:  Individuals are informed of what information is kept in lotus notes as they enter their own information.  
APHIS PATS: They are informed of what is entered into the PATS system via HR.

	7
	Will the data be used for any other purpose?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 8.

	7.1
	What are the other purposes?
	

	8
	Is the use of the data both relevant and necessary to the purpose for which the system is being designed? In other words, the data is absolutely needed and has significant and demonstrable bearing on the system’s purpose as required by statute or by Executive order of the President
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	9
	Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected (i.e., aggregating farm loans by zip codes in which only one farm exists.)?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 10.

	9.1
	Will the new data be placed in the individual’s record (customer or employee)?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	9.2
	Can the system make determinations about customers or employees that would not be possible without the new data?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	9.3
	How will the new data be verified for relevance and accuracy?
	

	10
	Individuals must be informed in writing of the routine uses of the information being collected from them. What are the intended routine uses of the data being collected?
	APHIS PATS: Individuals are informed of personnel actions by HR and receive the result in the form of an SF-50.

APHIS AEI: None.

	11
	Will the data be used for any other uses (routine or otherwise)?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 12.

	11.1
	What are the other uses?
	

	12
	Automation of systems can lead to the consolidation of data – bringing data from multiple sources into one central location/system – and consolidation of administrative controls.  When administrative controls are consolidated, they should be evaluated so that all necessary privacy controls remain in place to the degree necessary to continue to control access to and use of the data. Is data being consolidated?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 13.

	12.1
	What controls are in place to protect the data and prevent unauthorized access?
	

	13
	Are processes being consolidated?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 14.

	13.1
	What controls are in place to protect the data and prevent unauthorized access?
	


2.3 Data Retention
	No.
	Question
	Response

	14
	Is the data periodically purged from the system?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 15.

	14.1
	How long is the data retained whether it is on paper, electronic, in the system or in a backup?
	APHIS PATS: Data is archived but not purged.
APHIS AEI: Data is retained/archived unless changed  the employee.

	14.2
	What are the procedures for purging the data at the end of the retention period?
	

	14.3
	Where are these procedures documented?
	

	15
	While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?
	APHIS PATS: Information retained in the system is archived and new accuracy of new data entered into the system is ensured by.

APHIS AEI: End users enter their own data into lotus notes and are responsible for it’s accuracy. 



	16
	Is the data retained in the system the minimum necessary for the proper performance of a documented agency function?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No  


2.4 Data Sharing

	No.
	Question
	Response

	17
	Will other agencies share data or have access to data in this system (i.e., international, federal, state, local, other, etc.)?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 18.

	17.1
	How will the data be used by the other agency?
	

	17.2
	Who is responsible for assuring the other agency properly uses the data?
	

	18
	Is the data transmitted to another agency or an independent site?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 19.

	18.1
	Is there appropriate agreement in place to document the interconnection and ensure the PII and/or Privacy Act data is appropriately protected?
	

	19
	Is the system operated in more than one site?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 20.

	19.1
	How will consistent use of the system and data be maintained in all sites?
	


2.5 Data Access
	No.
	Question
	Response

	20
	Who will have access to the data in the system (i.e., users, managers, system administrators, developers, etc.)?
	APHIS AEI: Read access for all users of email-phone directory.  Change access restricted to system administrators with the exception of Lotus Notes where the employee has access to change their data within the address book.
APHIS PATS: Only HR and Supervisory/Administrative personnel have access to the PATS system and personnel information. 



	21
	How will user access to the data be determined?
	APHIS AEI and PATS: All access is role based.

	21.1
	Are criteria, procedures, controls, and responsibilities regarding user access documented?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	22
	How will user access to the data be restricted? 
	APHIS AEI and PATS: All access is restricted base on the user’s role.

	22.1
	Are procedures in place to detect or deter browsing or unauthorized user access?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	23
	Does the system employ security controls to make information unusable to unauthorized individuals (i.e., encryption, strong authentication procedures, etc.)?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No 


2.6 Customer Protection
	No.
	Question
	Response

	24
	Who will be responsible for protecting the privacy rights of the customers and employees affected by the interface (i.e., office, person, departmental position, etc.)?
	APHIS Information System Security Branch (ISSB), Information System Security Manager, APHIS supervisory/administrative personnel and APHIS HR employees

	25
	How can customers and employees contact the office or person responsible for protecting their privacy rights?
	APHIS PATS: Contact the APHIS HR Department 
APHIS AEI: Contact the Privacy Offfice

	26
	A “breach” refers to a situation where data and/or information assets are unduly exposed. Is a breach notification policy in place for this system?
	 FORMCHECKBOX 
  Yes – If YES, go to question 27.

 FORMCHECKBOX 
  No

	26.1
	If NO, please enter the Plan of Action and Milestones (POA&M) number with the estimated completion date.
	

	27
	Consider the following:

· Consolidation and linkage of files and systems

· Derivation of data

· Accelerated information processing and decision making

· Use of new technologies 
Is there a potential to deprive a customer of due process rights (fundamental rules of fairness)?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 28.

	27.1
	Explain how this will be mitigated?
	

	28
	How will the system and its use ensure equitable treatment of customers?
	APHIS AEI: The employees/customers are the ones entering the information they wish others to see in lotus notes address book.  All users will have the same access rights to their own data page.   
APHIS PATS: The PATS system is only accessible by HR and supervisory/administrative personnel.

	29
	Is there any possibility of treating customers or employees differently based upon their individual or group characteristics?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 30

	29.1
	Explain
	


3 System of Record
	No.
	Question
	Response

	30
	Can the data be retrieved by a personal identifier? In other words, does the system actually retrieve data by the name of an individual or by some other unique number, symbol, or identifying attribute of the individual?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, go to question 31

	30.1
	How will the data be retrieved? In other words, what is the identifying attribute (i.e., employee number, social security number, etc.)?
	Data is retrieved by using the SF-52 id number, action taken or requester.

	30.2
	Under which Systems of Record (SOR) notice does the system operate? Provide number, name and publication date. (SORs can be viewed at www.access.GPO.gov.)
	OPM/GOVT-1 is a government wide SORN  covers all standard personnel related matters  such as the standard HR function of processing SF-52's facilitated in this system.

	30.3
	If the system is being modified, will the SOR require amendment or revision?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No


4 Technology
	No.
	Question
	Response

	31
	Is the system using technologies in ways not previously employed by the agency (e.g., Caller-ID)?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No – If NO, the questionnaire is complete.

	31.1
	How does the use of this technology affect customer privacy?
	


5 Completion Instructions
Upon completion of this Privacy Impact Assessment for this system, the answer to OMB A‑11, Planning, Budgeting, Acquisition and Management of Capital Assets, Part 7, Section E, Question 8c is:

1. Yes.  
PLEASE SUBMIT A COPY TO THE OFFICE OF THE ASSOCIATE CHIEF INFORMATION OFFICE FOR CYBER SECURITY.
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