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Redacted Privacy Impact Assessment

For

USDA National Finance Center

 Enterprise Infrastructure General Support System

Description of the System

The purpose of the United States Department of Agriculture (USDA) National Finance Center’s (NFC’s) Enterprise Infrastructure (EI) General Support System (GSS) is to provide the foundation of the Enterprise Data Center to include the common controls, network connectivity, and Storage Area Network (SAN) storage. This GSS also provides controlled network connectivity between NFC systems, NFC users, NFC customers, related organizations, and the Internet.  The NFC EI GSS infrastructure provides general-purpose networking and network access control resources for all other NFC GSS applications and users.   The primary components consist of redundant Cisco core switches, redundant Cisco distribution switches, redundant Nokia firewalls, security zones, VLANs, and storage area network.
The NFC EI GSS connects NFC resources to the Internet, to the general USDA network, to other US Government agencies, and to financial institutions.  The Internet connection is primarily used by NFC user client applications such as Web browsing.  Connections to Web-based applications are secured via Secure Socket Layer (SSL) encryption services.  Connections to other organizations are accomplished through trusted connections, such as the USDA Universal Telecommunications Network (UTN), leased lines and shared-secret Virtual Private Networks (VPNs).  The NFC EI GSS also includes user-level VPNs to permit NFC employees to work from remote locations.

There is a current Privacy Impact Assessment (PIA) on file at NFC.  To request a full version of the NFC Enterprise Infrastructure GSS PIA see the contact information below:

Name:

Sandra Evans
Title:

Associate Director, Operations


Information Technology Services Division

Agency:
USDA, NFC

Address
13800 Old Gentilly Road



New Orleans, LA 70129

Phone:

(504) 426-2000

E-mail:

Sandra.Evans@usda.gov
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