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Privacy Impact Assessment for the

Corporate Financial Management System Initiative

Background

This is the Privacy Impact Assessment for the Corporate Financial Management System (CFMS) Initiative.  The CFMS portfolio of the U.S. Department of Agriculture (USDA) reflects a consolidation of activities within the USDA Office of the Chief Financial Officer (OCFO) in FY03.  Consistent with this reorganization and in coordination with USDA Office of the Chief Information Officer (OCIO), this submission includes the entire portfolio of corporate financial management and administrative payment systems in consolidated submission.  In prior years, these systems were addressed as two separate investments: Foundation Financial Information System (FFIS) and Information Technology Infrastructure and Ongoing Administrative Processing.  The CFMS portfolio contains approximately 19 financial and administrative systems which fall into seven system categories: accounting and budgeting, administrative, accounts receivable, property, data warehouse, travel and acquisition.

Data in the System

1. Generally describe the information to be used in the system.
The information used in the CFMS suite of systems includes USDA employee data, government and commercial vendor data, agency budget execution data, procurement data, financial data, and program and administrative information.  This data is used to make payments and for reporting to government agencies, such as the Internal Revenue Service for income and to Treasury and the Office of Management and Budget for budget execution, cash and obligations. 

2a. What are the sources of the information in the system?

The source of USDA information for CFMS comes from the USDA agencies accounting and budget execution transactions, directly entering documents into the FFIS system, and the other CFMS administrative systems including Management Information Tracking System (MITS), Equipment Management Information System, Government Transportation System, IPAC Tracking and Reconciliation System, Purchase Card Management System, Purchase Order System, Personal Property System, Telephone Vendor System, Travel System, Utility Vendor System, and the Miscellaneous Income System.  Other data sources also include files from the Administrative Billings and Collections System, Payroll Accounting System, United States Treasury, U.S State Department, the Department of Health and Human Services (HHS) and files from banks to record collections data.  There is also a real-time interface with the USDA Integrated Acquisition System, the Department’s procurement system.

Data flows from the CFMS administrative systems into the FFIS budget and accounting system.  From there, data is moved into the Financial Data Warehouses (FDWs) for reporting, the Automatic Cash Reconciliation Work Sheet (ACRWS), and the Financial Statements Data Warehouse (FSDW) for external reporting.  The Customer Service Center (CSC) is used to track problems and resolutions that occur with the CFMS suite of systems.

The USDA will be implementing a new eGovernment travel system for the entire Department beginning in fiscal year 2007.  A commercial contractor will provide the new Web-based travel system for USDA.  This system will interface with CFMS to provide information for obligation of funds and for payment of travel vouchers. Once this system is fully implemented, the legacy Travel System and Government Travel Card System will be phased out except for the relocation function in the Travel System.  The security for this eGovernment Travel System has been reviewed, certified and accredited by the General Services Administration.  The eGovernment Travel System contains Privacy Act data on employees and invitational travelers.
2b. What USDA files and databases are used? What is the source agency?
All USDA mission areas have their own databases and set of files that are used exclusively.  The headquarters organization, Departmental Administration Staff Offices, share a single database.  All agencies share a common database that contains data that is used by all of them. The IBM DB2 database is used in conjunction with VSAM files and IDMS.  There are also some system-wide files that are used, which are controlled by the Systems Engineering Branch in New Orleans.  Data is also warehoused in a separate FDW for each agency located at the National Information Technology Center connected through and encrypted Universal Telecommunications Network (UTN).  The FDWs are loaded using the nightly cycle output files, the general journal, and updated tables from FFIS.  Each mission area also has its own ACRWS SQL Server database that is loaded from FFIS nightly cycle output.  The FSDW accepts separate agency data from the FFIS nightly cycle output but combines it with program data to produce the USDA financial statements.  

The eGovernment Travel system will use Oracle database technology for storage of data.

2c. What Federal  Agencies are providing data for use in the system?

All USDA agencies are implemented into the CFMS as of October 1, 2002.  They are: Forest Service, Food Safety and Inspection Service, Risk Management Agency, Farm Service Agency, Food and Nutrition Service, Agricultural Research Service, Rural Development, Agricultural Marketing Services, Animal and Plant Health Inspection Service, Economic Research Service, National Agricultural Statistical Service, Cooperative State Research, Education, Extension Service, Office of Inspector General, Natural Resources Conservation Service, the Departmental Administration and Staff Offices, the Foreign Agricultural Service and Grain Inspection Packers and Stockyards Administration.

The U.S. Department of the Treasury, the U.S. Department of State and HHS will also be providing data to the ACRWS for cash reconciliation and Treasury will receive USDA FACTS I and FACTS II reporting.  

2d. What State and Local Agencies are providing data for use in the system?

County-based agencies of the Farm Service Agency (FSA), the Natural Resource Conservation Service (NRCS), and Rural Development (RD) provide inputs into the system.

2e. From what other third party sources will data be collected?

Several agencies have banks collecting cash payments on their behalf.  This information is transmitted to the FFIS mainframe from the bank in the form of a file and is picked up by FFIS during nightly processing.  There is also data from the SmartPay vendor, Bank of America, being received daily into PCMS.
2f. What information will be collected from the customer?
Commercial vendors provide Tax Identification Numbers, unique vendor codes, routing information, payment addresses and some provide Social Security Numbers.  Agencies using FFIS provide Agency Location Codes (ALC), FACTS department and bureau identifications, and names and addresses.

3a. How will data collected from sources other than USDA records are verified for accuracy?

As part of the nightly cycle processing, system assurance processes verify the accuracy of the data by reconciling it with the FFIS.  Documents reject when they do not have all the required information to process through the system.  Data integrity checks and edits are fundamental to basic FFIS processing.  The FSDW and FDWs execute their own system assurance checks to ensure that it is in balance with the FFIS after it has loaded the data picked up after every FFIS processing cycle.  ACRWS has a systems assurance process to ensure that FFIS data received is complete.


3b. How will data be checked for completeness?
There is a series of checks and edits that FFIS performs to ensure that all the data elements are in place in any incoming data.  It also reconciles the number of records that were staged to process through with the number actually processed to ensure there is a match.  This also ensures that the data shared with the FDWs, FSDW and ACRWS is complete and accurate.  The other CFMS applications and feeders have built in edits including record counts to ensure correct transmission of files to FFIS, Bank of America and any back-feed of data files.
Access to the Data

1. Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Other)?
Users will have access to the data in the system based on job function and the need-to-know the information.  They will be located throughout the agencies and the Office of the Associate Chief Financial Officer for Financial Systems (ACFO-FS).  Users are allowed to enter documents and are given the average override level in order to override errors that are less severe and that may occur more often.  Security profiles are set up for users to ensure that internal controls and separation of duties are maintained.  Sensitive information is restricted from users if there is no valid job-related need for the information to perform the duties of their position.  If job duties include providing reports, then users will have access to the FDW to run queries against the data. 

Managers within the agencies will have access that is based on their job function and the need-to-know the information.  They have the ability to approve documents that require approvals, but they are not able to approve documents they enter themselves.  They have the highest override authority in case of severe errors that need to be overridden.   

System Administrators, which are the Functional Administrator and the Security Administrator in the FFIS, have access to the data to perform their job functions.  Functional Administrators set parameters for the nightly cycle, check and make changes as necessary to the reference tables in the system to ensure data integrity, and review system reports to ensure the system is in balance.  Security Administrators manage the security tables within the FFIS.  It is their job function to manage the user’s authority to update tables within the FFIS, ensure the settings on the security tables reflect internal controls and monitor the system logs to check for unauthorized access, overrides and approvals.  

The system developers have access to maintain the system databases and files for FFIS, FDWs, and the administrative systems.  This requires that high-level access be given based on the job function.  The systems developers also have appropriate access to view the data to ensure it is correct.  Access is only granted after appropriate background investigations have been completed for this sensitive position.   

The USDA has a limited number of contractors that have access to FFIS, FDWs, ACRWS, FSDW and CPAIS.  They have read-only access that is limited to the function set forth in the contract.  They can read the data in the system so they can provide technical and functional support.  Contractors undergo background checks before they are allowed to access any data within the system.

Access to all systems is protected by authentication, encryption of passwords, and password aging.  Security background investigations are required of all users and contractors.   All users, including contractors, have had security briefings about system security rules and must sign a document confirming that they understand the rules.  

2. How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented? 

Once a user has completed the background investigation required for Federal employment or being a contractor to the Federal Government, then access is granted based on job function and the need-to-know principle.  A user signs a document acknowledging that they have read and understand the system security rules before access is granted.  This document is kept on file with an original signature.  The Security Administrator assigns a profile to the user based on their job functions after the request is signed.  These profiles have been set up to provide access to only the data necessary to perform job functions.  

The Security Administrators Handbook documents the CFMS security rules, criteria, procedures, controls and the responsibilities of the users, Security Administrators, Agency Financial Managers and the USDA Office of the Chief Financial Officer.  The criteria is listed for adding and removing users within the CFMS, changing passwords, changing user profiles on security tables, and changing or building new security models.  
The Security Administrator monitors the systems security audit trail logs and reports to management, any types of unauthorized access attempts, overrides or approvals.  Management must justify in writing to the ACFO-FS and the Office of the Chief Information Officer – Cyber Security any changes for the security models that are used in the CFMS.

3. Will users have access to all the data on the system or will the user’s access be restricted?  Explain.

A user’s access will be restricted based on job function within the agency.  A profile based on the user’s ID within the system will determine what data the user can view in the CFMS.  It is the responsibility of the user’s manager and the Security Administrator to ensure the proper paperwork is filled out and signed, and that the right profile is attached to the user. 

4. What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?

The profile based on the user’s ID will determine what can be viewed.  If there is not a need-to-know on certain data elements then the user will be restricted from seeing that data.  To monitor this, there are quarterly reviews conducted to see who has access within the system.  Security Administrators determine if the user is still employed with the agency, and if not, that user is deleted from the system.  They also monitor to see if job duties have changed, and when appropriate, request a change to their profile to ensure the proper profile is attached.  The system also keeps logs of security violations.  The SLOG table records these violations and attaches an ID to them.  There is also a log kept by the system of overrides, OLOG, and approvals, ALOG, done by the users in the system.  These logs are monitored and any trends in violations are reported to management.  The ACFO-FS conducts periodic audits on the security on the systems to receive independent opinions on system security.

5a. Do other systems share data or have access to data in this system?  If yes, explain.

Yes.  The agencies have their own systems that interface with the CFMS.  There is the Lockbox interface for processing the payments that are transmitted from banks that collect payments for the agency.   There are also agency specific interfaces that will share data with the CFMS.  They are the Plant Protection and Quarantine Reimbursable Overtime (Animal and Plant Health Inspection Service), Veterinary Services User Fee System (Animal and Plant Health Inspection Service), Risk Assessment Management System Reimbursable Overtime (Animal Plant Health Inspection Service), Risk Assessment Management Agricultural Quarantine Inspection (Animal and Plant Health Inspection Service), Statistical Usage Billing Information System (Departmental Administration and Staff Offices), Livestock and Seed (Agricultural Marketing Service), Fresh Fruit and Vegetables (Agricultural Marketing Service), Protracts (NRCS) , Integrated Acquisition System (Department-wide), Program Data Interface (Agencies with Program Data), Processed Fruit and Vegetables (Agricultural Marketing Service), Forest Service fire fighters payroll, Forest Land Usage Reporting System (Forest Service), Timber Sales Program Information Reporting System (Forest Service), Timber Sales Accounting System (Forest Service), and Range Management Information System (Forest Service).

ACRWS receives files from FFIS for cash reconciliation purposes.  The United States Treasury also sends files to the ACRWS to perform the reconciliation for the Statement of Differences for Deposit and Disbursement.  The State Department and HHS also send files to the ACRWS to perform reconciliation for the SF 6652 Statement of Differences for Deposits and Disbursement, the SF 6653 Undisbursed Appropriation Account Ledger, SF 6654 Undisbursed Appropriation Account Trial Balance and the SF 6655 Receipt Account Reports.

The FSDW receives data from each of the agencies in FFIS and combines it to produce the USDA financial statements.  PCMS receives files daily from the Bank of America containing credit card transactions by card holder.  Travel card transactions for the central billed accounts by agency are received from Electronic Data Systems after collection from each of the travel agencies that have issued tickets to travelers authorized on the agencies’ central billed account.  The Department of Veterans Affairs receives data from FFIS and sends data to FFIS for processing of telephone and utility billing.

5b. Who will be responsible for protecting the privacy rights of customers and employees affected by the interface?


All users, agencies and the Office of the Chief Financial Officer (OCFO) have this responsibility.

6a. Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?

Yes.  The United States Department of Treasury receives data for SF-224 reporting, FACTS I and FACTS II reporting, and will disburse payments on behalf of the USDA.  The ACRWS will also receive data from Treasury for cash reconciliation purposes.  The Department of Veterans Affairs receives data from FFIS and sends data to FFIS for processing.
Information will also be provided to the IRS and state revenue services for income reporting purposes.

6b. How will data be used by the agency?
The data will be used for reporting on financial transactions and results for each agency as well as the consolidated financial statements for the Department.  There is also reporting outside of the Department to the Office of Management and Budget, the U.S. Treasury and the Internal Revenue Service.
6c. Who will be responsible for assuring proper use of the data?

The agencies, the OCFO, users, managers, contractors, and functional and Security Administrators all have the responsibility to assure the proper use of the data.  All data and reports are labeled for official use only which requires a controlled environment and shredding when ready to destroy.
Attributes of the Data

1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?

Yes.  The information collected and used is relevant and necessary to the financial management of the agencies within the USDA.  Information collected on individuals and business is also necessary for the prompt payment of agency obligations and income reporting.

2a. Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?

No, the system replaces a centralized system.

2b. Will the new data be placed in the individual’s record (customer or employee)?

Yes, data is tracked by vendor code in the FFIS application.
2c. Can the system make determinations about customers or employees that would not be possible without the new data?

No.
2d. How will the new data be verified for relevance and accuracy?

Through system edits.
3a. If the data is being consolidated, what controls are in place to protect the data from unauthorized access or use?

There is restricted access on the systems and monitoring of any attempts at unauthorized access.  The vendor table is controlled centrally and is a single database table that the applications access.
3b. If the processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.




Yes, there is a set of internal controls and reviews conducted to prevent unauthorized access.  Protection of data is a multi-layered approach.  There is restricted access based on the user ID within the system, monitoring by Security Administrators, the data centers and management for unauthorized access attempts.  Security audits are conducted on the systems regularly minimally once a quarter.
4a. How will the data be retrieved?  Can it be retrieved by personal identifier?  If yes, explain.

The data from CFMS can be retrieved through the batch process during nightly and payroll processing and by online inquiry.  

Yes, the data can be retrieved by personal identifier.  The information contained in CFMS contains commercial vendor identifications and individual social security numbers that a user can use to retrieve data.  This data is restricted to job function and a need-to-know basis.  

4b. What are the potential effects on the due process rights of employees of: consolidation and linkage of files and systems; derivation of data; accelerated information processing and decision making; use of new technologies?

The data is more restricted within each agency.  Data processed is relevant accounting events.

4c. How are the effects to be mitigated?

Security policy, procedures, oversight and reviews are implemented to mitigate the effects in all these systems.  Security program reviews and risk assessments are performed periodically to assess whether the controls are effective.
Maintenance of Administrative Controls

1a. Explain how the system and its use will ensure equitable treatment of employees.

Not applicable.

2a.   If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?

The systems are currently operated at three sites but the applications are specifically at only one site.  They are accessed across the United States and some foreign sites.  

The security criteria, rules, procedures and documentation are used by all users, whether at the National Finance Center, the National Information Technology Center, the Office of Chief Financial Officer or the Office of the Chief Information Office, to ensure universal compliance with security policy.  The security procedures also apply to systems operating at the Department of Veterans Affairs.
2b. Explain any possibility of disparate treatment of individuals or groups?

None, not applicable.

2c. What are the retention periods of data in this system?

Data in CFMS accumulates over time and includes historical data.  Files are kept for a minimum of six years three months to comply with Federal regulations.  Some of the applications, i.e., PCMS and agency related contracts at NRCS are retained for 10 years. 
2d. What are the procedures for eliminating the data at the end of the retention?  Where are the procedures documented?

No files or data have been eliminated because the data is used for historical reporting and financial statements.

2e. While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?

Audits require that data be retained for historical reporting and financial statements.  The monthly reporting processes balances from the systems that are verified for accuracy.


3a. Is the system using technologies in ways not previously employed by the agency?

Yes.  The USDA is using a data warehouse approach for data access to the agencies for reporting and analysis.  USDA is also using a Web-based customer service system, the CSC, to track and solve problems encountered with the CFMS systems.
3b. How does the use of this technology affect employee privacy?

There is sensitive information on the systems but security measures are taken to ensure that information is kept private.  All telecommunications are transmitted using a Virtual Private Network (VPN) encryption to protect data.  Data is encrypted in this way when it is transmitted over telecommunication lines between FFIS and the other CFMS systems.  The agencies that have been implemented into FFIS use security profiles to keep sensitive information private and have encrypted passwords that have to be changed on demand of the system. 
4a. Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.

No.

4b. Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.

No.

4c. What controls will be used to prevent unauthorized monitoring?

Intrusion detection.
5 a. Under which Systems of Record notice (SOR) does the system operate?  Provide number and name.

The system operates under the following SOR notices:

USDA/OCFO – 3, Billings and Collections Systems

USDA/OFM – 4, Travel and Transportation System

USDA/OFM – 7, SF-1099 Reporting System

USDA/OP – 1, Personnel and Payroll System for USDA Employees 

5b. If the system is being modified, will the SOR require amendment or revision?  Explain.

Yes, because a new system will replace the legacy systems, a revision to the SOR is required.  That will be covered by a separate Privacy Impact Assessment.
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