SECTION 300 - PLANNING, BUDGETING, ACQUISITION AND

MANAGEMENT OF CAPITAL ASSETS
SECTION 300 - PLANNING, BUDGETING, ACQUISITION AND

MANAGEMENT OF CAPITAL ASSETS

	Exhibit 300:  Part I:  Capital Asset Plan and Business Case (All Assets)

	Date of this Submission
	September 5, 2003

	Agency
	United States Department of Agriculture (USDA)

	Bureau
	United States Department of Agriculture (USDA) 

	Location in the Budget
	Office of Chief Information Officer, Office of Chief Financial Officer, Agricultural Marketing Service

	Account Title
	Office of Chief Information Officer

	Account Identification Code
	000-00-000000-0

	Program Activity
	FY 2005 Budget Activity – Control Phase 

	Name of Investment
	eAuthentication

	Unique Project (Investment) Identifier: (IT only)(See section 53)
	00503020001800324003005

	Investment Initiation Date
	07/01/2002

	Investment Planned Completion Date
	09/30/2007

	This Investment is:    Initial Concept ___    Planning ___    Full Acquisition (   Steady State___

                             Mixed Life Cycle___

	

	Investment/useful segment is funded: 
	Incrementally
	__
	Fully
	(

	

	Was this investment approved by OMB for previous Year Budget Cycle? 
	Yes
	(
	No
	__

	

	Did the Executive/Investment Review Committee approve funding for this investment this year? 
	Yes
	(
	No
	__

	

	Did the CFO review the cost goal? 
	Yes
	(
	No
	__

	

	Did the Procurement Executive review the acquisition strategy? 
	Yes
	(
	No
	__

	

	Did the Project (Investment) Manager identified in Section 1.D review this exhibit?
	Yes
	(
	No
	__

	

	Is this investment included in your agency’s annual performance plan or multiple agencies annual performance plans?
	Yes
	(
	No
	__

	

	Does this investment support homeland security?
	Yes
	__
	No
	(

	

	Indicate by corresponding number which homeland security mission area(s) this investment supports?  

1 – Intelligence and Warning;

2 – Border and Transportation Security;

3 – Defending Against Catastrophic Threats;

4 – Protecting Critical Infrastructure and Key Assets;

5 – Emergency Preparedness and Response; or 

6 – Other.   
	
	
	
	

	

	Is this investment information technology? (See Section 53 for definition) 
	Yes
	(
	No
	__

	

	For information technology investments only:

	

	a. Is this Investment a Financial Management System? (see section 53.2 for a definition)
	Yes
	__
	No
	(

	

	If so, does this investment address a FFMIA compliance area?
	Yes
	__
	No
	__

	

	If yes, which compliance area? 
	

	

	b. Does this investment implement electronic transactions or record keeping that is covered by the Government Paperwork Elimination Act (GPEA)?
	Yes
	(
	No
	__

	

	If so, is it included in your GPEA plan (and does not yet provide an electronic option)?
	Yes
	(
	No
	__

	

	Does the investment already provide an electronic option?
	Yes
	(
	No
	__

	

	c. Was a privacy impact assessment performed for this investment?
	Yes
	(
	No
	__

	

	d. Was this investment reviewed as part of the FY 2003 Federal Information Security Management Act review process?
	Yes
	(
	No
	__

	

	D.1 If yes, were any weaknesses found? 
	Yes
	__
	No
	(

	D.2. Have the weaknesses been incorporated into the agency’s corrective action plans?
	Yes
	__
	No
	__

	

	e. Has this investment been identified as a national critical operation or asset by a Project Matrix review or other agency determination?


	Yes
	__
	No
	(

	

	E.1 If no, is this an agency mission critical or essential service, system, operation, or asset (such as those documented in the agency's COOP Plan), other than those identified as above as national critical infrastructures?
	Yes
	(
	No
	__

	

	f. Was this investment included in a Performance Assessment Rating Tool (PART) Review?
	Yes
	__
	No
	(

	

	F.1. Does this investment address a weakness found during the PART Review?
	Yes
	__
	No
	(


	SUMMARY OF SPENDING FOR PROJECT (INVESTMENT) STAGES

(In Millions)

(Estimates for BY+1 and beyond are for planning purposes only and do not represent budget decisions)

	
	PY-1 and earlier
	PY

2003
	CY

2004
	BY

2005
	BY+1

2006
	BY+2

2007
	BY+3

2008
	BY+4&

Beyond
	Total

	Planning:
	
	
	
	
	
	
	
	
	

	Budgetary Resources
	0.00
	0.37
	0.71
	0.71
	0.71
	0.71
	0.00
	0.00
	3.24

	Outlays  
	0.00
	0.37
	0.71 
	0.71
	0.71 
	0.71
	0.00
	0.00
	3.24

	Acquisition :
	
	
	
	
	
	
	
	
	

	Budgetary Resources
	0.00
	5.92
	2.22
	3.99
	2.39
	2.72
	0.00
	0.00
	17.26

	Outlays
	0.00
	5.92
	2.22 
	3.99 
	2.39 
	2.72
	0.00
	0.00
	17.26

	Total, sum of stages: 
	
	
	
	
	
	
	
	
	

	Budgetary Resources
	0.00
	6.30
	2.94
	4.71
	3.11
	3.44
	0.00
	0.00
	20.51

	Outlays
	0.00
	6.30
	2.94
	4.71
	3.11
	3.44
	0.00
	0.00
	20.51

	Maintenance:
	
	
	
	
	
	
	
	
	

	Budgetary Resources
	0.00
	0.62
	4.34
	4.68
	4.99
	4.93
	0.00
	0.00
	19.01

	Outlays
	0.00
	0.62
	4.34 
	4.68 
	4.99 
	4.93 
	0.00
	0.00
	19.01

	Total, All Stages:
	
	
	
	
	
	
	
	
	

	Budgetary Resources
	0.00
	6.36
	7.28
	9.39
	8.10
	8.37
	0.00
	0.00
	39.52

	Outlays
	0.00
	6.36
	7.28
	9.39
	8.10
	8.37
	0.00
	0.00
	39.52

	Government FTE Costs
	0.00
	0.00
	0.46
	0.47
	0.48
	0.49
	0.00
	0.00
	1.91



I.A
Investment Description

1. Provide a brief description of this investment and its status through your Capital Planning and Investment Control (CPIC) or capital programming "control" review for the current cycle.

The USDA eAuthentication initiative is one of the twelve eGovernment Smart Choices that were delineated in USDA's eGovernment Strategic Plan for FY 2002-2006.  This eGovernment Strategic Plan was the result of an intensive Department-wide effort that included hundreds of individuals at all levels of the enterprise; executives and non-executives, HQ and the field, domestic and international, and all agencies and staff offices; modeled in many respects after OMB's Quicksilver initiative. Guided by an eGovernment Working Group comprised of an appointed representative from every agency and staff office and an eGovernment Executive Council representing each mission area, the plan specifies high-level goals, objectives, strategic and enabling initiatives, critical success factors, performance measure and timelines.

Managed by the USDA Office of the Chief Information Officer (OCIO), the USDA eAuthentication solution is an enabling set of processes and a technological architecture foundation that will help USDA achieve its goals and objectives for eGovernment by supporting all USDA eGovernment initiatives and applications.  The program is centrally managed by a PMO office, and all of the project managers are fully certified.  The eAuthentication initiative is currently in the Select Phase of the CPIC process.

One of the major challenges facing USDA is the need to develop an enterprise approach to eAuthentication that balances the individual requirements of Agencies with the enterprise-wide need to eliminate redundant activities.  Once a range of authentication mechanisms (from low to medium to high assurance) are identified and calibrated, they can be implemented across USDA in a phased approach.  Among the more compelling reasons to consolidate authentication services is the leveraging of security best practices.  A consolidated, enterprise approach can ensure that each Agency draws upon the best authentication mechanisms to ensure proof of identify and to protect the confidentiality and sensitivity of data.

This initiative is a set of three complementary and integrated authentication solutions that include USDA’s Web-based Centralized Authentication and Authorization Facility (WebCAAF), the National Finance Center Certificate Authority (NFCCA) Initiative, and the Verisign PKI outsourced solution implemented by the Agricultural Marketing Service (AMS) in support of the Livestock Mandatory Price Reporting (LMPR) System.  

The Department’s eAuthentication initiative includes:

1) Three county-based Agencies, the Farm Service Agency (FSA), Natural Resources Conservation Service (NRCS), and Rural Development (RD), have implemented a centralized architecture referred to as WebCAAF.  The Web-based Centralized Authentication and Authorization Facility (WebCAAF) currently provides authentication services to 40,000 employees and 2,000 agricultural producers.  Three primary web server farms have been created with both a network and administrative infrastructure, and a security architecture that provides authenticated users with secure access to USDA online resources.  WebCAAF is capable of supporting transactions between the Government and citizens, business partners, and employees.

WebCAAF will be expanded to support authentication across USDA as USDA’s primary enterprise authentication service.  In addition to the expansion of the technical architecture, new development, test and certification, and production environments will be added.  Identity Management and an expanded Directory Services component will be incorporated to enable authentication to be centralized at USDA.  Agency Web-based applications will be integrated with the USDA eAuthentication solution to enable users to access all interconnected applications with a single username and password.  WebCAAF will also integrate with the NFCCA solution to deliver higher level authentication services in the government-to-government arena.

2) USDA’s National Finance Center Certificate Authority (NFCCA) initiative has developed a PKI to provide secure ecommerce over the Internet and satisfy Agency requirements for strong authentication in government-to-government transactions.  PKI provides security services for authentication, confidentiality, data integrity, and non-repudiation by using a combination of keys and character strings that are mathematically bound.  One key is kept private and the other is made public.  PKI supports a strong, two-factor form of authentication that requires the user to know a piece of information (PIN or pass-phrase) and also possess a digital certificate.

NFC is a trusted Certification Authority (CA), and may issue digital certificates that are signed using the CA’s private key.  As a CA, NFC can provide trusted and secured electronic business for USDA, along with Federal, State and local governments and their business partners.  Using NFC’s CA, these agencies and business partners can process, transmit, and store data in a manner that complies with enterprise-wide requirements for strong authentication.

3) The Agricultural Marketing Service (AMS) Livestock Mandatory Price Reporting (LMPR) System provides for the implementation of a single program function mandated by the Livestock Mandatory Reporting Act of 1999.  The Act was signed into law on 22 October, 1999 and requires USDA to create a livestock reporting system
.  To support this effort, the LMPR was created with Web access to enable USDA to implement the Act.  Several times daily, one hundred plus livestock plants submit their price data to the LMPR computer system.  This information is securely transmitted over the Internet to LMPR for the purpose of creating aggregated data reports to be made available for public consumption.  The law requires packers, processors, and importers to report information multiple times per day regarding the marketing of livestock.  This information is required to be readily understood, in electronic format, based on timely reporting, to improve USDA reporting services and encourage competition of livestock products.  

The LMPR utilizes a PKI component to ensure the security of corporate proprietary data collected by the system.  This data is protected by a private user identification and password issued by Verisign within a PKI architecture, along with a Virtual Private Network (VPN).  The Verisign managed PKI service is an outsourced offering that enables AMS to rapidly and confidently deploy PKI services.  It alleviates the burden of planning, building, and maintaining a public key infrastructure, while allowing AMS to maintain internal control over digital certificate issuance, suspension, and revocation.

This system does not use or process personal information.  Corporate proprietary data collected by the system is protected from unauthorized access and disclosure via passwords, public key encryption, and firewalls.  Public access is limited to a separate report distribution capability, which operates on a USDA Website and behind USDA firewalls.
The USDA eAuthentication initiative is a fully integrated component of the Presidential Initiative for eAuthentication.  USDA is partnering with agencies and private industry partners outside of the Department, including the U.S. General Services Administration (GSA).  USDA is partnering with GSA to deliver a Federal Gateway for authentication, allowing interoperability with approved electronic credential providers including USDA credentials to support single sign-on capabilities across Government.  USDA is also partnering with industry leading authentication vendors, to include Verisign, Netegrity, and Entrust.  Moreover, NFC has partnered with KPMG to provide independent verification and validation services required for PKI certification.

The USDA enterprise eAuthentication solution is already connected to the GSA eAuthentication Gateway through interoperability with NFCCA; WebCAAF is scheduled to be connected in October, 2003.  These interfaces will enable the credentials issued through WebCAAF, Verisign (e.g., LMPR) and NFCCA to be used by other Federal agencies to validate authentication requests.  Further, these systems will become shared services that are available to all citizens and business as an alternative for obtaining credentials to access information and services from across the Federal government and potentially from State and local governments as well.

The USDA eAuthentication initiative was approved to move into the control phase when the select business case was reviewed and approved by the Executive Information Technology Investment Review Board (EITIRB) on April 1, 2003.  The USDA eAuthentication initiative will be developed to meet the authentication needs across the department and all Federal, State and local agencies, along with their business partners. Benefits are expected within a 5-6 month timeframe of deployment.  The USDA eAuthentication initiative program objectives are the following: 

· Strategic: Enables USDA to meet GPEA compliance for online transactions by providing common electronic alternatives to ink signatures by the October 2003 deadline.  This initiative will integrate with the President’s Authentication initiative.

· Financial: Reduces management/administration costs by decreasing the time and resources required to manage usernames, passwords, and authentication systems; increases customer usability by providing consistent authentication standards across USDA, along with Federal, State and local agencies and their business partners, enabling customers to use one form of authentication to access many USDA, Government, and partner applications. 

· Operational: Reduces maintenance of authentication systems by utilizing a central authentication mechanism; and enables productivity gains from single sign-on (single authentication solution) to access multiple accounts throughout USDA, Government, and business partner organizations.
2. What assumptions are made about this investment and why?
The following assumptions were used throughout the creation of the business cases for the USDA eAuthentication initiatives and during the construction of the USDA eAuthentication component systems:

· The USDA eAuthentication solution will provide a single application interface between citizens, businesses, and other government entities and USDA agency electronic services.
· The USDA eAuthentication solution will leverage the government-wide GSA Gateway service being developed by GSA under the President’s eAuthentication initiative.
· The principal interface with the target technology environment is web-based. 

· Technology of existing systems, such as the human resources systems, will not impede integration with eAuthentication solution. Existing Agency solutions will be able to integrate into the new eAuthentication systems.

· Based on the readiness assessment, 93% of USDA employees utilize the Internet and could thus utilize a web-based application in Year 1.

· The information obtained in the OCIO eGovernment Readiness Survey is representative of USDA at the enterprise level. The number of external customer users benefiting from use of eAuthentication enabled applications is expected to be as follows
: 

· Year 1: 277,500

· Year 2: 410,000

· Year 3: 560,000

· Year 4: 710,000

· Year 5: 860,000

3. Provide any other supporting information derived from research, interviews, and other documentation.

The USDA eAuthentication initiative resulted from an intensive, collaborative business case process with inputs from numerous participants across various agencies. It represents the experience and commitment of many individuals within the Department who are working towards the common goals of (1) leveraging USDA investments and (2) increasing the level of service the Department provides to all stakeholders and customers by taking a citizen-centered approach. 

Various government publications, standards and guidance have also been referred to in the development of this business case. These are listed below:

· Public Law 99-508, Electronic Communications Privacy Act of 1986, October 21, 1986;

· Public Law 100-235, H.R. 145, Computer Security Act of 1987, January 8, 1988;

· Public Law 105-277, Title XVII, Government Paperwork Elimination Act (GPEA), October 21 1998;

· Public Law 106-222, Freedom to E-File Act, June 20, 2000
· Public Law 106-229, Electronic Signatures in Global & National Commerce Act, June 30, 2000;

· H.R. 3802, Electronic Freedom of Information Act Amendments of 1996, January 3, 1996;

· 5 U.S.C. § 552A, The Privacy Act of 1974;
· 29 U.S.C. § 794(d), Section 508 of the Rehabilitation Act of 1973, August 7, 1998;

· Office of Management and Budget (OMB) A-123, Management Accountability and Control, June 21, 1995;

· Office of Management and Budget (OMB) A-127, Financial Management Systems, July 23, 1993;

· Office of Management and Budget (OMB) A-130, Management of Federal Information Resources, November 28, 2000;

· Office of Management and Budget (OMB) Memo 00-10, Implementation of the Government Paperwork Elimination Act, April 25, 2000;

· National Institute of Standards and Technology (NIST) Special Publication 800-9, Good Security Practices for Electronic Commerce, Including Electronic Data Interchange, December 1993;

· National Institute of Standards and Technology (NIST) Special Publication 800-14, Guide for Developing Security Plans for Information Technology Systems, September 1996;

· National Institute of Standards and Technology (NIST) Special Publication 800-25, Federal Agency Use of Public Key Technology for Digital Signatures and Authentication, October 2000;
· National Institute of Standards and Technology (NIST) Special Publication 800-26, Security Self-Assessment Guide for Information Technology Systems, August 2001;

· Federal Information Processing Standards (FIPS) 102, Guidelines for Computer Security Certification and Accreditation, September 1983;

· National Security Telecommunications and Information Systems Security Committee (NSTISSI) 4009, National Information Systems Security (INFOSEC) Glossary, September 2000; and

· Federal Information Systems Controls Audit Manual (FISCAM), January 1999.
· NIST Federal Information Processing Standards Publication 199, “Standards for Security Categorization of Federal Information and Information Systems” promulgated under the E-Government Act of 2002
· Office of Management and Budget, “Procedures and Guidance on Implementing E-Authentication for Federal Agencies” Draft.
· Web Farm Vulnerability Assessment and Intrusion Detection Standards and Procedures.

· Notice ITWG Security – 001: Computer Viruses and Related Threats Software Policy dated 13 Mach 2002.

· Notice ITWG Security – 004: Computer Security Incident Response and Reporting Policy, dated 18 March 2002.

· Notice ITWG Security – 005: Computer Vulnerability Scan Policy, dated 14 March 2002.

· Notice ITWG Security – 009: Intrusion Detection Policy, dated 28 May 2002.

I.B 
Justification

In order for IT investments to successfully address support of the President’s Management Agenda and justification of the investment, the investment should be collaborative and include industry, multiple agencies, State, local, or tribal governments, use e-business technologies and be governed by citizen needs. If the investment is a steady State investment, then an eGovernment strategy review is underway and includes all the necessary elements. If appropriate, this investment is fully aligned with one or more of the President's eGovernment initiatives.

1. How does this investment support your agency's mission and strategic goals and objectives?

The USDA eAuthentication initiative is a collection, or suite, of security products and services that will enable secure online transactions across all USDA agencies.  The development approach for authentication will be simple and unified.  While some authentication functionality exists today, expanded services must be brought to bear from existing industry solutions to support a rapidly increasing volume of electronic service delivery capabilities.  The solutions that are already in place will be further analyzed to ensure that future authentication requirements of the Department are met and leveraged wherever possible.  Rather than developing new and complex solutions that are costly and time-consuming, care will be taken to document ongoing efforts and bring them into a consolidated approach for satisfying all USDA eAuthentication requirements.  

The eAuthentication initiative will aid in the transformation of the way USDA conducts business within the Federal government, with business, with other governments at the State and local levels, and with citizens.  This project involves the requirement to authenticate users accessing and receiving data in a manner that eliminates privacy, confidentiality, and integrity concerns.  For some eGovernment initiatives, advanced authentication capability is required.  Accordingly, USDA’s solution set must support a range of services from basic to advance.  A survey of USDA business owners in 2003 revealed that eAuthentication was considered to be the most crucial of the eGovernment initiatives at USDA.

The eAuthentication initiative was selected by the USDA Executive Information Technology Investment Review Board to address authentication gaps in existing USDA government systems as they relate to eGovernment.  It is an enabling technology and process foundation that will help USDA achieve its goals and objectives for eGovernment by supporting all USDA eGovernment initiatives and applications.  Many of these initiatives involve the requirement to authenticate users accessing and receiving data in a manner that addresses privacy, confidentiality, and integrity concerns.  All of the USDA solutions, WebCAAF, NFCCA and the AMS Verisign solutions were designed to provide this security through user identification and password services.

Stronger authentication services are provided through NFC’s PKI, which is a registered Certification Authority (CA).  NFC’s CA was certified and accredited through an extensive 18-month evaluation process with Klynvel Peat Marwick Goerdeler (KPMG).

NFC's CA services also offer the added feature of interoperability via the Federal Bridge Certification Authority (FBCA) and eGovernment eAuthentication Gateway.  In September 2002, NFC was recognized as one of the inaugural agencies to cross-certify with the FBCA and was the first to demonstrate the functionality of the e-Authentication Gateway.  Moreover, NFC was the first Government agency to achieve Federal Information Processing Standard (FIPS) 140-1 Level 3 security for the CA, a standard that requires high non-repudiation capability.

The eAuthentication initiative will provide benefits to all customers, stakeholders, and users of the solution across Federal, State and local agencies, their business partners, and citizenry.  The initiative will support many USDA and government-wide goals and objectives, including:

· Leverage security best practices: A consolidated approach can ensure that all USDA Agencies are drawing upon the best authentication solutions to ensure proof of identify and to protect the confidentiality and sensitivity of data in their applications;  

· Integrate USDA resources with other Government resources as part of the Presidential Initiative;

· Improve the user’s experience by not requiring multiple authentication credentials, such as multiple passwords or certificates; 

· Promote both interoperability and enhanced security across USDA and Federal, State and local applications, along with applications of business partners;

· Reduce the cost associated with the development and maintenance of multiple single-agency sets of authentication solutions;

· Build user trust in secure eGovernment transactions;

· Provide common authentication solutions and the potential for single-sign on;

· Eliminate a paper-based workflow to improve processing speed, service, and response time to meet the information needs of management;

· Provide solutions for Federal authentication that promotes digital signature and identification in eGovernment solutions; and 

· Provide authentication policy and solutions to promote secure electronic government.

2. How does it support the strategic goals from the President's Management Agenda?

The USDA eAuthentication initiative supports one of the five key elements in the President's Management and Performance Plan - Expanded Electronic Government. The USDA eAuthentication initiative enables trust, both for the citizen, businesses, and agencies across Federal, State and local governments, in the business processes defined and required in the President's Management Agenda. 

As articulated by the Office of Management and Budget, "the vision of eGovernment is an order of magnitude improvement in the Federal government's value to citizen." To enable this vision, the President's eGovernment Taskforce identified initiatives in four categories: Service to Individuals; Service to Businesses; Intergovernmental Affairs; and Internal Efficiency and Effectiveness.  The eAuthentication initiative provides the trust needed under the categories as follows:
· Increasing customers' access to government services. The USDA eAuthentication initiative enables USDA to provide citizens and business partners. with the ability to access information and conduct transactions in a secure, online environment;

· Improving customer service. Providing a single sign-on capability will simplify and improve the online experience for USDA’s users;

· Encouraging information sharing. Through collaboratively leveraging security best practices, each USDA Agency will integrate with a single authentication solution to ensure proof of identify and to protect the confidentiality and sensitivity of data.
3. Are there any alternative sources in the public or private sectors that could perform this function?
Alternative public or private sources were not available within the context of providing a shared credentialing and authentication service that is available across the Federal government and within the time constraints of the Government Paperwork Elimination Act.  WebCAAF, NFC and AMS all performed independent evaluations of public and private sources before initiating each of the initiatives.

Passage of the Freedom to E-File Act required USDA’s Service Center Agencies to provide electronic alternatives to traditional information collection and dissemination process by June 2002 fro their agricultural producer customers.  The Service Center Agencies performed a market analysis to determine the most capable provider of authentication services for the online transactions.  Netegrity was selected from among the other authentication products.  WebCAAF is an existing Netegrity security architecture at USDA that is an integrated component of the President’s authentication initiative.  It may be replaced at some future date when industry adopts credentialing and authentication standards.

In 1996, based on a USDA requirement, NFC performed research to find a security solution to provide for encryption and authentication capability for users of TCP/IP specific applications.  This requirement was documented in several inter-agency agreements between the NFC and its customers to support the NFC’s administrative services.  During the fourth quarter of FY’96, NFC began a study to evaluate several COTS products that would provide encryption and authentication.

A market search was conducted which identified four possible solutions; TimeStep, AT&T, Nortel Entrust and Cylink’s Encryption/Digital Signature solutions.  It was determined that TimeStep and Cylink’s Encryption/Digital Signature solutions did not provide the Certification Authority Infrastructure required.  Both AT&T and Nortel Entrust submitted proposals to perform prototype installations at the NFC.  After the prototypes were completed, it was determined that Nortel Entrust was the only solution that satisfied all basic requirements.  Specifically, the AT&T product did not offer a Certification Authority Infrastructure and the x.500 Directory Service required by the interoperability standards.  Nortel Entrust satisfied these requirements.  Based on this evaluation, NFC acquired the infrastructure products and implemented Certification Authority (CA) services.
AMS evaluated alternative PKI solution sources for their LMPR system, and determined that the functional system requirements could best be met through an external vendor.  The PKI requirement was outsourced to Verisign.

4. If so, explain why your agency did not select one of these alternatives.

N/A

5. Who are the customers for this investment?

Customers of this investment include Federal, State, and local government entities and employees, private industry, and the public. 

6. Who are the stakeholders of this investment?

The stakeholders of this investment include the following:

· External Federal, State and local government agencies and their business partners;

· USDA agencies that require eAuthentication for access to information and services; 

· Office of Chief Information Officer and government-wide Portfolio Managers that are positioned to influence the investment decisions through the guidance they provide to eGovernment initiative owners; and 

· Enterprise Architecture Developers responsible for building and maintaining a single operating environment for USDA.

· Business partners, including Verisign, Entrust, Netegrity, and KPMG.

7. If this is a multi-agency initiative, identify the agencies and organizations affected by this initiative.

This initiative includes all USDA agencies and organizations and will be available to all Federal, State and local government agencies and their business partners as a shared authentication service.

7. A.  
If this is a multi-agency initiative, discuss the partnering strategies you are implementing with the participating agencies and organizations.

USDA is partnering with GSA to provide authentication across the Federal government.  In addition, USDA is partnering with industry leading authentication vendors, to include Verisign, Entrust, and Netegrity.  USDA has also partnered with KPMG to provide independent PKI certification.

No portion of USDA authentication investments will be totally outsourced to outside vendors.  USDA’s business partners have teamed with the Department to embed their solutions into USDA’s final authentication products.

8. How will this investment reduce costs or improve efficiencies?

The eAuthentication initiative is a business enabler intended to facilitate Web-based access to government services while maintaining privacy, confidentiality, and identification capabilities in a secure environment.  The initiative will develop a suite of eAuthentication services for integration with existing and future agency applications. These integrated and mission aligned solutions will replace the many stove-piped systems currently providing vastly differing levels of authentication to the Agencies’ systems. 

A centrally-managed eAuthentication solution suite will enhance opportunities for cross-agency and cross-initiative integration and reduce design, implementation, and support costs. It will also ensure that USDA is compliant with Congressional policy mandates such as the Government Paperwork Elimination Act (GPEA), the Electronic Signatures in Global and National Commerce Act (E-Sign), and the Freedom to E-File Act. There are numerous tangible and intangible benefits that will result from improved processes and eliminating or replacing obsolete technologies and organizational inefficiencies associated with the previous business model and technology.  

Tangible benefits to the government for this alternative include:

· Decreased risk of unauthorized users accessing USDA systems, along with other Federal, State, local and business partner systems;

· Decreased costs for help desk support for password change, reset, or recovery transactions; 

· Improved authentication efficiency and effectiveness by leveraging industry’s best practices across USDA and other Federal, State and local agencies and their business partners; 

· Improves management of the eAuthentication solution by eliminating stove-pipe systems;

· Increased interoperability and collaboration of security-related practices and solutions;

· Increased legislative compliance by consolidating the approach to eAuthentication, which significantly reduces the paperwork and paper tracking required in the current environment, therefore contributing to the goals of GPEA;

· Improved the average user experience through Single Sign-On, which saves time, cuts redundant efforts, and increases user satisfaction; 

· Improved reuse of the Department’s sites and web-based services by increasing the user experience;

· Increased reuse of components and standard interfaces, reducing design and implementation costs; and

· Increased economies of scale through alignment and integration of eAuthentication initiatives across the Department.

9. List all other assets that interface with this asset.  Have these assets been reengineered as part of this investment?  Yes___, No _(_. 

The USDA eAuthentication solution is an authentication architecture that supports multiple different applications.  Currently, over 30 web based applications are integrated into the WebCAAF environment within USDA alone.  All new agency web-based applications will be integrated within the overarching USDA authentication architecture.  As of July 31, 2003, 567 web-based interactions will be integrated with the USDA eAuthentication WebCAAF solution to meet GPEA compliance by October 2003.  A list of currently integrated applications can be provided if needed.

Moreover, the NFCCA facility currently services over 128 Federal agencies, each of which is leveraging NFC’s strong authentication services across dozens of applications.  NFC was one of the four inaugural agencies that became cross-certified with the Federal Bridge Certificate Authority (FBCA).  This strong authentication architecture enables fluid interoperability utilizing the GSA Gateway for path validation.  The NFC PKI facility could potentially provide government-to-government authentication services across all government agencies at the Federal, State and local levels.  This capability to easily interface with NFC’s strong authentication architecture enables agencies to avoid the substantial and redundant costs of standing-up their own PKI capabilities.

I.C 
Performance Goals and Measures

	Fiscal Year
	Strategic Goal(s) Supported
	Existing Baseline
	Planned Performance Improvement Goal
	Actual Performance Improvement Results
	Planned Performance Metric
	Actual Performance Metric Results

	2003
	Help USDA Agencies better serve the customer by offering improved access to government services

Expanded Electronic Government
	0 at beginning of FY 03
	· Complete risk assessments on all Agency applications (interactions) and eGovernment Strategic Initiatives that require authentication scheduled for FY 03 integration (639)
	100 % completed by 8/22/03
	· 100% of interactions scheduled for integration in FY 03 (639)
	57 out of 639 as of 8/15/2003 - 9% completed

	2003
	Help USDA Agencies better serve the customer by offering improved access to government services

Expanded Electronic Government
	0 at beginning of FY 03
	· Integrate 639 Agency interactions with eAuthentication 
	100 % completed by 10/17/2003
	· 100% of interactions schedule for integration in FY 03 (639)
	0% completed as of 8/15/2003

	2003
	Meet GPEA legislation
	12% at beginning of FY 03
	· Complete on line implementation for 736 interactions by GPEA deadline of 10/17/2003
	35% overall GPEA compliance
	· If all 736 interactions are implemented online by 10/17/2003, USDA will meet its 35% GPEA compliance commitment
	0% completed as of 8/15/2003

	2003
	Help USDA Agencies better serve the customer by offering improved access to government services

Expanded Electronic Government
	52% at beginning of FY 03
	· Increase employees enrolled in eAuthentication solutions.
	13% employees enrolled
	· Number of employees enrolled in eAuthentication from 52,000 to 65,000
	52% as of 8/15/2003 

	2003
	Help USDA Agencies better serve the customer by offering improved access to government services

Expanded Electronic Government
	5,000 users enrolled at beginning of FY 03
	· Increase users enrolled in eAuthenticaiton 
	200% increase in users enrolled
	· Number of user enrolled in eAuthentication from 5,000 to 10,000
	5,000 as of 8/15/2003 

	2004
	Meet GPEA legislation
	35% at beginning of FY 04
	· Increase GPEA compliance by 25%
	60% overall GPEA compliance
	· Integration of interactions to reach 60% GPEA compliance
	TBD

	2004
	Help USDA Agencies better serve the customer by offering improved access to government services

Expanded Electronic Government
	65% at beginning of FY 04
	· Increase employees enrolled in eAuthentication solutions.
	13% employees enrolled
	· Number of employees enrolled in eAuthentication from 65,000 to 78,000
	TBD

	2004
	Help USDA Agencies better serve the customer by offering improved access to government services

Expanded Electronic Government
	10,000 users enrolled at beginning of FY 04
	· Increase users enrolled in eAuthenticaiton 
	200% increase in users enrolled
	· Number of user enrolled in eAuthentication from 10,000 to 20,000
	TBD


	2005 - 2007
	Help USDA Agencies better serve the customer by offering improved access to government services

Provide a suite of products and services for Agencies to use across the Enterprise.
	Baselining for all goals and metrics will be established in FY2005
	· Users will have access to multiple applications via single password entry

· Provide expert solutions for authentication to promote digital signature and identification in eGovernment solutions

· Implement authentication solution for all eGovernment strategic initiatives 

· Logon access is fast, easy, consistent, and reliable for application users

· Provide common authentication solutions and the potential for single-sign on
	N/A
	· # of systems that users can access with one password

· 98% AO confidence in user identities

· 100% of AO interactions would comply with security/privacy – related government mandates and industry standards.

· 100% compliant with Federal security and privacy laws

· Significant increase (8 on a scale of 1-10) in public trust

· 24x7 log-on availability

· # of users able to successfully access eGovernment services, % of log-on attempts that are errors, # of calls to help center for password resets, sign-in time. 

· 100% ability to evolve in accordance with new technology
	N/A


I.D 
Project Management (Investment Management) [All Assets]

The eAuthentication initiative will be managed through the USDA eGovernment Program Management Office (PMO).  Project Management functions will be performed by certified Project Managers.  The PMO and Project Managers will utilize an Earned Value Management System (EVMS) that is fully compliant with ANSI/EIA Standard 748 at Level 2 at the eAuthentication program/project level.  This system consists of the formal activities, methods, tools and practices that are used to develop and maintain an earned value baseline.  This baseline is used to measure project performance, produce performance variance reports, predict program outcomes, and revise baselines when justified and formally approved by management.

	1.  Is there a project (investment) manager assigned to the investment? If so, what is his/her name?                                               

WebCAAF Facility - Unangst, Owen  (NRCS)

NFCCA Initiative – Speed, Randy (NFC)

LMPR PKI – Alexander, Jerry (AMS)
	Yes
	(
	No
	__

	
	
	
	
	

	1. A.  Identify the members, roles, qualifications, and contact information of the in-house and contract project (investment) managers for this project (investment).

· Owen Unangst

Project Manager eAuthentication Initiative, Deputy Chief for eGovernment NRCS, ounangst@itc.nrcs.usda.gov, 970-295-5538

· Randy Speed

United States Department of Agriculture, Office of the Chief  Financial Officer, National Finance Center, Randy.speed@usda.gov, 504-255-4934

· Jerry Alexander

LMPR Project Manager, Agricultural Marketing Service, Jerry.alexander@usda.gov, 703-720-1050

Owen Unganst - eAuthentication Project Manager - USDA eAuthentication Project (6/03 - current); currently leading the project to implement common authentication and authorization for all eGovernment services in USDA.  Also serving as Associate CIO for the USDA, Natural Resources Conservation Service (NRCS).  Project Manager - Electronic Access Web Farms (6-99 - 6/03); designed, built and operated three identical web farms in St. Louis, Fort Collins and Kansas City.  During this timeperiod, also developed WebCAAF as a single sign-on system for the USDA Service Center Agencies. Project Manager - Combined Administrative Management System - CAMS (7/96 - 6/99); designed, implemented and operated the CAMS HR system in the USDA Service Center Agencies using PeopleSoft COTS. Deputy Director - NRCS Information Technology Center (8/94 - 7/96); performed management, strategic and operational functions as Deputy Director for the ITC's 100 employees.

Project Lead - Field Office Computing System - (10/85 - 8/94); designed,

implemented and operated the software system for the 3500 NRCS Field

Offices.
NRCS Conservationist - (6/75 - 10/85); performed resource conservation consulting for agricultural clients of NRCS.

Awards: USDA Superior Service Award (1982)for implementing creative

conservation measures on Maryland farms; USDA Superior Service Award

(1998) for implementing a common HR system among the Service Center Agencies.
Education: BS - Forest Science - Penn State University (1975); 15 Graduate Hours in Management and Business - Colorado State University (1995 - 2000); 24+ Undergraduate and graduate hours in Computer Science (1980 - 2003).
	
	
	
	

	2.  Is there a contracting officer assigned to the project (investment)?  If so, what is his/her name?

USDA – Fortune, Shirley

NFC – Phillips, Diedre

AMS – Veres, Barbara
	Yes
	(
	No
	__

	3.  Is there an Integrated Project Team?  

3. A.  If so, list the skill set represented.

This investment is comprised of individuals from USDA agencies and represents a multi-disciplined skill set. The project team includes experts in security, PKI, telecommunications, project management, and budget/finance and information technology.

An integrated cross-agency Integrated Project Team (IPT) was formed with the following members:

· Steve Timchak, GSA Office of Service Development – skill set: GSA Gateway and Federal Bridge, information technology specialist.

· Kelvin Fairfax, USDA Office of the Chief Information Officer – skill set: cyber security specialist.

· Jan Lilja, USDA Office of the Secretary – skill set: networking requirements specialist.

· Owen Unangst, Deputy Chief for eGovernment NRCS – skill set: project management and budget/finance expertise.

· Jerry Alexander, AMS Office of the Chief – skill set: project management and LMPR system expertise.

· Randy Speed, NFC Office of the Chief Financial Officer – Project manager for NFCCA, skill set: project management, information technology specialist.

· Theresa Trentacoste, NFC Office of the Chief Information Officer, NFCCA Supervisory Program Analyst – skill set: information technology specialist, marketing coordinator, member of Federal  PKI Steering Committee legal Working Group.

· Kathy Sharp, NFC Office of Information Systems Security – skill set: information security specialist, PKI systems specialist.

· Mark Liegey, NFC Office of the CIO, Program Analyst – skill set: information systems specialist, Agency liaison for USDA with the eGovernment eAuthentication initiative.

The Project Managers are fully certified, and will be closely managed through a centralized eGovernment PMO Office.  Project management proven EVM practices and tools will be utilized during the project lifecycle.


	Yes
	(
	No
	__

	4.  Is there a sponsor/owner for this investment?

4. A. If so, identify the sponsor/process owner by name and title and provide contact information.

Scott Charbo 

United States Department of Agriculture

Chief Information Officer

soctt.charbo@usda.gov
202-720-8833


	Yes
	(
	No
	__


I.E
Alternatives Analysis [All Assets]

In order for IT investments to successfully address support of the President’s Management Agenda and justification of the investment, the investment should be collaborative and include industry, multiple agencies, State, local, or tribal governments, use e-business technologies and be governed by citizen needs. If the investment is a steady State investment, then an eGovernment strategy review is underway and includes all the necessary elements. If appropriate, this investment is fully aligned with one or more of the President's eGovernment initiatives.

1. Describe the alternative solutions you considered for accomplishing the agency strategic goals or for closing the performance gap that this investment was expected to address. Describe the results of the feasibility/performance/benefits analysis.  Provide comparisons of the returns (financial and other) for each alternative. 

The USDA eAuthentication initiative evaluated several approaches to solving the problem of a centralized suite of authentication services at USDA.  As part of USDA’s partnership with the Government Services Administration (GSA) to deliver a Federal Gateway for authentication, industry proven eAuthentication practices were evaluated as part of the alternatives development process.  These leading practices were evaluated based upon industry publications, market research, past experience with similar work, and knowledge capital leveraged from contractor team members.  In addition, the practical experience of NFC’s authentication facility was leveraged during the alternatives analysis. NFC was one of the 4 inaugural agencies that was cross-certified by the Federal Bridge Certificate Authority (FBCA), and has been providing leading-edge government-to-government authentication services to over 128 Federal and State agencies, beginning in 1996.

	Alternative
	Description

	Alternative 1
	Status Quo Approach: Agencies will develop systems on an Agency-by-Agency basis. Users of the system will authenticate separately within each Agency, and will require differing authentication and authorization credentials for most applications.

	Alternative 2
	Combination Alternative Approach: Combining elements of Agency-based authentication along side the existing Service Center Agency centralized authentication solution. This is a partially consolidated approach for electronic authentication and authorization solutions at USDA, in that Agencies would be able to build authentication solutions where special business needs must be addressed.  

	Alternative 3
	Managed eAuthentication Approach: Under Alternative Three, USDA will use an enterprise approach, in which its Agencies share a common suite of electronic authentication solutions.  This approach leverages the expansion of an existing authentication environment at USDA. 


1. A.
Discuss the market research that was done to identify innovative solutions for this investment (e.g., used an RFI to obtain 4 different solutions to evaluate, held open meetings with contractors to discuss investment scope, etc.).  Also describe what data was used to make estimates:  past or current contract prices for similar work, contractor provided estimates from RFIs or meetings, general market publications, etc.

Hundreds of Federal services are available to Americans electronically, but many require some form of identity verification before an agency-to-agency, agency-to-citizen, or agency-to-business transaction can take place. It takes an estimated 3 to 5 years for Federal agencies to develop electronic identity authentication systems. Duplicative agency efforts to create such systems, which do not communicate with each other, are a substantial cost burden for the government. Moreover, the public is burdened by having to complete a separate registration process (e.g., user name, password, or other electronic credential) for each agency with which they want to conduct on-line transactions.

Industry best practices and industry leading solutions were reviewed to determine the best approach for moving forward with authentication at USDA.  All agencies were able to provide input into the solutions.  Costing models were created by soliciting information from industry leading security vendors.  The costing models for the initial creation of the environment were also heavily leveraged.  The select level business case was finalized and presented to the USDA Executive Information Technology Review Board in July and was approved to move into the control phase. 

The USDA eAuthentication initiative will provide a centralized, integrated suite of authentication services across USDA Agencies.  The solutions suite will satisfy the individual functional needs and requirements of each Agency, depending upon the necessary business model to deliver services government-to-government, government-to-business, and government-to-citizen. The eAuthentication initiative will also provide the trusted and secure infrastructure – or gateway – to support the 24 government-wide e-Government initiatives, eliminating the need for each initiative to develop a redundant solution for the verification of identity and electronic signatures. The development of a gateway will allow citizens and businesses to conduct transactions with the government through a single sign-on and will provide a uniform process for establishing electronic identity.

Common solutions, addressing how identity is established electronically, authentication security, privacy, and electronic signing capabilities, which are an appropriate match to the level of risk and agency business needs, will be shared across the USDA eGovernment initiatives. Along with the launch of an interim GSA eAuthentication Gateway in September 2002, successful implementation of eAuthentication will produce numerous benefits for the public and the Federal government. Citizens and businesses will have a secure, easy-to-use and consistent method of proving identity to the government and will be spared the burden of having to keep track of multiple sets of registration information. Federal, State and local agencies will be able to reduce authentication system development and acquisition costs and reallocate labor resources previously used to develop such systems.

2. Summarize the results of your life-cycle cost analysis performed for each investment and the underlying assumptions.

	Cost Elements 
	Alternative 1
	Alternative 2
	Alternative 3

	Project Initiation
	$480,000 
	$190,621 
	$750,000

	Project Management
	$8,320,000 
	$2,066,065 
	$2,850,001

	Data Requirements Definition
	$3,840,000 
	$4,587,708 
	$1,189,010

	Data Design
	$0 
	$7,063,982 
	$764,364

	Hosted Services – Revising
	$12,494,000 
	$0 
	$0

	Hosted Services – ACES
	$5,200,000 
	$0 
	$0

	WAC Solution
	$3,757,000 
	$0 
	$0

	Software Acquisition
	$0 
	$9,142,853 
	$8,708,362

	Hardware/Infrastructure Acquisition
	$0 
	$10,151,804 
	$1,396,069

	System Build, Integrate & Test
	$5,760,000 
	$3,265,593 
	$4,480,646

	Rollout
	$0 
	$4,418,938 
	$4,555,793

	System Operations
	$0 
	$1,227,600 
	$8,656,564

	Adaptive and Corrective Maintenance
	$0 
	$9,325,751 
	$5,838,797

	Telecom Costs
	$0 
	$1,543,227 
	$509,576

	Security Costs
	$7,666,000 
	$1,543,227 
	$1,029,064

	Risk Costs
	$0 
	$756,020 
	$710,000

	Total 
	$47,517,000 
	$55,283,389 
	$41,438,245 


3.
Which alternative was chosen and why?   Define the Return on Investment (ROI).

The Managed eAuthentication Approach is the preferred alternative, as it will allow for significant cost savings through reusable resources, where requirements are consistent across a broad range of applications.   This alternative will provide an authentication mechanism for systems that currently do not have one and will leverage the existing solution at USDA. 

The recommended approach, managed authentication, is a collaborative approach, in which all USDA Agencies share a common suite of electronic authentication solutions.  This solution offers economies of scale and increased cost savings.  If there is a consolidated approach to electronic authentication solutions, resources can be obtained on a Department-wide basis at reduced cost.  It also allows for re-usability of resources as new applications are developed.  This approach also helps to avoid any extra costs caused by incompatibilities among individually chosen solutions that must later interface with each other.  

ROI is the NPV divided by total discounted costs and equals 2.08 for the USDA eAuthentication initiative. Since ROI is often cited as a percentage, multiplying by 100 converts the decimal rate to 208%, meaning each dollar invested in the system recovers the initial investment and earns an additional $2.08 in returns.  The payback period for this investment is one year.

3. A.
Are there any quantitative benefits that will be achieved through this investment (e.g., systems savings, cost avoidance, stakeholder benefits, etc)?

Tangible benefits to the government for this alternative include:

· Cost savings from reducing maintenance costs;

· Cost savings and avoidance from a reduction in risk;

· Cost savings in help desk support; and 

· Productivity increase from Single Sign-on across agency applications.

3. B.
For alternative selected, provide financial summary, including Net Present Value by Year and Payback Period Calculations:

	YEAR =
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Annual Benefit (AB)
	$8,973,279 
	$22,490,589
	$29,117,870
	$33,170,377
	$35,215,547

	Annual Costs (AC)
	$6,365,823
	$7,746,222
	$9,869,108
	$8,586,944
	$8,870,148 

	Discount Factor (DF)
	1.0
	0.9728
	0.9463
	0.9205
	0.8954

	Discounted Benefit (DB) ABxDF
	$8,973,279
	$21,878,005
	$27,553,284
	$30,533,111
	$31,532,760

	Discounted Cost (DC) ACxDF
	$6,365,823 
	$7,535,235
	$9,338,813
	$7,904,225
	$7,942,522

	Discounted Net (DN) DB-DC
	$2,607,456
	$14,342,769
	$18,214,471
	$22,628,887
	$23,590,238


4.
What is the date of your cost benefit analysis?

The original was created in December 2002 with updates in March 2003 and July 2003.

I. F
Risk Inventory and Assessment [All Assets]

	#
	Date Identified
	Area of Risk
	Description
	Probability of Occurrence
	Strategy for Mitigation
	Current Status

	1. 
	3/14/2003
	Schedule
	Integration may not be completed within the allocated timeframe.
	High
	Allow for ample time to integrate the eAuthentication solution.
	In Progress, a dedicated team is working with agencies to ensure that they have support for moving forward. 

	2. 
	3/14/2003
	Initial Costs
	Cost of implementation, including investing in upgradeable equipment, may exceed estimates.
	Medium
	Ensure that system upgrading is realized in Agency budget estimates.
	In Progress, costs compared to the baseline are measured periodically and Project Managers are held to a less than 10% deviance. 

	3. 
	3/14/2003
	Lifecycle Costs
	Proper funding may not be acquired to continue moving forward with the initiative.
	Medium
	Ensure that funds have been requested and approved before moving forward with the initiative.
	In Progress, funding algorithms are being socialized with the agencies to ensure that proper funding is identified for FY ’04 and FY ’05.

	4. 
	7/31/2003
	Technical Obsolescence 
	Agency applications may depend on obsolete technologies that do not allow them to integrate with eAuthentication solution.
	Medium
	Identify a product that allows customization of components to support a wide range of technologies.
	In Progress, the technical services team is meeting with agencies to determine if there are applications that need to be modified to support the solution. 

	5. 
	3/14/2003
	Feasibility 
	No uniform access control method to monitor the global IT infrastructure.
	Low
	The eAuthentication solution will provide for uniform access control.
	In Progress, the implementation team has begun building the new access control modules. 

	6. 
	3/14/2003
	System Reliability 
	Network configuration could expose Agencies’ systems to attack.
	Medium
	A uniform configuration/change management plan will be incorporated by all Agencies and Staff Offices.
	Scheduled for completion in FY 2004.

	7. 
	3/14/2003
	Dependencies and Interoperability
	Inconsistent platform configurations at the various Agencies and staff offices.
	High
	Attain an agreed-upon configuration baseline with all Agencies and Staff Offices.
	In Progress, the technical services team is working with agencies to determine a configuration baseline. 

	8. 
	3/14/2003
	Surety (Asset Protection) Considerations


	Sensitive information, proprietary business information could be inappropriately disclosed or browsed.


	High


	Mechanisms are put in place with to ensure that data is protected commensurate to its classification (i.e., sensitive, sensitive but unclassified).
	In Progress, applications are being recommended for C&A after they are integrated with the solution. 

	9. 
	7/31/2003
	Monopolistic
	All solution components may be sourced from a single service provider. 
	Medium
	Identify the supplier’s financial strengths and profit motive. 
	Completed, Netegrity was interviewed and controls put in place as part of the hardware and software contract. 

	10. 
	7/31/2003
	Agency Capability
	USDA is unable to find appropriate talent to design, build and implement the solution.
	Low
	Identify contractors that have the capability to design, build and implement the solution. Also identify contractors with capabilities to USDA resources.
	In Progress, Agencies are in the process of creating and issuing task orders for the integration tasks. 

	11. 
	3/14/2003
	Investment Failure
	Infrastructure may be insufficient to meet technical requirements.
	Medium
	Upgrade information systems, technologies so that they may meet the baseline technical requirements.
	In Progress, as part of the implementation phase, the technical infrastructure will be constructed to meet baseline requirements. 

	12. 
	3/14/2003
	Organization and Change Management
	Implementation procedures need to ensure that only authorized software and hardware are used.
	Medium

	Incorporate a Configuration/Change Management (CM) plan, which explicitly lists approved hardware/software.
	Scheduled for completion in FY 2004.

	13. 
	3/14/2003
	Business
	Business continuity may not be adequately supported to ensure continuation of system operations in the event of a catastrophic event.
	Medium
	Create a contingency plan or continuity of operations plan (COOP), which addresses business continuity in the event of a catastrophe.


	Scheduled for completion in FY 2004.

	14. 
	3/14/2003
	Data/ Information
	Sensitivity of data may not be properly identified.


	High
	All data will be given a classification.


	In Progress, the technical services team is working with agencies to determine data types via the Integrated Reporting Tool. 

	15. 
	3/14/2003
	Technology
	Agencies fail to implement current software patches on applications.


	Low


	A uniform configuration/change management plan will be incorporated by all Agencies and Staff Offices.
	Scheduled for completion in FY 2004.



	16. 
	3/14/2003
	Strategic
	Record retention may not be addressed or may not meet legal/regulatory requirements.
	Medium
	Create a process or standard operating procedure, which ensures that all records are maintained in accordance with laws, policies, and regulations.


	Scheduled for completion in FY 2004.

	17. 
	3/14/2003
	Security
	Frauds such as identity theft, which may occur by the compromise of user (s) token.

	High

	Ensure appropriate security controls have been tested and implemented.

	In Progress, applications are being recommended for C&A after they are integrated with the solution. 

	18. 
	3/14/2003
	Privacy
	Organizations may fail to comply with privacy policies/laws.
	Medium
	Familiarize Organizations with all eAuthentication laws/policies and the consequences of not complying with said laws/policies.
	In Progress, the technical services team is educating agencies of the laws and policies in the pre-design meetings.

	19. 
	3/14/2003
	Project Resources
	Limitations of resources (Contractors and Government personnel).
	Medium
	Financial resources are available for both Contractor and Government personnel.
	In Progress, funding algorithms are being socialized with the agencies to ensure that proper funding is identified for FY ’04 and FY ’05.


1.
What is the date of your risk management plan?  

The risk management plan was finalized in March 2003.

I.G
Acquisition Strategy

In order to adequately address this area of the business case and capital asset plan you must employ a strong acquisition strategy that mitigates risk to the Federal government, accommodate Section 508 as needed, and use performance based contracts and (SOWs). If you are not using performance based fixed price contracts, your acquisition strategy should clearly define the risks that prompted the use of other than performance based contracts and SOWs. Finally, your implementation of the Acquisition Strategy must be clearly defined.

1.
Will you use a single contract or several contracts to accomplish this investment?

The WebCAAF expansion and NFC GetAccess implementation are the only parts of the USDA eAuthentication solution still under construction, while the other parts of the initiatives are under long term contracts for completion. For the WebCAAF expansion part of the initiative, USDA will seek to work with a world-class business partner.  USDA will hire one or multiple business partners to assist in the implementation of this initiative; however, multiple contract vehicles will be used depending on the type of work being completed for the Department.  These contract vehicles will ensure that the Department is always receiving the highest level of service and value.

NFC competitively purchased and established their Certification Authority (CA) infrastructure using Entrust products.  Entrust Digital Signature Certificates are embedded into the existing production applications.  The current NFC contract for Entrust certificates is through the GSA Federal Supply Schedule (FSS).

AMS also competitively purchased their PKI capability using Verisign products.  User identification and password issuance and maintenance services were outsourced to Verisign as a cost effective alternative to development of these capabilities in house.  The LMPR system uses Verisign authentication embedded into the production application.

1. A.
What is the type of contract/task order if a single contract is used?

N/A

1B.
If multiple contract/task orders will be used discuss the type, how they relate to each other to reach the investment outcomes, and how much each contributes to the achievement of the investment cost, schedule and performance goals.   Also discuss the contract/task order solicitation or contract provisions that allow the contractor to provide innovative, transformational solutions.

Multiple contracts will be used to accomplish this project.  Using separate contracts for each of the components (or for a combination of components, when appropriate) will allow USDA to gain the expertise of experts in the various disciplines necessary to successfully implement each of the components and will enable simpler (and possibly more detailed) results measurement and, as a result, compliance with requirements and performance goals. 

All of the eAuthentication initiative contracts will be competitively awarded using USDA requirements and the Federal Acquisition Regulations (FAR) for vendor and contractor evaluation and selection guidance.  The primary vehicles will be the multi-use contracts available through the Federal Technology Service.  These contracts are related to each other in that the Federal Technology Service at GSA manages them all and they support each other’s programs.  Hardware components and software tools and licenses will be purchased using standard delivery orders placed with at least three bidders on the GSA Federal Supply Schedule, utilizing open market competition, or via a Departmental or Government-wide Acquisition Contract (GWAC) in which prices have been pre-competed.  

2.
For other than firm-fixed price, performance-based contracts, define the risk not sufficiently mitigated in the risk mitigation plan, for that contract/task order, that requires the Government to assume the risk of contract achievement of cost, schedule and performance goals. Explain the amount of risk the government will assume.

Contractual risks may include, but are not limited to: contract protests, copyright infringements, non-disclosure, labor laws and license agreements (costs, schedules and performance goals). All of these contractual risks have been defined, evaluated for probability and costs. A risk mitigation strategy has been identified for each of these risks.  The risk mitigation strategy is available as part of the complete eAuthentication business case.

3.
Will you use financial incentives to motivate contractor performance (e.g. incentive fee, award fee, etc.)?

Performance-based contracts will be used wherever possible. This mechanism ensures quality and consistency in contractor performance for services. Performance-based invoicing, complementary to service-level agreements, ensures consistency and quality in service delivery. These contracts imply accountability of the government as well as the contractor. Invoices are priced in direct relation to contractor performance. Execution is entrusted to the contractor and verified by a USDA contracting representative.

4.
Discuss the competition process used for each contract/task order, including the use of RFP’s, schedules or other multiple agency contracts, etc?

Competition will be used to select suppliers.  This will ensure that services will be competed for best value and for best price.  In order to limit the amount of time and effort that is required for acquiring solutions and services, USDA will leverage GSA contractual vehicles wherever possible.

Statement of work (SOW) will be created for many pieces of the work.  The SOW will contain specific deliverables, scheduled delivery dates, and minimum acceptable performance and module integration requirements to ensure that cost, schedule and performance goals are achieved.  Provisions will be made such that awardees will be required to accept system responsibility to engineer, furnish, and install the system components within the scope of issued delivery orders.  Project areas will conduct biweekly performance/production meetings to monitor overall performance.  In addition, contractor performance will be evaluated on a quarterly basis and corrective action will be taken, if required, to ensure adherence to contract cost, schedule, and performance goals.

5. Will you use commercially available or COTS products for this investment?

The USDA eAuthentication solution set is founded on a combination of COTS / Government Off the Shelf (GOTS) and modified COTS / GOTS.  As much as possible, all products acquired under this initiative will be COTS.  Some exception to this may be required in integrating legacy system applications to the Web-based environment to provide desired functionality.

An acquisition strategy has been designed to manage the procurement risk associated with developing and implementing the eAuthentication solution set.  This strategy is based on four key criteria:

· Avoid or limit the amount of development work required;

· Make effective use of competition and financial incentives;

· Use a performance-based management system to ensure that cost, schedule, and performance goals are achieved; and
· Make use of viable, known and reliable Commercial Off the Shelf (COTS) solutions.
5. A
To what extent will these items be modified to meet the unique requirements of this investment?

WebCAAF combines commercial, off-the-shelf software, a customized registration application, and interactions with Web-based applications.  A central feature of this architecture is an access management solution that provides users with authenticated access and single sign-on to serve as an interface for the transfer of user data to web farm applications.  The heart of this single sign-on solution is access management software, called SiteMinder, which can authenticate users based on an initial user name and password certificate credential.  SiteMinder was selected because it met all of the required functionality, with minimal modification and customization requirements for USDA.

The NFCCA facility conducted a prototype development effort with Nortel Entrust.  After this prototype was completed, it was determined that Nortel Entrust was the only solution that satisfied all basic requirements without significant modification and customization.  The COTS Entrust solution was implemented, and Entrust Digital Signature Certificates were embedded into NFC production applications.

The AMS LMPR solution utilizes COTS software provided by Verisign.  The PKI services that were embedded into the LMPR were directly outsourced to Verisign, requiring no modification or customization for the PKI software components.

5. B
What prevented the use of COTS without modification?

Customization of WebCAAF was required to meet the unique registration needs of USDA and to interoperate with various applications across USDA Agencies.  The NFCCA and LMPR systems required no significant modification or customization.

6. What is the date of your acquisition plan?

The acquisition plan was finalized in March 2003.

7.
How will you ensure Section 508 compliance?

USDA is currently in the process of creating Web presence standards and tools for all USDA Agencies to use as part of the eDeployment eGovernment initiative.  Usability, including Section 508 compliance, will be incorporated into the Web presence standards so that all Web-based applications will be compliant.  

USDA will ensure the eAuthentication solution provides ready access to information and services in accordance with Section 508 of the Americans with Disabilities Act.  A reasonable accommodation process will be created and adjusted to handle requests and address complaints related to technology.  The eAuthentication solution will be tested for compliance, and vendors will certify product(s) as compliant.

8.
Acquisition Costs:

8. A.
For budget year, what percentage of the total investment is for hardware acquisition?

Hardware acquisition will comprise 1.31% of the total investment for FY 2005.

8. B.
For budget year, what percentage of the total investment is for software acquisition? 

Software acquisition will comprise 34.96% of the total investment for FY 2005.

8. C.
For budget year, what percentage of the total investment is for services acquisition?

Services acquisition will comprise 58.46% of the total investment for FY 2005. Please note that Services does not include Telecommunication, Security or Risks Costs.  

I.H
Project (Investment) and Funding Plan

USDA uses an Earned Value Management System (EVMS) that is fully compliant with ANSI/EIA Standard 748 at Level 2 at the eAuthentication program/project level.  This system consists of the formal activities, methods, tools and practices that are used to develop and maintain an earned value baseline.  This baseline is used to measure project performance, produce performance variance reports, predict program outcomes, and revise baselines when justified and formally approved by management.  

I.H.1.  
Description of performance-based management system (PBMS):

Describe the process you used to verify that the contractor's project management system follows the ANSI/EIA Standard 748-A. If the project is operational (steady state), define the operational analysis system that will be used. If this is a mixed life-cycle project with both operational and development/modernization/enhancement (DME) system improvement aspects, EVMS must be used on the system improvement aspects of the contract and operational analysis on the operations aspects. Using information consistent with the work breakdown structure (WBS), provide the information requested in all parts of this section.

In meeting the ANSI/EIA 748 standard, USDA has implemented the following activities as part of the Control Phase for eAuthentication:

1) 
Organizational Process Area - A Work Breakdown Structure (WBS) is used to realize the value assigned to specific project work teams.  The eAuthentication WBS breaks the project down into meaningful, manageable portions, and formally assigns WBS element management to project managers at the lowest level of task breakdown.  The WBS is time-phased, with specific budget allocations in dollars mapped to activity performance and milestone achievement over time.  A formal process exists for making and mapping any change to project budget or schedule.

A formal training on Earned Value Management does not exist; however, one-on-one mentoring occurs as a form of on-the-job training, which meets Level 2 certification requirements.  A standard WBS tool is used to precisely track time and resource expenditures, and to map them to specific project tasks and milestones.  Automated tool usage is fully ANSI compliant.

2)   Planning Process Area – A time-phased budget is established and maintained throughout the eAuthentication project lifecycle.  All project tasks are assigned a budget to the lowest level of project decomposition.  The sum of the budgets for the lower level equals the budget for the entire project, and budgets are also allocated for planned future work.  As future work tasks become near-term, a time-phased budget is precisely assigned and managed.

3)   Accounting Process Area – Costs are recorded using an automated tool that are consistent with the budget.  All cost information is consistently linked to the primary unit of measure for work performed, which is labor hours by task.  All costs are recorded at the level of project planning, for both actual work performed and future planning estimates.

4)   Analysis Process Area – At the close of each reporting period, both cost and schedule variances are precisely calculated using an automated tool.  These variances are reported all project and task leaders, as required by the project plan.  If necessary, a root cause analysis is conducted to determine the origin and primary/secondary causes of any discovered cost variance.  Required actions to correct the variance are identified and used to modify future activities as part of a formal variance feedback process.

5)   Revisions Process Area – A formal revision policy and process exists to control and monitor any changes to project activities, tasks, milestones, communications, or deliverables.  Changes to the baseline that may impact scope, budget, or scheduled completion dates are tightly controlled.  A formal change management approval process is used, along with appropriate documentation and change histories.  An approval chain exists within the project management hierarchy that requires formal sign-off and approval at multiple levels of management.

I.H.2.  
Original baseline (OMB-approved at investment outset):

The planned baseline activities for FY04 spanned activities from project management and requirements definition through system build, integration, testing, and rollout for WebCAAF.  The NFCCA and AMS LMPR systems were already in production for FY04.  All three systems are now in full production with ongoing operations, maintenance and sustainment activities.  The planned cost baseline for FY04 planned activities was $7,746,222.

	Cost and Schedule Goals:  Original Baseline for a Phase/Segment/Module of Project (Investment)

	Description of Milestone
	Schedule
	Planned Cost
	Funding Agency

	
	Start Date
	End Date
	Duration (in days)
	
	

	
	
	
	
	
	

	1. Pre-Implementation Planning
	FY03
	FY03
	11
	$68,750
	USDA

(UII 005-03-02-00-01-1070-00)

NFC

(UII 005-03-01-81-02-0000-00)

AMS

(UII 005-45-01-61-01-1020-00)

	2. Overall Project Planning
	FY03
	FY03
	18
	$114,583
	

	3. Solution Design
	FY03
	FY03
	44
	$784,000
	

	4. Build & Test
	FY03
	FY03
	73
	$2,852,000
	

	5. Agency Integration
	FY03
	FY03
	110
	$1,985,687
	

	6. Installation
	FY03
	FY03
	66
	$539,803
	

	7. Installation Validation
	FY03
	FY03
	44
	$21,000
	

	8. Project Management
	FY04
	FY04
	31
	$666,667
	

	9. Integration
	FY04
	FY04
	139
	$2,958,076
	

	10. Build & Test
	FY04
	FY04
	79
	$1,685,000
	

	11. Operations
	FY04
	FY04
	108
	$2,286,479
	

	12. Risk Assessment / Validation
	FY04
	FY04
	7
	$150,000
	

	13. Project Management
	FY05
	FY05
	25
	$666,667
	

	14. Integration
	FY05
	FY05
	94
	$2,532,400
	

	15. Maintenance
	FY05
	FY05
	147
	$3,977,000
	

	16. Operations
	FY05
	FY05
	94
	$2,543,041
	

	17. Security
	FY05
	FY05
	6
	$150,000
	

	18. Project Management
	FY06
	FY06
	28
	$666,667
	

	19. Integration
	FY06
	FY06
	118
	$2,773,696
	

	20. Maintenance
	FY06
	FY06
	101
	$2,374,988
	

	21. Operations
	FY06
	FY06
	107
	$2,511,593
	

	22. Security
	FY06
	FY06
	11
	$260,000
	

	23. Project Management
	FY07
	FY07
	27
	$666,667
	

	24. Integration
	FY07
	FY07
	119
	$2,884,644
	

	25. Maintenance
	FY07
	FY07
	111
	$2,706,629
	

	26. Operations
	FY07
	FY07
	101
	$2,462,208
	

	27. Security
	FY07
	FY07
	6
	$150,000
	

	Completion date: September 2007.
	Total cost estimate at completion: $41,438,245


I.H.3.  
Proposed baseline/current baseline (applicable only if OMB-approved the changes):

	Cost and Schedule Goals:  

Proposed _________or Current (OMB Approved)_________Baseline for a Phase/Segment/Module of Project (Investment)

	Description of Milestone
	Schedule
	Planned Cost
	Funding Agency

	
	Start Date
	End Date
	Duration (in days)
	
	

	
	
	
	
	
	

	N/A.
	N/A.
	N/A.
	N/A.
	N/A.
	N/A.

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Completion date:
	Total cost estimate at completion: 


I.H.4 
Actual performance and variance from OMB-approved baseline (original or current):

Total planned costs for the FY04 project baseline were $7,746,222.  These costs reflected planning, development, rollout and sustainment activities.  The variance between planned and actual costs was 0%, as all milestones and cost schedule targets were met on time and on budget.

	Comparison of OMB Approved Baseline and Actual Outcome for

Phase/Segment/Module of a Project (Investment)

	
	OMB-approved Baseline
	Actual Outcome

	Description of Milestone
	Schedule
	Planned Cost
	Funding Agency
	Schedule
	Percent Complete
	Actual Cost

	
	Start Date
	End Date
	Duration (in days)
	
	
	Start Date
	End Date
	
	

	Project Management
	FY04
	FY04
	31
	$666,667
	USDA

NFC

AMS
	FY04
	FY04
	100%
	$666,667

	Integration
	FY04
	FY04
	139
	$2,958,076
	
	FY04
	FY04
	100%
	$2,958,076

	Build & Test
	FY04
	FY04
	79
	$1,685,000
	
	FY04
	FY04
	100%
	$1,685,000

	Operations
	FY04
	FY04
	108
	$2,286,479
	
	FY04
	FY04
	100%
	$2,286,479

	Risk Assessment / Validation
	FY04
	FY04
	7
	$150,000
	
	FY04
	FY04
	100%
	$150,000

	Completion date: OMB Approved baseline: September 2004.
	Estimated completion date: September 2007.

	Total Cost: OMB Approved baseline:  $7,746,222.
	Estimate at completion:  $41,438,245.


B.
Provide the following investment summary information from your EVMS software:

B.1.
Show the budgeted (planned) cost of work scheduled (BCWS): $7,746,222.

B.2.
Show budgeted (planned) cost of work actually performed (BCWP): $7,746,222.

B.3.
Show the actual cost of work performed (ACWP): $7,746,222.

B.4.
Provide a performance curve graph plotting BCWS, BCWP and ACWP on a monthly basis from inception of this phase or segment/module through the latest report. In addition, plot the ACWP curve to the estimated cost at completion (EAC) value, and provide the following EVMS variance analysis.

While USDA now uses EVM Level 2 compliant software and processes to track earned value of investments, these mechanisms were not in place in the early project lifecycle of eAuthentication investments.  Accurate historical data is not available to properly track past variance between planned, scheduled and actual expenditures.  However, these calculations will be completed in future 300 submissions as the new EVM processes and tools are embedded into the system development lifecycles.  EVM compliant tools are being used for the development portion of these investments.

	Project (Investment) Summary (Cumulative) 
	Value

	Cost Variance = (BCWP-ACWP) =
	0

	Cost Variance % = (CV/BCWP) x 100% =
	0%

	Cost Performance Index (CPI) = (BCWP/ACWP) =
	0

	Schedule Variance = (BCWP-BCWS) =
	0

	Schedule Variance % = (SV/BCWS) x 100% =
	0%

	Schedule Performance Index (SPI) = (BCWP/BCWS) =
	0

	Two independent Estimates at Completion (EAC) = ACWPcum + (Performance Factor (PF) X (BAC minus BCWPcum)), where PF 1 = 1/CPI, and PF 2 = 1/(CPI X SPI). =
	0

	Variance at Completion (VAC) = (BAC minus EAC) for both EACs above =
	0

	Variance at Completion % = (VAC/BAC) x 100% for both EACs above =
	0%

	Estimated Cost to Complete (ETC)=
	$0 for FY 2004 and

$27,326,200 for the remainder of the project

	Expected Completion Date =
	FY07


Definitions for Earned Value Management System:

ACWP – Actual Cost of Work Performed – What you paid.

BAC – Budget At Completion – The baseline (planned) budget for the investment.

BCWP – Budgeted Cost for Work Performed – The earned value.

BCWS – Budgeted Cost for Work Scheduled – The planned costs.

CPI – Cost Performance Index – The ratio of the budgeted to actual cost of work performed.

CV – Cost Variance – The difference between planned and actual cost of work performed.

EAC – Estimate At Completion – The latest estimated cost at completion.

ETC – Estimate to Completion – Funds needed to complete the investment.

PF – Performance Factor – The cost to earn a dollar of value, or ACWP/BCWP, or 1/CPI.

SPI – Schedule Performance Index – The percent of the investment that has been completed.

SV – Schedule Variance – The variance between the actual and planned schedules.

VAC – Variance at Completion – The variance between the baseline and actual budget at completion.

C.  
If cost and/or schedule variance are a negative 10 percent or more at the time of this report or EAC is projected to be 10 percent or more, explain the reason(s) for the variance(s).


N/A
D.  
Provide performance variance. Explain based on work accomplished to date, whether or not you still expect to achieve your performance goals. If not, explain the reasons for the variance. For steady State projects, in addition to a discussion on whether or not the system is meeting the program objectives, discuss whether the needs of the owners and users are still being met.
N/A
E.  
For investments using EVMS, discuss the contractor, government, and at least the two EAC index formulas in I.H.4.B, current estimates at completion. Explain the differences and the IPT’s selected EAC for budgeting purposes. This paragraph is not applicable to operations/ steady State investments.

N/A
F.  
Discuss the corrective actions that will be taken to correct the variances, the risk associated with the actions, and how close the planned actions will bring the investment to the original baseline. Define proposed baseline changes, if necessary.

N/A
G.  
If the investment cost, schedule or performance variances are 10% or greater, has the Agency Head concurred in the need to continue the program at the new baseline?

Yes____ No____  
N/A
	Part II: Additional Business Case Criteria for Information Technology


II. A
Enterprise Architecture  

In order to successfully address this area of the business case and capital asset plan you must ensure that the investment is included in the agency’s EA and CPIC process, and is mapped to and supports the Federal Enterprise Architecture. You must also ensure that the business case demonstrates the relationship between the investment and the business, data, application, and technology layers of the EA.

II.A.1 
Business:

A.  
Is this investment identified in your agency's enterprise architecture?  If not, why?

The USDA eAuthentication initiative is an enterprise-wide initiative that affects the critical components within any enterprise architecture, namely the authentication subsystem.  Hence, authentication has been identified as an integral part of the USDA’s Enterprise Architecture. The USDA Enterprise Architecture is being designed to include the eAuthentication initiative from a functional and security perspective to accommodate eAuthentication.  The intent of this effort is to develop and deploy the “to be” components of USDA’s Enterprise Architecture related to authentication services.

A.1.
Will this investment be consistent with your agency’s “to be” modernization blueprint?

Yes.  The USDA eAuthentication initiative is part of the USDA Enterprise Architecture v2.2 infrastructure.  It is the security layer component of the Enterprise Architecture.

B.  
Was this investment approved through the EA Review committee at your agency?

Yes.  The USDA eAuthentication solution was reviewed by the Enterprise Architecture review committee and approved as part of the new USDA Enterprise Architecture v2.2. 

C.        What are the major process simplification/reengineering/design projects that are required as part of this IT investment?

The eAuthentication initiative will require process changes, design and reengineering at three-levels:

1)   USDA eAuthentication solution level: The selected eAuthentication alternative is based on the existing WebCAAF, NFCCA, and LMPR solutions. As part of the USDA eAuthentication solution design the following activities will be performed:

· Re-engineering of WebCAAF solution to USDA eAuthentication design specifications;

· Creation of a Centralized USDA Credential Store for WebCAAF; 

· Simplification of the existing WebCAAF User Registration Process;

· Creation of Agency Application WebCAAF integration process;

· Upgrade NFCCA PKI infrastructure (main and peripheral systems);

· Enable NFCCA end user applications to use PKI, build custom configurations;

· NFCCA billing system upgrade;

· GSA Gateway interface;

· NFCCA User Management Access Registration System (UMARS) system upgrade; and

· Network and infrastructure upgrades.

2)   Agency: The Agencies may need to re-design or modify some of their applications to be able to integrate with the USDA eAuthentication solutions. 

3)   eGovernment Initiative(s) Level: Similar to Agencies, the other eGovernment teams will need to re-design their solutions (if the solutions have not yet been designed for the integrated approach) to meet integration requirements for eAuthentication.

D.  
What are the major organization restructuring, training, and change management projects that are required?

The eAuthentication team is currently in place under the leadership and management of the USDA Associate Chief Information Officer for eGovernment in partnership with the Associate Chief Information Office for Cyber Security within OCIO. The team will require restructuring and training as the various authentication projects progress from design to implementation and maintenance phases.  The USDA eAuthentication initiative will also require Agencies to re-structure or modify their application teams by providing Agency representatives responsible for the applications that are integrated with the eAuthentication solutions.

Specific requirements are as follows:

· Creation of eAuthentication Help Desk and relevant training;

· Establishment and training for Local Registration Authority;

· End User training;

· Revamp of existing WebCAAF change management process to meet eAuthentication requirements;

· PKI End User Web-based training;

· PKI LRA Web-based training; and

· Build PKI business line organizational structure and associated processes into NFC.

E.  
In order to successfully address this area of the business case and capital asset plan you must ensure that the investment is included in the agency’s EA and CPIC process, and is mapped to and supports the Federal Enterprise Architecture. You must also ensure that the business case demonstrates the relationship between the investment and the business, data, application, and technology layers of the EA minimum you should identify the corresponding Mode of Delivery/Service for Citizen that applies in this section).

	Line of Business
	Sub-function

	Information & Technology Management
	Lifecycle/Change Management, System Development, System Maintenance, IT Infrastructure Maintenance, IT Security, Information Management


II.A.2 Data:

A.  
What types of data will be used in this investment?  Examples of data types are health data, geospatial data, natural resource data, etc.   

1)   User Data – All of the authentication projects will work with User data.  User directories will store user information such as name, phone number, address, email, role information and more. This data will be stored in separate authentication databases for WebCAAF, NFCCA, and LMPRS (e.g., Verisign). Separate registration processes will securely collect the user information for each system, which is added to the individual system databases. This user data will be verified by a Local Registration Agency service center.

User data is shared through a credentialing process via the GSA Gateway.  Once a user is registered in any of the three USDA eAuthentication systems, the credentials may be passed seamlessly across the GSA Gateway to allow authentication across all USDA systems.

2)   Security Policy Data – Security Policy Data is stored in the SiteMinder Policy Store for WebCAAF, within Entrust for NFCCA, and within Verisign for LMPR. This data will be encrypted when stored in each individual system policy store.  Once again, authorization is enabled across USDA applications via the GSA Gateway.  These policies provide security for Web applications by combining multiple types of data:

· The name of the Web application being protected;

· The types of users who should be granted access to the application;

· The access privileges that the user possesses; and

· Last 4 digits of Social Security Numbers.

B.  
Does the data needed for this investment already exist at the Federal, State, or Local level?  If so, what are your plans to gain access to that data?

Initial data for this project exists as the WebCAAF, NFCCA and LMPR User data.  As these systems are expanded to support Web applications across USDA, these directories will have to grow as well.  This means that they will have to grow in size, the User Stores in terms of total number of users and the policy stores in terms of the number of authorization rules.  They will also grow in usage (i.e. number of queries).  This data will be reconfigured for USDA eAuthentication initiatives to support all of USDA and will be expanded to create a Centralized User Credential Store via the GSA Gateway.

C.  
Are there legal reasons why this data cannot be transferred?  If so, what are they and did you address them in the barriers and risk sections above?

N/A

D.  
If this initiative processes spatial data, identify planned investments for spatial data and demonstrate how the agency ensures compliance with the Federal Geographic Data Committee standards required by OMB Circular A-16.

N/A

E.  
If this activity involves the acquisition, handling or storage of information that will be disseminated to the public or used to support information that will be disseminated to the public, explain how it will comply with your agency’s Information Quality guidelines (Section 515 requirements)? 

Information Quality reviews are being performed in conjunction with the GSA Gateway initiative to ensure that the authentication initiative is in compliance with Information Quality guidelines. Information contained within the NFCCA and LMPR systems are not disseminated to the public.

F.  
Managing business information means maintaining its authenticity, reliability, integrity, and usability and providing for its appropriate disposition. Address how the system will manage the business information (records) that it will contain throughout the information life cycle.  

The Project will follow the existing Records Management Guidelines for Records capture, metadata, retrieval disposition, integrity and storage.   

1) Records Capture:

· Enable the capture, automatically where possible, of accurate and complete records at or near the time of the administrative event (e.g., issuance of a digital certificate, certificate renewal, certificate revocation, etc.). 

· Support automatic tracking of all activities relating to the capture of records in an audit trail or event log, including identification of the individual initiating the activity and the time and date of the activity.

· Enable the population, automatically where possible, of records series title, retention period, and vital records status.

2) Record Metadata - Changes to metadata should be restricted to authorized users. The minimum attributes to be captured for each PKI-unique event (both for audit log and event data records, e.g., certificate issuance, CRL entries) to facilitate records management are:

· For Retrieval: Common Name; Certificate Number; Date of Event; and, Distinguished Name (when available).

· For Retention and Business Resumption Management: Records Series Title; Records Series Retention Period; Vital records status.

3) Records Retrieval:

· Support searching and retrieving of records based upon one or more record metadata elements (e.g., common name or retention period).

· Support the presentation and interpretation (i.e., rendering) of any retrieved record (e.g., a digital certificate composed of multiple database attributes) in a usable form. 

· Support browsing and graphical navigation of retrieved records. 

4) Records Disposition:

· Provide a means to identify the retention status of records using the Record Series and/or Retention period attributes identified above.  

· Enable time, event, and time-event dispositions
.

· Provide a means to delete individual records based on their retention status.

· Restrict the capability of defining the record series title and retention period to authorized individuals.

· Enable changes in record series titles and retention periods by authorized individuals.

· Restrict records destruction commands and instructions to authorized users.

· Enable identification of records that have no assigned disposition (e.g., the Records Series Title or Records Retention attributes are missing or null value) including the ability to produce a list of such records.

5) Records Integrity:

· Prevent unauthorized access to records. 

· Prevent any changes to stored records – protect the record for as long as it resides in the system.

· Ensure that an auditable entry is captured for all events associated with extending the usability of records over time through media renewal or migration.

· Prevent modification to or deletion of event log entries. 

· Maintain at least one up-to-date copy of all records and associated metadata off site in the event one or more records is corrupted or otherwise becomes unreadable.

6) Records Storage (Operational):

· Prevent unauthorized physical access to records.

· Support the backup of records with a frequency that assures complete recovery.

· Maintain duplicate or back-up copies of records in geographically separate repositories from the record copy.

· Use external labels with removable storage media to provide unique identification for the records, including date of creation.

· Store records in a stable environment where the temperature and relative humidity are maintained at 62° to 68° Fahrenheit and 35% to 45% Relative Humidity.

· Implement a comprehensive disaster recovery plan.

7) Vital Records:

· Identify records that are essential to resumption of business in the event of a natural disaster or system failure (see recommendation for including a Vital Record attribute above).

· Ensure that vital records can be quickly and fully recovered.

· Support the authorized destruction of vital records.

II.A.3 
Applications, Components, and Technology:

A.  
Discuss this major investment in relationship to the Service Component Reference Model Section of the FEA.  Include a discussion of the components included in this major IT investment (e.g., Knowledge Management, Content Management, Customer Relationship Management, etc).  For detailed guidance regarding components, please refer to http://www.feapmo.gov and the SRM Release Document.

The USDA’s eAuthentication solution is an enabling initiative that will provide authentication services to other eGovernment initiatives and Web applications at USDA and its Agencies. This investment mainly supports security management that will enable USDA to provide secure on-line transactions via appropriate authentication. It achieves this through identification and authorization services.  Other Security services that eAuthentication supports are Access Control, Encryption, Intrusion Detection, User management, Roles/Privilege Management and Audit Trail capture and Analysis. 

The USDA eAuthentication initiative also supports secondary services components that include customer-initiated assistance, customer preferences and management of process. These services support the primary service that is, security management. eAuthentication enables customer-initiated assistance by providing self-service and registration capability. Profile Management service supports the Customer Preferences.

The USDA eAuthentication solution set is a service provided to USDA and all its Agencies. The eAuthentication team will also provide management of process service to its customers. These include change management and configuration management. These processes are of importance as a number of applications will be integrated with this investment and eAuthentication team needs to provide a unified and simplified process for all agencies.  Proprietary/industry solutions provide these services using integrated COTS packages.

B.  
Are all of the hardware, applications, components, and web technology requirements for this investment included in the Agency EA Technical Reference Model?  If not, please explain.

The USDA eAuthentication initiative is a Department-wide project sponsored by the OCIO in its eGovernment initiative. The Enterprise Architecture (EA) for USDA is also being developed under the OCIO with considerations for other USDA-wide initiatives including all initiatives under the eGovernment initiative.  The eGovernment initiatives and eGovernment-related changes to existing IT investments form the basis for much of USDA’s enterprise architecture.  The eGovernment functional goals will drive technical, as well as business components of the EA.   Changes to infrastructure components, like security and telecommunications, will be based on eGovernment requirements.  In summary, the eGovernment initiatives are a “slice” of the Department’s “to-be” architecture.

C.  
Discuss this major IT investment in relationship to the Technical Reference Model Section of the FEA. Identify each Service Area, Service Category, Service Standard, and Service Specification that collectively describes the technology supporting the major IT investment. For detailed guidance regarding the FEA TRM, please refer to http://www.feapmo.gov.

Service Access & Delivery Service Area:  This section describes how the USDA eAuthentication initiative will enable authentication via the Internet and support major browsers:

· Access Channels - Major Web browsers will be supported. Amongst Collaboration Communications sources, eAuthentication will initially support email, but may support kiosks at a later stage. Other Electronic channels will include Web Services and URLs.

· Delivery Channels - Initial implementation will support external customer applications access via the Internet. Intranet, Extranet and VPN may be considered at a later stage.

· Service Requirements - The main purpose of this investment is to provide Authentication and single sign-on. eAuthentication will meet the Legislative requirements for Section 508,  Web Content Accessibility, Security and Privacy. The solution will be hosted internally.  

· Service Transport - Supporting Network services will be provided via MIME, SMTP, LDAP, Directory Services and DNS. Service transport protocols include TCP, IP, HTTP, HTTPS, FTP and IPSec.

Service Platform and Infrastructure: This section discusses the delivery and support platforms, infrastructure capabilities and hardware requirements to build and maintain the solution.

· Supporting Platforms: SAML is being used as a protocol in addition to certificates.   

· Delivery Servers: Apache and IIS servers will be used for Web Services. The solution will support all types of application servers.

· Software Engineering: Custom component development for eAuthentication will be done using Integrated Development Environment applications such as Visual Studio. Visual SourceSafe will be used for Version Management. Issue Management, Change Management and Task Management solutions have not yet been identified. The solution will be tested for functionality, usability, performance profiling, load/stress, security and access control, reliability, configuration and installation.

· Database Storage: SQL servers will be chosen databases. The data will be stored locally in the form of replicated directories and tape back-ups.  ICL/Peerlogic 500 Directory will be on Sun Enterprise 450E and ICL/Peerlogic 500 Shadow Directory will be on Compaq DL380 ProLiant.

· Hardware/Infrastructure:  Enterprise servers have not yet been identified. Enterprise servers will consist of Sun Enterprise 450E and Compaq DL380 ProLiant. Profile server will be on Sun Fire 280R. Standard components will be used for embedded technology devices. Peripherals will include printers and scanners. Frame relays will be used for WAN while Ethernet and VLAN will be used for LAN. Switches, Router, Network Interface Card, Gateway and T1/T3, Firewall comprise of the Network Devices and standards.

Component Framework: This section discusses the technologies, standards and specifications on which the USDA eAuthentication solution is based. 

· The USDA eAuthentication solution will use both SSL and digital certificates (PKI) based on the available standards for security. This will be supported by S/MIME, WS-Security, SAML and SSH.

· Presentation/Interface: Authentication will support display of both Static (HTML) and Dynamic/Server side display.

· Data Management: ODBC will be used for database connectivity. Crystal reports will be used to generate Reports and Analysis of audit logs.

Service Interface and Integration: This section defines the selected software’s enabling elements of distributed business applications to interoperate across heterogeneous environment. 

· Integration: The LDAP access policy server will provide database access for the solution for middleware connectivity. Application Connectivity processes will be used for leveraging existing legacy applications and data sources for Enterprise Application Integration.

· Interoperability: The USDA eAuthentication solution will use namespaces and XML as its data formats and classification. XML is a standard format for web data and is also a commonly used format at all levels of the architecture. DTD and XML schema will be used to identify and validate common structures and processing rules. This will be primarily used where customization of web pages is done for eAuthentication. XSLT will be used for Data Transformation.

D.  
Will the application leverage existing components and/or applications across the Government (i.e., FirstGov, Pay.Gov, etc).  If so, please describe.

The USDA eAuthentication solution suite is cross-certified with the Federal Bridge Certificate Authority (FBCA) at Basic and Medium levels of assurance, and has achieved Federal Information Processing Standard (FIPS) 140-1 Level 3 security for CA. This standard requires a high non-repudiation capability obtained by a hardware crypto module.  Moreover, the USDA eAuthentication solution suite will be integrated with the GSA Gateway to enable USDA customers to access applications across the Federal government.  Integration efforts with the GSA eauthentication gateway will enable:

· Improved citizen service - The eGovernment experience is significantly improved for citizens and businesses.  Those users who have USDA credentials are able to use them across the Federal government.  Those who have credentials from another agency are able to use them at USDA.

· Cost savings - Credentials, especially higher assurance credentials, are expensive to issue and manage.  Allowing non-USDA credentials to be used for USDA applications should represent cost savings for USDA.  The extent of these saving will depend on the widespread acceptance of the GSA Gateway model.

· Support for new technologies - As new forms of credentials are brought into use, they can be used to access USDA resources through the Gateway.  While WebCAAF, NFCCA and LMPR (e.g., Verisign) provides the ability to add additional authentication types, the Gateway will allow this transparently to USDA.

E.  
Financial Management Systems and Projects, as indicated in Part One, must be mapped to the agency’s financial management system inventory provided annually to OMB.  Please identify the system name(s) and system acronym(s) as reported in the most recent systems inventory update required by Circular A-11 Section 52.4.

· Web Centralized Authentication and Authorization Facility (WebCAAF).

· National Finance Center Certification Authority (NFCCA).

· Livestock Mandatory Price Reporting (LMPR) System.

II. B
Security and Privacy 

In order to successfully address this area of the business case, each question below must be answered at the investment (system/application) level, not at a program or agency level. Simply referring to security plans or other documents is not an acceptable response. For IT investments under development, security planning must proceed in parallel with the development of the system to ensure that IT security requirements and costs for the lifecycle of the investment are identified and validated. All IT investments must have up-to-date security plans and be fully certified and accredited prior to becoming operational. Anything short of a full certification and accreditation indicates that identified IT security weaknesses remain and need to be remedied and is therefore not adequate to ensure funding for the investment. Additionally, to ensure that requests for increased IT security funding are appropriately addressed and prioritized, the agency must identify: 1) current costs; 2) current IT security performance gaps; and 3) how the funding request will close the performance gaps. This information must be provided to OMB through the agencies’ plan of action and milestone developed for the system and tied to the IT business case through the unique project (investment) identifier.

In addition, agencies must demonstrate that they have fully considered privacy in the context of this investment. Agencies must comply with Section 208 of the E-government Act and forthcoming OMB implementing guidance and, in appropriate circumstances, conduct a privacy impact assessment that evaluates the privacy risks, alternatives and protective measures implemented at each stage of the information life cycle. Agencies should utilize the guidance provided in OMB Memoranda in conducting the PIA and submit a copy, using the unique project (investment) identifier, to OMB at PIA@omb.eop.gov.

II.B.1.
How is security provided and funded for this investment (e.g., by program office or by the CIO through the general support system/network).

All funding for projects associated with the USDA’s eAuthentication initiative, including physical security considerations, will be provided by the mission program offices. Each project team across the three initiatives contains a Security Team responsible for addressing security issues for its expansion. Some of the issues they will address are the privacy, integrity, accessibility, and reliability of USDA and customer information, and the prevention of unauthorized access to USDA systems and networks. These Security Teams will work closely with the OCIO Office of Cyber Security to ensure all policies and procedures meet all applicable Federal guidelines and USDA requirements.

The funding within USDA’s business case is sufficient to cover any security weaknesses that may be found within the Federal Information Security Managers Act (FISMA), risk assessment, testing, and any other evaluations, including OIG audits.  A FISMA review has been completed and no weaknesses were found.  A Privacy Impact Assessment (PIA) has also been completed.  Moreover, a system security plan has been developed and security testing has been conducted.

Multiple security controls are funded, including system auditing and monitoring tools, periodic scanning and testing, training, clearances/background investigations, physical security, and C&A activities (e.g., system security plans, security risk assessments, independent security testing by KMPG, and IT security management FTE’s.

The current WebCAAF Web Farm infrastructure provides adequate assurance for all security components.  Security for this initiative is provided and funded directly through the program office.

NFC has funded the cost of Certification Authority and full certification and accreditation of the Security Plan through grants and agency-specific funding.

Security for LMPRS is provided by the system program office, and is integrated with program and development funding provided by specific funding legislation targeting this Market News function.

A.  
What is the total dollar amount allocated to IT security for this investment in FY 2005?  Please indicate whether an increase in IT security funding is requested to remediate IT security weaknesses, specifying the amount and a general description of the weakness.

The USDA eAuthentication initiative is a security investment for USDA.  Thus, all funding for the initiative is allocated to IT security.

The WebCAAF initiative has allocated $100,000 for security for FY05.  NFC has allocated $175,000 and AMS has allocated $281,000 in FY05.

II.B.2.
Please describe how the investment (system/application) meets the following security requirements of the Federal Information Security Management Act, OMB policy, and NIST guidelines:

A.  
Does the investment (system/application) have an up-to-date security plan that meets the requirements of OMB policy and NIST guidelines?  What is the date of the plan?

The USDA Security Staff uses the standard NIST Special Publication 800-18, Guide for Developing Security Plans for Information Technology Systems, for all eAuthentication initiatives within the Department.  The USDA Security Staff updates these security plans yearly as required by Office of Management and Budget (OMB), Circular A-130, “Management of Federal Information Resources  - Appendix III, “Security of Federal Automation Information Resources,” updated in 1996, and of Public Law 100-235, “Computer Security Act of 1987.”

A Department-wide security plan was created as part of the select level business case documentation for the eAuthentication initiative.  It was reviewed and approved by the USDA office of CyberSecurity.  As the USDA eAuthentication solution is expanded, the security plan will be updated with the details of the expanded solution.

The EAI Web Farm security plan was completed on May 30, 2003 and includes WebCAAF as part of its general support system.  This security plan is part of the Certification and Accreditation process that is currently in progress for the WebCAAF facility.

In addition, the NFCCA Security Plan was completed on April 19, 2002 and provides detailed information on planning for security for all phases of the project. This Security Plan is also fully certified and accredited.  NFC was the first Government agency to achieve Federal Information Processing Standard (FIPS) 140-1 Level 3 security for CA. This standard requires a high non-repudiation capability obtained by a hardware crypto module.

Finally, the AMS Security Plan for LMPR is was updated in 2002, and was approved by the USDA Office of Cyber-Security.

B.  
Has the investment been certified and accredited (C&A)?

Note:  Certification and accreditation refers to a full C&A and does not mean interim authority to operate.  Additionally, specify the C&A methodology used (e.g., NIST guidelines) and the date of the last review.  

The EAI Web Farm for the WebCAAF facility is operating on an Interim Approval To Operate (IATO) for 120 days beginning on May 15, 2003.  The final certification and accreditation will be completed by 1 October 2003.

NFC’s CA was certified and accredited through an extensive 18-month evaluation process with Klynvel Peat Marwick Goerdeler (KPMG) in August 2002. NFCCA received its USDA OCIO certification and cross-certification with the Federal Bridge in September 2003.

The AMS LMPR system is currently operating under authority of a waiver granted April 2, 2001. A formal certification and accreditation, under NIST guidelines, is underway and scheduled for completion during FY2004.
C.  
Have the management, operational, and technical security controls been tested for effectiveness?  When were most recent tests performed?

Annual tests of security controls, including scans for vulnerabilities, configuration changes, and intrusion attempts, are conducted across all three USDA authentication initiatives.  Well established procedures are in place for testing of security patches for all operational components of the system, regardless of whether they have completed a C&A or not.

A third party certification of WebCAAF, as required by USDA mandate to evaluate the effectiveness of management, operational and technical security controls, was conducted in May 2003 in support of the certification and accreditation process.  All findings have been documented and a plan has been developed to resolve all outstanding issues to receive a final accreditation recommendation.

The management, operational and technical security controls are in place for NFCCA. KPMG conducted the required third party C&A for NFC’s PKI solution. A risk assessment review was also conducted from November, 2001, to January, 2002 in compliance with OMB Circular A-130, the FIPS 1991 and the National Security Agency (NSA) Information Assurance Technical Framework (IATF).
All controls for the AMS LMPR system were tested during system implementation in April 2001. In addition, regular testing is required under the terms of the maintenance and operational support contract. A separate firewall monitoring contract performs constant sweeping, probing, and monitoring of all access activity for both the primary and backup sites.
D.  
Have all system users been appropriately trained in the past year, including rules of behavior and consequences for violating the rules?

USDA has established a security awareness and training program to assure that personnel involved in the management, operation, programming, maintenance or use of all USDA information technology, including the Web Farms for WebCAAF, are aware of their security responsibilities and know how to fulfill them. The program was developed in accordance with Cyber Security (CS) 15, Computer Security Awareness Training Program, and is accomplished annually at the direction of the agency ISSPM.  This training includes system specific security training for all FTE’s, including contractor personnel.  Contracts include security requirements such as mandatory security training, clearances/background investigations, incident reporting, and compliance with departmental/agency security requirements.

System security training consists of initial security training, which is accomplished and documented for all government employee personnel during new employee orientation or as soon as possible after beginning of employment but no later than 60 days after being hired. Security awareness training is conducted for contractors, sub-contractors, grantees and co-operators as soon as possible after the contract or agreement is effective.  For 2003 and beyond, web-based annual security refresher and new employee training is accomplished and documented for all Employee and Affiliate personnel utilizing the Government Online Learning Center (http://www.golearn.gov).

Web Users (general public) that utilize WebCAAF-protected resources in the Web Farm are not required to complete security training prior to receiving a user ID and password.  They are, however, required to complete USDA Form AD-2016 (USDA Registration Form to Request Electronic Access Code) prior to receiving a user ID and password.  The form is attached as an Appendix and is also available on-line.

For NFCCA, each NFC personnel holding a PKI trusted role has had the requisite background check, briefing and training to hold the role. Contractor personnel that hold the NFC PKI have had the requisite background checks, facility clearances and training required by the FAR contract. All NFC PKI  trusted role holders have security and awareness training as part of their employment condition and have repeat refresher training once a year in accordance with Title VII, Chapter 11, Directive 82 (Security Awareness Training). 

AMS LMPR informal security training was included during system implementation. Formal security training for all users was completed in FY2003.

E.  
How has incident handling capability been incorporated into the system or investment, including intrusion detection monitoring and audit log reviews?  Are incidents reported to DHS’ FedCIRC?

A security incident is any event, suspected event or vulnerability that could pose a threat to the integrity, availability or confidentiality of the system, resources, applications or data. Incidents may result in the possession of unauthorized knowledge, the wrongful disclosure of information or the unauthorized alteration or destruction of data or system resources and violation of Federal or State laws. If such violations are detected or suspected, they are to be reported immediately to the appropriate security officer or security manager.

The WebCAAF, NFCCA, and LMPR initiatives follow the policies, standards, and procedures outlined in USDA guidelines on incident handling.  Additionally, WebCAAF follows guidelines in accordance with the following documents:

· Web Farm Vulnerability Assessment and Intrusion Detection Standards and Procedures.

· Notice ITWG Security – 001: Computer Viruses and Related Threats Software Policy dated 13 Mach 2002.

· Notice ITWG Security – 004: Computer Security Incident Response and Reporting Policy, dated 18 March 2002.

· Notice ITWG Security – 005: Computer Vulnerability Scan Policy, dated 14 March 2002.

· Notice ITWG Security – 009: Intrusion Detection Policy, dated 28 May 2002.

Utilizing these policies, standards and procedures, the security officers have established and implemented an incident response capability to minimize the risk associated with violations of system security and to ensure timely detection and reporting of actual or suspected incidents or violations. The security officers are responsible for the investigation of known or suspected security incidents or violations and notify the appropriate chain of command as soon as possible. For further information on response times and documentation, please refer to the referenced documents.

Continuity of Operations (COOP) and disaster recovery and contingency plans are in place and funded for all three USDA authentication initiatives.  Review and validation of these plans is part of the formal C&A process.  Funding includes the development, periodic testing and updating of all applicable plans, and includes backup/alternate sites facilities, personnel, technology, supplies, transportation and other resources that must be available to activate and carry out the plans.

F. 
Is the system operated by contractors either on-site or at a contractor facility?  If yes, does any such contract include specific security requirements required by law and policy?  How are contractor security procedures monitored, verified, and validated by the agency?

Contractors are and will be an integral part of the WebCAAF, NFCCA and AMS LMPR initiatives for current and future operations.  Contractors will also constitute a large portion of WebCAAF, NFCCA and LMPR operations and maintenance.  Contractors are required to follow the same security requirements, policies, guidelines, and procedures as USDA employees.  Security tools and equipment are in place to monitor system use by all USDA personnel, whether they are USDA staff, contractors or outside entities. Contractor personnel that hold the NFC PKI require requisite background checks, facility clearances and training required by the FAR contract.

Personnel Security checks thwarts/limits the potential internal access of individuals with risky or unfavorable backgrounds from infiltrating the system.

Positions relative to the operation of the system have been reviewed for sensitivity levels. Background investigations and associated clearance levels are defined and positions will be assigned after the appropriate investigations have been completed. Systems administrators, network administrators, field security officers, and others in the Department who have the potential or position to adversely affect security of agency information must have a background check, and possibly a secret clearance if the position involves access to classified information. These requirements apply to all contractors for USDA Information Technology programs or services.

Personnel security policies and procedures are consistent with agency issued policy and will vary with the level of required control, depending upon the sensitivity of the information to be handled and the risk and magnitude of loss or system degradation that could be caused by an individual. All personnel allowed access to the system, or allowed possession of its data, must have an authorized need-to-know for the information on the system. Site managers and supervisory personnel grant access privileges based on legitimate need to have system access. Individuals are granted only the least possible privileges necessary for job performance. Privileges, which have not been specifically granted, are specifically denied.  Contractor personnel that hold NFC PKI are subjected to a Federal government background check and must be granted a security clearance level of no less than SECRET.

II.B.3.
How does the agency ensure the effective use of security controls and authentication tools to protect privacy for those systems that promote or permit public access?

WebCAAF, as currently configured, provides single sign-on to both internal and validated external users for access to various hosted applications. This capability allows access to protected information after proper identification, authentication and authorization of the user, using the Netegrity SiteMinder® product.

WebCAAF is housed in three Web Farms providing a secure, available, reliable architecture and environment for hosting Web sites and Web-based applications for both employee and public access.  Supporting WebCAAF in each Web Farm are Policy Servers, Policy stores (WF.EAI), and User Stores (XeGov). SiteMinder agents have been installed on WebCAAF protected servers at each site.

In addition, these installations operate in a high availability configuration by the inclusion of failover sites in the design to help mitigate any single system or site failure.   The failover architecture uses both local redundancy plus failover between cities. For policy servers, user stores and policy stores alike, the local corresponding redundant server is checked and used first prior to failover to an external resource.

Another integral part of WebCAAF is the EAI Security Stack. The stack provides the security infrastructure that protects the WebCAAF from both internal and external threats. This stack consists of firewalls, switches, and network intrusion detection. The same stack is present in St. Louis, Ft. Collins and Kansas City which allows WebCAAF services to be served from any of the three cities.

The NFCCA facility does not support government-to-citizen transactions; therefore, direct public access does not occur via NFC systems.  However, NFCCA does issue certificates to Federal, State and local agency business partners, which are afforded the same degree of security as government-to-government transactions.

The AMS LMPR system includes both a PKI module and Virtual Private Network (VPN) structure for the secure authentication of data and its transmission. Normal Identification and Password structures are also in place for government-to-citizen transactions. System facilities are physically controlled with a closely restricted access list. The system operates entirely behind a tightly configured firewall system geared to protect critical system data from intentional or unintentional access by unauthorized parties. Public access to the report distribution portions of the system operate on a separate USDA Website behind USDA firewalls, to prevent misuse.

II.B.4.
How does the agency ensure that the handling of personal information is consistent with relevant government-wide and agency policies.

Data collection and handling (including handling personal information such as SSN, name, address, IRS, debt and/or ineligibility data) will be reviewed at several junctures in the department’s business and technology process including:

· During negotiations with industry officials, interest groups and individual insurance companies;

· During legal review;

· During development of program regulations and guidelines;

· During business analysis;

· During IT analysis, development and implementation.

Some of the data that USDA  handles is private in nature.  Release of that information could bankrupt our private industry partners.  This is a highly sensitive area for the Department.  Multiple controls and reviews will be conducted for the release of data to the Website for public use and for the release of FOIA requests.  Statistical data stripped of all personally identifiable data is typically made available to the general public.

Potential data sharing with other entities such as IRS, Treasury, Commerce, Justice or other Federal agencies must comply with our regulations and theirs; as well as any OMB or NIST guidance.   Data shared with third party reviewers, such as auditors, must be kept under lock and key indefinitely or destroyed at the end of the project.  Internal policies regarding electronic and hardcopy data are in place and enforced primarily by the security officer, system owner and financial areas.

II.B.5.
If this is a new or significantly altered investment involving information in identifiable form collected from or about members of the public, has a Privacy Impact Assessment (PIA) for this investment been provided to OMB at PIA@omb.eop.gov with the investment’s unique project (investment) identifier?

A Privacy Impact Assessment was completed for WebCAAF in March 2003 and the results were provided to OMB.

II. C
Government Paperwork Elimination Act (GPEA)

II.C.1.  If this investment supports electronic transactions or record-keeping that is covered by GPEA, briefly describe the transaction or record-keeping functions and how this investment relates to your agency's GPEA plan.

In it’s current State, WebCAAF provides centralized authentication services to customers, employees, and affiliates of USDA county-based agencies; the Natural Resources Conservation Service (NRCS), Farm Service Agency (FSA), and Rural Development (RD).  NFCCA provides strong authentication services and issues certificates to over 128 Agencies at the Federal, State and local levels, as well as with business partners.  The LMPR system receives, processes, edits, and posts information and reports entirely through electronic means in support of government-to-business and government-to-citizen transactions.

All three of these USDA eAuthentication initiatives enable customers and partners to conduct an increasing portion of their business electronically with USDA agencies, at their convenience.  It is a combination of applications and business processes that provides an electronic means for ensuring that users - USDA customers and partners - are indeed who they say they are.

The eAuthentication initiative is an effort to expand the authentication services provided by all three supporting initiatives across all of USDA enabling customers, partners, and employees of those agencies access to those services as well to meet USDA requirements for GPEA by October 2003.

II.C.2.
What is the date of your GPEA plan?

USDA has submitted GPEA information to OMB in January 2003 and updated information in June 2003.  The final GPEA plan will be submitted in October 2003.

II.C.3. Identify any OMB Paperwork Reduction Act (PRA) control numbers from information collections that are tied to this investment.

There are a number of OMB PRA Control number transactions that will be made GPEA compliant with the expansion of the USDA eAuthentication solution. Detailed information about the transactions can be provided.

� The Livestock Mandatory Reporting Act of 1999 levied the requirement for USDA to develop a livestock reporting system, which applies through October, 2004, after which the law may change or the reporting requirement may be removed at Congress’ discretion.


� Percentage was based upon the USDA OCIO eGovernment Readiness Survey, 2001.


� External customer user numbers were derived from the USDA OCIO eGovernment Readiness Survey, 2001, and from estimates provided by the National Finance Center (NFC) Certification Authority (CA).


� Time disposition occurs when records are immediately available for disposition after the conclusion of a fixed period of time.  Event disposition is when records are eligible for disposition immediately after the conclusion of an event (e.g., destroy when superseded).  Time-event disposition occurs when a retention period is triggered by an event (e.g. transfer digital certificates to a record keeping system 60 days after expiration of the certificate).
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