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1 Introduction

USDA will become increasingly susceptible to risk as the amount of information, number of transactions performed, and types of services available online increases. The major risks that USDA will face include vandalism, denial of service, financial fraud, and theft of transactional information.  In order to limit this risk, it is imperative for USDA to establish authentication mechanisms.  

USDA is in the process of implementing the eAuthentication portion of its eGovernment Plan.  Managed by the USDA Office of the Chief Information Officer (OCIO), eAuthentication is an enabling process and technological foundation that will help USDA achieve its goals and objectives for eGovernment by supporting all USDA eGovernment initiatives and applications,.  The eAuthentication initiative is, and will continue to be, fully integrated with the Presidential Initiative for eAuthentication.  USDA is partnering with the Government Services Administration (GSA) to deliver a Federal architecture for authentication, allowing the USDA credentials to support single sign on capabilities across Government.

Authenticating the identity of individuals and businesses is to varying degrees based on risk, and is the core of the eAuthentication initiative.  This initiative focuses on meeting the business needs of USDA and building the necessary infrastructure to support common, unified processes and systems for Department-wide use.

The purpose of this document is to describe the integrated eAuthentication approach to defining and implementing access to electronic information and services across USDA.  This methodology addresses how the process integrates with the technology platform.
The Concept of Operations document will address the following areas:

· Current Situation; and

· Desired Capability.

2 
Current Situation

USDA’s eAuthentication initiative is in the Implementation Phase. The initiative is a part of the organization’s internal business initiative to provide a secure means of electronic authentication.

The Government Paperwork Elimination Act (GPEA) of 1998 requires Federal agencies to allow the option of submitting information or transacting business with an Agency electronically. USDA and its Agencies were under a mandate to implement this electronic option by October 2003. GPEA is intended to help citizens gain one-stop access to existing Government information and services, provide more efficient service, and increase Government accountability to citizens. The law encourages Federal Agencies to use a range of electronic alternatives. 

Department and Agency external customers needed a service to provide access to online information and services that are seamless, provide adequate assurances that the data being accessed protect privacy and confidentiality, and verify who is accessing the data.  When an electronic signature is required, the eAuthentication service will provide that capability. 

All citizens and business that interact with USDA to conduct sensitive online transactions will be impacted by the eAuthentication initiative. The eAuthentication initiative provides a consolidated approach to authentication across USDA.  It leverages all existing authentication mechanisms across the Government and USDA and ensures that authentication will be both secure and interoperable across USDA and other Federal Agencies.  

3 Desired Capability

A consolidated organizational approach to eAuthentication has many benefits over single-Agency approaches.  The eAuthentication service addresses varying levels of assurance based on the risk that Agencies will incur. The eAuthentication initiative enables USDA to ensure that its information technology (IT) resources are spent wisely and that USDA shares an enterprise vision of USDA’s future.

The eAuthentication initiative helps transform the way USDA conducts business.  The project involves the requirement to authenticate users accessing and receiving data in a matter that supports privacy, confidentiality, and integrity. The eAuthentication service allows USDA to:

· Provide a suite of products and services for Agencies to use across the enterprise. No one tool can accomplish all objectives.  Existing services were reviewed and utilized wherever practical and approved services provided by other Federal Government agencies will be used to complete the suite;
· Leverage a consolidated approach that can ensure that each Agency is drawing upon the best authentication services to ensure proof of identify and to protect the confidentiality and sensitivity of data in their applications;  


· Integrate USDA resources with other Government resources as part of the Presidential Initiative;

· Improve the user’s experience by not requiring multiple authentication credentials, such as multiple passwords or certificates; 

· Promote both interoperability and enhanced security across USDA applications; and

· Reduce the cost associated with the development and maintenance of multiple, single-Agency sets of authentication services.

The selection of authentication tools and services depended on the business requirements for security services, the development of enterprise-wide policies and standards, modifications to existing processes, and technology enhancements.  

The eAuthentication service was implemented following USDA, industry, and Federal standards and best practices.  A consolidated, enterprise-wide approach to eAuthentication services supports secure access to online information and services.   Applications are able to use authentication data to make intelligent authorization decisions without requiring users to re-authenticate.  

The eAuthentication initiative at USDA incorporated the expansion of the County-Based Agencies Web Based Centralized Authentication and Authorization Facility (WebCAAF) authentication service and integration with the Federal eAuthentication architecture.  Through these two primary methods, most authentication requirements are satisfied.  As Agencies need to secure Government-to-Government transactions, the National Finance Center’s PKI infrastructure will be leveraged and incorporated. 

3.1 eAuthentication Components

The eAuthentication services encompass multiple products and security services that allow all Agencies to provide secure authentication and electronic signatures to their customers.  These services range from Web-based pins and passwords to PKI services for all USDA customers—citizens, business and Government partners. USDA’s eAuthentication service includes products and security services that satisfy the following security requirements:

· Authentication:  Guarantees that an individual is who s/he claims to be;

· Authorization:  Determines the level of permission and accessibility that an authenticated individual has to a given process or resource.  Authorized decisions will be handled at the application level;

· Availability:  Ensures that the resources and information are available for use;

· Confidentiality:  Assures that information can be kept private;

· Data Integrity:  Ensures that information cannot and has not been manipulated; and

· Non-Repudiation:  Makes certain that a particular action or event cannot be “disowned”.

User authentication is the ability to validate that a user is actually the person with whom a system is communicating or conducting a transaction.  An electronic signature (e-signature) is a generic term that refers to all methods by which someone can “sign” an electronic record and signals a person’s consent, approval, or acknowledgement.  An electronic signature, while represented digitally, can take many forms, such as a name typed at the end of an email message, a digitized image of a handwritten signature, or a secret code or PIN that identifies the sender to the recipient.  A digital signature is a more advanced electronic signature that provides non-repudiation.

Record Keeping is a part of the eAuthentication set of products and services. System logs, access records and transaction records constitute the actual record of the electronic signature and must be recorded, maintained and preserved as critical financial documents. Special care must be exercised to ensure the accessibility and chain of custody of such records and to certify their integrity.

3.1.1 Expansion of the WebCAAF Service
The authentication of customers is handled by a consolidated authentication and authorization service.  A citizen or business partner can access USDA through a USDA portal or Agency Web site.  Customers who access services requiring authentication are prompted to enter their credential into the authentication mechanism.  The eAuthentication mechanism checks the credential against the credential repository, authenticates the user, and transmits the authenticated user to the USDA services.  

All interfaces to Web sites, portals, and Agency applications use common technologies, infrastructures and protocols to ensure that the customer's identity can be verified electronically.  The exchange of the credential and authentication appears completely invisible to all parties while the transaction occurs.  

WebCAAF, a USDA implementation of the Netegrity service, currently supports this process of Authentication for pin and password.  Since most of the transactions at USDA require only a pin and password, WebCAAF was leveraged to provide this service.

Agencies that require authentication on their Web-based applications are able to connect into the WebCAAF system.  New user data stores are created for each new Agency or group of related Agencies to store user credentials.  The applications are modified to support WebCAAF’s Netegrity interface.  When a user of the Agency application attempts to log into the system, the system directs them to the WebCAAF authentication service.  

WebCAAF validates the user credentials against the Agencies’ user store.  If the user had access to the system, WebCAAF transmits the approval information to the Agency application along with user information.  The Agency application at that time grants the user authorization to the application.  

3.1.2 Integration with GSA’s Federal eAuthentication Gateway

The General Services Administration (GSA) currently has an initiative to implement Government wide eAuthentication.  The goal of this effort is to provide one central mechanism to authenticate users for Federal Government applications.  The makeup of this architecture will allow user credentials (passwords, certificates, biometric credentials, etc.) to be separated completely from Agency applications.  It also allows for credentials issued by one Agency to be used for authentication purposes at another Agency’s application.  

There are two scenarios that the eAuthentication initiative could follow in integrating with the Federal eAuthentication architecture.   The first scenario is that a user comes in through FirstGov, or another Agency, and the USDA eAuthentication service solely evaluates the credential.  The second scenario is a user comes straight to a USDA site.  In this scenario, authentication is first attempted through USDA credentials.  If this is not successful, credentials are forwarded via the architecture for validation.

In the first scenario, the user would initially log into the Federal Agency’s site with their credentials.  The Federal Agency would authenticate the user and allow them access to services.  Once the user attempts to utilize USDA services, the user’s previous credential validation would be passed to USDA’s credential repository via the Federal eAuthentication architecture.  The Federal eAuthentication architecture would provide the level of access and the authentication information to the USDA system.  

USDA will evaluate if the level of access from the Federal eAuthentication architecture is equivalent or sufficient to satisfy the necessary level of authentication for the services requested.  If the level of authentication is sufficient, then the user is permitted to access the USDA information and services without having to enter the credential information again.  If the previously provided credentials are not sufficient, the user would be prompted to enter a higher-level credential to access the site. 

In the second scenario, the user attempts to enter a USDA site directly with their credentials.  The credentials would be transmitted to the USDA eAuthentication service for validation.  If a match for the user’s credentials is not found, the request would be sent via the Federal eAuthentication architecture for authentication.  The Federal eAuthentication architecture would evaluate the credentials and transmit back to the USDA eAuthentication service the authentication along with the user information.  At that point the USDA Agency application would authorize the user to access the application.  

3.1.3 Authentication Registration Process

The registration process provides access to information and services.  This process follows the steps detailed below before a USDA credential can be provided to the user:

· User Data Collection: Collection of user information to for user identity and program participation. This data should be protected in accordance with Privacy Act regulations.
· Verification of User Identity: Verification through identifying documents, notary or prior process that the registrant is the individual they claim to be.

· Registration Agreement: Acknowledgement by the user that they are voluntarily applying to transact business electronically and that they understand the legally binding nature of those transactions. Users must further acknowledge an obligation to protect their credentials, that all information submitted is correct, and that they have read and understood this agreement.

· Protection of User Credentials by the Department: Implementation must be effected such that no person other than the registrant shall have access to the user’s credentials as a result of the registration process. 

· Transaction Notice Agreement: An agreement accepted by the user at the time of a transaction in conjunction with execution of their electronic signature. Acknowledges that all information is correct and that user is entering into a legally binding agreement.

3.2 Business Criticality

eAuthentication is an extremely critical initiative for USDA.  Congress has mandated the implementation of electronic services that include electronic authentication. The eAuthentication initiative is also being pursued on a Government-wide basis through a Presidential eGovernment Initiative.   For USDA, an enterprise approach is important in its pursuit of avoiding unnecessary costs and providing a more efficient workforce.

The following Federal and Department efforts provide additional support for the eAuthentication initiative:

· President’s Management Agenda;

· USDA Secretarial Priority;

· USDA Strategic Plan;

· USDA eGovernment Strategic Plan;

· Executive Order 12866;

· Office of Management and Budget Circular A-123;

· Office of Management and Budget Circular A-130;

· Privacy Act of 1974;

· Paperwork Reduction Act P.L. 104-13;

· Regulatory Flexibility Act of 1980;

· Quality of Information Guidelines;

· Government Paperwork Elimination Act (GPEA);

· Section 508 of the Americans with Disabilities Act;

· Electronic Signatures in Global and National Commerce Act of 2000; and

· eGoverment Act of 2002.

3.2.1 President’s Management Agenda

The President's Management Agenda makes "Expanding Electronic Government one of the five major initiatives for reforming Government".  eAuthentication clearly supports several of the strategic goals from the President's Management Agenda. Among these are: 

· Increasing customers’ access to Government services. eAuthentication enables USDA to provide citizens and business partners with the ability to access information and conduct transactions in a secure, online environment;

· Improving customer service. Providing a single sign-on capability will simplify and improve the online experience for users of USDA's online information and services;

· Encouraging information sharing. Through collaboratively leveraging security best practices, each USDA Agency can draw upon the best authentication services to ensure proof of identify and to protect the confidentiality and sensitivity of data; and

· Supporting the Government-wide Presidential Initiative for eAuthentication. The eAuthentication initiative at USDA will be fully integrated with the Presidential Initiative for eAuthentication.

USDA has partnered with GSA to support the delivery of the authentication products and services.  USDA was one of the primary Agencies to begin working with GSA.

3.2.2 USDA Secretarial Priority

The Secretary and Deputy Secretary, together with the Under and Assistant Secretaries and Staff Office Directors (the current Executive Information Technology Investment Review Board (EITIRB) membership), have charged the OCIO with creating an eGovernment program and facilitating a structured, Department-wide strategic planning process for eGovernment.  They are and will remain the ultimate USDA IT decision-makers.  Similarly, the Chief Information Officer is and will remain the primary official responsible for managing departmental IT activities.  At a high level, the eAuthentication implementation is integrated into this existing framework.

3.2.3 USDA Strategic Plan

USDA has developed a strategic plan to establish a comprehensive vision and direction for the Department and its Agencies.  The plan is intended to do the following:

· Incorporate eGovernment into USDA and Agency annual performance and business operating planning and budgeting processes;

· Build on USDA’s current eGovernment capabilities and efforts;

· Share USDA best practices;

· Break down organizational silos by taking a citizen-centered view of program and service delivery;

· Avoid redundant approaches and save money by leveraging resources – seeking opportunities to collaborate across USDA Agencies, throughout the enterprise, and with other Federal departments (including Presidential eGovernment initiatives under the auspices of the Office of Management and Budget;

· Prioritize opportunities and devote resources to those with the largest impact; and

· Create a sense of ownership and shared vision for the Department to foster cultural change.

eAuthentication provides the user community with an electronic authentication service for customers. 

3.2.4 USDA eGovernment Strategic Plan

USDA’s eGovernment goals are designed to create and operate a virtual enterprise for citizens, public and private organizations, and USDA employees.  The eGovernment Strategic Plan reveals a bold vision and strategic agenda to surpass future expectations and manage a world-class organization.  eAuthentication is a key component of this vision because it is the foundation that will enable USDA to achieve many of its enabling and strategic opportunities.

The first eGovernment goal is geared to the customers of the United States:  Improve citizens’ knowledge of and access to USDA in order to enhance service delivery.  This goal reflects the Department’s commitment to create a citizen-centered Government.  It affirms that USDA will use eGovernment to provide information and services in a way that is convenient, user-friendly, and designed to meet the needs of the American public. USDA is striving to increase program awareness and streamline service delivery to reduce time and complexity in receiving services.  eAuthentication provides the ability to properly identify and authenticate users, thereby increasing the ability to deliver valuable services to citizens. 

The second eGovernment goal identifies support for the public and private organizations that conduct business with USDA:  Enhance collaboration with public and private sector organizations to develop and deliver USDA’s mission.  This goal focuses on improving working relationship with public and private organizations that USDA partners with to deliver its many programs and services.  This includes Federal, State, and local Government Agencies, regulated and partner industry groups, university and research communities, and non-profit organizations. USDA will improve collaboration with these groups to seamlessly deliver programs, share information and provide resources to enhance their organizational capabilities. USDA will likewise use information technology to enhance its relationship with industries it regulates by improving two-way communication.  The eAuthentication service supports USDA’s ability to securely conduct business transactions and accept data online, thereby improving service delivery to public and private organizations.  

The third eGovernment goal addresses USDA employees and the enterprise:  Improve internal efficiency by promoting enterprise-wide services.  Enterprise approaches to providing electronic services will reduce time spent on repetitive data entry, minimize duplicative processes and functions, and foster continuous learning in support of a knowledge-rich enterprise.  Although the initial release of the eAuthentication service is not focused on employees, subsequent releases will address requirements of employees and the enterprise.  The enterprise-wide eAuthentication service improve internal efficiency by enhancing capabilities for cross-agency and cross-initiative integration and reducing design, implementation, and support costs.

3.2.5 Executive Order 12866

The eAuthentication initiative supports the goals of Executive Order 12866, which addresses the need to reform and make more efficient the regulatory process within Federal Government.  With increased availability and sharing of information across the enterprise, USDA will enhance planning and coordination with respect to new and existing regulations.

3.2.6 Office of Management and Budget Circular A-123

This Circular provides guidance to Federal managers on improving the accountability and effectiveness of Federal programs and operations by establishing, assessing, correcting, and reporting on management controls.  USDA employees will realize such improvements with the implementation of the eAuthentication solution through documented business processes, management structures, and workflow standards.  Through the use of these standardized frameworks and pre-established user access rules, employees will be able to increase accountability across the enterprise.  

3.2.7 Office of Management and Budget Circular A-130

This Circular establishes policy for the management of Federal information resources. The eAuthentication initiative directly supports the provisions of this Circular through the implementation of standardized business processes.  Such improved organizational structures will increase the ability of USDA management to correctly maintain and control their information resources.   The enterprise will benefit from the implementation of standardized authentication methods through the eAuthentication service.   

3.2.8 Privacy Act of 1974 

The Privacy Act gives citizens a greater say in the way records about them are kept and eliminates needless intrusions on personal privacy through the keeping of extraneous records.  The eAuthentication initiative assists USDA in maintaining the standards of the Privacy Act as follows:

· Maintain the privacy of citizens by limiting the amount of information that is obtained from online users; and

· Provide organized and standardized business processes for managing and maintaining information collected from citizens.

3.2.9 Paperwork Reduction Act P.L. 104-13

The Paperwork Reduction Act was aimed at reducing the burden of paperwork for individuals interacting with the Federal Government.  The main purposes of the act are the following:

· Reduce the burden of paperwork on individuals, businesses, and other Government Agencies resulting from information collection by the Federal Government. 
· Maximize the utility of information collected from citizens.

· Integrate and improve information collection processes across the Federal Agencies. 

· Reduce the costs to the Federal Agencies for the collection, use, and dissemination of information. 

The eAuthentication initiative helps to promote the concepts of the Paperwork Reduction Act by enabling Agencies to collect information from customers electronically.  

3.2.10 Regulatory Flexibility Act of 1980

The eAuthentication initiative supports the goals of the Regulatory Flexibility Act of 1980.  This legislation requires various analyses, including cost impacts and evaluation of alternatives, prior to any Federal Agency regulation activity.  Several requirements it asks of Federal agencies include publishing a semiannual regulatory flexibility agenda, publish general notice of any proposed rulemaking, and prepare and make public an initial regulatory flexibility analysis.  The enterprise will benefit from the following contributions from the eAuthentication implementation in complying with the Regulatory Flexibility Act:

· Improved integration, accessibility, and quality of work due to a enterprise authentication system, which will cause an increase in workplace efficiency and which is in direct compliance with regulatory reporting; and

· Increased productivity by avoiding the need for redundant and duplicative resource allocations.

3.2.11 Quality of Information Guidelines

The identification and proper handling of electronic information will directly support the requirements for establishing quality of information guidelines to ensure the quality, objectivity, utility, and integrity of information disseminated by the Department of Agriculture. 

3.2.12 Government Paper Elimination Act (GPEA)

The Government Paperwork Elimination Act of 1998 (GPEA) requires by the end of fiscal year 2003, Federal Agencies implement electronic maintenance, submission, or disclosure of information, when practicable, as an optional substitute for paper.  Agencies that anticipate receipt of 50,000 or more submittals of a particular form must ensure that multiple methods of electronic signatures are acceptable.  These methods must be compatible with standards and technology for electronic signatures generally used in commerce and State and local governments.  These methods must not favor one technology over another and Agencies must ensure that electronic signatures are as reliable as is appropriate for their purposes, keep intact the information submitted, and acknowledge submissions electronically.  The eAuthentication initiative provides USDA with an enterprise-wide electronic authentication service.

3.2.13 Section 508 Compliance

The USDA eAuthentication service provides ready access to information and services in accordance with Section 508 of the Americans with Disabilities Act.  A reasonable accommodation process has been created and adjusted to handle requests and address complaints related to technology.  

The eAuthentication initiative is an excellent way to facilitate authentication by providing a single authentication service that can be used by customers to access multiple accounts.  

3.2.14 Electronic Signatures in Global and National Commerce Act of 2000

E-SIGN enables electronic commerce by establishing the legal equivalence of written transactions, signatures and records with those executed and maintained electronically.  The act relates primarily to the implementation of electronic contracts, records and signatures in the private sector. Unlike GPEA, it does not impose mandates on the implementation of non-commercial “Governmental transactions.” However, it does apply when Federal agencies engage in commercial transactions such as Government procurements. In such commercial transactions, the Agency is not required to employ electronic transactions. However, if both the Agency and the second party chose to conduct business electronically, E-SIGN expressly permits agencies to specify the technologies employed. 

3.2.15 eGovernment Act of 2002

The eGovernment Act of 2002 establishes the following objectives in the Federal Government:

· Promotes interagency use of information technology in pilots and experimentation;

· Enforces the incorporation of adequate security requirements for all eGovernment initiatives; and
· Creates standards for eGovernment for use across the Federal Government.

The eAuthentication initiative creates the enabling security infrastructure for all of the USDA eGovernment initiatives.  By creating a solid infrastructure, USDA will be able to quickly meet the objectives outlined in the eGovernment Act of 2002.  

3.3 Project Objectives and Anticipated Results

The eAuthentication goals and objectives are:  

· Facilitate the transformation of the way USDA conducts its business with Citizens and Public and Private Organizations;

· Integrate fully with the Presidential Initiative’s Gateway for eAuthentication;

· Reuse “credentials” and share common access across all Government resources

· Support related legislation; and

· Support Agency eGovernment initiatives.
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