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1 Introduction 

Through legislated mandate, the United States Department of Agriculture (USDA), where practicable, must provide electronic alternatives to traditional paper-based processes including accepting electronic rather than manual signatures.  The three principal acts relevant to this policy are the Government Paperwork Elimination Act (GPEA), the Electronic Signatures in Global and National Commerce Act (E-Sign), and the Freedom to E-File Act.

USDA is in the process of developing the eAuthentication portion of its eGovernment Plan.  Managed by the USDA Office of the Chief Information Officer (OCIO), eAuthentication is an enabling process and technological foundation that will help USDA achieve its goals and objectives for eGovernment by supporting all USDA eGovernment initiatives and applications,.  The eAuthentication initiative is, and will continue to be, fully integrated with the Presidential Initiative for eAuthentication.  USDA has partnered with GSA to deliver a cross Government Gateway for authentication allowing the USDA credentials to support access to other Federal applications and vice versa.

eAuthentication verifies the identity of a user using any electronic service, including those users accessing electronic documents or records and those users represented by “electronic signatures” that are created, communicated, and stored in electronic form.  

· User authentication is the ability to validate that a user is actually the person with whom a system is communicating or conducting a transaction.  

· An electronic signature (e-signature) is a generic term that refers to all methods by which someone can “sign” an electronic record and signals a person’s consent, approval, or acknowledgement.  An electronic signature, while represented digitally, can take many forms, such as a name typed at the end of an email message, a digitized image of a handwritten signature, or even a secret code or PIN that identifies the sender to the recipient.  

· A digital signature is a more advanced electronic signature that provides confidentiality, integrity, and non-repudiation.

1.1 Purpose

The purpose of this document is to record functional requirements for an integrated approach to defining and implementing electronic authentication solutions for use by USDA Agencies and Staff offices.  The eAuthentication initiative at USDA will support all USDA eGovernment initiatives. 

The Functional Requirement document addresses the following areas:

· Purpose; 

· Scope;

· References and Related Documents;

· Methodology;

· USDA Target Electronic Authentication Requirements; and

· Electronic and Security Standards.

1.2 Scope

This document provides functional requirements for electronic authentication in support of electronic transactions for the Agencies within USDA.  Functional requirements are the foundation of USDA’s secure solution set.  The solution set shall be developed with special emphasis on the sensitivity of the data being shared between USDA and its customers and the requirements for integration with the individual agency applications.

1.3 References and Related Documents

The principal federal regulations, laws, and directives that provide a reference source for the security requirements of the USDA eAuthentication initiative and its supporting system facilities are listed below:

· United States Department of Agriculture (USDA) eGovernment Program, eAuthentication Business Case, May 17, 2002.

· Public Law 99-508, Electronic Communications Privacy Act of 1986, October 21, 1986.

· Public Law 100-235, H.R. 145, Computer Security Act of 1987, January 8, 1988.

· Public Law 105-277, Title XVII, Government Paperwork Elimination Act (GPEA), October 21 1998.

· Public Law 106-222, Freedom to E-File Act, June 20, 2000
· Public Law 106-229, Electronic Signatures in Global & National Commerce Act, June 30, 2000.

· H.R. 3802, Electronic Freedom of Information Act Amendments of 1996, 3. January 1996.

· 5 U.S.C. § 552A, The Privacy Act of 1974.
· 29 U.S.C. § 794(d), Section 508 of the Rehabilitation Act of 1973, August 7, 1998.

· National Archives and Records Administration (NARA), Records Management Guidance for Agencies Implementing Electronic Signature Technologies, October 18, 2000. 

· Office of Management and Budget (OMB) A-123, Management Accountability and Control, June 21, 1995.

· Office of Management and Budget (OMB) A-127, Financial Management Systems, July 23, 1993.

· Office of Management and Budget (OMB) A-130, Management of Federal Information Resources, November 28, 2000.

· Office of Management and Budget (OMB) Memo 00-10, Implementation of the Government Paperwork Elimination Act, April 25, 2000.

· National Institute of Standards and Technology (NIST) Special Publication 800-9, Good Security Practices for Electronic Commerce, Including Electronic Data Interchange, December 1993.

· National Institute of Standards and Technology (NIST) Special Publication 800-14, Guide for Developing Security Plans for Information Technology Systems, September 1996.
· National Institute of Standards and Technology (NIST) Special Publication 800-25, Federal Agency Use of Public Key Technology for Digital Signatures and Authentication, October 2000.
· National Institute of Standards and Technology (NIST) Special Publication 800-26, Security Self-Assessment Guide for Information Technology Systems, August 2001.
· Federal Information Processing Standards (FIPS) 102, Guidelines for Computer Security Certification and Accreditation, Sept. 1983.
· National Security Telecommunications and Information Systems Security Committee (NSTISSI) 4009, National Information Systems Security (INFOSEC) Glossary, September 2000.

· Federal Information Systems Controls Audit Manual (FISCAM), January 1999.
1.4 Methodology

The eAuthentication requirements are based on information that was gathered from USDA business and technical communities, the Office of Management and Budget (OMB) and reviews of other eAuthentication applications.  Representatives from each of the USDA Agencies validated this data.  

Based on the information provided, the requirements reflected in this document are addressing the overall needs of existing and emerging software applications that are currently used or will be used in the future to deliver information and services electronically throughout USDA.  These requirements have the concurrence of the USDA Agencies.   

This document will become the basis of the proposed eAuthentication solution set and integration approach at USDA.  As requirements are further defined, this document will be updated with the new requirements. 

1.5 USDA Target Electronic Authentication Requirements

The requirements described herein are the target requirements that the eAuthentication solution set is required to meet as stated in Public Law, Federal guidance, and USDA Policies and Procedures for Federal Information Technology (IT).

The requirements are organized by security discipline.  The requirements are further organized to differentiate between the eAuthentication solution set and the integration of that solution with USDA applications.  Requirements that are needed in order to implement the eAuthentication solution set into the USDA infrastructure are reflected in the solution portion of the document.  Requirements for USDA applications are reflected in the Application Integration portion of the document.

The security disciplines outlined in Appendix B, the eAuthentication Security Requirements Trace Matrix, have been developed from the common security practices identified in Public Law, the Office of Management & Budget Regulations, NIST requirements and the USDA eAuthentication Business Case.  All references identified were reviewed for security requirements and then cross-referenced to the common security practices as found in the above regulations and requirements.

1.6 Electronic and Security Standards

USDA shall adhere to the standards set forth by the Institute of Electrical and Electronics Engineering (IEEE), the National Institute of Standards and Technology (NIST), and the Federal Information Processing Standard (FIPS).

2 Functional Requirements

Herein outlines the functional requirements for the USDA eAuthentication Program.  The requirements are addressed for the solution itself and the integration of that solution.

2.1 Solution Requirements

The USDA eAuthentication solution set is in response to the need for meeting eGovernment requirements as mandated by the President’s Management Agenda to enhance citizen-centric government services.  The USDA eAuthentication solution set will address the following functional requirements:
· Authentication;

· Authorization;

· Availability;

· Confidentiality;

· Integrity (system and data);

· Non-Repudiation; and

· Interoperability.

2.1.1 Authentication

The USDA eAuthentication solution set shall provide electronic authentication that determines that someone is who he or she declares to be.  This shall be accomplished by identifying something a user has (i.e. token), something a user knows (i.e. password), or something the user is (i.e. biometrics).  In some cases a hybrid approach may be undertaken that takes advantage of a combination of the three means of authentication.  (USDA eAuthentication Business Case)

2.1.2 Authorization

The USDA eAuthentication solution set shall provide permission for users to access the information necessary to perform their duties.  The process of granting and providing authorization shall be clearly defined in order to ensure a controlled method of granting authorization.
  (USDA eAuthentication Business Case)

2.1.3 Availability

The USDA eAuthentication solution set is an enterprise-wide security solution.  As with any security solution, the USDA eAuthentication solution set shall be present, available, and working as close to one hundred percent of the time as is feasible.

2.1.4 Certification and Accreditation

The eAuthentication solution set shall be certified using guidance of Federal Information Processing Standard (FIPS) 102, Guidelines for Computer Security Certification and Accreditation, and September 1983.  (USDA eAuthentication Business Case and OMB A-130)

2.1.5 Confidentiality

The USDA eAuthentication solution set shall provide protection in such a way that the information can only be accessed or modified by those persons or things authorized to do so.  (USDA eAuthentication Business Case)

2.1.6 Configuration Management Plan

Integration shall include a configuration management plan to ensure the maintenance of a secure baseline for the network.  The plan shall describe the process and procedures for suggesting changes, testing the changes, and final Integration of the changes.  (USDA eAuthentication Business Case and NIST SP 800-14)

2.1.7 System Integrity

The USDA eAuthentication solution set shall provide safeguards to assure it can maintain its configuration in a secure state.

The USDA eAuthentication solution set shall provide safeguards to assure that information can only be accessed or modified by those authorized to do so.  Measures taken to ensure integrity shall include controls for the physical environment (physical access, heat, dust, and electrical) of the network terminals and servers, controls restricting access to data, and the maintenance of rigorous authentication practices.  (USDA eAuthentication Business Case)

2.1.8 eSignatures

The electronic signatures (eSignatures) used for the USDA eAuthentication solution set shall meet appropriate USDA and government-wide standards for electronic signatures and shall be sensitive to the application requirements identified by USDA Agencies.

2.1.8.1 Records Management Guidance

The eAuthentication solution set shall adhere to National Archives and Records Administration (NARA) requirements for implementing electronic signature technologies.  

The solution set must ensure the trustworthiness (reliability, authenticity, integrity, and usability) of an electronically signed record whether for a finite time or permanently.  (NARA, Records Management Guidance for Agencies Implementing Electronic Signature Technologies)

2.1.9 Least Privilege

The solution set shall ensure that data is protected commensurate with the risk and magnitude of the harm that would result from the loss, misuse, or unauthorized access to or modification of such information. (OMB A-130)

2.1.10 Non Repudiation

The USDA eAuthentication solution set shall provide positive identification so that the user and data are connected, thereby not allowing the user to disown or deny responsibility for data. (USDA eAuthentication Business Case)

2.1.11 Interoperability

The USDA eAuthentication solution set shall provide interoperability among USDA agencies, contractors and other government agencies as necessary.  It must be fully interoperable and integrated with the government-wide eAuthentication solutions under the President’s eAuthentication initiative.  (USDA eAuthentication Business Case)

2.1.12 Procedural

The eAuthentication solution set shall have procedures in place to ensure the confidentiality and integrity of the encryption keys used in the solution (i.e. 2 person control).

2.1.13 Program Management

USDA is required to manage the secure operations of the implemented solution throughout the life cycle of the system. (NIST SP 800-14)

2.1.13.1 Security Plan

USDA shall establish a security plan that implements the department’s security policy for the system.  This plan shall outline proper behavior for the secure operation of the system. (Computer Security Act of 1987 and NIST 800-14)

2.1.13.2 Computer Support and Operations (Documentation)

USDA shall document secure operating procedures for the everyday responsibilities of personnel involved with the system’s operations and maintenance.  (NIST SP 800-14)

2.1.13.3 Adequately Defined duties and obligations between Trading Partners

Agreements shall be established in writing (Memorandum of Agreement/Understanding {MOA/MOU}) between trading partners to understand their functional, operational, and security roles for the system. (NIST SP 800-9)

2.1.14 Independent Risk Assessment

Independent risk assessments shall be accomplished when a major physical, hardware, or software change is made, prior to integration or every 3 years.  An independent risk assessment shall be necessary during the process of implementing an eAuthentication solution. (USDA eAuthentication Business Case)

2.1.15 Risk Management

USDA shall document and implement a risk management plan to identify potential risks and a means to mitigate unacceptable risks. (NIST SP 800-14, OMB A-123, and OMB A-130)
2.1.16 Security Awareness and Training

USDA shall establish personnel security policies and develop training programs for personnel associated with the design, integration, operation, maintenance, and use of the eAuthentication solution. (E-Privacy Act of 1986, Computer Security Act of 1987, NIST SP 800-14, and OMB A-130)
2.1.17 Self Assessment

A self-assessment shall be conducted on the eAuthentication solution in compliance with the NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems, in accordance with the GISRA requirements.

2.1.18 System Reliability 

The system shall be consistent in that its functionality shall return error-free and predictable results based on pre-defined requests. (NIST SP 800-9)
2.1.19 Audit 

USDA shall establish and maintain systems of accounting and internal controls that provide effective control over, and accountability for, assets for which the agency is responsible, including internal audit.  Audit trails shall accomplish individual accountability, reconstruction of events, intrusion detection, and problem identification. (OMB A-127, NIST SP 800-14, and NIST SP 800-9)

2.1.20 Data Handling

USDA must ensure that sensitive data is stored, handled, and safeguarded in such a way to protect that data from being disclosed to persons without the proper need to know. (Privacy Act of 1974)

2.1.21 Incident Reporting and Response

The eAuthentication solution set shall be integrated and consistent with the USDA internal incident response plan and procedures. (USDA eAuthentication Business Case, E-Privacy Act of 1986, NIST SP 800-14)

2.1.22 Physical Controls

The eAuthentication solution set components shall be housed in physically secure environments. (NIST SP 800-14 and Privacy Act of 1974)

2.1.23 Personnel Security

Personnel shall be screened to determine a level of trust.  This applies to USDA government employees and contractors.  Access to sensitive USDA data must be restricted to trusted personnel with the appropriate need to know. (NIST SP 800-14 and OMB A-130)

2.1.24 Industrial Security

All vendors, contractors and agents of USDA shall comply with the policies and procedures associated with the USDA eAuthentication solution.

2.1.25 COTS

The USDA eAuthentication solution set shall be based on Commercial Off The Shelf (COTS) software to the largest extent possible, and that COTS software will be implemented based on applicable USDA information assurance policies and procedures.

2.1.26 GOTS

The USDA eAuthentication solution set shall use Government Off The Shelf (GOTS) software when COTS software is not available.  The GOTS software will be subject to a security review.

2.1.27 Open-Source

The eAuthentication solution set shall support any cyber security approved open-source software that may be used in supporting the interests of USDA and its Agencies.

2.1.28 Scalable

The USDA eAuthentication solution set shall be implemented in a manner that is scalable, maintainable, reliable and portable within USDA.

2.1.29 Level of Assurance

The USDA eAuthentication solution set shall provide various authentication mechanisms based on the level of assurance required.

2.1.30 Single Sign-On

Based on industry best-practices, the eAuthentication solution set shall use, to the greatest extent possible, a single sign-on (SSO) solution to improve security by reducing the number of system authentications to separate domains, by enhancing system administrators’ ability to maintain the integrity of user account information, and by reducing the time taken to maintain USDA systems.  

2.2 Application Integration Requirements

Integration of the USDA eAuthentication solution set requires security in all disciplines to provide continued integrity of the data.  These requirements become increasingly important, as USDA sensitive data shall be exchanged over the USDA networks’ architecture. 

2.2.1 Access Control

Access controls shall be implemented using physical, procedural, and logical safeguards, in order to minimize risk to and potential loss from those systems that promote or permit public access, other externally accessible systems, and those systems that are interconnected with systems over which program officials have little or no control. (OMB A-130, NIST SP 800-14, NIST SP 800-9, and PL 106-229)

2.2.2 Accessibility

USDA must ensure that the eAuthentication solution set allows for individuals with disabilities to have comparable access to information and data as those without disabilities, unless an undue burden would be imposed on the Agency. (Rehabilitation Act)

2.2.3 Confidentiality

The eAuthentication implementation shall ensure the confidentiality of data passing over the network.  This applies to information that identifies individuals or contains proprietary information that may have legal ramifications if compromised. (Privacy Act of 1974 {as amended}, E-FOIA, OMB A-130, NIST SP 800-9)

2.2.4 Data Integrity

Integration of the solution set shall ensure that the data passing through USDA networks, either application or authentication data, is not modified, changed, or deleted by unauthorized persons. (GPEA, NIST SP 800-9, and PL 106-229)

2.2.5 Identification and Authentication 

USDA eAuthentication shall be implemented using identification and authentication mechanisms as identified in the requirements for the eAuthentication solution set.  

2.2.6 Procedural

The USDA application owners shall develop procedures and policies that allow for the integration of the USDA’s eAuthentication solution set consistent with the centrally managed USDA eAuthentication policies and procedures.

3 Appendix A:  Acronyms and Abbreviations

Table 4 – Acronyms and Abbreviations

	Term
	Definition

	AIS
	Automated Information System

	COE
	Common Operating Environment

	COTS
	Commercial Off The Shelf

	DAA
	Designated Approving Authority

	E-Sign
	Electronic Signatures in Global and National Commerce Act 

	FISCAM
	Federal Information Systems Controls Audit Manual

	FIPS
	Federal Information Processing Standard

	GISRA
	Government Information Security Reform Act

	GOTS
	Government Off The Shelf

	GPEA
	Government Paperwork Elimination Act

	IEEE
	Institute of Electrical and Electronics Engineers

	NIAP
	National Information Assurance Partnership

	NIST
	National Institute of Standards and Technology

	OMB
	Office of Management and Budget

	SSO
	Single Sign-On

	USDA
	United States Department of Agriculture

	eAuthentication
	eAuthentication verifies the identity of a user using any electronic service, including those users accessing electronic documents or records and those users represented by “electronic signatures” that are created, communicated, and stored in electronic form. 

	User Authentication
	User authentication is the ability to validate that a user is actually the person with whom a system is communicating or conducting a transaction.  

	Electronic Signature
	An electronic signature (e-signature) is a generic term that refers to all methods by which someone can “sign” an electronic record and signals a person’s consent, approval, or acknowledgement.  An electronic signature, while represented digitally, can take many forms, such as a name typed at the end of an email message, a digitized image of a handwritten signature, or even a secret code or PIN that identifies the sender to the recipient.  

	Digital Signature
	A digital signature is a more advanced electronic signature that provides confidentiality, integrity, and non-repudiation.




4 Appendix B:  eAuthentication Functional Requirements Matrix

The requirement matrix provides the following information:

· Requirement # provides a technical requirement identifier that uniquely identifies the requirement.

· Grouping provides the Grouping column provides the security discipline of the requirement.  

· Priority provides the priority number (PR#) identifies the relative priority of each requirement based on the Functional Requirements document.  The values within this field are 1, 2, or 3.  

· High Priority represented by a number 1, fully implements a functional requirement and therefore must be met by the system in order to be deemed compliant with the functional requirements document.  

· Medium Priority requirements designated with the number 2 provide requirements that, in combination with other requirements, implement a specific functional requirement or group of functional requirements and therefore must generally be implemented in a sound manner.  

· Low Priority requirements, denoted with a Priority Number of 3, correspond to requirements that provide best practice-oriented controls that support the implementation of efficient and effective functionality as described in the Functional Requirements document but do not directly implement a functional requirement alone.  

· Requirement Description provides the statement that describes the functionality that the system should achieve. These technical requirements applies to the system as a whole, and as design and analysis takes place, these requirements will be mapped to specific components or groups of components to ensure that the functional requirements are met through effective deployment of security controls throughout the eAuthentication implementation.

Table 5 – eAuthentication Functional Requirements Matrix

	Requirement #
	Grouping
	Priority
	Requirement Description

	3.1.1.  Authentication
	Solution
	1
	Provide electronic authentication that determines that someone is who he or she declares to be.  This shall be accomplished by identifying something a user has (i.e. token), something a user knows (i.e. password), or something the user is (i.e. biometrics).  In some cases a hybrid approach may be undertaken that takes advantage of a combination of the three means of authentication.  (USDA eAuthentication Business Case)

	3.1.2.  Authorization
	Solution
	1
	Provide permission for users to access the information necessary to perform the appropriate tasks.  The process of granting and providing authorization shall be clearly defined in order to ensure a controlled method of granting authorization.  (USDA eAuthentication Business Case)

	3.1.3.  Availability
	Solution
	1
	Provide an enterprise wide security solution.  As with any security solution, USDA’s shall be present, available, and working as close to one hundred percent of the time as is feasible.

	3.1.4.  Certification and Accreditation
	Solution
	1
	The eAuthentication solution set shall be certified using guidance of Federal Information Processing Standard (FIPS) 102, Guidelines for Computer Security Certification and Accreditation, and September 1983.  (USDA eAuthentication Business Case and OMB A-130)

	3.1.5.  Confidentiality
	Solution
	1
	Provide protection in such a way that the information can only be accessed or modified by those persons or things authorized to do so.  (USDA eAuthentication Business Case)

	3.1.6.  Configuration Management Plan
	Solution
	1
	Include a configuration management plan to ensure the maintenance of a secure baseline for the network.  The plan shall describe the process and procedures for suggesting changes, testing the changes, and final integration of the changes.  (USDA eAuthentication Business Case and NIST SP 800-14)

	3.1.7.  System Integrity
	Solution
	1
	Provide safeguards to assure that the eAuthentication solution, when properly configured, can maintain its configuration in a secure state.

Provide safeguards to provide assurance that information can only be accessed or modified by those authorized to do so.  Measures taken to ensure integrity shall include controls for the physical environment (physical access, heat, dust, and electrical) of the network terminals and servers, controls that restrict access to data, and the maintenance of rigorous authentication practices.  (USDA eAuthentication Business Case)

	3.1.8.  eSignatures
	Solution
	2
	The electronic signatures (eSignatures) used for the USDA eAuthentication solution set shall meet appropriate USDA and government-wide standards for electronic signatures and shall be sensitive to the application requirements identified by USDA Agencies.

	3.1.8.1.  Records Management Guidance
	Solution
	2
	Adhere to National Archives and Records Administration (NARA) requirements for implementing electronic signature technologies.  

Ensure the trustworthiness (reliability, authenticity, integrity, and usability) of an electronically signed record whether for a finite time or permanently.  (NARA, Records Management Guidance for Agencies Implementing Electronic Signature Technologies)

	3.1.9.  Least Privilege
	Solution
	1
	Ensure that data is protected commensurate with the risk and magnitude of the harm that would result from the loss, misuse, unauthorized access to or modification of such information. (OMB A-130

	3.1.10.  Non Repudiation
	Solution
	1
	Provide positive identification so that the user and data are connected, thereby not allowing the user to disown or deny responsibility for data. (USDA eAuthentication Business Case)

	3.1.11.  Interoperability
	Solution
	1
	Provide interoperability within USDA, and between its agencies, contractors and other government agencies as necessary.  It must be fully interoperable and integrated with the government-wide eAuthentication solutions under the President’s eAuthentication initiative.    ( USDA eAuthentication Business Case)

	3.1.12.  Procedural
	Solution
	1
	Provide procedures to ensure the confidentiality and integrity of the encryption keys used in the eAuthentication solution (i.e. 2 person control).

	3.1.13.  Program Management
	Solution
	1
	Manage the secure operations of the implemented solution throughout the life cycle of the system. (NIST SP 800-14)

	3.1.13.1.  Security Plan
	Solution
	1
	Establish a security plan that implements the Department’s security policy for the system.  This plan shall outline proper behavior for the secure operation of the system. (Computer Security Act of 1987 and NIST 800-14)

	3.1.13.2.  Computer Support and Operations (Documentation)
	Solution
	1
	Document secure operating procedures for the everyday responsibilities of personnel involved with the system’s operations and maintenance.  (NIST SP 800-14)

	3.1.13.3.  Adequately defined duties and obligations between Trading Partners
	Solution
	2
	Agreements shall be established in writing (Memorandum of Agreement/Understanding {MOA/MOU}) between trading partners to understand their functional, operational, and security roles for the system. (NIST SP 800-9)

	3.1.14.  Independent Risk Assessment
	Solution
	2
	Independent risk assessments shall be accomplished when a major physical, hardware, or software change is made, prior to integration or every 3 years.  An independent risk assessment shall be necessary during the process of implementing an eAuthentication solution. (USDA eAuthentication Business Case)

	3.1.15.  Risk Management
	Solution
	2
	Document and implement a risk management plan to identify potential risks and a means to mitigate unacceptable risks. (NIST SP 800-14, OMB A-123, and OMB A-130)


	3.1.16.  Security Awareness and Training
	Solution
	3
	Establish personnel security policies and develop training programs for personnel associated with the design, integration, operation, maintenance, and use of the eAuthentication solution. (E-Privacy Act of 1986, Computer Security Act of 1987, NIST SP 800-14, and OMB A-130)

	3.1.17.  Self Assessment
	Solution
	2
	Conduct a self-assessment on the eAuthentication solution in compliance with the NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems, in accordance with the GISRA requirements.

	3.1.18.  System Reliability
	Solution
	1
	The system shall be consistent in that its functionality shall return error-free and predictable results based on pre-defined requests. (NIST SP 800-9)

	3.1.19.  Audit
	Solution
	1
	Establish and maintain systems of accounting and internal controls that provide effective control over, and accountability for, assets for which the agency is responsible, including internal audit.  Audit trails shall accomplish individual accountability, reconstruction of events, intrusion detection, and problem identification. (OMB A-127, NIST SP 800-14, and NIST SP 800-9)

	3.1.20.  Data Handling
	Solution
	1
	Ensure that sensitive data is stored, handled, and safeguarded in such a way to protect that data from being disclosed to persons without the proper need to know. (Privacy Act of 1974)

	3.1.21.  Incident Reporting and Response
	Solution
	1
	Integrate and be consistent with the USDA internal incident response plan and procedures. (USDA eAuthentication Business Case, E-Privacy Act of 1986, NIST SP 800-14)

	3.1.22.  Physical Controls
	Solution
	1
	The eAuthentication solution components shall be housed in physically secure environments. (NIST SP 800-14 and Privacy Act of 1974)

	3.1.23.  Personnel Security
	Solution
	1
	Personnel shall be screened to determine a level of trust.  This applies to USDA government employees and contractors.  Access to sensitive USDA data must be restricted to trusted personnel with the appropriate need to know. (NIST SP 800-14 and OMB A-130)

	3.1.24.  Industrial Security
	Solution
	1
	All vendors, contractors and agents of USDA shall comply with the policies and procedures associated with the USDA eAuthentication solution.

	3.1.25.  COTS
	Solution
	2
	The solution set shall be based on Commercial Off The Shelf (COTS) software to the largest extent possible, and that COTS software will be implemented based on applicable USDA information assurance policies and procedures.

	3.1.26.  GOTS
	Solution
	2
	The solution set shall use Government Off The Shelf (GOTS) software when COTS software is not available.  The GOTS software will be subject to a NIAP review.

	3.1.27.  Open-Source
	Solution
	2
	Support any NIAP approved open-source software that may be used in supporting the interests of USDA and its Agencies.

	3.1.28.  Scalable
	Solution
	1
	The solution set shall be implemented in a manner that is scalable, maintainable, reliable and portable within USDA.

	3.1.29.  Level of Assurance
	Solution
	1
	The solution set shall provide various authentication mechanisms based on the level of assurance required.

	3.1.30.  Single Sign-On
	Solution
	1
	Based on industry best-practices, the eAuthentication solution shall use, to the greatest extent possible, a single sign-on (SSO) solution to improve security by reducing the number of system authentications to separate domains, by enhancing system administrators’ ability to maintain the integrity of user account information, and by reducing the time taken to maintain USDA systems.

	3.2.1.  Access Control
	Integration
	1
	Access controls shall be implemented using physical, procedural, and logical safeguards to minimize risk to and potential loss from those systems that promote or permit public access, other externally accessible systems, and those systems that are interconnected with systems over which program officials have little or no control. (OMB A-130, NIST SP 800-14, NIST SP 800-9, and PL 106-229)

	3.2.2.  Accessibility
	Integration
	1
	The solution set shall allow for individuals with disabilities to have comparable access to information and data as those without disabilities, unless an undue burden would be imposed on the agency. (Rehabilitation Act)

	3.2.3.  Confidentiality
	Integration
	1
	The solution set shall ensure the confidentiality of data passing over the network.  This applies to information that identifies individuals or contains proprietary information that may have legal ramifications if compromised. (Privacy Act of 1974 (as amended), E-FOIA, OMB A-130, NIST SP 800-9)

	3.2.4.  Data Integrity
	Integration
	1
	The solution set shall ensure that the data passing through USDA networks, either application or authentication data, is not modified, changed, or deleted by unauthorized persons. (GPEA, NIST SP 800-9, and PL 106-229)

	3.2.5.  Identification and Authentication
	Integration
	1
	The solution set shall provide appropriate mechanisms for identification and authentication in line with the requirements of USDA Agencies.

	3.2.6.  Procedural
	Integration
	1
	USDA application owners shall develop procedures and policies that allow for the integration of the approved eAuthentication solution consistent with the centrally managed USDA eAuthentication policies and procedures.














� Authorization processes will not occur centrally – these processes will remain part of Agency applications.
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