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1 
Introduction

The United States Department of Agriculture (USDA) has initiated an eGovernment program.  This initiative transforms the way USDA conducts business within the Federal government, with business partners, citizens, and other government Agencies.  Many of these programs depend on the secure authentication of users accessing the system and the ability to receive data in a manner that protects the privacy, confidentiality, and integrity of the information.  For some eGovernment initiatives, strong authentication or digital signature capability is required to successfully and securely implement the initiative.  In a survey taken by the eGovernment Working Group and the eGovernment Executive Council, eAuthentication is considered to be the most critical of the eGovernment initiatives at USDA.

eAuthentication (user authentication and eSignatures) is one of the twelve “Smart Choice Candidates” selected by the eGovernment Executive Council to address performance and security gaps in existing USDA government systems as they relate to eGovernment.  eAuthentication is an enabling technology that shall help USDA achieve its goals and objectives for a secure eGovernment system, by supporting all USDA eGovernment initiatives and applications, as well as traditional applications.  It is important to note that the eAuthentication initiative shall continue to be fully integrated with the Presidential Initiative for eAuthentication. 
One of the major challenges facing USDA is the need to develop a consolidated approach to eAuthentication that balances the individual requirements of Agencies with the Department’s need to eliminate redundant activities.  Once an array of authentication solutions providing a range of assurance levels is identified and calibrated, those solutions can be implemented across USDA in a phased approach.  Among the more compelling reasons to consolidate authentication is the leveraging of security best practices.  A consolidated approach can ensure that each Agency draws upon the best authentication solutions to provide the necessary assurance to protect the confidentiality, integrity, and availability of data.

Authenticating the identity of individuals and businesses is, to varying degrees, based on risk; this is the core of the eAuthentication initiative.  This program focuses on meeting the business needs of USDA’s eGovernment enterprise as well as building the necessary infrastructure to support common, unified processes and systems for Department-wide use. 

The Performance Measures document addresses the following areas:

· Goals and Objectives;

· Performance Measures; and

· Data Collection Plan.

The Performance Measures for eAuthentication require support and involvement from all management levels within the Agencies and staff offices.  Performance goals are necessary in order to focus effort, motivate performance, and evaluate success.  Performance measures are required to assess the level of performance as established within the current baseline.  As success is achieved and baselines are modified, the standard of performance may be revised to create more or less stringent performance goals for monitoring the success of the program.  This document provides an approach for collecting metrics that measure the performance in obtaining these goals.

1.1 Participants

Participants in the eAuthentication Performance Measure group are USDA Agencies and staff offices.  They will be responsible for collecting performance measure data that is identified within this document.

1.2 Assumptions

The following assumptions are made in discussion of the Performance Measures for the eAuthentication solution:

· All USDA Agencies and staff offices are knowledgeable of the USDA eGovernment strategic goals and objectives;

· USDA Agencies and staff offices shall make available the resources (skills, people, tools, and money) to support the eAuthentication processes of the performance measurement plan required to collect and report on the data;

· It is assumed that the supporting telecommunications infrastructure has sufficient capacity to handle any workload and will be 100% available; and

· It is assumed that the eGovernment performance measures are separate, but that this document supplements the eGovernment performance measures.

2 Goals and Objectives

The fundamental goal for the eAuthentication initiative is to ensure that the USDA resources that support electronic delivery of information and services are secure and protected.  The most effective way to measure the progress of the eAuthentication solution set is to establish performance measures that identify the completion of the milestones.  USDA’s Office of Chief Information Officer (OCIO) has primary responsibility for supervision and coordination within USDA of the design, acquisition, maintenance, use, and disposal of information technology (IT) by USDA Agencies and staff offices.  

The OCIO has a strategic plan that establishes goals and objectives to meet these responsibilities.  By strategically acquiring and using information technology resources, OCIO intends to improve the quality, timeliness, and cost effectiveness of USDA’s service delivery to its customers.  These goals and objectives, along with the goals and objectives of the USDA eGovernment Strategic Plan, provide a means by which the department can achieve overall success in meeting the President’s Management Agenda.  It also helps to define the objectives for the eAuthentication initiative in support of the eGovernment program.  Once the objectives are defined, the functional requirements are used to provide a mechanism by which performance goals are obtained and measured.  

2.1 USDA eGovernment Goals 

USDA’s eGovernment goals are designed to create and operate a virtual enterprise for citizens, public and private organizations, and USDA employees.  The eGovernment Strategic Plan reveals a bold vision and strategic agenda to surpass future expectations and manage a world-class organization.  eAuthentication is a key component of this vision because it is the foundation that will enable USDA to achieve many of its enabling and strategic opportunities.

The first eGovernment goal is geared to the citizens of the United States:  Improve citizens’ knowledge of and access to USDA in order to enhance service delivery.  This goal reflects the Department’s commitment to create a citizen-centered government.  It affirms that USDA will use eGovernment to provide information and services in a way that is convenient, user-friendly, and designed to meet the needs of the American public. USDA is striving to increase program awareness and streamline service delivery to reduce time and complexity in receiving services.  eAuthentication provides the ability to properly identify and authenticate users, thereby increasing the ability to deliver valuable services to citizens. 

The second eGovernment goal identifies support for the public and private organizations that conduct business with USDA:  Enhance collaboration with public and private sector organizations to develop and deliver USDA’s mission.  This goal focuses on improving working relationship with public and private organizations that USDA partners with to deliver its many programs and services.  This includes federal, state, and local government Agencies, regulated and partner industry groups, university and research communities, and non-profit organizations. USDA will improve collaboration with these groups to seamlessly deliver programs, share information and provide resources to enhance their organizational capabilities. USDA will likewise use information technology to enhance its relationship with industries it regulates by improving two-way communication.  The eAuthentication solution set will support USDA’s ability to securely conduct business transactions and accept data online, thereby improving service delivery to public and private organizations.  

The third eGovernment goal addresses USDA employees and the enterprise:  Improve internal efficiency by promoting enterprise-wide solutions.  Enterprise approaches to providing electronic solutions will reduce time spent on repetitive data entry, minimize duplicative processes and functions, and foster continuous learning in support of a knowledge-rich enterprise.  Although the initial release of the eAuthentication solution set is not focused on employees, subsequent releases will address requirements of employees and the enterprise.  The enterprise-wide eAuthentication solution set will improve internal efficiency by enhancing capabilities for cross-agency and cross-initiative integration and reducing design, implementation, and support costs.

The relationship of USDA’s eAuthentication initiative to USDA’s strategic goals and objectives is illustrated in the Performance Measures Model, Figure 2.1. 
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Figure 2.1 – eAuthentication Performance Measures Model

2.2 eAuthentication Objectives

The eAuthentication objectives along with the USDA eGovernment goals and objectives provide for the overall success of fulfilling the USDA’s goals and visions previously defined in Section 2.1.  The eAuthentication solution should be:

· Effective – Provide a level of trust, data integrity, interoperability, and reduced risk;

· Compliant – Ensure that all USDA eAuthentication provides a means by which consumers and business partners can access USDA as directed by legislative actions;
· Efficient – Reduce costs and processes that are the result of the development and maintenance of duplicative tools, processes, and applications;
· Maintainable – Provide an electronic method of ensuring the data is error free and secure from manipulation;

· Portable – Provide the ability to tolerate working with different technologies;

· Scaleable – Can support today’s usage and future growth and demand; and
· Useable – Provide availability and accessibility of Agency processes when and where it is convenient, 24 hours a day, seven days a week, to internal and external entities.

3 Performance Measures

Performance measurement is the process whereby an organization measures the degree to which programs, investments, and acquisitions are reaching the desired results in support of mission goals.  Performance measures are set during the design phase and assessed during subsequent phases. The focus of performance measurement is on outcomes, or in this case, how well the IT investment enables the program or Agency to accomplish its primary mission.  Consequently, performance measurement should look beyond measures of input (resource consumption), activities (milestones), and output (production numbers), which are more directly related to operational performance. This focus, however, does not imply that input, activity, and output measures are not useful. Indeed, internal measures are used to track resources and activities and make necessary adjustments, since investments are only successful if hardware, software, and capabilities are delivered on time and meet specifications. 

Performance is evaluated using two criteria: effectiveness and efficiency.  Effectiveness demonstrates that an organization is doing the correct things, while efficiency demonstrates that an organization is doing things optimally. New acquisitions and upgrades should include a business case indicating the investment will result in effectiveness or efficiency improvements. For example, a new computer network might result in enhanced efficiency because work is processed faster, digital images are transferred among remote sites, or data is transmitted more securely.
Performance Measures are identified in the following tables:

· Fiscal Year/Data Collection – The year the performance goal will start being measured;

· Strategic Goal Supported – The eGovernment Strategic Goals that map to the Planned Performance Improvement Goals;

· Planned Performance Improvement Goal – The performance goal or outcome that the solution will attempt to achieve; and

· Planned Performance Metric – The actual specific criteria that are measured to determine if the goal is met.

3.1 Solution Measures

The USDA eAuthentication solution set is necessary for USDA to meet eGovernment requirements as mandated by the President’s Management Agenda to enhance citizen-centric government services.  The solution measures are concentrated on the controls needed to support the eAuthentication solution set.  The measurement results will indicate if the solution is meeting its goals and objectives.

  Table 3.1 – Solution Performance Measures

	Fiscal Year
	Strategic Objective Supported
	Planned Performance Improvement Goal
	Planned Performance Metric

	FY03


	Objective 3.1

“Foster seamless collaboration to make informed decisions and minimize redundancy to achieve USDA’s mission.”
	Agencies adopt the proposed solution, requirements and architecture.
	Number of Agencies that have adopted the proposed solutions.

	FY03
	Objective 3.4

“Create and maintain a management and technical infrastructure capable of supporting USDA’s eGovernment vision.”
	Ensure that the eAuthentication solution is portable.
	Number of authentication mechanisms (does this mean the number of agency services that use the enterprise solution set?) used by USDA that show the eAuthentication solution is operable.

	FY04


	Objective 2.4

“Provide leadership in intergovernmental initiatives to improve service delivery.”
	Ensure that USDA’s authentication mechanism supports credentials from other government agencies.  
	Number of non-USDA credentials that were evaluated and permitted access for users into USDA services.

	FY04
	Objective 3.3

“Develop and enhance administrative and support functions that satisfy employee and enterprise needs in an effective, efficient and interoperable manner.”
	USDA eGovernment systems/applications that are interoperable with the eAuthentication solution.
	Number of sensitive systems/applications that are interoperable with the eAuthentication solution.

	FY04
	Objective 3.4

“Create and maintain a management and technical infrastructure capable of supporting USDA’s eGovernment vision.”
	Finalize eAuthentication solution.
	Number of potential solutions (to include evaluation of current eAuthentication initiatives); identify solution set of choice from the number of candidates.


Solution Service Measures

The solution service measures for the eAuthentication initiative provide for qualitative and quantitative data results.  The solution services make up the core functionality of the eAuthentication solution set.  These indicate the solution service performance by analyzing the results of any activity.  These measures are important when helping management determine if changes are required to the initial milestones that were defined.

 Table 3.2 – Services Performance Measures 

	Fiscal Year
	Strategic Objective Supported
	Planned Performance Improvement Goal
	Planned Performance Metric

	FY03
	Objective 2.4

“Provide leadership in intergovernmental initiatives to improve service delivery.”
	Coordinated approach to implementing the solution across Agency.
	Number of Agencies that have adopted the proposed implementation.

	FY03 and going forward
	Objective 2.2

“Enable business transactions with partners through user-friendly applications and seamless integration across the Department.”
	Reduce the number of manual transactions.
	Percentage of manual transactions for each system that are converted to electronic processes.

	FY03 and going forward
	Objective 2.3

“Streamline oversight, regulatory, and cooperative activities with standardized electronic solutions.”
	Implement a standardized eAuthentication product and solution set across USDA.
	Number of USDA applications that implement the eAuthentication solution set



	FY03 and going forward
	Objective 2.3

“Streamline oversight, regulatory, and cooperative activities with standardized electronic solutions.”
	Reduce the number of redundant systems for authentication, thereby increasing user and employee productivity.
	Percentage of Government non-sensitive systems using the enterprise solution set.

	FY03 and going forward
	Objective 2.3

“Streamline oversight, regulatory, and cooperative activities with standardized electronic solutions.”
	Increase the number of customers and business partners authenticating using the eAuthentication solution set.
	Percentage increase of customers and partners using the solution set.



	FY03 and going forward
	Objective 2.3

“Streamline oversight, regulatory, and cooperative activities with standardized electronic solutions.”
	USDA eGovernment external business partners are able to authenticate.
	Number of eAuthentication tokens issued to USDA  partners for high-priority initiatives.

	FY03 and going forward
	Objective 2.3

“Streamline oversight, regulatory, and cooperative activities with standardized electronic solutions.”
	Eliminate requirement for manual signatures from corporate and enterprise transactions.
	Percentage increase of external and internal eSigned transactions conducted via eGovernment.

	FY03 and going forward
	Objective 3.3

“Develop and enhance administrative and support functions that satisfy employee and enterprise needs in an effective, efficient and interoperable manner.”
	Reduce the number of redundant systems for authentication, thereby increasing user and employee productivity. (OK to have a duplicate??)
	Percentage of sensitive systems using enterprise solution set.

	FY04
	Objective 2.3

“Streamline oversight, regulatory, and cooperative activities with standardized electronic solutions.”
	USDA employees are able to positively identify themselves.
	Number of eAuthentication tokens issued to USDA individuals responsible for high-level transactions. 


Integration Measures

Integration of the USDA eAuthentication solution set measures the disciplines for their ability to provide continued data integrity.  The results are related to the number of objects identified or milestones met.  These measures help manage the evaluation of the integration strategy to determine if changes are required based on results from actual performance.

 Table 3.3 – Integration Performance Measures

	Fiscal Year
	Strategic Objective Supported
	Planned Performance Improvement Goal
	Planned Performance Metric

	FY03
	Objective 2.3

“Streamline oversight, regulatory, and cooperative activities with standardized electronic solutions.”


	USDA initiatives will be integrated with the eAuthentication solution.
	Number of web-enabled eGovernment initiatives integrated.



	FY03
	Objective 2.4

“Provide leadership in intergovernmental initiatives to improve service delivery.”
	Integration/migration strategy approved by eGovernment executives and OCIO.
	eAuthentication toolset provides interoperability with Agencies and is in line with the goal of federal interoperability.

	FY03
	Objective 3.3

“Develop and enhance administrative and support functions that satisfy employee and enterprise needs in an effective, efficient and interoperable manner.”
	USDA initiatives will be integrated with the eAuthentication solution.
	Number of eGovernment initiatives that have integrated with the eAuthentication toolset

	FY03
	Objective 3.3

“Develop and enhance administrative and support functions that satisfy employee and enterprise needs in an effective, efficient and interoperable manner.”
	Consolidated USDA eAuthentication toolset deployed.
	Percentage of increased use of the eAuthentication toolset.

	FY03 and going forward
	Objective 1.3

“Increase the capability of all citizens, especially those living in rural communities, to benefit from eGovernment.”
	eAuthentication solution must be portable.
	Number of USDA applications integrated and operating with the eAuthentication solution set.

	FY03 and going forward
	Objective 1.3

“Increase the capability of all citizens, especially those living in rural communities, to benefit from eGovernment.”

Objective 3.4

“Create and maintain a management and technical infrastructure capable of supporting USDA’s eGovernment vision.”
	Support USDA’s eGovernment user’s system log on during peak access times.
	Number of user authentications for proposed weekly peak load period (7-9AM) by time zones.

Users – Europe;

Users – Eastern Standard Time;

Users – Central Standard Time;

Users – Mountain Standard Time;

Users – Pacific Standard Time; and Users – Hawaii.

	FY03 and going forward
	Objective 3.2

“Increase USDA employees’ skills, understanding, access, and use of available eGovernment tools.”
	Increased awareness and use of eAuthentication.
	Number of USDA employees who are actively using the USDA eAuthentication solution set 


4 Data Collection Plan

Data collection refers to the gathering of data used to measure the performance of the solution.  The development and implementation of the data collection plan ensures that performance data is collected consistently, effectively, and efficiently so responsibilities are clearly delineated.  Specifically, the plan discusses the following:

· Collection method;

· Collection frequency;

· Governance; 

· Reporting of results; and

· Evaluation.

4.1 Collection Method

The first step of the data collection plan is to determine the method of data collection for each metric.  Associated costs and other applicable constraints will be considered as factors in formulating the method, and activities that are excessively expensive or could encounter major obstacles will be avoided.  

The primary methods of data collection for the eAuthentication initiative will be:

· Surveys - information requests that are sent to the Agency that can be completed with the correct and necessary information.  

· System Reporting - the process of querying the solution system to determine what activity is occurring in the system during the reporting timeframe.  

A cross-Agency survey will be utilized as the main method for collecting metrics that are measured through feedback or user satisfaction.  This survey will be compiled in a manner that allows all eGovernment initiatives to effectively reach out to all Agencies at one time and combine the collection of similar data items.  Together, these will help to ensure that a broad range of data will be collected in the most efficient and cost effective manner possible.  

For some of the metrics that are user numbers or training numbers, metrics will be obtained via actual counting or system generated reports.   Each of the new initiatives will have an internal reporting capability that will be used to collect information about users and user types.  

During the collection of metrics, particular detail and supporting information will be communicated to ensure that the person(s) responsible for gathering information is clear about exactly what should or should not be included in each measurement.  A detailed explanation plan will be created in conjunction with the survey to aid the user in gathering the data correctly and efficiently.  This will be particularly crucial for some measures since they will be obtained and compared across all Agencies.  

4.2 Collection Frequency

After determining the method of data collection, the data collection time frames must be created.  The frequency of metric evaluation depends on the type of metric.  For the performance measures outlined for this initiative, data collected via the surveys will be requested every six months for the implementation and first five years in production.   

System generated metrics may be collected more frequently, since the information will be available via the system at any point in time.  Since all performance measurements should be used to determine the success of the system, the system-generated metrics will only be officially collected every six months in conjunction with the survey/questionnaire. 

4.3 Governance

The authoritative bodies that will oversee the processes that support the collection of these metrics must be established.  The eGovernment Program Management office will provide standards and processes for data collection.  A specified enterprise-wide team of Agency representatives will be responsible for administering the data collection plan, coordinating the collection across Agencies, and ensuring that the plan operates within the established strategy for validation and verification of data integrity.  

The enterprise-wide team will support creation of standard surveys based on what information is needed across all of the eGovernment initiatives.  Once the survey is finalized, the instructions and timeframes will be outlined and distributed to all of the Agencies.   

Agency representatives supporting eGovernment will be responsible for ensuring that the surveys are completed in detail and on time.  Agency Administrators will be responsible for communicating the priority needed for the data collection to be completed fully and on time.  Once each Agency submits the data, the enterprise-wide team will be responsible for compiling, storing, and maintaining these results and producing reports.  

4.4 Reporting of Results

As performance metrics are obtained, they will be compiled into manageable reports to assist in the communication and distribution of the results.  These reports will be comprehensive, detailing all of the measures across eGovernment initiatives.  The results will be distributed each reporting period to measure the overall effectiveness and success of the eGovernment program.

4.5 Evaluation

Finally, the performance measures will be evaluated after each reporting period to determine if they are still effective.  The performance measures are reviewed to ensure that data being collected continues to demonstrate the effectiveness of the solution.  If the performance measures are not resulting in effective results or measures, they will be analyzed and new performance measures will be created.  

5 Appendix A: eAuthenticaton Objectives to Functional Requirements Matrix

The table below maps the eAuthentication objectives to the functional requirements for the USDA eAuthentication Solution.  

· Objective identifies the eAuthentication Performance Measures objective.  

· Requirement # identifies the functional requirement by its unique identifying number.  

· Grouping signifies the type of functional requirement provided within the table (i.e. solution and/or integration).  

· Requirement Description provides a statement describing the functionality that the system should achieve.

Table 5 – eAuthentication Objectives To Functional Requirements

	Objective
	Requirement #
	Grouping
	Requirement Description

	Effective
	2.1.1

Authentication
	Solution
	Provide electronic authentication that determines that someone is who he or she declares to be.  This shall be accomplished by identifying something a user has (i.e. token), something a user knows (i.e. password), or something the user is (i.e. biometrics).  In some cases a hybrid approach may be undertaken that takes advantage of a combination of the three means of authentication.  (USDA eAuthentication Business Case)

	Effective
	2.1.2

Authorization
	Solution
	Provide permission for users to access the information necessary to perform the appropriate tasks.  The process of granting and providing authorization shall be clearly defined in order to ensure a controlled method of granting authorization.  (USDA eAuthentication Business Case)

	Useable
	2.1.3

Availability
	Solution
	Provide an enterprise wide security solution.  As with any security solution, USDA’s shall be present, available, and working as close to one hundred percent of the time as is feasible.

	Compliant
	2.1.4

Certification and Accreditation
	Solution
	The eAuthentication solution set shall be certified using guidance of Federal Information Processing Standard (FIPS) 102, Guidelines for Computer Security Certification and Accreditation, and September 1983.  (USDA eAuthentication Business Case and OMB A-130)

	Effective
	2.1.5 & 2.2.3

Confidentiality
	Solution
	Provide protection in such a way that the information can only be accessed or modified by those persons or things authorized to do so.  (USDA eAuthentication Business Case)

	Maintainable
	2.1.6

Configuration Management Plan
	Solution
	Include a configuration management plan to ensure the maintenance of a secure baseline for the network.  The plan shall describe the process and procedures for suggesting changes, testing the changes, and final integration of the changes.  (USDA eAuthentication Business Case and NIST SP 800-14)

	Maintainable
	2.1.7

System Integrity
	Solution
	Provide safeguards to assure that the eAuthentication solution, when properly configured, can maintain its configuration in a secure state.

Provide safeguards to provide assurance that information can only be accessed or modified by those authorized to do so.  Measures taken to ensure integrity shall include controls for the physical environment (physical access, heat, dust, and electrical) of the network terminals and servers, controls that restrict access to data, and the maintenance of rigorous authentication practices.  (USDA eAuthentication Business Case)

	Maintainable
	2.1.8

eSignatures
	Solution
	The electronic signatures (eSignatures) used for the USDA eAuthentication solution set shall meet appropriate USDA and government-wide standards for electronic signatures and shall be sensitive to the application requirements identified by USDA Agencies.

	Effective
	2.1.9

Least Privilege
	Solution
	Ensure that data is protected commensurate with the risk and magnitude of the harm that would result from the loss, misuse, unauthorized access to or modification of such information. (OMB A-130

	Effective
	2.1.10

Non Repudiation
	Solution
	Provide positive identification so that the user and data are connected, thereby not allowing the user to disown or deny responsibility for data. (USDA eAuthentication Business Case)

	Effective
	2.1.11

Interoperability
	Solution
	Provide interoperability within USDA, and between its agencies, contractors and other government agencies as necessary.  It must be fully interoperable and integrated with the government-wide eAuthentication solutions under the President’s eAuthentication initiative.    ( USDA eAuthentication Business Case)

	Maintainable
	2.2.12

Procedural
	Solution
	Provide procedures to ensure the confidentiality and integrity of the encryption keys used in the eAuthentication solution (i.e. 2 person control).

	Maintainable
	2.1.13

Program Management
	Solution
	Manage the secure operations of the implemented solution throughout the life cycle of the system. (NIST SP 800-14)

	Maintainable
	2.1.13.1

Security Plan
	Solution
	Establish a security plan that implements the Department’s security policy for the system.  This plan shall outline proper behavior for the secure operation of the system. (Computer Security Act of 1987 and NIST 800-14)

	Maintainable
	2.1.13.2

Documentation
	Solution
	Document secure operating procedures for the everyday responsibilities of personnel involved with the system’s operations and maintenance.  (NIST SP 800-14)

	Compliant
	2.1.14

Independent Risk Assessment
	Solution
	Agreements shall be established in writing (Memorandum of Agreement/Understanding {MOA/MOU}) between trading partners to understand their functional, operational, and security roles for the system. (NIST SP 800-9)

	Maintainable
	2.1.15

Risk Management
	Solution
	Independent risk assessments shall be accomplished when a major physical, hardware, or software change is made, prior to integration or every 3 years.  An independent risk assessment shall be necessary during the process of implementing an eAuthentication solution. (USDA eAuthentication Business Case)

	Compliant
	2.1.16

Security Awareness and Training
	Solution
	Document and implement a risk management plan to identify potential risks and a means to mitigate unacceptable risks. (NIST SP 800-14, OMB A-123, and OMB A-130)


	Compliant
	2.1.17

Self Assessment
	Solution
	Conduct a self-assessment on the eAuthentication solution in compliance with the NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems, in accordance with the GISRA requirements.

	Maintainable
	2.1.18

System Reliability
	Solution
	The system shall be consistent in that its functionality shall return error-free and predictable results based on pre-defined requests. (NIST SP 800-9)

	Effective, Compliant
	2.1.19

Audit
	Solution
	Establish and maintain systems of accounting and internal controls that provide effective control over, and accountability for, assets for which the agency is responsible, including internal audit.  Audit trails shall accomplish individual accountability, reconstruction of events, intrusion detection, and problem identification. (OMB A-127, NIST SP 800-14, and NIST SP 800-9)

	Effective
	2.1.20

Data Handling
	Solution
	Ensure that sensitive data is stored, handled, and safeguarded in such a way to protect that data from being disclosed to persons without the proper need to know. (Privacy Act of 1974)

	Compliant
	2.1.21

Incident Reporting and Response
	Solution
	Integrate and be consistent with the USDA internal incident response plan and procedures. (USDA eAuthentication Business Case, E-Privacy Act of 1986, NIST SP 800-14)

	Maintainable
	2.1.22

Physical Controls
	Solution
	The eAuthentication solution components shall be housed in physically secure environments. (NIST SP 800-14 and Privacy Act of 1974)

	Effective
	2.1.23

Personnel Security
	Solution
	Personnel shall be screened to determine a level of trust.  This applies to USDA government employees and contractors.  Access to sensitive USDA data must be restricted to trusted personnel with the appropriate need to know. (NIST SP 800-14 and OMB A-130)

	Compliant
	2.1.24

Industrial Security
	Solution
	All vendors, contractors and agents of USDA shall comply with the policies and procedures associated with the USDA eAuthentication solution.

	Efficient
	2.1.25

COTS
	Solution
	The solution set shall be based on Commercial Off The Shelf (COTS) software to the largest extent possible, and that COTS software will be implemented based on applicable USDA information assurance policies and procedures.

	Efficient
	2.1.26

GOTS
	Solution
	The solution set shall use Government Off The Shelf (GOTS) software when COTS software is not available.  The GOTS software will be subject to a NIAP review.

	Effective
	2.1.27

Open-Source
	Solution
	Support any NIAP approved open-source software that may be used in supporting the interests of USDA and its Agencies.

	Portable, Maintainable, Scalable
	2.1.28

Scalable
	Solution
	The solution set shall be implemented in a manner that is scalable, maintainable, reliable and portable within USDA.

	Effective
	2.1.29

Level of Assurance
	Solution
	The solution set shall provide various authentication mechanisms based on the level of assurance required.

	Effective
	2.1.30

Single Sign-On
	Solution
	Based on industry best-practices, the eAuthentication solution shall use, to the greatest extent possible, a single sign-on (SSO) solution to improve security by reducing the number of system authentications to separate domains, by enhancing system administrators’ ability to maintain the integrity of user account information, and by reducing the time taken to maintain USDA systems.

	Effective, Maintainable, Usable
	2.2.1

Access Control
	Integration
	Access controls shall be implemented using physical, procedural, and logical safeguards to minimize risk to and potential loss from those systems that promote or permit public access, other externally accessible systems, and those systems that are interconnected with systems over which program officials have little or no control. (OMB A-130, NIST SP 800-14, NIST SP 800-9, and PL 106-229)

	Usable
	2.2.2

Accessibility
	Integration
	The solution set shall allow for individuals with disabilities to have comparable access to information and data as those without disabilities, unless an undue burden would be imposed on the agency. (Rehabilitation Act)

	Effective
	2.1.5 & 2.2.3 Confidentiality
	Integration
	The solution set shall ensure the confidentiality of data passing over the network.  This applies to information that identifies individuals or contains proprietary information that may have legal ramifications if compromised. (Privacy Act of 1974 (as amended), E-FOIA, OMB A-130, NIST SP 800-9)

	Effective
	2.2.4

Data Integrity
	Integration
	The solution set shall ensure that the data passing through USDA networks, either application or authentication data, is not modified, changed, or deleted by unauthorized persons. (GPEA, NIST SP 800-9, and PL 106-229)

	Maintainable
	2.2.6

Procedural
	Integration
	The solution set shall provide appropriate mechanisms for identification and authentication in line with the requirements of USDA Agencies.


6 Appendix B – eGovernment Strategic Goals 

Goal 1:  Citizens

Improve citizens’ knowledge of and access to USDA in order to enhance service delivery.

· Objective 1.1:
Promote a stable, safe, and affordable food supply and improve nutritional status;

· Objective 1.2:
Enhance the efficiency and commercial viability of agricultural producers and promote the expansion of agricultural trade;

· Objective 1.3:
Increase the capability of all citizens, especially those living in rural communities, to benefit from eGovernment; and

· Objective 1.4:
Provide the public with information and services to benefit from and preserve natural resources and the environment.

Goal 2:  Public and Private Organizations

Enhance collaboration with public and private sector organizations to develop and deliver USDA’s mission.

· Objective 2.1:
Empower organizations by providing appropriate and meaningful data and knowledge for timely decision-making;

· Objective 2.2:
Enable business transactions with partners through user-friendly applications and seamless integration across the Department;

· Objective 2.3:
Streamline oversight, regulatory, and cooperative activities with standardized electronic solutions; and

· Objective 2.4:
Provide leadership in intergovernmental initiatives to improve service delivery.
Goal 3:  Employees and the Enterprise

Improve internal efficiency by promoting enterprise-wide solutions.

· Objective 3.1:
Foster seamless collaboration to make informed decisions and minimize redundancy to achieve USDA’s mission;

· Objective 3.2:
Increase USDA employees’ skills, understanding, access and use of available eGovernment tools;

· Objective 3.3:
Develop and enhance administrative and support functions that satisfy employee and enterprise needs in an effective, efficient and interoperable manner; and

· Objective 3.4:
Create and maintain a management and technical infrastructure capable of supporting USDA’s eGovernment vision.
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