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Business Case Summary: eAuthentication – March 2003


Portfolio Segment: 

Legislated Mandate
Project Manager: 

TBD

	Value Proposition:  An enterprise  eAuthentication solution will provide financial benefits and support the ability for USDA to deliver information and services online.
· Strategic: Enables USDA to meet GPEA compliance for online transactions by providing common electric alternatives to ink signatures by the October 2003 deadline.  This initiative will integrate with the President’s Authentication initiative.

· Financial: Reduces management/administration costs by decreasing the time and resources required to manage usernames, passwords, and authentication systems; increases customer usability by providing consistent authentication standards across USDA, enabling customers to use one form of authentication to access many USDA, Government, and partner applications. 

· Operational: Reduces maintenance of authentication systems by utilizing a central authentication mechanism; and enables productivity gains from single sign-on (single authentication solution) to access multiple accounts throughout USDA, Government, and business partner organizations.

	As-Is Overview:  Current capabilities vary by Agency.  Only the three following authentication mechanisms are expected to meet security requirements or standards, but other USDA Agency and Staff Offices may be using existing authentication mechanisms in a limited capacity.
· Web Centralized Authentication and Authorization Facility (WebCAAF) – 

In early 2002, FSA, NRCS, and RD, implemented WebCaaf to provide authentication services for 40,000 employees and 2 million agricultural producers through a networked infrastructure and security architecture.  

· National Finance Center’s Public Key Infrastructure – 

NFC developed a PKI to satisfy Agency security requirements for strong authentication for Government-to-Government transactions.  It is certified by the Federal Bridge Authority.
· The Agricultural Marketing Service’s Livestock Mandatory Price Reporting (MPR) - 

Web-enabled, business-to-government database management system.  Using PKI security technology, the system electronically accepts the data from the livestock industry archives, validates and analyzes the data, produces and stores aggregated data, and creates industry reports for distribution to the public via USDA's web site. 

	To-Be Overview:   

A consolidated approach with a common suite of electronic authentication solutions.  It offers economy of scale using resources on a Department-wide basis and allows for re-use of resources as new on-line applications are developed.  

	Cost-Benefit Summary:   

 Dollars (000’s)

FY 2003

FY 2004

FY 2005

FY 2006

FY 2007

Total Benefits

$5,564

$14,790
$20,865
$24,424
$25,848
Total Costs

$7,801
$4,590
$7,738
$5,783
$4,788
ROI

Net Present Value

192%

$56,124


	High-Level Timeline & Milestones:

· FY 2003: Select Authentication Options; Design processes, Test and Deploy Authentication Mechanisms for Early Adopter/GPEA Compliance (Release 1 functionality).
· FY 2004: Design processes, Test and Deploy Authentication Mechanisms for Enterprise-wide Implementation (Release 1 functionality).
· FY 2004-2005: Design processes, Test and Deploy Authentication Mechanisms (Release 2 functionality).
·   FY 2005-2006: Design processes, Test and Deploy Authentication Mechanisms (Release 3 functionality).


	Risks and Dependencies:  The business case contains mitigation strategies for each of these identified risks.

· Qualified project manager not yet identified;
· Time required for business process re-engineering may exceed estimates;

· Limitation of resources;

· Lack of global security policy, consistent infrastructure and security compliance standards;

· Agencies or individual employees may be resistant to adopting proposed solutions;
· Complexity of interfaces with other systems may be underestimated;

· Cost of implementation, including investing in upgradeable equipment, may exceed estimates; and

· Other eGovernment projects are dependent on successful implementation of eAuthentication.
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