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1 Introduction

The eAuthentication Cost Benefit Analysis (CBA) is conducted to determine which of the solution alternatives are financially feasible.  The CBA enables the estimation of the real costs and benefits for a solution under consideration.  In the CBA, the projected costs and benefits are calculated and netted together to determine the net present value (NPV).  A positive result indicates that the project can pay for its own costs. For the eAuthentication initiative, the discounted cash flow technique is utilized, which indicates the value of a project or a solution option after accounting for the opportunity cost of money over time.  

The CBA documents the following activities to lead towards a chosen alternative: 

· Outline the standards and policies used in the CBA;

· Establishment of measurement criteria; 

· Review the current process;

· Discuss the desired capability; 

· Discuss the costs and benefits of three alternatives; 

· Analyze the net present values and returns on investment; and

· Present a preferred alternative.

1.1 Standards and Policies 

OMB Circular A-76 requires that “a full description of the standards, performance measures, costs and adjustments made will be developed by the Agency and made available upon request.” This CBA complies with OMB Circulars A-76 and A-94 in its measuring of costs and benefits, and choice of discount rates. Specific assumptions are listed in Appendix A. 

1.2 Establish Measurement Criteria

The eAuthentication CBA methodology can be broken down into the following steps:

· Determination of Alternatives;

· Estimation of Costs;

· Estimation of Benefits; and

· Computation of Cash Flow.

1.2.1 Determination of Alternatives

When considering a given solution, there are often several technical architectures that could accomplish the same goals. Variable factors to consider include cost, realization of benefits, technical performance, and ease of integration, among others. For this CBA, three alternatives are compared:

· Status Quo Approach: Agencies will develop systems on an Agency-by-Agency basis. Users of the system will authenticate separately within each Agency, and will require differing authentication and authorization credentials for most applications. 
· Combination Alternative Approach: Combining elements of Alternatives One and Three, Alternative Two will be a consolidated approach for electronic authentication and authorization solutions at USDA, with the exception of situations where special business needs must be addressed.  

· Managed eAuthentication Approach: Under Alternative Three, USDA will use an enterprise approach, in which its Agencies share a common suite of electronic authentication solutions.  

1.2.2 Estimation of Costs

An Agency survey was commissioned to determine USDA cost baselines. Respondents submitted a mix of actual and estimated data. Whenever actual data was provided, it was given greatest emphasis. All other values were determined using market rates or information available from public sources or vendors. 

All cost factors of system development are included in the analysis of lifecycle costs. Personnel, hardware, software, and other costs for each phase of the project plan are projected. Annual costs for each category are then totaled.  Full lifecycle costs for each competing alternative include:

· Project initiation and planning;

· Education and project management;

· Data requirements definition;

· Data design;

· Software acquisition;

· Hardware and infrastructure acquisition;

· System build, integration, and testing;

· Rollout;

· System operations;

· Corrective and adaptive maintenance;

· Telecommunications;

· Security; and 

· Risk costs.

1.2.3 Estimation of Benefits

In choosing benefits categories, benefits of comparable systems are identified. Each benefit is classified as either an internal or external benefit. Internal benefits are all those benefits to USDA, Agencies, and government partners such as other Agencies. External benefits are comprised of benefits to citizens and public and private organizations. Both internal and external benefits can be further grouped into four categories: increased productivity, cost savings, cost avoidance, and quality gains. 

The dollar value of benefits can be estimated by determining the fair market value of the benefits. An important economic principle used in estimating public benefits is the market value concept. Market value is the price that a private sector organization will pay to purchase a product or service.

1.2.4 Computation of Cash Flow

The computation of Cash Flow consists of the following activities:

· Discount Lifecycle Costs and Benefits;

· Calculate Net Present Value; 

· Calculate Return on Investment; and 

· Calculate Internal Rate of Return.

1.2.4.1 Discount Lifecycle Costs and Benefits 

After costs and benefits for each system lifecycle year have been identified, they are converted into a common measurement unit by discounting future dollar values and transforming future benefits and costs to their “present value.” Present values are calculated by multiplying the future value by the discount factors published in the OMB Circular A-94. Discounting accounts for the time value of money, since the money used to develop the alternative could be used for another project.

1.2.4.2 Calculate Net Present Value

The standard criterion for the economic justification of a government program is the net present value (NPV). Net present value is the discounted monetized value of expected net benefits. Mathematically, NPV is equal to the difference between the discounted present value of benefits and the discounted present value of costs. Computation of NPV involves the following three steps:

· Assign monetary values to costs and benefits;

· Discount costs and benefits using an appropriate discount rate; and

· Subtract the total sum of discounted costs from discounted benefits. 

To measure NPV, the cost-benefit analysis uses the discounted cash flow (DCF) method to determine a value stream for each technical alternative. DCF is a method of evaluating an investment by estimating future cash flows and taking into consideration the opportunity cost, which is commonly known as the time value of money. Cash flow of an investment is equal to the receipts minus the costs or payments over a given period of time. For a technical system investment, cash flow is typically negative in the first year and gradually increases over the lifecycle of the investment. This is due to the high initial cost of system development and hardware and software acquisition, which are generally upfront costs. 

A positive NPV indicates that the investment is justified economically because its costs outweigh its benefits. As outlined in OMB Circular A-94, “programs with positive NPV increase social resources and are generally preferred. Programs with negative NPV should generally be avoided.” Since there are three alternatives analyzed, NPV is used to determine the ROI, which is more valuable in comparison when funds are limited.

1.2.4.3 Calculate Return on Investment 

The Return on Investment (ROI) is used when comparing proposed investments with similar objectives. ROI is calculated by dividing NPV by the total discounted cost. While NPV is useful in presenting the total return of an investment, it is less useful for investments with large differences in costs. ROI measures “bang for the buck” specifically, it shows the amount each dollar invested will provide in returns.  

Thus if an investment has a 50% return on investment, it will return the initial amount spent, plus 50% of the initial amount invested (i.e., a $100 investment that results in total benefits of $150 will have a return of $50 and a return on investment of 50%).  ROI calculations for the business cases were modified to consider the time value of money.  Since ROI computes the return above costs relative to costs, it is useful in comparing the alternatives with costs that differ substantially.

Benefits can be fit into three categories: productivity increases, cost avoidance, and cost savings. Productivity increases and cost avoidance are considered “soft-savings” meaning they are the result of freeing-up employee time or reducing the number of staff that would have been hired to perform a given function. Cost savings, however, can be viewed as “hard savings” meaning they are easily traceable; for example, if technological innovation cuts the amount of paper USDA needs in half, this cost savings would be clearly reflected in comparing year-to-year supplies expenses for the Department.

Productivity increases refer to any change in which the output per unit of labor is increased. For example, if an invoice originally took two hours to process and a new system reduces this time to 1 hour, productivity has increased; as a result, employees will require less time to complete a given task. 

Similarly, cost avoidance refers to a reduction in expected future costs. For example, if USDA expected to need to hire an additional 1,000 personnel to meet increased demand for a service, but a new system is able to perform 25% of the expected functions, only 750 people will need to be hired. The cost avoidance would then be calculated as the loaded salaries of the 250 people that are not required to perform the task. 

Lastly, cost savings can be viewed as an out-of-pocket reduction. Some examples of cost savings include a reduction in supplies required to perform a task, a payroll reduction, or lower contract rates for a given service. 
1.2.4.4 Calculate Internal Rate of Return

The internal rate of return (IRR) method of analyzing a major purchase or project allows us to consider the time value of money; essentially, it produces the interest rate that is equivalent to the dollar returns we expect from our project. Once this rate is known, it can be compared to the rates USDA could earn by investing in other projects or investments. 

Occasionally IRR can produce numbers that are quite high.  This is due to an implicit assumption that all returns are reinvested each year at the rate specified in the IRR.  To show a more realistic return, a modified IRR removing this assumption, and instead assuming that proceeds are not reinvested, is included next to each IRR calculation.

2 Current Process

This section addresses the following as they relate to the current situation at USDA:

· System Architecture; and 

· Customer and Stakeholders.

2.1 System Architecture

Agencies have dissimilar technical architectures, which pose a challenge to system interoperability.  Numerous legacy systems and applications exist on various operating platforms and databases, resulting in specific technical requirements for integration with eAuthentication software.  Because Agency architectures are different, certain Agencies are currently evaluating individual eAuthentication solutions to meet their distinct needs.  Continuing along this path will eventually result in a multitude of separate solutions that are not interoperable.  

2.2 Customers and Stakeholders

USDA is an organization comprising twenty-nine Agencies and staff offices.  It employs more than 100,000 individuals.  These employees can be found in every state, often in small rural communities, and in many nations throughout the world.  USDA’s customers include Congress, the media, schools, ranchers, farmers, rural community citizens, land grant universities, and meat packers, among others.  Through USDA’s various programs, every man, woman, and child in the nation is, in effect, a customer.  

This initiative involves key customers and stakeholders who are either directly served or affected by the implementation of the eAuthentication program.  It is important to consider the impact of the initiative on these groups within a discussion of the current situation at USDA.  These customer groups, along with a description of how the current user groups will be affected by implementation of the vision, are included below:

· Citizens; and

· Public and private organizations.

2.2.1 Citizens

Interactions with the Department will change as the management of authentication improves and authorization business processes are standardized. The quality of security when transacting via the web with USDA will greatly increase. Service to citizens will improve dramatically as authentication is provided in a more consistent and logical manner.  In addition, security of information provided to USDA will be comparable to the level experienced by private sector providers. Lastly, fewer single authentication processes will enable citizens to securely access most USDA information, applications, and systems, from any location.  

2.2.2 Public and Private Organizations 

With a standardized, consistent eAuthentication process, public and private organizations will gain the appropriate level of security when accessing or providing information.  Security of identity and authentication when interacting with USDA will be comparable to the level when doing business with private industry for both government and non-government entities.  Public and private organizations will not only have a superior user experience, but will also be more likely to use USDA’s web-based services. 

3 Conceptual Overview

eAuthentication in USDA will be a collection or suite of security products and services that will enable secure online transactions.  The development approach for eAuthentication will be simple and unified.  While some authentication functionality exists today, expanded services must be brought to bear from existing industry solutions to support a rapidly increasing volume of electronic service delivery capability.  The solutions that are already in place will be further analyzed to ensure that future eAuthentication requirements of the Department are met and leveraged wherever possible.  Rather than developing new and complex solutions that are costly and time-consuming, care will be taken to document ongoing efforts and bring them into a consolidated approach for satisfying all USDA eAuthentication requirements.  

The eAuthentication initiative will aid in the transformation of the way USDA conducts business within the Federal government, with business, with other governments, and with citizens.  This project involves the requirement to authenticate users accessing and receiving data in a matter that eliminates privacy, confidentiality, and integrity concerns.  For some eGovernment initiatives, advanced authentication capability is required.  Accordingly, USDA’s solution set must support a range of services from basic to advanced.  In a survey taken by the eGovernment Working Group and the eGovernment Executive Council, eAuthentication was considered to be the most crucial of the eGovernment initiatives at USDA.

User authentication is the ability to validate that a user is actually the person with whom a system is communicating or conducting a transaction.  An electronic signature (e-signature) is a generic term that refers to all methods by which someone can “sign” an electronic record and signals a person’s consent, approval, or acknowledgement.  An electronic signature, while represented digitally, can take many forms, such as a name typed at the end of an email message, a digitized image of a handwritten signature, or a secret code or PIN that identifies the sender to the recipient.  A digital signature is a more advanced electronic signature that provides greater levels of confidentiality, integrity, and non-repudiation.

eAuthentication verifies the identity of a user using any electronic service, including those users accessing electronic documents or records and those users represented by “electronic signatures” that are created, communicated, and stored in electronic form.  USDA’s solution or solutions for eAuthentication should include the following security services
:

· Identification and Authentication:  Guarantees that an individual is who s/he claims to be and uniquely distinguishes the identity of the sender and/or recipient of information; 

· Authorization:  Determines the authenticated users rights and access privileges for a given application; 

· Accountability: Provides evidence that a user accessed information or records and allows for tracing of user movements, also aids in audits; and 

· Public Key Infrastructure (PKI):  Provides security services for authentication, confidentiality, data integrity, and non-repudiation by using a combination of keys and character strings that are mathematically bound. One key is kept private, the other is public and requires the user to know a piece of information (PIN or pass-phrase) and possess a digital certificate.

The capability desired section of this document addresses the following areas:

· Vision;

· Business Criticality; and

· Project Objectives and Anticipated Result

A managed approach to eAuthentication will enable USDA to provide secure, web-based information and services to users of customer support and paper-based processes.  Applications will be able to make intelligent authorization decisions based on centralized authentication information without having to re-authenticate users.  For application developers, leveraging existing authentication sources simplifies the process of creating secure applications and eliminates the need to create redundant databases of user authentication information.  For applications that have been integrated into the eAuthentication solution, administration resource requirements are reduced due to decreased password resets. Application users benefit because a single authentication process will be all that is required to access business critical applications, thus eliminating the need for users to remember multiple passwords, or store multiple digital certificates or tokens.   

In the current environment, there are multiple authentication systems that USDA employees must use on a daily basis.  Through the use of Single Sign-on (SSO), user experience is improved, since users do not need to worry about acquiring and maintaining multiple passwords or PINS, users will save time logging on. This leads to more efficient experience when accessing electronic services available today or being developed by USDA agencies.  Ultimately, the user will be able to access more information and conduct more transactions.  An indirect benefit of SSO is that since users have the ability to perform more web-based transactions there will be a reduction in the amount of customer support required, and therefore a reduction in the total number of calls handled by the servicing agency.  

As the amount of information available, number of transactions performed, and types of web-based services available increases, USDA will become increasingly susceptible to risk.  The major risks that USDA will face in the near future include vandalism, denial of service, financial fraud, and theft of transactional information from both internal and external users.  In order to curtail this risk, it is imperative that USDA establishes a consolidated organizational approach to eAuthentication.  The eAuthentication solution will provide varying levels of assurance and address the risks in authentication.

The selection of a range of authentication tools and access control solutions will depend on the business requirements for security services, in addition to development of Organization-wide policies and standards at USDA that will require changes and modifications to existing processes, and technology enhancements.  

The solution or solutions will allow USDA to:

· Enable leveraging of security best practices.  An enterprise approach can ensure that each Agency is drawing upon the best authentication and authorization solutions to ensure proof of identify and to protect the confidentiality and sensitivity of data.  


· Develop an approach that is streamlined to avoid redundancy and additional cost and to promote both interoperability and enhanced security.

· Provide enhanced security and reduced costs through a streamlined approach.

· Reduce the cost associated with the development and maintenance of multiple sets of authentication protocols. 

· Improve the user’s experience by reducing the inconvenience and cost of multiple authentication protocols.

The proposed technical architecture provides an approach that will provide a USDA eAuthentication mechanism to authenticate users and support the use of electronic signatures within each of the USDA Agencies and staff offices, including providing the components to support digital signatures where determined necessary through business process analysis.  This approach seeks to leverage current technologies that exist within USDA to the greatest degree possible.  

Any compatible Agency, staff office, or government-wide authentication mechanism may be incorporated into USDA’s eAuthentication mechanism without necessarily migrating all functions to the eAuthentication solution.  In order to support this capability, this approach includes the development of standard practices and requirements to ensure that authentication and electronic signatures are consistently and securely employed.  The approach is designed to be an evolutionary approach, providing eAuthentication mechanisms to support current requirements and migrating new applications into the solution as they are developed and existing solutions as they undergo modification.  

3.1 Lifecycle Time

The eAuthentication approach defines the technical, policy, and procedural components designed to meet Agency and staff office requirements on a long-term basis.  In general, the lifecycle of the eAuthentication system will be seven years. Due to the limitations of predicting benefits and costs of a system that far into the future, however, a five-year analysis is calculated in this CBA. Because the approach of the eAuthentication initiative is to incorporate existing authentication mechanisms, the lifecycles of these systems will be assumed by the eAuthentication system.  However, because many of the authentication and electronic signature technologies that will be employed are on the leading edge of technology today, unforeseeable changes in the authentication technology environment and advances in specific authentication technologies may shorten the system lifecycle.

Many of the standards and processes that will be developed to support the eAuthentication systems will be designed with the future in mind and will have lifecycles that will exceed five years and outlast the systems that they support.

3.2 Lifecycle Demands

USDA web sites currently receive more than 2.5 million hits each week. These volumes are expected to increase significantly as more information from USDA becomes available electronically and the number of opportunities for conducting transactions electronically increases.  In the future, citizens and public and private organizations will be authenticated using the eAuthentication solution set when accessing USDA sites. 

The main demand measures related to the lifecycle include the following measures:

· Number of applications integrated into the eAuthentication solution;

· Percentage of business processes incorporating the eAuthentication solution;

· Percentage of system users authenticated by the solution;

· Number of Agencies and staff offices utilizing eAuthentication solutions.

· Number of credentials (password, certificates, etc.) managed by the solution;

· Average costs to integrate solution into applications per application function point; and,

· Average time to integrate the solution into applications per application function point.

Demands placed on the eAuthentication solution are likely to increase over time as:

· Standards and processes continue to be defined and improved;

· Advances in technology and functionality are integrated into the solution; and

· Citizens and public and private organizations are added to the system.

3.3 Market Analysis

The driving force behind the eAuthentication project is the desire to meet the requirements and deadline set forth by Public Law 105-277, Title XVII, Government Paperwork Elimination Act (GPEA), dated October 21 1998.  A secondary driver of the project is the desire to implement a number of tangible and intangible eGovernment goals.  These goals include:

· A reduction of duplicative systems and services;

· Increasing productivity;

· Leveraging industry best practices;

· Promoting interoperability;

· Reducing risk;

· Improving user experience; and

· Increasing legislative compliance.

4 Implementation Approach Alternatives 

Multiple technical implementations could be used to meet the solution objectives, but three alternative technology solutions are reviewed in this document:

· Status Quo: Agencies will develop systems on an Agency-by-Agency basis. Users of the system will authenticate separately within each Agency, and will require differing authentication and authorization credentials for most applications. 
· Combination Alternative Approach: Combining elements of Alternatives One and Three, Alternative Two will be a consolidated approach for electronic authentication and authorization solutions at USDA, with the exception of situations where special business needs must be addressed.  

· Managed eAuthentication Approach: Under Alternative Three, USDA will use a consolidated approach, in which its Agencies share a common suite of electronic authentication and authorization solutions.  

4.1 Alternative One: Status Quo Approach

4.1.1 Functionality of Alternative

The current situation exists where USDA Agencies individually build their electronic authentication and authorization solutions.  Even though the advantages of this approach are early availability and the ability to tailor various solutions to each Agency's requirements, there are many disadvantages.  Some Agencies and initiatives may be able to implement their own electronic authentication and authorization solutions earlier than consolidated solutions will be available.  Since this Alternative continues to build stove-piped systems, this alternative does not offer many tangible benefits.  

The benefits pursuing this Alternative are non-recurring, and the redundancies and inefficiencies of the solution will accumulate over time. In addition, this alternative does not provide a strong foundation for implementation of solutions that high-level policy and requirements across Agency and staff offices boundaries.  This may provide an incomplete implementation of Federal law and policy.

4.1.2 Architecture of Alternative

Figure 4.1.2 describes the potential architecture if Alternative One is chosen.  Various users of the system will authenticate separately within each Agency, and may require differing authentication credentials (password, certificate, biometric, etc.) on an Agency-by-Agency or application-by-application basis.  The authentication mechanisms implemented may provide differing levels of assurance based on the interpretation of high-level and business level requirements.  In addition, the supporting security mechanisms may be implemented by Agencies in drastically different ways, causing potential technical incompatibilities that prevent the possibility of use of infrastructure security mechanisms to protect authentication data or information passed between Agencies.  
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4.1.3 Scope of Approach

The alternative assumes Agencies will determine their own solution for eAuthentication.  This solution shall be integrated into all their applicable existing and future systems.  This solution shall be integrated into the existing system architecture for the majority of systems by October 2003.

4.1.4 Impacts on Existing Processes

Since Agencies will develop their own systems, impacts on existing systems would be similar to the impacts currently occurring. Each agency will continue to develop separate, stove-piped systems that have little compatibility or interoperability with other Agency systems, and users will continue to use multiple passwords, PINs, and authentication names. 

4.1.5 Estimate Lifecycle Costs

The lifecycle costs of eAuthentication approach Alternative One include activities and resources, personnel, hardware, software, telecommunications, and security costs.

Table 4.1.5 – Alternative One Lifecycle Costs

	Description of Factor
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Project Initiation/Planning
	$320,000
	$0
	$160,000
	$0
	$0

	Project Management
	$0
	$2,080,000
	$4,160,000
	$2,080,000
	$0

	Requirements Definition
	$0
	$1,280,000
	$2,560,000
	$0
	$0

	Security Analysis
	$583,000
	$1,750,000
	$3,333,000
	$1,000,000
	$1,000,000

	Hosted Services – VeriSign
	$0
	$1,870,000
	$3,624,000
	$3,500,000
	$3,500,000

	Hosted Services – ACES
	$0
	$400,000
	$1,600,000
	$1,600,000
	$1,600,000

	WAC Solution
	$0
	$1,071,000
	$2,354,000
	$166,000
	$166,000

	System Integration and Testing
	$0
	$960,000
	$3,840,000
	$960,000
	$0

	Total Lifecycle Costs
	$903,000
	$9,411,000
	$21,631,000
	$9,306,000
	$6,266,000


4.1.5.1 Telecommunications Costs

The eAuthentication initiative will leverage the UTN infrastructure and all requirements for eAuthentication will be included as part of the baseline UTN framework.  No additional telecommunications costs will be incurred strictly as the result of the

eAuthentication initiative. 

4.1.5.2 Security Costs

Security costs consist of all security related expenditures to provide secure operations of the system.  This category will include the cost of all security activities, from design to testing. This solution will leverage physical security from the hosting center and user authorization and content security features provided by the vendor product used.  Total security fees are estimated at 3% of lifecycle costs. 

4.1.6 Estimate Benefits

Alternative One assumes each Agency to pursues eAuthentication solutions independently. If this alternative is pursued, USDA will not develop an enterprise-wide system, and some Agencies and Mission Areas will pursue development of disparate systems. A full discussion of the tangible and intangible benefits of Alternative One is below. Most benefits of enterprise-wide eAuthentication, however, will not occur if individual Agencies developed their own disparate, stove-piped pieces of the entire eAuthentication package. 

4.1.6.1 Estimate Tangible Benefits

There are no tangible benefits of pursuing this solution. Since Agencies will continue the acquire multiple, stove-pipe systems, Alternative One will not realize any cost savings, productivity increases, or cost avoidance benefits. 

4.1.6.2 Identify Intangible Benefits

The only intangible benefits of Alternative One stem from familiarity with existing systems and development Agency specific solutions. Since each Agency will develop separate systems to meet its needs as they arise, authentication requirements will match each unique Agency requirement. 

4.1.7 Evaluate Alternative 

The Return on Investment, or ROI, is used when comparing proposed investments with similar objectives. ROI is calculated by dividing NPV by the total discounted cost. The ROI for Alternative Two is the NPV (negative $44,703,197) divided by total discounted costs and equals negative 1.00. Since ROI is often cited as a percentage, multiplying by 100 converts the decimal rate to negative 100%. 

The ROI is really just another way to express the Benefit Cost Ratio (BCR). Adding 1 to the ROI computes BCR. In the example above, the BCR is 0.00. The 0.00 can also be expressed as 0% percent. This means there are no benefits to Alternative one. Since no benefits are realized by the system, IRR, payback period, and modified IRR cannot be calculated for this Alternative. 

Table 4.1.7 – Alternative One Cost Analysis Summary

	Cost Type  
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Annual Benefit (AB)
	$0
	$0
	$0
	$0
	$0

	Annual Costs (AC)
	$903,000
	$9,411,000
	$21,631,000
	$9,306,000
	$6,266,000

	Discount Factor (DF)
	1.0000
	0.9728
	0.9463
	0.9205
	0.8954

	Discounted Benefit (DB) ABxDF
	$0
	$0
	$0
	$0
	$0

	Discounted Cost (DC) ACxDF
	$903,000
	$9,154,669
	$20,468,705
	$8,566,111
	$5,610,711

	Discounted Net (DN) DB-DC
	$(903,000)
	$(9,154,669)
	$(20,468,705)
	$(8,566,111)
	$(5,610,711)

	Benefit Cost Ratio (BCR) DB/DC
	0.00

	Net Present Value
	$(44,703,197)

	Payback Period (Years)
	N/A

	IRR
	N/A

	Modified IRR
	-100%

	ROI 
	-100%


4.2 Alternative Two – Combination of Alternative One and Three Approach

4.2.1 Functionality of Alternative

Alternative Two will use a consolidated approach for electronic authentication and authorization solutions, except for situations where special business needs must be addressed.  This alternative offers some of the cost savings in Alternative Three, and the advantage of special solutions where there is a business need for them.  However, where requirements are consistent across a broad range of applications, this alternative allows for significant cost savings through re-usable resources.  This alternative can provide either cost savings or specialized needs, according to priorities.  Although this solution provides better benefits than the status quo, it is not ideal since cost will surpass the cost of Alternative One.

4.2.2 Architecture of Alternative

As shown in Figure 4.2.2, the eAuthentication solution architecture is the same as Alternative Three, with the addition of Agency authentication mechanisms.  As with Alternative Three, the authentication mechanisms implemented may provide differing levels of assurance based on the interpretation of high-level and business level requirements.  In addition, the supporting security mechanisms may be implemented by Agencies in drastically different ways, causing potential technical incompatibilities that prevent the possibility of use of infrastructure security mechanisms to protect authentication data or information passed between Agencies.  

In this alternative, the eAuthentication alternative becomes just another authentication mechanism available, and provides no additional capability to reach the desired goals of the eGovernment initiatives.  While during early stages of the eAuthentication lifecycle the implemented architecture will represent the Alternative Three diagram, as the system is integrated and evolves the architecture will migrate toward the target architecture described in Alternative One.
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4.2.3 Scope of Approach

The alternative shall provide a centrally managed eAuthentication suite of products and services, but also provides Agencies the ability to determine their own solution for eAuthentication where there are special needs.  This solution shall be integrated into all their applicable existing and future systems.  This solution shall be integrated into the existing system architecture for the majority of systems by October 2003.

4.2.4 Impacts on Existing Processes

The Agencies will work with Cyber Security to evaluate the products and services to integrate a solution that will have minimal impact of the current functionality of their systems, therefore minimizing the environmental impact as seen by the users.  The majority of impact will be seen in the need for more educational training on the secure use of the eAuthentication solution.

4.2.5 Estimate Lifecycle Costs

The lifecycle costs of the eAuthentication solution include activities and resources, cost categories, personnel costs, depreciation, annual costs, telecommunications costs, and security costs.

Table 4.2.5 – Alternative Two Annual Costs

	Cost Category
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Project Initiation
	$190,621
	$0
	$0
	$0
	$0

	Project Management
	$413,213
	$413,213
	$413,213
	$413,213
	$413,213

	Data Requirements Definition
	$224,948
	$1,090,690
	$1,090,690
	$1,090,690
	$1,090,690

	Data Design
	$587,110
	$1,619,218
	$1,619,218
	$1,619,218
	$1,619,218

	Software Acquisition
	$6,095,235
	$0
	$1,523,809
	$1,523,809
	$0

	Hardware/Infrastructure Acquisition
	$6,767,870
	$0
	$1,691,967
	$1,691,967
	$0

	System Build, Integrate & Test
	$1,178,100
	$0
	$2,087,493
	$0
	$0

	Rollout
	$651,974
	$941,741
	$941,741
	$941,741
	$941,741

	System Operations
	$245,520
	$245,520
	$245,520
	$245,520
	$245,520

	Adaptive and Corrective Maintenance
	$1,286,310
	$1,286,310
	$1,929,466
	$1,929,466
	$2,894,199

	Telecom Costs
	$529,227
	$167,901
	$346,293
	$283,669
	$216,137

	Security Costs
	$529,227
	$167,901
	$346,293
	$283,669
	$216,137

	Risk Costs
	$151,204
	$151,204
	$151,204
	$151,204
	$151,204

	Total
	18,850,559
	$6,083,697
	$12,386,906
	$10,174,164
	$7,788,058


4.2.5.1 Cost Categories 

USDA will realize significant economy of scale price reductions on both hardware and software if all eAuthentication purchases are made from a central procurement office.  The initial purchases will represent initial, one-time savings, but maintenance contract savings will reduce recurring expenditures.  This is especially relevant to the purchase of software licenses, where significant cost savings can be realized through purchasing over 200,000 certificates in a single contract.  As the number of user certificates increases, the cost per user continually decreases.  Considering that USDA conducts a significant number of transactions involving financial and sensitive information, the volume benefits offer substantial cost savings. 

4.2.5.2 Telecommunications Costs

The eAuthentication initiative will leverage the UTN infrastructure and all requirements for eAuthentication will be included as part of the baseline UTN framework.   No additional telecommunications costs will be incurred strictly as the result of the eAuthentication initiative. Total telecom costs are estimated at 3% of total costs. 

4.2.5.3 Security Costs

Security costs consist of all security related expenditures to provide secure operations of the system.  This category will include the cost of all security activities, from design to testing. This solution will leverage physical security from the hosting center and user authorization and content security features provided by the vendor product used.  Total security fees are estimated at 3% of lifecycle costs. 

4.2.6 Estimate Benefits 

eAuthentication is a business enabler intended to facilitate web-based access to government services while maintaining privacy, confidentiality, and identification capabilities in a secure environment.  There are numerous tangible and intangible benefits that will result from improved processes and eliminating or replacing obsolete technologies and organizational inefficiencies associated with the previous business model and technology.  
Alternative Two develops a single, centralized eAuthentication for integration with existing and new applications, but maintains separate authentication and authorization solutions when required to increase security. This solution will replace most of the stove-piped systems currently providing vastly differing levels of authentication to Agency applications. Compared to Alternative Three, this system realizes slightly lower benefits in all categories other than reducing maintenance costs and reduction in risk. When compared with Alternative One, this system realizes significantly higher benefits in all categories. 

4.2.6.1 Estimate Tangible Benefits

Tangible benefits to the government for this alternative include:

· Cost savings from reducing maintenance costs;

· Cost savings and avoidance from a reduction in risk;

· Cost savings in help desk support; and

· Productivity increase from a Single Sign-on.

Because quality gains for this alternative are less concrete, they have been considered qualitatively rather than quantitatively.

The table below outlines the financial benefits over the five-year lifecycle of the project; a full description of each is provided below:

Table 4.2.6.1 – Alternative Two Estimate of Tangible Benefits

	Description of Factor 
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Reduction in Maintenance of Redundant Systems Cost Savings
	$1,307,555
	$1,307,555
	$1,307,555
	$1,307,555
	$1,307,555

	Reduction in Risk Cost Savings
	$2,502,496
	$8,758,736
	$16,266,224
	$22,522,464
	$25,024,961

	Reduction in Management & Administration Cost Savings
	$138,000
	$483,000
	$897,000
	$1,242,000
	$1,380,000

	Productivity Gain from Single Sign-On Cost Savings
	$3,456,349
	$10,369,048
	$12,568,543
	$12,568,543
	$12,568,543

	Total Benefits 
	$7,404,400
	$20,918,339
	$31,039,322
	$37,640,562
	$40,281,058


4.2.6.1.1 Reduction in Maintenance of Redundant Systems Cost Savings

Under the current situation, duplicative systems are used to perform user authentication or authorization.  Multiple Agencies manage and maintain systems that are often performing similar processes.  By selecting a standardized suite of authentication solutions, the department will be able to ensure that multiple applications with the same capabilities do not exist.  

Therefore, the amount of time required by full time employees or contractors to manage redundant systems will be reduced.  In addition to the existence of duplicative systems, there are currently redundant processes that must be performed in order to maintain and manage duplicative authentication data.  For example, many Agencies have overlapping authentication user databases that store profile information for the same users.  In addition to authentication data storage costs, each Agency must manage and maintain authentication data in multiple repositories.  

If the Department implements a centralized user repository or directory structure, a reduced number of staff are required to manage and maintain the duplicative data that is currently stored in multiple Agency databases.  Instead of spending the bulk of their time managing duplicative authentication systems and processes, USDA staff currently performing this function can begin performing more value-added activities.  Further, the number of staff needed in the future to support these functions will be less than the number needed under Alternative 1.

Measurement of reduction in maintenance of redundant authentication systems is calculated using the following information:

· The Agency survey indicated that the equivalent of one full-time IT employee is required to maintain each authentication system. 

· Approximately 15 authentication systems will be eliminated by the eAuthentication initiative.

· This assumes an average USDA IT worker is a GS 13 step 5 with DC pay adjustment. This results in a loaded cost rate of $49.08 per hour. 

Table 4.2.6.1.1 – Reduction in Maintenance of Redundant Systems Cost Savings

	Description of Factor
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Number of FTEs Maintaining Each System
	1
	1
	1
	1
	1

	Hours Per FTE
	1,776
	1,776
	1,776
	1,776
	1,776

	Number of Redundant Authentication Systems Eliminated
	15
	15
	15
	15
	15

	Reduction in FTEs Maintaining eAuthentication Systems
	15
	15
	15
	15
	15

	Reduction in IT Hours
	26,640
	26,640
	26,640
	26,640
	26,640

	IT Support Wage
	$49.08
	$49.08
	$49.08
	$49.08
	$49.08

	Reduction in Maintenance of Redundant Systems Cost Savings
	$1,307,555
	$1,307,555
	$1,307,555
	$1,307,555
	$1,307,555


4.2.6.1.2 Reduction in Risk Cost Savings

There is significant risk associated with managing and maintaining web sites as large and complex as USDA’s.  There are currently over 8 million web pages managed by various Agencies within the Department.  This presents a measurable security risk, since each Agency determines the security standards that its web-based content must adhere to.  A common authentication framework will inherently reduce risk by providing a shared authentication infrastructure that can be leveraged by all the Agencies, therefore mitigating the risk of weak or inconsistently managed authentication.    

The completion of Department-wide Security Policies and Guidelines goes hand-in-hand with reduction of risk.  These guidelines provide measurable standards that all Agencies must adhere to, therefore reducing the Department’s susceptibility to computer intrusions, service interruptions, and computer misuse by 50% by this alternative’s fifth year of the project lifecycle. The reduction of risk benefit has two components: security breach related cost reduction and risk of lawsuit reduction. The first table below summarizes both benefits and the next two tables provide the complete calculation of each benefit.  
Calculation of the reduction in risk utilizes the following information:

· Cost of information security breaches per year and percentage of security focused on authentication are estimated using Computer Economics, Inc. data for organizations comparable in size to USDA;

· Realization of benefit is based on the number of applications and users expected to be using the proposed alternative in a given year. 

· Total reduction in security breach related cost is calculated by multiplying cost of information security breaches per year by percentage of security focused on authentication by reduction from eAuthentication solution by realization of benefit. 

Table 4.2.6.1.2 – Reduction in Risk Cost Savings

	Description of Factor
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Total reduction In security breach related cost
	$297,000
	$1,039,500
	$1,930,500
	$2,673,000
	$2,970,000

	Total reduction in lawsuits
	$2,205,496
	$7,719,236
	$14,335,724
	$19,849,464
	$22,054,961

	Reduction in Risk Cost Savings
	$2,502,496
	$8,758,736
	$16,266,224
	$22,522,464
	$25,024,961


4.2.6.1.3 Reduction in Management and Administration Cost Savings

Maintaining multiple authentication systems for basic USDA employee tasks complicates the authentication process. The Agency surveys indicate that a request to reset a user password is one of the most common help desk questions. This request was responsible for up to 50% of the help desk time in some Agencies and most Agencies indicated that this question comprised 10% to 25% of their help desk questions.  

The time spent performing redundant tasks across multiple Agencies can be eliminated.  Similar tasks that are directly related to the solution can be centralized and managed from an enterprise level.  For example, if there is a selected suite of authentication tools it will not be necessary for Agencies to individually conduct processes such as creating training documentation or developing an organizational Impact Analysis.  Rather, tasks such as these should be driven from the enterprise level.  Please note that this benefit measures the reduction in help desk time saved, but time saved by non-help desk USDA personnel is measured in the next section, Productivity Gain from Single Sign-on. 

Calculation of reduced helpdesk administration costs utilizes the following information:

· The Agency surveys indicated that large Agencies (those with more than 3,000 employees) spend an average of approximately $1,200,000 on help desks annually and smaller Agencies spend approximately $600,000 on help desk support. Since many small Agencies partner with other Agencies for some or all help desk support functions, the analysis assumes that only 7 small Agency help desks deal with authentication. 

· The surveys indicated that on average, answering password-related questions comprises 25% of help desk time. 

· Since the average user uses two to four passwords per week, consolidating to an enterprise-wide authentication system will reduce this by at least 50%.

· Total potential savings is calculated by multiplying together the annual help desk expenditure, percentage of password-related calls, and percent reduction. 

Table 4.2.6.1.3 – Reduction in Management and Administration Cost Savings  

	Description of Factor
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Annual expenditure (large helpdesk)
	$1,200,000
	$1,200,000
	$1,200,000
	$1,200,000
	$1,200,000

	 Number of large helpdesks 
	8
	8
	8
	8
	8

	Annual expenditure (small helpdesks)
	$600,000
	$600,000
	$600,000
	$600,000
	$600,000

	Number of small helpdesks
	7
	7
	7
	7
	7

	Annual helpdesk expenditure
	$13,800,000
	$13,800,000
	$13,800,000
	$13,800,000
	$13,800,000

	% of calls password-related
	25%
	25%
	25%
	25%
	25%

	Percent reduction
	40%
	40%
	40%
	40%
	40%

	Total potential savings
	$1,380,000
	$1,380,000
	$1,380,000
	$1,380,000
	$1,380,000

	Realization of benefit
	10%
	35%
	65%
	90%
	100%

	Reduction in Management and administration Cost Savings
	$138,000
	$483,000
	$897,000
	$1,242,000
	$1,380,000


4.2.6.1.4 Productivity Gain from Single Sign-on Cost Savings

In the current environment, there are multiple authentication systems that USDA employees must use on a daily basis.  The amount of time required to log on to different systems could be reduced significantly.  Through the use of Single Sign-on, user experience is improved, since users do not need to worry about acquiring or maintaining multiple passwords or PINS.  Users will save time logging on and therefore will have a more efficient experience on USDA’s web site.  The user will be able to access more information, conduct more transactions, and will therefore return to the site more frequently.  An indirect benefit of SSO is that since users have the ability to perform more web-based transactions there will be a reduction in the amount of customer support required, and therefore a reduction in the total number of calls handled by the service center.  

Productivity Gain from Single Sign-on utilizes the following information:

· Number of users using SSO is based on system performance and is detailed in Appendix A. 

· A heavy web user will save approximately 15 minutes per week while a light web users will save an average of five minutes per week. 

· According to the Bureau of Labor Statistics, the loaded cost rate of an average government employee is $22.88 per hour, which equates to approximately $0.38 per minute. 

· Productivity gain from SSO is calculated by multiplying total minutes saved by cost per minute of time. 

Table 4.2.6.1.4 – Productivity Gain from Single Sign-on Cost Savings

	Description of Factor
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Number of users Using Single Sign-On
	27,500
	82,500
	100,000
	100,000
	100,000

	Heavy Web Users (%)
	51.8%
	51.8%
	51.8%
	51.8%
	51.8%

	Light Web Users (%)
	30.2%
	30.2%
	30.2%
	30.2%
	30.2%

	Number of Heavy Web Users
	14,245
	42,735
	51,800
	51,800
	51,800

	Number of Light Web Users
	8,305
	24,915
	30,200
	30,200
	30,200

	Minutes Saved Per Week (Heavy Net User)
	12
	12
	12
	12
	12

	Minutes Saved Per Week (Light Web User)
	4
	4
	4
	4
	4

	Total Minutes Saved
	9,064,704
	27,194,112
	32,962,560
	32,962,560
	32,962,560

	Cost Per Minute of Time (Hourly Rate / 60)
	$0.38
	$0.38
	$0.38
	$0.38
	$0.38

	Productivity Gain from Single Sign-On Cost Savings
	$3,456,349
	$10,369,048
	$12,568,543
	$12,568,543
	$12,568,543


4.2.6.2 Intangible Benefits

Intangible benefits are those that cannot be measured quantitatively. Because this alternative involves a technology and process change, there are many intangible benefits. Intangible benefits of Alternative Two are as follows:

Quality Gains:

· Improves authentication efficiency and effectiveness by leveraging industry best practices across USDA; 

· Creates a simpler, more manageable eAuthentication solution by eliminating many disparate, stove-pipe systems;

· Leverages best practices to apply authentication and authorization solutions to requirements of given systems consistent with their authentication needs;

· Promotes and enables interoperability and collaboration of security-related practices and solutions;

· Increases legislative compliance by consolidating the approach to eAuthentication, which significantly reduces the paperwork and paper tracking required in the current environment, therefore contributing to the goals of GPEA;

· Improves the average user experience through Single Sign-On, which saves time, cuts redundant efforts, and increases user satisfaction; and

· Encourages reuse of the Department’s sites and web-based services by increasing the user experience.

Cost Savings:

· Facilitates reuse of components and standard interfaces, reducing design and implementation costs.

4.2.7 Evaluate Alternative 

For Alternative Two, the NPV is equal to $75,012,166. This value indicates that investing in Alternative Two returns $75,012,166 more in benefits than costs, after adjusting for the time value of money. 

In the figure, ROI is the NPV divided by total discounted costs and equals 1.42. Since ROI is often cited as a percentage, multiplying by 100 converts the decimal rate to 142%, meaning each dollar invested in the system recovers the initial investment and earns an additional $1.42 in return.

The ROI is really just another way to express the Benefit Cost Ratio (BCR). In the example above, the BCR is the Total Discounted Benefit divided by the Total Discounted Costs and equals 2.42. Adding 1 to the ROI can also compute BCR. 

Table 4.2.7 – Alternative Two Cost Analysis Summary

	Cost Type  
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Annual Benefit (AB)
	$7,404,400
	$20,918,339
	$31,039,322
	$37,640,562
	$40,281,058

	Annual Costs (AC)
	$18,850,559
	$6,083,697
	$12,386,906
	$10,174,164
	$7,788,058

	Discount Factor (DF)
	1.0000
	0.9728
	0.9463
	0.9205
	0.8954

	Discounted Benefit (DB) ABxDF
	$7,404,400
	$20,348,579
	$29,371,492
	$34,647,887
	$36,068,528

	Discounted Cost (DC) ACxDF
	$18,850,559
	$5,917,993
	$11,721,323
	$9,365,250
	$6,973,595

	Discounted Net (DN) DB-DC
	$(11,446,159)
	$14,430,586
	$17,650,169
	$25,282,637
	$29,094,933

	Benefit Cost Ratio (BCR) DB/DC
	2.42

	Net Present Value
	$75,012,166

	Payback Period
	1 year

	IRR
	151%

	Modified IRR
	26%

	ROI 
	142%


4.3 Alternative Three: Managed eAuthentication Approach 

4.3.1 Functionality of Alternative

Alternative Three will use a managed, enterprise approach, in which its Agencies share a common suite of electronic authentication and authorization solutions.  This solution leverages USDA’s size to achieve economy of scale pricing.  By pursuing an enterprise approach to electronic authentication and authorization solutions, resources can be obtained on a Department-wide basis at reduced cost.  It also allows for re-usability of resources as new applications are developed.  This approach also helps to avoid any extra costs caused by incompatibilities among individually chosen solutions that must later interface with each other. In an effort to maintain some level of autonomy, many user administration tasks can be delegated to each Agency while still leveraging common eAuthentication infrastructure and systems.

4.3.2 Architecture of Alternative

Figure 4.3.2 depicts the architecture of this alternative.  It is critical to understand that Figure 4.3.2 represents a model architecture that will be applied to all technologies to ensure that a standard level of assurance is provided across USDA Agencies and staff offices.  Policies and procedures are included to ensure that the management and use of the technologies related to authentication of users and use of electronic signatures.
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4.3.3 Delivery Timeline

The eAuthentication delivery timeline is organized using the following phased approach:

· Phase 1: eAuthentication Pre-Implementation Tasks – Phase 1 consists of the tasks that must be performed prior to implementation.  These initial tasks include the vendor analysis and selection process, defining integration requirements with the government-wide eAuthentication services and USDA agencies, and creating and configuring the technology infrastructure and the physical network required for implementation.
· Phase 2: eAuthentication GPEA Implementation – Phase 2 consists of full implementation of eAuthentication services for GPEA Compliance.  This includes project planning, design, build, test, conversion, pilot, and workforce transition activities. 

· Phase 3: eAuthentication Enterprise-wide Implementation – Phase 3 consists of similar set of tasks as Phase 2.  It is important to note that certain Phase 2 tasks do not need to be repeated in Phase 3 (such as build/test technology infrastructure).  In Phase 3, remaining USDA Agencies will conduct full implementation of eAuthentication services.

4.3.4 Scope of Approach

The alternative will provide USDA with an enterprise wide solution for eAuthentication. This solution will be integrated into all applicable existing and future systems within all of the Agencies.  This process will entail: 

· Configuring individual applications to use the new solution;

· Converting data to the new eAuthentication directories and user store; and

· Deciding authentication levels for each application;

This solution can be ready to begin integration with the existing USDA system architecture for the majority of Agencies and staff offices by June 2003.

4.3.5 Impacts on Existing Processes

The new alternative will provide an eAuthentication mechanism for systems that currently do not have one.  For systems with eAuthentication mechanisms, the goal of this project is to provide a seamless interface between the present systems and the solution.  USDA’s eGovernment team will evaluate the current systems to integrate a solution that will have minimal impact on the current functionality of USDA systems, therefore minimizing the environmental impact as seen by the users.  The majority of impacts will be seen in the need for educational training on the secure use of the eAuthentication solution.

Please refer to eAuthentication Concept of Operations documentation for details on the vision and impacts to the Agencies. In addition to impacts to Agency business processes as they relate to eAuthentication subject areas, the operations processes within the central hosting center will also be impacted.  

4.3.6 Estimate Lifecycle Costs

The lifecycle costs of the eAuthentication solution include activities and resources, cost categories, personnel costs, depreciation, annual costs, telecommunications costs, and security costs.

Table 4.3.6 – Alternative Three Lifecycle Costs

	Description of Factor 
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Project Initiation
	$173,292
	$0
	$0
	$0
	$0

	Project Management
	$375,648
	$375,648
	$375,648
	$375,648
	$375,648

	Data Requirements Definition
	$204,498
	$991,536
	$991,536
	$991,536
	$991,536

	Data Design
	$533,736
	$1,472,016
	$1,472,016
	$1,472,016
	$1,472,016

	Software Acquisition
	$2,095,235
	$0
	$523,809
	$523,809
	$0

	Hardware/Infrastructure Acquisition
	$1,767,870
	$0
	$441,967
	$441,967
	$0

	System Build, Integrate & Test
	$1,071,000
	$0
	$1,897,721
	$0
	$0

	Rollout
	$592,704
	$856,128
	$856,128
	$856,128
	$856,128

	System Operations
	$223,200
	$223,200
	$223,200
	$223,200
	$223,200

	Adaptive and Corrective Maintenance
	$386,310
	$386,310
	$579,466
	$579,466
	$579,466

	Telecom Costs
	$0
	$0
	$0
	$0
	$0

	Security Costs
	$227,241
	$133,681
	$225,381
	$168,449
	$139,476

	Risk Costs
	$151,204
	$151,204
	$151,204
	$151,204
	$151,204

	Total Lifecycle Costs
	$7,801,938
	$4,589,724
	$7,738,075
	$5,783,423
	$4,788,674


4.3.6.1 Cost Categories 

USDA will realize significant economy of scale price reductions on both hardware and software if all eAuthentication purchases are made from a central procurement office.  The initial purchases will represent initial, one-time savings, but maintenance contract savings will reduce recurring expenditures.  This is especially relevant to the purchase of software licenses, where significant cost savings can be realized through purchasing over 200,000 certificates in a single contract.  As the number of user certificates increases, the cost per user continually decreases.  Considering that USDA conducts a significant number of transactions involving financial and sensitive information, the volume benefits offer substantial cost savings. 

4.3.6.2 Telecommunications Costs

The eAuthentication initiative will leverage the UTN infrastructure and all requirements for eAuthentication will be included as part of the baseline UTN framework.  No additional telecommunications costs will be incurred strictly as the result of the eAuthentication initiative.  

4.3.6.3 Security Costs

Security costs consist of all security related expenditures to provide secure operations of the system.  This category will include the cost of all security activities, from design to testing. This solution will leverage physical security from the hosting center and user authorization and content security features provided by the vendor product used.  Total security fees are estimated at 3% of lifecycle costs. 

4.3.7 Estimate Benefits

eAuthentication is a business enabler intended to facilitate web-based access to government services while maintaining privacy, confidentiality, and identification capabilities in a secure environment.  There are numerous tangible and intangible benefits that will result from improved processes and eliminating or replacing obsolete technologies and organizational inefficiencies associated with the previous business model and technology.  
Alternative Three develops a single, centralized eAuthentication service for integration with existing and future agency applications. This solution will replace the many stove-piped systems currently providing vastly differing levels of authentication to the Agencies’ systems. When compared with Alternative One, this system realizes significantly higher benefits in all categories. Compared to Alternative Two, this system realizes slightly more benefits in all categories other than reduction in risk and maintenance reduction savings. 

4.3.7.1 Estimate Tangible Benefits

Tangible benefits to the government for this alternative include:

· Cost savings from reducing maintenance costs;

· Cost savings and avoidance from a reduction in risk;

· Cost savings in help desk support; and

· Productivity increase from a Single Sign-on.

Because quality gains for this alternative are less concrete, they have been considered qualitatively rather than quantitatively.

The table below outlines the financial benefits over the five-year lifecycle of the project; a full description of each is provided below:

Table 4.3.7.1 – Alternative Three Estimate of Tangible Benefits

	Description of Factor
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Reduction in Maintenance of Redundant Systems Cost Savings
	$1,307,555
	$1,307,555
	$1,307,555
	$1,307,555
	$1,307,555

	Reduction in Risk Cost Savings
	$1,251,248
	$4,379,368
	$8,133,112
	$11,261,232
	$12,512,480

	Reduction in Management / Administration Cost Savings 
	$172,500
	$603,750
	$1,121,250
	$1,552,500
	$1,725,000

	Productivity Gain from Single Sign-On
	$2,833,424
	$8,500,273
	$10,303,361
	$10,303,361
	$10,303,361

	Total Benefits
	$5,564,727
	$14,790,946
	$20,865,278
	$24,424,648
	$25,848,396


4.3.7.1.1 Reduction in Maintenance of Redundant Systems Cost Savings

Under the current situation, duplicative systems are used to perform user authentication or authorization.  Multiple Agencies manage and maintain systems that are often performing similar processes.  By selecting a standardized suite of authentication and authorization solutions, the department will be able to ensure that multiple applications with the same capabilities.  Therefore, the amount of time required by full time employees or contractors to manage redundant systems will be reduced.  

In addition to the existence of duplicative systems, there are currently redundant processes that must be performed in order to maintain and manage duplicative authentication data.  For example, many Agencies have overlapping authentication user databases that store profile information for the same users.  In addition to authentication data storage costs, each Agency must manage and maintain authentication data in multiple repositories.  If the Department implements a centralized user repository or directory structure, a reduced number of staff are required to manage and maintain the duplicative data that is currently stored in multiple Agency databases.  Instead of spending the bulk of their time managing duplicative authentication systems and processes, USDA staff can begin performing more value-added activities.  

Measurement of reduction in maintenance of redundant authentication systems is calculated using the following information:

· The Agency survey indicated that the equivalent of one full-time IT employee is required to maintain each authentication system. 

· Approximately 15 authentication systems will be eliminated by the eAuthentication initiative.

· This assumes an average USDA IT worker is a GS 13 step 5 with DC pay adjustment. This results in a loaded cost rate of $49.08. 

Table 4.3.7.1.1 - Reduction in Maintenance of Redundant Authentication Systems 

	Description of Factor
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Number of FTEs Maintaining Each System
	1
	1
	1
	1
	1

	Hours Per FTE
	1,776
	1,776
	1,776
	1,776
	1,776

	Number of Redundant Authentication Systems Eliminated
	15
	15
	15
	15
	15

	Reduction in FTEs Maintaining eAuthentication Systems
	15
	15
	15
	15
	15

	Reduction in IT Hours
	26,640
	26,640
	26,640
	26,640
	26,640

	IT Support Wage
	$49.08
	$49.08
	$49.08
	$49.08
	$49.08

	Reduction in Maintenance of Authentication Systems Cost Savings
	$1,307,555
	$1,307,555
	$1,307,555
	$1,307,555
	$1,307,555


4.3.7.1.2 Reduction in Risk Cost Savings 

There is significant risk associated with managing and maintaining web sites as large and complex as USDA’s.  There are currently over 8 million web pages managed by various Agencies within the Department.  This presents a measurable security risk, since each Agency determines the security standards that its web-based content must adhere to.  A common authentication framework will inherently reduce risk by providing a shared authentication infrastructure that can be leveraged by all Agencies, therefore mitigating the risk of weak or inconsistently managed authentication.    

The completion of Department-wide Security Policies and Guidelines goes hand-in-hand with reduction of risk.  These guidelines provide measurable standards that all Agencies must adhere to, therefore reducing the Department’s susceptibility to computer intrusions, service interruptions, and computer misuse by 25% by the fifth year of the project lifecycle. The reduction of risk benefit has two components: security breach related cost reduction and risk of lawsuit reduction. The first table below summarizes both benefits and the next two tables provide detailed calculation of each benefit.  
Calculation of the reduction in risk utilizes the following information:

· Cost of information security breaches per year and percentage of security focused on authentication are estimated using Computer Economics, Inc. data for organizations comparable in size to USDA;

· Realization of benefit is based on the number of applications and users expected to be using the proposed alternative in a given year. 

· Total reduction in security breach related cost is calculated by multiplying the cost of information security breaches per year by percentage of security focused on authentication/authorization by reduction from eAuthentication solution by realization of benefit. 

Table 4.3.7.1.2 - Reduction in Risk Cost Savings

	Description of Factor
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Total reduction In security breach related cost
	$148,500
	$519,750
	$965,250
	$1,336,500
	$1,485,000

	Total reduction in lawsuits
	$1,102,748
	$3,859,618
	$7,167,862
	$9,924,732
	$11,027,480

	Reduction in Risk Cost Savings
	$1,251,248
	$4,379,368
	$8,133,112
	$11,261,232
	$12,512,480


4.3.7.1.3 Reduction in Management / Administration Helpdesk Cost Savings 

Maintaining multiple authentication systems for basic USDA employee tasks complicates the authentication process. The Agency surveys indicate that a request to reset a user password is one of the most common help desk questions. This request was responsible for up to 50% of the help desk calls in some Agencies and most Agencies indicated that this question comprised 10% to 25% of their help desk questions.

The time spent performing redundant tasks across multiple Agencies can also be eliminated.  Similar tasks that are directly related to the solution can be centralized and managed from a Department level.  For example, if there is a selected suite of authentication tools it will not be necessary for Agencies to individually conduct processes such as creating training documentation or developing an organizational Impact Analysis.  Rather, tasks such as these should be driven from the departmental level.  This benefit measures the reduction in help desk time saved, but time saved by non-help desk USDA personnel is measured in the next section, Productivity Gain from Single Sign-on. 

Calculation of reduced helpdesk administration costs utilizes the following information:

· The Agency surveys indicated that large Agencies (those with more than 3,000 employees) spend an average of approximately $1,200,000 on help desks annually and smaller Agencies spend approximately $600,000 on help desk support. Since many small Agencies partner with other Agencies for some or all help desk support functions, the analysis assumes that only 7 small Agency help desks deal with authentication. 

· The surveys also indicated that on average, answering password-related questions comprises 25% of help desk time. 

· Since the average user uses two to four passwords per week, consolidating to an enterprise-wide authentication system will reduce this by at least 50%. 

· Total potential savings is calculated by multiplying together the annual help desk expenditure, percentage of password-related calls, and percent reduction. 

· Reduced helpdesk administration cost is calculated by multiplying potential savings by realization of benefit. 

Table 4.3.7.1.3 – Reduction in Management / Administration Cost Savings 

	Description of Factor
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Annual spend (large helpdesk)
	$1,200,000
	$1,200,000
	$1,200,000
	$1,200,000
	$1,200,000

	 Number of large helpdesks 
	8
	8
	8
	8
	8

	Annual spend (small helpdesks)
	$600,000
	$600,000
	$600,000
	$600,000
	$600,000

	Number of small helpdesks
	7
	7
	7
	7
	7

	Annual helpdesk spend
	$13,800,000
	$13,800,000
	$13,800,000
	$13,800,000
	$13,800,000

	% of calls password-related
	25%
	25%
	25%
	25%
	25%

	Percent reduction
	50%
	50%
	50%
	50%
	50%

	Total potential savings
	$1,725,000
	$1,725,000
	$1,725,000
	$1,725,000
	$1,725,000

	Realization of benefit
	10%
	35%
	65%
	90%
	100%

	Reduction in Management /Administration Cost Savings 
	$172,500
	$603,750
	$1,121,250
	$1,552,500
	$1,725,000


4.3.7.1.4 Productivity Gain from Single Sign-on Cost Savings

In the current environment, there are multiple authentication systems that USDA employees must use on a daily basis.  The amount of time required to log on to different systems could be reduced significantly.  Through the use of Single Sign-on, user experience is improved, since users do not need to worry about maintaining multiple passwords or PINS.  Users will save time logging on and therefore will have a more efficient experience on USDA’s web site.  The user will be able to access more information, conduct more transactions, and will therefore return to the site more frequently.  An indirect benefit of SSO is that since users have the ability to perform more web-based transactions there will be a reduction in the amount of customer support required, and therefore a reduction in the total number of calls handled by the service center.  

Productivity Gain from Single Sign-on utilizes the following information:

· Number of users using SSO is based on system performance and is detailed in Appendix A. 

· A heavy web user will save approximately 15 minutes per week while a light web users will save an average of five minutes per week. 

· According to the Bureau of Labor Statistics, the loaded cost rate of an average government employee is $22.88 per hour, which equates to approximately $0.38 per minute. 

· Productivity gain from SSO is calculated by multiplying total minutes saved by cost per minute of time. 

Table 4.3.7.1.4 – Productivity Gain from Single Sign-on Cost Savings

	Description of Factor
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Number of Employees Using Single Sign-On
	27,500
	82,500
	100,000
	100,000
	100,000

	Heavy Web Users (%)
	51.8%
	51.8%
	51.8%
	51.8%
	51.8%

	Light Web Users (%)
	30.2%
	30.2%
	30.2%
	30.2%
	30.2%

	Number of Heavy Web Users
	14,245
	42,735
	51,800
	51,800
	51,800

	Number of Light Web Users
	8,305
	24,915
	30,200
	30,200
	30,200

	Minutes Saved Per Week (Heavy Net User)
	10
	10
	10
	10
	10

	Minutes Saved Per Week (Light Web User)
	3
	3
	3
	3
	3

	Total Minutes Saved
	7,431,006
	22,293,018
	27,021,840
	27,021,840
	27,021,840

	Cost Per Minute of Time (Hourly Rate / 60)
	$0.38
	$0.38
	$0.38
	$0.38
	$0.38

	Productivity Gain from Single Sign-On Cost Savings
	$2,833,424
	$8,500,273
	$10,303,361
	$10,303,361
	$10,303,361


4.3.7.2 Intangible Benefits

Intangible benefits are those that cannot be measured quantitatively. Because this alternative involves a technology and process change, there are many intangible benefits. Intangible benefits of Alternative Three are as follows:

Quality Gains:

· Improves authentication efficiency and effectiveness by leveraging industry best practices across USDA; 

· Creates a simpler, more manageable eAuthentication solution by eliminating stove-pipe system;

· Leverages best practices to apply authentication and authorization solutions to requirements of given systems consistent with their authentication needs;

· Promotes and enables interoperability and collaboration of security-related practices and solutions;

· Increases legislative compliance by consolidating the approach to eAuthentication, which significantly reduces the paperwork and paper tracking required in the current environment, therefore contributing to the goals of GPEA;

· Improves the average user experience through Single Sign-On, which saves time, cuts redundant efforts, and increases user satisfaction; and

· Encourages reuse of the Department’s sites and web-based services by increasing the user experience.

Cost Savings:

· Facilitates reuse of components and standard interfaces, reducing design and implementation costs;

4.3.8 Evaluate Alternative 

For Alternative Three, the NPV is equal to $56,124,451. This value indicates that investing in Alternative Three returns $56,124,451 more in benefits than costs, after adjusting for the time value of money. 

In the figure, ROI is the NPV divided by total discounted costs and equals 1.92. Since ROI is often cited as a percentage, multiplying by 100 converts the decimal rate to 192%, meaning each dollar invested in the system recovers the initial investment and earns an additional $1.92 in return.

The ROI is really just another way to express the Benefit Cost Ratio (BCR). In the example above, the BCR is the Total Discounted Benefit divided by the Total Discounted Costs and equals 2.92. Adding 1 to the ROI can also compute BCR. 

Table 4.3.8 – Alternative Three Cost Analysis Summary

	Cost Type
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	FY 2007

	Annual Benefit (AB)
	$5,564,727
	$14,790,946
	$20,865,278
	$24,424,648
	$25,848,396

	Annual Costs (AC)
	$7,801,938
	$4,589,724
	$7,738,075
	$5,783,423
	$4,788,674

	Discount Factor (DF)
	1.0000
	0.9728
	0.9463
	0.9205
	0.8954

	Discounted Benefit (DB) ABxDF
	$5,564,727
	$14,388,080
	$19,744,128
	$22,482,726
	$23,145,211

	Discounted Cost (DC) ACxDF
	$7,801,938
	$4,464,712
	$7,322,287
	$5,323,603
	$4,287,882

	Discounted Net (DN) DB-DC
	$(2,237,211)
	$9,923,368
	$12,421,841
	$17,159,124
	$18,857,329

	Benefit Cost Ratio (BCR) DB/DC
	2.92

	Net Present Value
	$56,124,451

	Payback Period (Years)
	1 Year

	IRR
	485%

	Modified IRR
	45%

	ROI 
	192%


5 Alternatives Analysis

When selecting an alternative with variable costs and benefits from year to year, the best comparison measures are net present value (NPV) and return on investment (ROI). NPV indicates the total net benefit of an investment after adjusting for the time value of money. Any investment with a positive NPV is economically justified. ROI is calculated by dividing the NPV by the total discounted costs. An ROI of zero indicates that the returns from an investment are equal to its costs. A positive ROI indicates a positive return. ROI is especially useful when resources are limited, since ROI indicates the total return for each dollar invested. As a result of the above NPV analysis, we recommend Alternative One, since it realizes the highest ROI. 

Alternative Three, Managed Authentication, meets all functional requirements, is the most flexible, and has the highest ROI. Alternative Three has an NPV of $56,124,451, which is significantly higher than Alternative One and somewhat lower than Alternative Two. Although its NPV is lower than Alternative Two’s, Alternative Three’s ROI of 192% is actually higher than Alternative Two’s of 142% because it is 44% cheaper. Both are significantly higher than Alternative One’s ROI of negative 100%. Returns for Alternative Three are highest because this system has the second lowest lifecycle cost, but realizes benefits in a comparable amount of time as more expensive Alternative Two. While this system does not have the fastest overall system performance, it is only marginally slower, and security provision is comparable. 

Alternative One, to build individual solutions, does not fulfill most of the functional requirements and realizes the lowest total benefits and ROI. Its primary advantages are that it costs less than Alternatives Two or Three and requires no further centralized development.

Alternative Two, to leverage existing USDA systems and build a centralized solution, provides the greatest security benefit, but is also the most expensive alternative. Alternative Two fulfills the functional requirements of the system and has a positive NPV and a positive ROI of 142%. Because of its positive ROI and NPV, Alternative Two is justified on economic grounds. Since Alternative Three has a lower cost and higher ROI than Alternative Two, however, Alternative Three is the best choice solution. 

Table 5 – Alternatives Quantitative Analysis

	Assessment
	Alternative One
	Alternative Two
	Alternative Three

	NPV
	-$44,703,197
	$75,012,166
	$56,124,451 

	IRR
	N/A
	151%
	485%

	Modified IRR
	-100%
	26%
	45%

	Payback Period (Years)
	N/A
	1
	1

	ROI
	-100%
	142%
	192%


6 Appendix A: Assumptions

	Alternative
	Assumption

	All
	Benefits and costs are valid only if one alternative is developed. 

	All
	The real discount, drawn from OMB Circular A-94, is used for discounting of costs and benefits. A 5-year rate of 2.80% is used in analyzing this investment. 

	All
	OMB Circular A-76 outlines guidelines for determining the costs of in-house and contractor personnel. Key assumptions derived from this circular:

· All staffing is expressed as personnel hours.

· A full time government employee works 1,776 total hours per year.

· Total loaded fringe benefits and overhead for government personnel totals 36.3% of salary. This figure is added to the wage rate to determine loaded cost rate. Fringe benefits are included using the following guidelines:

· Fringe benefits, which include social security, health benefit accrual, and TSP contributions, total 23.7% of salary.

· Insurance and health benefits total 5.60% of salary.

· Medicare totals 1.45% of salary.

· Miscellaneous fringe benefits total 1.70% of salary.

· Overhead equals 12% of total fringe benefits.

· A 0.8% reduction to contractor cost is used for the tax revenue generated by General Business Services.

	All
	The average wage of government administration personnel is $16.78 per hour. This yields a loaded cost rate of $22.87/hour. (Source: Bureau of Labor Statistics).

	All
	Existing personnel will perform in-house work. No additional temporary government personnel will be required.

	All
	All costs and benefits are measured in FY2003 Dollars.

	All
	Sunk Costs are not included.

	All
	Based on the readiness assessment, 93% of USDA employees utilize the Internet and could thus utilize a web-based application in Year 1.

	All
	According to 2003 USDA budget, USDA has approximately 98,955 federal FTE and 11,251 non-federal FTE. This CBA assumes 100,000 potential FTE, with this number remaining constant over the lifecycle of the investment.

	All
	A data center, operations infrastructure, and bandwidth available to support the desired level of performance form eAuthentication solution

	All
	Technology of existing systems, such as the human resources systems, will not impede integration with eAuthentication solution

	All
	There will be working space, network connectivity, telephone and other facilities available for use during development

	All
	Hardware prices have been estimated at market value 

	All
	The results of the Agency surveys are accurate and representative of the Agency respondents’ respective Agencies

	All
	The information obtained in the OCIO eGovernment Readiness Survey is representative of USDA at the enterprise level. 

	All
	Application inventories and capabilities have not been gathered or analyzed

	All
	The number of external customer users benefiting from use of eAuthentication enabled applications is expected to be as follows: 

· Year 1: 27,500

· Year 2: 82,500

· Year 3: 100,000

· Year 4: 100,000

· Year 5: 100,000

	All
	Existing Agency solutions will be able to migrate into the new eAuthentication systems.

	All
	All Phases of the implementation with the exception of ongoing maintenance assume that the team would be comprised of 20% USDA resources and 80% contractor support.

	Alternatives Two and Three
	Agencies will purchase digital certificates.

	Alternatives Two and Three
	Infrastructure is usable by external parties, however, licensing for credentials and digital certificates must be addressed by  external parties as they begin using the eAuthentication solution. 

	Alternatives Two and Three
	Rollout Team will not handle distribution of security IDs or tokens, if needed.

	Alternatives Two and Three
	System Operations personnel will be migrated into role from existing roles as user administration is migrated to eAuthentication solution.

	Alternatives Two and Three
	Existing Telecom services will be used as much as feasible. 

	Alternatives Two and Three
	RFPs are sent out by end of week 2 in Data requirements stage.

	Alternatives Two and Three
	In System Build and Test stage, 2-4 applications will be piloted.

	Alternatives Two and Three
	Project Management Team will determine prioritization of application migrations.

	Alternatives Two and Three
	Rollout Team will migrate 10 web-based (average) applications per quarter into WebCaaf.

	Alternatives Two and Three
	Pilot systems will be used for production systems after testing is completed.

	Alternatives Two and Three
	For FY 04-07, Rollout Team also functions as Build, Integrate, and Test Team.

	Alternatives Two and Three
	50% additional hardware/software needed in FY05 for capacity and application upgrades.

	Alternatives Two and Three
	Agency resources are not accounted for in the rollout of the solution after year 01.

	Alternatives Two and Three
	Agency resources will assist in the implementations.

	Alternatives Two and Three
	eAuthentication will leverage existing NFC services for Certificate Authority, PKI and Digital Certificates.

	Alternatives Two and Three
	eAuthentication will leverage existing WebCaaf Infrastructure for parts of the eAuthentication.

	Alternatives Two and Three
	eAuthentication will leverage the government-wide service being developed by GSA under the President’s eAuthentication initiative.

	Alternative Two 
	Agencies would build Agency specific mechanisms that are needed, assume 10 Agencies would build at a cost of $500,000.

	Alternatives Two and Three
	System Operations personnel will be migrated into roles from existing roles as user administration is migrated to eAuthentication solution.

	Alternatives Two and Three
	Existing Telecom services will be used for centralized portion. For the Agency specific piece, 3% overall cost is assumed.
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Figure 4.2.2 - Alternative Two Architecture Diagram
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Figure 4.1.2 - Status Quo Architecture Diagram
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Figure 4.3.2- Alternative Three Architecture Diagram








� References to “information” in this section can be interpreted as documents, web content, messages, files, or other digital assets.
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