[image: image1.jpg]USDA
SO





eAuthentication – Business Profile – Executive Summary


United States Department of Agriculture (USDA) eGovernment Program

Business Profile – Executive Summary

 eAuthentication Business Case

DRAFT

May 2004






Table of Contents

iiiRevision History


iiiPrevious Change History


iiiDocument Sign-off


11
Introduction


22
Previous Capability


22.1
Customers and Stakeholders


22.2
Business Architecture


22.3
Goals and Objectives Supported


33
Desired Capability


33.1
Business Architecture


43.2
Goals and Objectives


53.3
Customers and Stakeholders


64
Value Proposition


64.1
Benefits


64.2
Business Drivers


74.2.1
President’s Management Agenda


84.2.2
USDA Secretarial Priority


84.2.3
USDA Strategic Plan


94.2.4
USDA eGovernment Strategic Plan


104.2.5
Executive Order 12866


104.2.6
Office of Management and Budget Circular A-123


104.2.7
Regulatory Flexibility Act of 1980


104.2.8
Quality of Information Guidelines


114.2.9
Government Paper Elimination Act (GPEA)


114.2.10
Section 508 Compliance


125
Impacts


125.1
Enterprise Architecture


125.2
eGovernment Planning


135.3
Risk Management


145.4
Telecommunications Plan


145.5
Security Plan


156
Alternatives Analysis


156.1
Status Quo Approach


156.2
Combination of Alternative One and Alternative Three Approach


166.3
Managed Authentication Approach


177
Implementation


177.1
Phase 1


177.2
Phase 2


177.3
Phase 3




Revision History

Previous Change History

Table a – Previous Change History

	Version
	Date
	Author
	Comment

	1.0
	04/22/2004
	Elaine K. Turville
	Revised Document

	1.1
	04/26/2004
	Trang Pham
	General Review and Formatting

	1.2
	04/27/2004
	Elfije Salihu
	Document Review


Document Sign-off

Table b – Document Sign-off

	Date
	Name
	Title

	
	
	


1 Introduction

Authenticating the identity of individuals and businesses is, to varying degrees, based on risk, and is the core of the eAuthentication initiative.  This initiative focuses on meeting the business needs of USDA’s Agencies in delivering information and services through electronic alternatives by assisting them define the level of risk associated with electronic transactions and building the necessary infrastructure to support common, unified authentication processes and systems for enterprise-wide use.  

eAuthentication (User Authentication and eSignatures) is one of the twelve “Smart Choice Candidates” that was selected by the Executive Information Technology Investment Review Board (EITIRB) to address performance gaps in existing USDA business processes and associated systems as they relate to eGovernment.  

eAuthentication is also one of the Presidential eGovernment initiatives and USDA has partnered with GSA to deliver a cross Government Gateway for authentication. eAuthentication is an enabling process and technological foundation that will help USDA achieve its goals and objectives for eGovernment by supporting all USDA eGovernment initiatives and applications.  It is important to note that the eAuthentication initiative described in this business case is, and will continue to be, fully integrated with the Presidential Initiative for eAuthentication. 

One of the major challenges that faced USDA was the need to develop an enterprise approach to eAuthentication that balanced the individual requirements of Agencies with the enterprise-wide need to eliminate redundant activities. A range of authentication mechanisms (from low to medium to high assurance) were identified and calibrated, and implemented across USDA in a phased approach.  Among the more compelling reasons to consolidate authentication services was the leveraging of security best practices.  A consolidated, enterprise approach ensures that each Agency draws upon the best authentication mechanisms to ensure proof of identify and to protect the confidentiality and sensitivity of data.

2 Previous Capability

Previously, an enterprise-wide authentication mechanism did not exist at USDA.  Agencies developed and support authentication independently with out any collaboration across the Department.  

2.1 Customers and Stakeholders

All citizens, private and public organizations that interact with USDA to conduct sensitive online transactions or business will be impacted by the eAuthentication initiative.  With the passing of the Government Paperwork Elimination Act, USDA was forced to move towards offering electronic alternatives for its transactions with the public.  Each of these transactions that require authentication or digital signature will be supported by the eAuthentication initiative.  

2.2 Business Architecture

Most USDA Agencies provided users with online access to sensitive information or information regarding financial transactions in some form.  User names and passwords were used by most of the Agencies to authenticate users.  Some Agencies used social security numbers.  The processes were not the same across the board.  Each Agency had its own rules and requirements concerning authentication. 

Some USDA Agencies and Staff Offices had one or more mechanisms that provided authentication services for electronic transactions.  These authentication methods were organization-specific, and in only a few instances, met authentication standards and requirements.  

2.3 Goals and Objectives Supported

Authentication technologies within USDA were inconsistent in their support of the goals and objectives of the President’s Management Agenda, USDA Strategic Plan, eGovernment Strategic Plan, and GPEA.  Without consistent enterprise-wide standards and enterprise-wide authentication mechanisms, USDA struggled to meet many of these goals and objectives.

Desired Capability

The desired capability section evaluates the business architecture, goals and objectives, and customers and stakeholders that will exist for eAuthentication in the future environment.

The desired capability section of this document addresses the following areas:

· Business Architecture;

· Goals and Objectives; and

· Customers and Stakeholders.

2.4 Business Architecture

eAuthentication processes and systems are a critical component of providing electronic alternatives to traditional paper-based processes.  Accordingly, the need to address eAuthentication services is imperative.  Appropriate eAuthentication mechanisms are critical components of USDA’s business, security and IT architectures.  Common authentication-based applications for use across the enterprise leverage the government’s investment for the business architecture, significantly reduce the delivery time to customers, and provide simplified customer access to USDA’s electronic transaction offerings.    

USDA developed a standardized service in response to Agencies multiple authentication needs that enables standard multi-use applications for ensuring requisite levels of authentication for the individual initiatives (e.g., signed email, signed Web form, and customer access to private information).  Although Agency applications may change, the data transmitted and received from external interfaces will for the most part remain similar in format or will be modified to accommodate a standard interface.
eAuthentication verifies the identity of a user using any electronic service, including users accessing electronic documents or records and those users represented by “electronic signatures” that are created, communicated, and stored in electronic form.  

· User authentication is the ability to validate that a user is actually the person with whom a system is communicating or conducting a transaction.  

· An electronic signature (e-signature) is a generic term that refers to all methods by which someone can “sign” an electronic record and signals a person’s consent, approval, or acknowledgement.  An electronic signature, while represented digitally, can take many forms, such as a name typed at the end of an email message, a digitized image of a handwritten signature, or even a secret code or PIN that identifies the sender to the recipient.  

· A digital signature is a more advanced electronic signature that provides greater levels of confidentiality, integrity, and non-repudiation.

USDA’s eAuthentication mechanisms include the following security services
:

· Identification and Authentication:  Guarantees that an individual is who s/he claims to be and uniquely distinguishes the identity of the sender and/or recipient of information; 

· Authorization:  Enables the Agency Application to determine the authenticated users rights and access privileges for a given application;

· Accountability: Provides evidence that a user accessed information or records and allows for tracing of user movements, also aids in audits; and 

· Public Key Infrastructure (PKI):  Provides security services for authentication, confidentiality, data integrity, and non-repudiation by using a combination of keys and character strings that are mathematically bound. One key is kept private, the other is public and requires the user to know a piece of information (PIN or pass-phrase) and possess a digital certificate.

2.5 Goals and Objectives

The eAuthentication initiative supports many USDA and government-wide goals and objectives, including:

· Provide a suite of products and services for Agencies to use across the Enterprise. No one tool can accomplish all objectives.  Existing services were reviewed and utilized wherever practical and approved services provided by other Federal government Agencies will be used to complete the suite;
· Leverage security best practices.  A consolidated approach ensures that each Agency is drawing upon the best authentication services to ensure proof of identify and to protect the confidentiality and sensitivity of data in their applications;  


· Integrate USDA resources with other Government resources as part of the Presidential Initiative;

· Improve the user’s experience by not requiring multiple authentication credentials, such as multiple passwords or certificates; 

· Promote both interoperability and enhanced security across USDA applications; and

· Reduce the cost associated with the development and maintenance of multiple single-agency sets of authentication services.

2.6 Customers and Stakeholders

The focus of this initiative is on external customers and stakeholders who are either directly served or affected by the delivery of USDA programs and services that require electronic authentication (currently or as new services are developed and implemented). The following are the primary customer groups addressed by the eAuthentication initiative outlined in this business case:

· Customers: Interaction with customers will change dramatically since they will be able to reuse credentials across USDA and other government applications and services.
· Public and Private Organizations: USDA’s business partners will be able to more efficiently and cost effectively conduct business in a more-timely manner by reusing existing credentials across the government.
Value Proposition

There are numerous incentives that support the eAuthentication initiative at USDA.  Many of these concentrate on the benefits that will be realized by USDA's customers and stakeholders, as well as several business drivers that initiate much of the eGovernment progress and action.  These components are detailed below. 

The value proposition section of this document addresses the following areas:

· Benefits; and

· Business Drivers.

2.7 Benefits

The eAuthentication initiative provides benefits to all customers, stakeholders, and users of the service.  Benefits will be realized by Public and Private Organizations and USDA Agencies.  They include: 

· Eliminating the need for users to acquire and remember multiple passwords, or to store multiple digital certificates or tokens;

· Reduction in maintenance of authentication systems by utilizing a central authentication mechanism as an alternative to multiple authentication systems;
· Reduced management/ administration cost by reducing the amount of time spent managing usernames, passwords, etc. and logging on to multiple applications with one level of authentication; 
· Reduction in risk that would occur if Agencies establish inconsistent authentication mechanisms that would ultimately reduce interoperability.
2.8 Business Drivers

The President has emphasized the need for expanding electronic government to make government information and services accessible, help employees be more productive and save taxpayer dollars.  Through legislation, Congress has mandated action to ensure the promotion of an electronic government.  

The eAuthentication initiative supports many USDA and government-wide goals and objectives, including those detailed in the following sections:

· President’s Management Agenda;

· USDA Secretarial Priority;

· USDA eGovernment Strategic Plan;

· Executive Order 12866;

· Office of Management and Budget Circular A-123;

· Regulatory Flexibility Act of 1980;

· Quality of Information Guidelines;

· Government Paperwork Elimination Act (GPEA); and

· Section 508.

2.8.1 President’s Management Agenda

The President's Management Agenda makes "Expanding Electronic Government one of the five major initiatives for reforming Government".  eAuthentication will clearly support several of the strategic goals from the President's Management Agenda. Among these are: 

· Increasing customers' access to government services. eAuthentication enables USDA to provide citizens and business partners (employees are not listed as a customer on page 2; we’re not initially focusing on employees – if that is in a later step, we need to explain). with the ability to access information and conduct transactions in a secure, online environment;

· Improving customer service. Providing a single sign-on capability will simplify and improve the online experience for users of USDA's online;

· Encouraging information sharing. Through collaboratively leveraging security best practices, each USDA Agency can draw upon the best authentication services to ensure proof of identify and to protect the confidentiality and sensitivity of data; and

· Supporting the government-wide Presidential Initiative for eAuthentication. eAuthentication in USDA is, and will continue to be, fully integrated with the Presidential Initiative for eAuthentication.

USDA has partnered with GSA to support the delivery of the authentication products and services.  USDA was one of the primary Agencies to begin working with GSA.

2.8.2 USDA Secretarial Priority

The Secretary and Deputy Secretary, together with the Under and Assistant Secretaries and Staff Office Directors (the current Executive Information Technology Investment Review Board (EITIRB) membership), have charged the OCIO with creating an eGovernment program and facilitating a structured, Department-wide strategic planning process for eGovernment.  They are and will remain the ultimate USDA IT decision-makers.  Similarly, the Chief Information Officer is and will remain the primary official responsible for managing departmental IT activities.  At a high level, eAuthentication implementation is integrated into this existing framework.

2.8.3 USDA Strategic Plan

USDA has developed a strategic plan to establish a comprehensive vision and direction for the Department and its Agencies.  The plan is intended to do the following:

· Incorporate eGovernment into USDA and Agency annual performance and business operating planning and budgeting processes;

· Build on USDA’s current eGovernment capabilities and efforts;

· Share USDA best practices;

· Break down organizational silos by taking a citizen-centered view of program and service delivery;

· Avoid redundant approaches and save money by leveraging resources – seeking opportunities to collaborate across USDA Agencies, throughout the enterprise, and with other Federal Departments (including Presidential eGovernment initiatives under the auspices of the Office of Management and Budget;

· Prioritize opportunities and devote resources to those with the largest impact; and

· Create a sense of ownership and shared vision for the Department to foster cultural change.

eAuthentication provides the user community with an electronic authentication service for citizens, business partners, and employees.

2.8.4 USDA eGovernment Strategic Plan

USDA’s eGovernment goals are designed to create and operate a virtual enterprise for citizens, public and private organizations, and USDA employees.  The eGovernment Strategic Plan reveals a bold vision and strategic agenda to surpass future expectations and manage a world-class organization.  eAuthentication is a key component of this vision because it is the foundation that will enable USDA to achieve many of its enabling and strategic opportunities.

The first eGovernment goal is geared to the customers of the United States:  Improve citizens’ knowledge of and access to USDA in order to enhance service delivery.  This goal reflects the Department’s commitment to create a citizen-centered government.  It affirms that USDA will use eGovernment to provide information and services in a way that is convenient, user-friendly, and designed to meet the needs of the American public. USDA is striving to increase program awareness and streamline service delivery to reduce time and complexity in receiving services.  eAuthentication provides the ability to properly identify and authenticate users, thereby increasing the ability to deliver valuable services to citizens. 

The second eGovernment goal identifies support for the public and private organizations that conduct business with USDA:  Enhance collaboration with public and private sector organizations to develop and deliver USDA’s mission.  This goal focuses on improving working relationship with public and private organizations that USDA partners with to deliver its many programs and services.  This includes Federal, State, and Local government Agencies, regulated and partner industry groups, university and research communities, and non-profit organizations. USDA will improve collaboration with these groups to seamlessly deliver programs, share information and provide resources to enhance their organizational capabilities. USDA will likewise use information technology to enhance its relationship with industries it regulates by improving two-way communication.  The eAuthentication service supports USDA’s ability to securely conduct business transactions and accept data online, thereby improving service delivery to public and private organizations.  

The third eGovernment goal addresses USDA employees and the enterprise:  Improve internal efficiency by promoting enterprise-wide services.  Enterprise approaches to providing electronic services will reduce time spent on repetitive data entry, minimize duplicative processes and functions, and foster continuous learning in support of a knowledge-rich enterprise.  Although the initial release of the eAuthentication service is not focused on employees, subsequent releases will address requirements of employees and the enterprise.  The enterprise-wide eAuthentication service will improve internal efficiency by enhancing capabilities for cross-Agency and cross-initiative integration and reducing design, implementation, and support costs.
2.8.5 Executive Order 12866

The eAuthentication initiative supports the goals of Executive Order 12866, which addresses the need to reform and make more efficient the regulatory process within Federal government.  With increased availability and sharing of information across the enterprise, USDA will enhance planning and coordination with respect to new and existing regulations.

2.8.6 Office of Management and Budget Circular A-123

This Circular provides guidance to Federal managers on improving the accountability and effectiveness of Federal programs and operations by establishing, assessing, correcting, and reporting on management controls.  USDA employees will realize such improvements with the implementation of the eAuthentication service through documented business processes, management structures, and workflow standards.  Through the use of these standardized frameworks and pre-established user access rules, employees will be able to increase accountability across the enterprise.  

2.8.7 Regulatory Flexibility Act of 1980

The eAuthentication initiative supports the goals of the Regulatory Flexibility Act of 1980.  This legislation requires various analyses, including cost impacts and evaluation of alternatives, prior to any Federal Agency regulation activity.  Several requirements it asks of Federal agencies include publishing a semiannual regulatory flexibility agenda, publish general notice of any proposed rulemaking, and prepare and make public an initial regulatory flexibility analysis.  The enterprise benefits from the following contributions from the eAuthentication implementation in complying with the Regulatory Flexibility Act:

· Improved integration, accessibility, and quality of work due to an enterprise  authentication system, which causes an increase in workplace efficiency and which is in direct compliance with regulatory reporting; and

· Increased productivity by avoiding the need for redundant and duplicative resource allocations.

2.8.8 Quality of Information Guidelines

The identification and proper handling of electronic information directly supports the requirements for establishing quality of information guidelines to ensure the quality, objectivity, utility, and integrity of information disseminated by the Department of Agriculture. Some information contained in systems that implement eAuthentication may contain internal data and thus the information would not be disseminated to the public. 

2.8.9 Government Paper Elimination Act (GPEA)

The Government Paperwork Elimination Act of 1998 (GPEA) requires by the end of fiscal year 2003, Federal Agencies implement electronic maintenance, submission, or disclosure of information, when practicable, as an optional substitute for paper.  Agencies that anticipate receipt of 50,000 or more submittals of a particular form must ensure that multiple methods of electronic signatures are acceptable.  These methods must be compatible with standards and technology for electronic signatures generally used in commerce and State and Local governments.  These methods must not favor one technology over another and Agencies must ensure that electronic signatures are as reliable as is appropriate for their purposes, keep intact the information submitted, and acknowledge submissions electronically.   The eAuthentication program provides USDA with an enterprise electronic authentication service.

2.8.10 Section 508 Compliance

The USDA eAuthentication service provides ready access to information and services in accordance with Section 508 of the Americans with Disabilities Act.  A reasonable accommodation process has been created and adjusted to handle requests and address complaints related to technology.  

The eAuthentication initiative is also an excellent way to facilitate authentication by providing a single authentication service that can be used by customers to access multiple accounts.  

Impacts

The impacts section of this document addresses the following areas:

· Enterprise Architecture;

· eGovernment Planning;

· Risk Management;

· Telecommunications Plan; and

· Security Plan.

2.9 Enterprise Architecture

USDA has been evolving its Enterprise Architecture (EA) since 1997.  This evolution is based on a continuum of initiatives focusing on enabling USDA’s business.  eAuthentication is part of this initiative.  The USDA enterprise architecture enables the Department to reap resource sharing and improved interoperability, and to facilitate quick responses to ever changing business needs by focusing on those business process initiatives and capital investments that provide the greatest strategic long-term value.  The EA provides an integration path of controlled evolution of current architectures into the desired target architecture.  Advances in the technology industry create opportunities to apply more effective methods and tools to achieve these goals in the new information-intense environment.  The opportunity to implement eAuthentication fits with these goals.  

Establishment of standardized eAuthentication processes clearly contributes to USDA’s Enterprise Architecture plan by creating a near-term ‘to-be’ architecture.  A centralized, enterprise-wide security service allows the USDA to distribute the benefits of resource-sharing opportunities and enhanced technology services such as the ability to provide e-signatures.

2.10 eGovernment Planning 

eAuthentication balances the need for tight access control to USDA’s electronic services with the ease of use to deliver the appropriate authentication services for eGovernment.  eAuthentication supports the needs and requirements of the Agencies when providing the range of authentication services needed for eGovernment.  eAuthentication is one of the Enabling technologies that support eGovernment.  It is also the one Enabling technology that is needed across all Agencies to support the delivery of mission critical services. 

2.11 Risk Management

Risk Management is a process by which managers identify factors that threaten the success of the eAuthentication project, take action to avoid or mitigate those factors and implement plans to minimize the impact of any factors that mature as threats to the success of the eAuthentication project.

Risk Management describes the risk management activities to be conducted during the performance of the eAuthentication Program.  The eAuthentication Risk Management plan established a baseline of policies and procedures for performing risk management for software development efforts and related management issues for the project.  It describes the identification, assessment, containment and closure of performance risk for tasks related to the eAuthentication program.  This plan identifies, describes, and evaluates risks, risk strategy and migrating risk for the eAuthentication Program.  

The eGovernment Team will control program risks to increase probability of the eAuthentication services success in parallel with cost, schedule and requirements management.  Risk management encompasses identification of risk issues, assessment of risks to define probability and impact preparation and implementation of risk mitigation and continuous monitoring of those actions until closure.  Some of the major risks that have been identified for eAuthentication include the following:

· Budget will not be available from the Agencies or from a central location to support the eAuthentication initiative, thus putting USDA in jeopardy of not meeting implementation deadlines under GPEA;

· Hardware / Software costs could exceed budgeted amounts;

· Systems may not interface appropriately, resulting in inefficient processes;

· Agencies or individual employees are resistant to adopt proposed services;

· Frauds such as identity theft, which may occur by the compromise of user(s) token;

· Sensitive information, proprietary business information could be inappropriately disclosed or browsed; and

· Time required to rollout the service could exceed estimates.

2.12 Telecommunications Plan

The eAuthentication initiative will have a significant impact on the way that the Department and its component Agencies conduct business well into the foreseeable future. eAuthentication has the potential to provide round-the-clock services to our customers and beneficiaries while reducing internal operating costs. However, USDA’s eAuthentication initiative does not exist in isolation; it must work with current and other planned IT initiatives. Future changes to infrastructure components, like security and telecommunications, may be required to support eAuthentication requirements.  Thus, a greater burden, and dependency on, the efficient functioning of the underlying USDA telecommunication networks is built. Given this anticipated additional burden, USDA is working to address its future eAuthentication network needs by strengthening its wide-area telecommunication network through the Universal Telecommunications Network Initiative.

2.13 Security Plan

The Security Plan provides an overview of the United States Department of Agriculture (USDA) eAuthentication service functional and technical security requirements and the controls in place or planned for meeting those requirements, in accordance with the following: 

· The Office of Management and Budget Circular A-130 (OMB A-130); and
· The National Institute of Standards and Technology (NIST) Special Publication 800-18: Guide for Developing Security Plans for Information Technology Systems (NIST PUB 800-18). 
The Security Plan establishes practical standards in support of the security policy and the security training and awareness program requirements.  

3 Alternatives Analysis

Three alternative approaches were developed for the eAuthentication service:  Managed Authentication, Status Quo, or a Hybrid of the previously mentioned.  

The Managed approach was the preferred alternative, as it will allowed for significant cost savings through re-usable resources, where requirements are consistent across a broad range of applications.  

The alternatives analysis section of this document addresses the following approaches:

· Status Quo Approach;

· Combination of Alternative One and Alternative Three Approach; and

· Managed Authentication Approach.

3.1 Status Quo Approach

The status quo approach offered the opportunity for USDA Agencies to individually choose their electronic authentication services.  The advantage of this approach was early availability and the ability to tailor to each Agency's requirements.  Some Agencies and initiatives would be able to implement their own electronic authentication services earlier than consolidated services would be available.  For those applications of electronic authentication that enabled savings of money, the savings would accrue sooner.  This alternative did not offer the advantages of the enterprise approach.  The benefits would be one-time, since over time the redundancies and inefficiencies of the service would accumulate.   

3.2 Combination of Alternative One and Alternative Three Approach

In this alternative, USDA would use a consolidated approach for electronic authentication services, except for situations where special business needs must be addressed.  This alternative offered some of the cost savings by allowing Agencies to select their own, and the advantage of special services where there is a business need for them.  However, where requirements were consistent across a broad range of applications, this alternative allowed for significant cost savings through re-usable resources.  This alternative could provide either cost savings or specialized needs, according to priorities.  Although this service provided better benefits than the status quo, it was not ideal since cost would surpass the cost of a centralized implementation.  The Agencies would evaluate the current systems to integrate a service that would have minimal impact of the current functionality of their systems, therefore minimizing the environmental impact as seen by the users.  The majority of impact would be seen in the need for more educational training on the secure use of the eAuthentication service.

3.3 Managed Authentication Approach

The recommended approach, managed authentication, was a consolidated approach, in which the USDA Agencies share a common suite of electronic authentication services.  This service offered economy of scale and was the recommended approach.  If there was a consolidated approach to electronic authentication services, resources could be obtained on a Department-wide basis at reduced cost.  It also allowed for re-usability of resources as new applications are developed.  This approach also helped to avoid any extra costs caused by incompatibilities among individually chosen services that must later interface with each other.  

This alternative provided an eAuthentication mechanism for systems that currently do not have one.  For those systems with eAuthentication mechanisms, the goal was to provide a seamless interface between the present systems and the service.  The USDA eAuthentication program evaluated the current systems to integrate services that will have minimal impact of the current functionality of USDA systems, therefore minimizing the environmental impact as seen by the users.  The majority of impacts would be seen in the need for educational training on the secure use eAuthentication service.

4 Implementation

Changes were required in order to successfully implement the eAuthentication service into USDA’s network architecture.  It was imperative that the USDA eAuthentication service was fully deployed and functional by October 2003 in order to support GPEA and enable other eGovernment initiatives.  The overall project consists of three phases, described in the following sections and depicted in the table on the following page.  Phases 1 and 2 were completed by 10/31/2003 in order for the Agency to meet its GPEA goals.  

The implementation section of this document will address the following areas:

· Phase 1; 

· Phase 2; and

· Phase 3.

4.1 Phase 1

Phase 1 consisted of tasks related to project initiation and planning.  Key outputs of the planning phase were a finalized USDA security policy and guidelines and a documented suite of eAuthentication tools.  The major items that were accomplished included the establishment of a program management office (PMO) and working group.  During this phase, all technical and functional security requirements were finalized and accepted.  
4.2 Phase 2

Phase 2 consisted of the Department-wide implementation of eAuthentication tools.  During this phase, the eAuthentication team reviewed and selected the appropriate vendors for the authentication service.  Early adopters volunteered to participate in the initial eAuthentication deployment.  This phase concluded with the Department-wide rollout of eAuthentication to the remainder of USDA Agencies.  This phase also incorporated maintenance to be provided in an effort to support system and/or application configuration changes as needed.

4.3 Phase 3

Phase 3 will continue to incorporate additional Agencies and Staff Offices and other non-GPEA transactions in the eAuthentication deployment.   This phase will also incorporate maintenance that will be provided in an effort to support system and/or application configuration changes as needed.





















































































































































































































































































� References to “information” in this section can be interpreted as documents, Web content, messages, files, or other digital assets.





PAGE  
i


USDA eGovernment Program

eAuthentication_Overview_ExecutiveSummary_IY06.doc

