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2 Introduction

Risk Management is a process by which managers identify factors that threaten the success of the eAuthentication project, take action to avoid or mitigate those factors, and implement plans to minimize the impact of any factors that mature as threats to the success of the eAuthentication project.

Risk Management describes the risk management activities to be conducted during the performance of the eAuthentication Program.  This plan establishes a baseline of policies and procedures for performing risk management for software development efforts and related management issues within the project.  It describes the identification, assessment, containment and closure of performance risk for tasks related to the eAuthentication program.  This plan identifies, describes, and evaluates risks, risk strategy and risk mitigation for the eAuthentication Program.

The eGovernment Team will control program risks to increase probability of the eAuthentication solutions’ success in parallel with cost, schedule and requirements management.  Risk management encompasses identification of risk issues, assessment of risks to define probability and impact preparation, and implementation of risk mitigation and continuous monitoring of those actions until closure.

The Risk Management Plan will address the following areas:

· Identify Risks;

· Analyze Risks;

· Mitigate Risks; and

· Track Risks.

1.1 Risk Management and the System Development Life Cycle

Risk management is a vital part of implementing the eAuthentication solution and should be taken into consideration throughout the System Development Life Cycle (SDLC).  The five phases of the SDLC are initiation, development, implementation, operation or maintenance, and disposal.  Risk management is a part of every phase of the SDLC process.  The phases are described on the following page.

 

Table 1..1 – System Development Life Cycle

	SDLC Phases
	Description

	Initiation
	A risk-based approach would consider the design of the system architecture and its associated security risks, determining security requirements and conducting a data sensitivity assessment.  Implementing effective security controls easily mitigates vulnerabilities discovered in this phase.

	Development
	A threat and vulnerability analysis is conducted to assess the scope and magnitude of any associated risks.  At this phase the system owner can eliminate, mitigate or accept those risks.

	Implementation
	The risk management process will support the system solution implementation against the requirements.

	Operation or Maintenance
	Periodic system assessments and reaccreditations should be performed on the selected implemented solution.

	Disposal 
	This phase disposes of system data and hardware, or integrates data and hardware into another operational system.


3 Identify Risks

Risk management provides a systemic process designed to identify and minimize the effects of risks and uncertainties.  Risk management makes potential risks visible to the managers and stakeholders, and it includes assessing the probability of the risk occurrence and potential impacts of the risk.

3.1 Financial Risks

Financial risk, such as cost overruns, legal dispute outlays, cost of lost information/data, hardware/software failure and replacement, costs to correct design errors or omissions, and potential cost of relying on a single vendor could result in the need for unexpected funding.

3.2 Technical Risks

Technical risks are caused by an inability to accurately predict the investment’s lifecycle.  This can result from a failure to obtain expected benefits from the investment, inaccurate investment cost of duration estimates, failure to achieve adequate system performance levels, or failure to adequately integrate a new system with existing hardware and software.

3.3 Operational or Business Risks

Operational risks are the degree to which a proposed investment solves business problems or takes advantage of business opportunities.  The investment should functionally integrate with Department-level planning (i.e. enterprise architecture, telecommunications and eGovernment).  Information should be included on how the investment will affect organizational structures and procedures. 

3.4 Schedule or Project Resources Risks

Schedule risks associated to the project can have significant impacts on the delivery of the system, and therefore are considered high priority.  These risks consider the degree to which the expected completion dates for all major investment activities meet organizational deadlines and constraints for effecting change.  Concerns may include governmental regulation deadlines, project management experience, schedule timeframe, resource availability and competency, and contractor capabilities.

Legal and Contractual or Strategic Risks

Legal and litigation risks are evaluated in terms of the chance of generating significant liability, financial impact or litigation that would have a substantial adverse impact on the Department.  These risks are investment ramifications that could result from developing an information system.  Risk increases when outside organizations are involved.  Risks may include, but are not limited to: contract protests, copyright infringements, non-disclosure, labor laws and license agreements.  Strategic risks are those that impact the project at a high level and that can be very detrimental to the success of the solution.

3.5 Organizational or Change Management Risks

Organizational risks are associated with key stakeholders and their view of the investment.  Redistribution of power is the single greatest element that will increase organizational risk.  Increasing stakeholder buy-in lowers organizational resistance to change.

3.6 Data or Information Risks

Data risks are associated with loss of content or documents due to an accident, fire, or other disaster. Information risks are associated with erroneous deletion or destruction of content or documents.

3.7 Security Risks

Security risks can provide any and all measures to protect information and data that is deemed sensitive.  User profiles and access authorization can protect budgetary and contractual information from public view, and sensitive data will be provided on a “need to know” basis.

3.8 Privacy Risks

Privacy risks can be associated with the operating information systems that collect, access, use or disseminate personal information.  Privacy risks can have two meanings in this context.  The first is the risk to citizens involving their personal information, how it is used, and the propensity for individual harm due to inappropriate use.   The second risk is the information being shared by systems internally (ie. other USDA agencies or staff offices).  The inability or lack of desire to address privacy concerns associated with information management systems can result in dire consequences for the public and for government agencies.  

4 Analysis of Risks

Analysis of risk is based on an assessment of likelihood and impact.  Numerous activities are used to analyze risks and obtain a complete risk assessment to aid in developing risk management and control strategies.

The impact of a threat event can affect the mission, resulting in data loss or compromise.  Mission impact can be degraded when data integrity, availability, and confidentiality are affected.  In order to determine the severity of impact, you must identify the types of data processed by the system or application.  

We assumed, at a minimum, that these data types exist within USDA Agencies and staff offices, but they are not limited to the following:



Table 3a - Impact of Confidentiality, Integrity, Availability

	Impact
	Description

	Confidentiality
	Confidentiality is at risk when data is released to unauthorized users.  

	Integrity
	Integrity is impacted if unauthorized changes are made to the data or system, whether these changes are intentional or accidental.  Violation of integrity may result in the capability to launch a successful attack.  

	Availability
	Availability is impacted when a system or application is partly or completely unavailable to authorized users.  This may result in the loss of public confidence or processing time.


To determine the impact severity, a list of different types of data processed by the system and application were categorized as High, Medium, and Low level, based on importance in respect to confidentiality, integrity and availability (CIA).  

· High – The High level is appropriate for use where the threats to data integrity, confidentiality, and/or availability are high, or the consequences of the failure of security services are high.   This may include very high value transactions or high levels of fraud risk.  

· Medium – The Medium assurance level is relevant to environments where risks and consequences of data compromise are moderate, hence the information sensitivity is higher than that associated with Basic Assurance.  This may include transactions having substantial monetary value or risk of fraud, or involving access to private information where the likelihood of malicious access is substantial. 

· Low – The Low level provides a basic level of assurance relevant to environments where there are risks and consequences of data compromise, but they are not considered to be of major significance.  This may include access to private information where the likelihood of malicious access is not high.  It is assumed that the sensitivity of data subject to this assurance level is not likely to be the target of malicious attack.  

Loss of these types of data can affect the mission of the USDA agencies and staff offices as follows:



Table 3b - CIA Data Analysis Example

	Data Type
	Confidentiality
	Integrity
	Availability

	Product availability information
	Medium
	High
	High

	Financial 
	Medium
	High
	High

	Personnel
	High
	High
	High

	Payroll
	High
	High
	High

	Procurement
	Low
	High
	Medium

	Statistical
	Low
	High
	High

	Forecast
	High
	High
	Medium

	Program data
	Medium 
	High
	Medium


Risk Probability

The risk probability is the likelihood that an event will occur or that a specific loss value may be attained should the event occur.  These definitions are based on industry best practices.   



Table 3.1 - Risk Probability 

	Level
	Threat Description

	High
	The threat is in place, highly motivated and sufficiently capable.  There are no countermeasures to prevent the threat from being exploited.

	Medium
	The threat exists, but countermeasures are in place that will impede successful exercise of the vulnerability.

	Low
	The threat lacks motivation or capability; and/or, security controls are in place to prevent successful exploitation of the threat or for significantly impedes the threats capability.


4.1 Percent Occurring

The percent occurring refers to the impact or estimated percent of Agencies, users, systems and/or processes that could be affected by each risk.  The impact each risk could have on the eAuthentication initiative or the entire department has been determined based on the scale identified in Table 3.2:



Table 3.2 – Risk Occurring Scale

	Assessment of  Percent Occurring
	Description

	Critical Impact
	66% to 100% Impact

	Moderate Impact
	33% to 66% Impact

	Low Impact
	Less than 33% Impact


Risk Priority

After the list of risks is qualified according to the risk probability and percent of occurrence, the risks are prioritized.  This process helps to determine which risks are most critical and should be addressed first, as well as less significant risks that may not be as critical to the project’s success.  Risks have been prioritized into three main groups based on combinations of likelihood and impact as identified in Table 3.3.



Table 3.3 – Risk Priority Scale

	Priority
	Description
	Impact

	1
	Immediate corrective action is needed.
	The vulnerability will result in a major, costly loss of critical tangible assets or resources and will significantly hinder eAuthentication’s mission, reputation and interests.

	2
	Corrective action must be performed within a reasonable time span.
	The vulnerability will result in the costly loss of tangible assets and resources, and will hinder eAuthentication’s mission, reputation and interests.

	3
	When corrective action is required, the owner of the system may accept the risk.
	The vulnerability will result in the loss of some tangible assets and resources, and will noticeably affect eAuthentication’s mission, reputation and interests.


As evident from the table above, priority 1 risks are most crucial, and priority 3 risks are least crucial.  Risk priorities have been identified for the eAuthentication risks and are also included in the risk management table in the appendix.  

Cost of Risk

Most risks, financial or otherwise, have at least some cost tied to them.  The cost of risk relates to the financial setbacks that would be encountered as a result of the risk.  Estimated costs for the identified eAuthentication risks are detailed in Appendix A.  



Table 3.4 - Cost of Risk

	Category
	Range
	Figure for Calculation

	A
	Less than $5,000
	$2,500

	B
	$5,000 to <$25,000
	$15,000

	C
	$25,000 to <$100,000
	$62,500

	D
	$100,000 to <$2.5 million
	$1.3 Million

	E
	$2.5 million and higher
	$3.75 Million


3.5 Risk Adjusted Cost

Risk adjusted cost is measured by multiplying the risk cost (in dollars) by the percentage risk probability.  Risk adjusted costs have been calculated for each potential eAuthentication risk and are also included in the risk management table in the appendix.    

The investment’s overall risk adjusted cost or risk exposure has been determined to be $7,560,225 by taking a sum of each of the eAuthentication risk factors.

3.6 Risk Score

Finally, risks are analyzed by assigning a risk score to provide a more accurate picture of the overall investment risk.  Risk score is measured by dividing the investment’s overall risk factor by the total number of identified risks. Since sixty-two eAuthentication risks have been identified and the investment’s risk score is $7,560,225, the eAuthentication risk score calculates to $121,939. The eAuthentication  – Financial Profile - Cost Benefit Analysis accounts for the risk cost in the lifecycle costs for each of the alternatives by assuming that 10% of this cost will occur each year.
Risk Mitigation

Risk mitigation provides management with the decision support information necessary to plan for, budget, and execute actual risk mitigation measures.  The identification of risk-reducing safeguards that mitigate vulnerabilities and the degree to which selected safeguards can be expected to reduce threat frequency or impact are provided.  This process involves evaluations of risk regarding assets and threats before and after selected safeguards are applied.  

Risk mitigation is a systematic methodology used by senior management to reduce mission risk. Risk mitigation can be achieved through any of the following risk mitigation options:

· Risk Assumption:  To accept the potential risk and continue operating the IT system or to implement controls to lower the risk to an acceptable level.

· Risk Avoidance:  To avoid the risk by eliminating the risk cause and/or consequence.

· Risk Limitation:  To limit the risk by implementing controls that minimize the adverse impact of a threat’s existing vulnerability.

· Risk Planning:  To manage risk by developing a risk mitigation plan that prioritizes, implements and maintains controls.

· Research and Acknowledgement:  To lower the risk of loss by acknowledging the vulnerability or flaw and researching controls to correct the vulnerability.

· Risk Transference:  To transfer the risk by using other options to compensate for the loss, such as purchasing insurance.

An initial set of risk mitigation strategies for the solution, solution service, and the integration have been assigned to the identified eAuthentication risks.  These are displayed in the Mitigation Strategy column in Appendix A.

The Risk Management Plan should be continually updated throughout the life of the project.  The tool should house any identified risks and mitigation strategies.  If or when risks become issues, the risk management plan should be referenced as a resource for potential solutions.  Since mitigation could also impact schedules and resources, it is important to note that the responses assigned to these risks may require modifications to the project plan.  The tracking of risks is further mentioned in the Track Risks section of the document.

A future step in the risk mitigation methodology is the assignment of responsibility.  Individuals, not groups, should be assigned to risks during the phase the risk could occur. Responsibility should be allocated across the project team to ensure that risks will be managed and monitored more closely.  

The project manager should be responsible for overseeing the risk management process and periodically reconvening the project team to determine if new risks have surfaced.  The project team should continue to revisit the plan and use the process described throughout this document to add new risks and update the team’s progress on existing risk mitigation responses.

Tracking Risks 

As issues begin to arise and the identified responses are put into action, an important component of any risk mitigation plan is ongoing monitoring and communication of risk.  

A Risk Management table has been identified as the appropriate tool for tracking and updating the eAuthentication risks.  This table, included in Appendix-A, details the following:

· Area of Risk;

· Description;

· Risk Priority;

· Risk Probability;

· Occurrence;

· Cost of Risk;

· Risk Adjusted Cost; and

· Mitigation Strategy.

As previously mentioned, risk management is an iterative and continuous process.  Therefore, this table will serve the purpose of tracking the eAuthentication risks as they evolve and as additional risks are identified.  

During the initiation, development, implementation and operational/maintenance phases, the Risk Management Plan will be reviewed, updated, and republished to ensure that all risks are documented and tracked.

5 Appendix A – Risk Management Table 

Table 6.1a – Risk Management (Solution)

	Area of Risk
	Description
	Risk

Priority
	Risk

Probability
	Occurrence

(in %)
	Cost of Risk
	Risk adjusted cost
	Mitigation

Strategy

	Financial
	Hardware / Software costs could exceed budgeted amounts.
	2
	Medium
	Critical
	D
	$858,000
	Budget needs to include growth in the system.

	Financial
	Proper funding may not be acquired to continue moving forward with the initiative.
	2
	Medium
	Critical
	D
	$858,000
	Ensure that funds have been requested and approved before moving forward with the initiative.

	Technical
	Verifying that transactions occurred prevents one party from refuting the transaction to a second party.
	3
	Low
	Moderate
	C
	$20,625
	Use the authentication mechanisms with non-repudiation.

	Technical
	No uniform access control method to monitor the global IT infrastructure.
	3
	Low
	Moderate
	C
	$20,625
	The eAuthentication solution will provide for uniform access control.

	Technical
	Systems may not interface appropriately, resulting in inefficient processes.
	3
	Low
	Moderate
	D
	$429,000
	The eAuthentication solution has requirements for interoperability.

	Organizational or Change Management
	Lack of global security policy and consistent infrastructure.
	1
	High
	Moderate
	C
	$56,250
	Require the use of the Functional and Technical Requirements for eAuthentication.

	Organizational or Change Management
	No security compliance standards.
	1
	High
	Moderate
	C
	$56,250
	Require the use of the Functional and Technical Requirements for eAuthentication.

	Organizational or Change Management
	Agencies or individual employees are resistant to adopting proposed solutions.
	2
	Medium
	Moderate
	D
	$858,000
	Educate the agencies and staff offices on the solutions mechanisms.

	Legal & Contractual
	Deliverable timeframe may not be reasonable.
	1
	High
	High
	D
	$1,170,000
	Incorporate project monitoring to identify potential schedule impacts.

	Legal & Contractual
	Business partner agreement may not exist or may be insufficient.
	2
	Medium
	Moderate
	D
	$858,000
	Develop with the assistance of OGC a standard agreement for Business partners.

	Operational or Business
	Develop a Security Plan that identifies roles and responsibilities.
	3
	Low
	Low
	B
	$825
	Define the roles and responsibilities for the eAuthentication solution.

	Operational or Business
	Determine an acceptable level of risk for the eAuthentication solution.
	3
	Low
	Low
	A
	$825
	Project Manager needs to identify what the acceptable level of risk is for the eAuthentication solution.

	Security
	Frauds such as identity theft, which may occur by the compromise of user (s) token.
	1
	High
	Low
	C
	$56,250
	The use of non-repudiation as a means to counter identity theft.

	Security
	No agreed-upon security configuration standards.
	2
	Medium
	Moderate
	B
	$9,900
	The agencies and staff offices need to accept the Functional and Technical Requirement.

	Privacy
	Frauds such as identity theft, which may occur by the compromise of user (s) token.
	2
	Medium
	Low
	C
	$41,250
	The use of non-repudiation as a means to counter identity theft.


Table 6.1b – Risk Management (Solution Services)

	Area of

Risk
	Description
	Risk

Priority
	Risk

Probability
	Occurrence

(in %)
	Cost of Risk
	Risk adjusted cost
	Mitigation

Strategy

	Financial
	Limitations of resources (Contractors and Government personnel).
	1
	High
	Critical
	D
	$1,170,000
	Financial resources are available for both Contractor and Government personnel. 

	Financial
	Cost of implementation, including investing in upgradeable equipment, may exceed estimates.
	2
	Medium
	Critical
	D
	$858,000
	Ensure that system upgrading is realized in Agency budget estimates.

	Financial
	Proper funding may not be acquired to continue moving forward with the initiative.
	2
	Medium
	Critical
	D
	$858,000
	Ensure that funds have been requested and approved before moving forward with the initiative.

	Technical
	Inconsistent platform configurations at the various Agencies and staff offices.
	1
	High
	Moderate
	D
	$1,170,000
	Attain an agreed-upon configuration baseline with all Agencies and Staff Offices.

	Technical
	Complexity of interfaces with other systems is underestimated.
	1
	High
	Critical
	E
	$3,375,000
	Identify all system interfaces that are  part of the eAuthentication solution.

	Technical
	Protecting data from disclosure to unauthorized individuals.
	2
	Medium
	Moderate
	C
	$41,250
	Confidentiality controls are to be set within the solution.

	Technical
	No uniform access control method to monitor the global IT infrastructure.
	2
	Medium
	Moderate
	D
	$20,625


	Create an agreed-upon mechanism for monitoring user access.

	Technical
	Technologies may not be designed and/or implemented properly.
	2
	Medium
	Moderate
	D
	$41,250
	Create a configuration/change management (CM) baseline for all Agencies and Staff Offices.

	Technical
	Infrastructure may be insufficient to meet technical requirements.
	2
	Medium
	Moderate
	C
	$41,250
	Upgrade information systems, technologies so that they may meet the baseline technical requirements.

	Technical
	Documented requirements do not adequately address all Agency-specific needs.
	2
	Medium
	Moderate
	D
	$858,000
	Construct requirements that incorporate and meet all Agency and Staff Office needs.

	Organizational or Change Management
	Customer demands may exceed available capability or capacity.
	1
	High
	Moderate
	D
	$1,170,000
	Ensure that customer demand and system capability/capacity have been taken into consideration when initially rolling out and when making changes to the system.

	Organizational or Change Management
	Lack of global security policy and consistent infrastructure.
	2
	Medium
	Moderate
	C
	$56,250
	Incorporate a Configuration Management (CM) plan, which addresses USDA Agencies and Staff Offices.

	Organizational or Change Management
	Tracking of software changes for the eAuthentication solution.
	2
	Medium
	Low
	C
	$41,250
	Incorporate a Configuration/Change Management (CM) plan, which addresses USDA Agencies and Staff Offices.

	Organizational or Change Management
	Implementation procedures need to ensure that only authorized software and hardware are used.
	2
	Medium
	Low
	C
	$41,250
	Incorporate a Configuration/Change Management (CM) plan, which explicitly lists approved hardware/software.

	Organizational or Change Management
	Agencies or individual employees are resistant to adopting proposed solutions.
	2
	Medium
	Moderate
	D
	$858,000
	Educate the Agencies and Staff Offices on the solution’s mechanisms.

	Legal & Contractual
	Deliverable timeframe may not be reasonable.
	1
	High
	Critical
	E
	$1,170,000
	Incorporate project monitoring to identify potential schedule impacts.

	Legal & Contractual
	High transition and contract management costs.
	1
	High
	Moderate
	D
	$1,170,000
	For those Agencies and Staff Offices that are not as technically advanced, steps will be taken to keep transition and management costs at a minimum.

	Legal & Contractual
	System testing may not be completed in a timely manner.
	1
	High
	Low
	D
	$20,625
	Allow for testing of the system before the system is integrated and operational.

	Legal & Contractual
	Locations may not be identified or may not exist to house the solutions, equipment.
	2
	Medium
	Low
	D
	$858,000
	Ensure that Agencies and Staff Offices have set aside a location to house the solution’s equipment.

	Legal & Contractual
	Time required for business process re-engineering could exceed estimates.
	2
	Medium
	Critical
	E
	$2,475,000
	Allow time for process re-engineering before the eAuthentication solution becomes operational.  

	Legal & Contractual
	Time required to rollout the solution could exceed estimates.
	2
	Medium
	Critical
	E
	$2,475,000
	There will be ample time allowed to test, re-engineer business processes (if needed), and integrate the eAuthentication solution.

	Legal & Contractual
	Exposure to supplier’s financial strength and profit motive.
	2
	Medium
	Moderate
	C
	$41,250
	All solution alternatives will be weighed, and the cost of the supplier’s product(s) will be taken into consideration.

	Legal & Contractual
	Supplier inability to meet changing business requirements.
	3
	Low
	Moderate
	C
	$20,625
	A supplier will be chosen who has shown an ability to adapt to changing business requirements.

	Operational or Business
	Adequate Information System Management support does not exist.
	2
	Medium
	Low
	D
	$858,000
	Information System managers will receive training on their duties so that they may sufficiently provide support to their staff.

	Operational or Business
	Business continuity may not be adequately supported to ensure continuation of system operations in the event of a catastrophic event.
	2
	Medium
	Moderate
	C
	$41,250
	Create a contingency plan or continuity of operations plan (COOP), which addresses business continuity in the event of a catastrophe.

	Data & Information
	User profiles are not identified properly.
	1
	Medium
	Low
	B
	$56,250
	System Administrators are properly trained on their duties to maintain and manage the system. 

	Data & Information
	Sensitivity of data may not be properly identified.
	1
	High
	Moderate
	C
	$56,250
	All data will be given a classification.

	Data &

Information
	Sensitive information, proprietary business information could be inappropriately disclosed or browsed.
	1
	High
	Moderate
	D
	$1,170,000
	Mechanisms are put in place with to ensure that data is protected commensurate to its classification (i.e., sensitive, sensitive but unclassified).

	Data & Information
	Data is disclosed to unauthorized users.
	2
	Medium
	Low
	B
	$9,900
	Limiting data access to “need to know” personnel only.

	Data & Information
	Segregation of duties for authorizing, writing, testing and distributing program modifications.
	3
	Medium
	Moderate
	B
	$9,900
	Ensure that Agencies and Staff Offices are following the Security Plan as it specifically lists the Roles and Responsibilities of system users.

	Security
	No regular technical vulnerability assessment in place with the various agencies and staff offices.
	2
	Medium
	Moderate
	D
	$858,000
	Incorporate, at a minimum, a yearly vulnerability assessment on the eAuthentication assets.

	Security
	Roles and responsibilities related to the solution are improperly administered.
	2
	Medium
	Low
	B
	$9,900
	System Administrators are properly trained on their duties to maintain and manage the system.

	Security
	No procedure in place for monitoring system audit throughout the infrastructure.
	3
	Low
	Low
	C
	$20,625
	Create a standard operating procedure, which states the need to monitor system audit data.

	Security
	System availability may be hampered by system security configuration.
	3
	Low
	Low
	D
	$429,000
	Ensure that the system is securely configured without hampering system performance.

	Privacy
	Privacy policies/laws may not be consistent.
	2
	Medium
	Low
	A
	$1,650
	Create a policy law baseline, which all Agencies and Staff Offices will follow.

	Privacy
	Organizations may fail to comply with privacy policies/laws.
	2
	Medium
	Low
	A
	$1,650
	Familiarize Organizations with all eAuthentication laws/policies and the consequences of not complying with said laws/policies.

	Privacy
	Frauds such as identity theft, which may occur by the compromise of user (s) token.
	2
	Medium
	Moderate
	C
	$41,250
	The use of non-repudiation as a means to counter identity theft.

	Privacy
	Unauthorized users gain access to sensitive information.
	2
	Medium
	Moderate
	B
	$9,900
	The eAuthentication solution will provide for access controls.


Table 6.1c – Risk Management (Integration of Solution)

	Area of

Risk
	Description
	Risk

Priority
	Risk

Probability
	Occurrence

(in %)
	Cost of Risk
	Risk adjusted cost
	Mitigation

Strategy

	Financial
	Limitations of resources (Contractors and Government personnel).
	1
	Medium
	Critical
	E
	$1,170,000
	Ensure that financial resources are available for both Contractor and Government personnel. 

	Financial
	Proper funding may not be acquired to continue moving forward with the initiative.
	1
	Medium
	Critical
	E
	$858,000
	Ensure that funds have been requested and approved before moving forward with the initiative.

	Financial
	Deployment costs could exceed the estimated amount.
	1
	Medium
	Critical
	E
	$2,475,000
	Ensure that extra funds are available in the case of deployment costs exceeding the initial budget estimates.  

	Technical
	Inconsistent platform configurations at the various agencies and staff offices.
	1
	Medium
	Moderate
	D
	$1,170,000
	Create a configuration/change management plan, which ensures that all Agency and Staff Office platforms will be interoperable.

	Technical
	No regular process to respond to Agency out-of–compliance situations.
	2
	Medium
	Moderate
	D
	$858,000
	Construct an Agency-wide standard operating procedure, which addresses the steps to take in the case of Agency non-compliance.

	Technical
	Protecting data from unauthorized modification, destruction, and disclosure.
	2
	Medium
	Moderate
	C
	$62,500
	Users are allowed access to data on a need-to-know basis.

	Technical
	No uniform access control method to monitor the global IT infrastructure.
	2
	Medium
	Moderate
	D
	$20,625
	Create an agreed-upon mechanism for monitoring user access.

	Technical
	Periodic verification of user access list.
	2
	Medium
	Moderate
	C
	$41,250
	Provide a standard operating procedure, which makes it mandatory to verify user access lists on a periodic basis.

	Technical
	Network configuration could expose Agencies’ systems to attack.
	2
	Medium
	Moderate
	C
	$41,250
	A uniform configuration/change management plan will be incorporated by all Agencies and Staff Offices.

	Technical
	Agencies fail to install and maintain effective perimeter security such as firewalls and routers.
	2
	Medium
	Moderate
	D
	$858,000
	A uniform configuration/change management plan will be incorporated by all Agencies and Staff Offices.

	Technical
	The solution cannot support the required volume of use.
	2
	Medium
	Low
	E
	$2,475,000
	Provide Agencies and Staff Offices with solution alternatives.

	Technical
	Complexity of interfaces with other systems is underestimated.
	2
	Medium
	Low
	C
	$3,375,000
	Identify all system interfaces that are part of the eAuthentication solution.

	Technical
	Periodic verification of solution (administrative) access list.
	3
	Low
	Low
	A
	$41,250
	Provide a standard operating procedure, which makes it mandatory to verify solution access lists on a periodic basis.

	Technical
	Agencies fail to implement current software patches on applications.
	3
	Low
	Low
	A
	$825
	A uniform configuration/change management plan will be incorporated by all Agencies and Staff Offices.

	Technical
	Internet connectivity may represent a single point of failure and may prevent continuation of system operations if not available.
	3
	Low
	Low
	B
	$20,625
	Ensure that there are several means whereby system operations are made available.

	Technical
	Documented requirements do not adequately address all agency-specific needs.
	3
	Low
	Low
	C
	$858,000
	Construct requirements that incorporate and meet all Agency and Staff Office needs.

	Organizational or Change Management
	No ability to comply with technical security standards.
	2
	Medium
	Moderate
	C
	$41,250
	Agency and Staff Offices are to develop complementary controls.

	Organizational or Change Management
	Implementation procedures need to ensure that only authorized software and hardware are used.
	2
	Medium
	Moderate
	C
	$41,250
	Incorporate a Configuration/Change Management (CM) plan, which explicitly lists, approved hardware/software.

	Organizational or Change Management
	Failure to include accessibility early in the system design may increase project costs over the long run.
	2
	Medium
	Moderate
	D
	$858,000
	Ensure that all aspects of system design have been realized in order to combat an increase in project costs in the long run.

	Organizational or Change Management
	Tracking of software changes for the eAuthentication solution.
	3
	Low
	Low
	B
	$41,250
	Incorporate a Configuration/Change Management (CM) plan, which addresses USDA Agencies and Staff Offices.

	Organizational or Change Management
	Customer demands may exceed available capability or capacity.
	3
	Low
	Low
	D
	$1,170,000
	Ensure that customer demand and system capability/capacity have been taken into consideration when initially rolling out and making changes to the system.

	Organizational or Change Management
	Customers may not use new delivery methods.
	3
	Low
	Moderate
	D
	$429,000
	Make customers aware of the new system, and ensure that the new method(s) is safe and simple to use.

	Organizational or Change Management
	Citizens may not trust the government with the information they provide.
	3
	Low
	Moderate
	D
	$429,000
	Make customers aware of the new system, and ensure that the new method(s) are safe and simple to use.



	Legal & Contractual
	Integration may not be completed within the allocated timeframe.
	1
	High
	Moderate
	D
	$1,170,000
	Allow for ample time to integrate the eAuthentication solution.

	Legal & Contractual
	Time required for business process re-engineering could exceed estimates.
	1
	High
	Critical
	D
	$2,475,000
	Allow time for process re-engineering after the eAuthentication solution becomes operational.  

	Legal & Contractual
	Time required to roll out the solution could exceed estimates.
	1
	High
	Critical
	E
	$2,475,000
	Ensure that there is ample time to test, reengineer business processes (if needed), and integrate the eAuthentication solution.

	Legal & Contractual
	Record retention may not be addressed or may not meet legal/regulatory requirements.
	1
	Medium
	Low
	B
	$9,900
	Create a process or standard operating procedure, which ensures that all records are maintained in accordance with laws, policies, and regulations.



	Legal & Contractual
	System testing may not be completed in a timely manner.
	2
	Low
	Low
	C
	$20,625
	Allow for testing of the system before the system is integrated and operational.

	Operational or Business
	Agency missions could be undermined by embarrassing incidents that result in diminished confidence in their ability to conduct operations.
	2
	Medium
	Moderate
	C
	$41,250
	Agency users are provided security awareness training on the importance of securely maintaining Agency data and the consequences of a breach of user confidence in the Agency’s ability to conduct operations.  

	Operational or Business
	Business continuity may not be adequately supported to ensure continuation of system operations in the event of a catastrophic event.
	2
	Medium
	Moderate
	D
	$41,250
	Create a contingency plan or continuity of operations plan (COOP), which addresses business continuity in the event of a catastrophic event.

	Operational or Business
	Inadequate estimation of maintenance and/or enhancement resources required for operating the solution.
	2
	Medium
	Moderate
	C
	$20,625
	Ensure that system upgrade and maintenance are realized in Agency budget estimates.

	Data Information
	Sensitivity of data may not be properly identified.
	2
	Medium
	Low
	B
	$56,250
	All data will be given a classification.

	Data Information
	Loss of data:  sensitive information, proprietary business information could be inappropriately disclosed or browsed.
	2
	Medium
	Moderate
	C
	$1,170,000
	Mechanisms are put in place to ensure that data is protected commensurate with its classification (i.e., sensitive, sensitive but unclassified).

	Data Information
	Computer resources could be used for unauthorized purposes or to launch attacks.
	2
	Medium
	Moderate
	C
	$41,250
	Users are trained in security awareness and are made aware of the consequences of using Agency/Staff Office resources for unauthorized purposes.

	Data Information
	Risk that agencies will not identify priority in restoring application.
	3
	Medium
	Moderate
	D
	$858,000
	Agencies and Staff Offices will create a system application priority scale for the purpose of system restoration.

	Security
	Access to data may be inappropriately granted or refused.
	1
	Medium
	Low
	D
	$858,000
	Access to data will be given on a need-to-know basis.

	Security
	No regular technical vulnerability assessment in place with the various agencies and staff offices.
	2
	Medium
	Moderate
	D
	$858,000
	Incorporate, at a minimum, a yearly vulnerability assessment on the eAuthentication assets.

	Security
	No consistent system accountability to track security vulnerabilities at the various agencies and staff offices.
	2
	Medium
	Moderate
	D
	$858,000
	Create a database of all security vulnerabilities, with which all Agencies and Staff Offices can access and track their vulnerabilities.

	Security
	Periodic review of the access control logs.
	2
	Medium
	Moderate
	C
	$41,250
	Create a standard operating procedure that ensures access control logs are reviewed on a weekly basis.

	Security
	Frauds such as identity theft, which may occur by the compromise of user (s) tokens.
	2
	Medium
	Moderate
	D
	$56,250
	The use of non-repudiation as a means to counter identity theft.  Users will be provided security awareness training on the safekeeping of their token.

	Security
	No procedure in place for monitoring system audit throughout the infrastructure.
	3
	Medium
	Low
	C
	$20,625
	Create a standard operating procedure that states the need to monitor system audit data.

	Privacy
	Frauds such as identity theft, which may occur by the compromise of user (s) tokens.
	2
	Medium
	Moderate
	C
	$41,250
	The use of non-repudiation as a means to counter identity theft.  Users will be provided security awareness training on the safekeeping of their token.

	Privacy
	Unauthorized users gain access to sensitive information.
	2
	Medium
	Moderate
	D
	$9,900
	Configure information systems to only allow authorized users.  Data will be protected by only allowing access to users who have a need-to-know. 



	Privacy
	Organizations may fail to comply with privacy policies/laws.
	3
	Medium
	Low
	C
	$1,650
	Familiarize Organizations with all eAuthentication laws/policies and the consequences of not complying with said laws/policies.
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