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1 Introduction

The United States Department of Agriculture (USDA) must make government services available through electronic transactions by accepting electronic processing where applicable and practicable.  As a result of the above legislative acts, the eAuthentication initiative has been selected as one of the twelve “Smart Choice Candidates” by the eGovernment Executive Council to address performance gaps in existing USDA government systems.  

USDA is currently incorporating an eAuthentication solution into its eGovernment initiative.  eAuthentication is an enabling technology and process foundation that will help USDA achieve its goals and objectives for eGovernment by supporting all USDA eGovernment initiatives and applications.  An enterprise-wide eAuthentication solution set will provide benefits to USDA by reducing costs and inefficient processes.  It will also improve the management of USDA customer credentials by reducing the number of credentials needed to access USDA eGovernment services.  

The solution will provide consistent authentication of external USDA application and system users by using only Cyber Security approved products and services that satisfy USDA business requirements.  Further, an Agency-wide eAuthentication solution will provide standard department-wide guidelines for authentication and e-signatures that promote interoperability and reduce risk, and will also provide the foundation that will support and enable other eGovernment “Smart Choices” that require eAuthentication capabilities.

eAuthentication verifies the identity of a user using any electronic service, including those users accessing electronic documents or records and those users represented by “electronic signatures” that are created, communicated, and stored in electronic form.  

· User authentication is the ability to validate that a user is actually the person with whom a system is communicating or conducting a transaction.  

· An electronic signature (e-signature) is a generic term that refers to all methods by which someone can “sign” an electronic record and signals a person’s consent, approval, or acknowledgement.  An electronic signature, while represented digitally, can take many forms, such as a name typed at the end of an email message, a digitized image of a handwritten signature, or even a secret code or PIN that identifies the sender to the recipient.  

· A digital signature is a more advanced electronic signature that provides non-repudiation.

The purpose of this document is to describe and provide an analysis of the existing systems/applications at the United States Department of Agriculture’s (USDA) twenty-nine semi-independent Agencies and Staff Offices.  This document analyzes the USDA environment by doing the following:

· Existing Systems Inventory;

· Existing Systems Detail; and an

· Analysis of Existing Systems/Applications Inventory.

2 Existing Systems Inventory

Some USDA Agencies and Staff Offices currently have one or more mechanisms that provide authentication services for electronic transactions.  These authentication methods are organization-specific, and in only a few instances, meet current authentication standards and requirements.  Two of the systems have potential for expanded use across USDA. They include:

· County-Based Agencies Web Based Centralized Authentication and Authorization Facility (WebCAAF)

· Farm Service Agency (FSA);

· Natural Resources Conservation Service (NRCS); and

· Rural Development (RD), with the exception of RUS.

· National Finance Center’s (NFC) Public Key Infrastructure (PKI)

· National Finance Center (NFC); and

· United States Department of Agriculture.

3 Existing Systems Details

While eAuthentication is a new initiative, several other initiatives are being tested or have been deployed that could possibly be leveraged by the eAuthentication initiative.  While only two existing authentication mechanisms have been identified as having potential for expanded use, other USDA Agency and Staff Offices may have an existing authentication mechanism but they have yet to provide the requested information pertaining to their chosen authentication mechanism(s).  The following details were analyzed for the two systems with potential for use by other agencies:

· Contracts;

· Functionality;

· Custom vs. Packaged;

· Scalability;

· Longevity;

· Testing;

· Creator; and 

· Maintainer.

3.1 County-Based Agency’s WebCAAF

Three county-based Agencies, Farm Service Agency (FSA), Natural Resources Conservation Service (NRCS), and Rural Development (RD), have implemented a centralized architecture referred to as the Web-based Centralized Authentication and Authorization Facility (WebCAAF).  WebCAAF currently provides authentication services to 40,000 employees and 2,000 agricultural producers.  Three primary web server farms have been created with both a network and administrative infrastructure, and a security architecture that provides authenticated users with secure access to USDA resources.  WebCAAF is capable of supporting transactions between the Government and citizens, business partners, and employees.

A central feature of this architecture is an access management solution that provides users with authenticated access and single sign-on to serve as an interface for the transfer of user data to web farm applications.  The heart of this single sign-on (SSO) solution is access management software, called SiteMinder, that can authenticate users based on an initial username and password certificate credential and grant them access to authorized resources without the need to continuously re-authenticate.  The solution could become the core of a centralized eAuthentication approach for USDA.

3.1.1 Exisiting Contracts

Currently, WebCAAF has an existing contract with SAIC.  SAIC provides general support services for WebCAAF.  WebCAAF also has an existing contract with Netegrity, which provides its SiteMinder product for securely managing user access to WebCAAF.

3.1.2 Detailed Description of System Functionality

WebCAAF is a combination of applications and business processes that provide an electronic means for Web-based applications to know that their users – USDA employees, customers and partners – are who they say they are. WebCAAF combines commercial, off-the-shelf software, a customized registration application, and interactions with Web-based applications. USDA employees help customers start the registration process, including collecting current information and verifying customer identification, then turn over management of the customer’s account to the customer.

WebCAAF is a unique solution to the “single sign-on” problem. Most single sign-on solutions are designed to handle a known user group accessing applications from an internal network. WebCAAF integrates access via the Internet, allowing employees, customers, and partners to access USDA applications anywhere, any time. WebCAAF provides network single sign-on capability for CBA employees who use internal Web-based applications, such as time and attendance, service delivery measurement programs, or WebCAAF registration application. For customers and partners who use Web-based applications, they only have to log in once per session to access any of USDA’s restricted-access applications – in other words, WebCAAF has succeeded in enabling “network” single sign-on for USDA customers and partners as well.

Behind the scenes, WebCAAF integrates with and takes advantage of the current USDA Common Computing Environment, which includes an operating system and network architecture that uses a dynamic active directory structure. WebCAAF also takes advantage of the security, availability, and reliability offered by the USDA Web Farms, which are interlinked and load-balanced across the three County-Based Agencies (CBAs), helping ensure that WebCAAF will be available when the customer needs it. WebCAAF is designed to handle the problems inherent in the existence of multiple instances of applications, and allows the same credential portability across the three Web Farms for both USDA employees and USDA customers and partners. Once customers successfully sign in through WebCAAF, they can access any application for which they have general authorization in any of the three Web Farms for the duration of the session.  Final authorization services are handled at the application level. 

The WebCAAF team, led by USDA staff and supported by Unisys Corporation, made sure WebCAAF was designed for both present and future needs. As USDA implements the second and successive generations of eGovernment initiatives, WebCAAF’s centralized architecture and scalability will allow it to be easily integrated with new applications and new, electronically-enabled ways of doing business and providing enhanced services to its constituents. WebCAAF is also a solid foundation for the USDA to implement public-key infrastructure (PKI) level of security for program clients and partners to access USDA applications.

3.1.3 Custom vs. Packaged

WebCAAF combines commercial, off-the-shelf software, a customized registration application, and interactions with Web-based applications.  

3.1.4 Scalability

WebCAAF is a system that currently supports 40,000 employees and 2,000 farmers.  A portion of WebCAAF’s architecture components can be leveraged and used for the eAuthentication solution.  

3.1.5 Longevity

WebCAAF is in the operations and maintenance phase of its system life cycle and was created for future scalability and longevity.  This system was designed to undergo a complete technology refresh/review every 4-5 years, making the first technology refresh/review scheduled for some time in 2006/2007.  As long as WebCAAF continues to evolve with current and future technology upgrades, its life cycle and life span is unlimited. 

3.1.6 Testing

Electronic Data Systems (EDS) conducted a risk assessment on WebCAAF in October 2002.  USDA’s Associate Chief Information Officer for Cyber Security is scheduled to conduct a full security, test, and evaluation (ST&E) early 2003.  Identified system vulnerabilities from the October 2002 risk assessment are currently being reviewed and WebCAAF system maintainers are working to resolve those vulnerabilities.

3.1.7 System Creator

WebCAAF was created as a result of the passing of the Freedom to e-File Act.  The three County-Based Agencies, FSA, NRCS, and RD, came together to create the system.

3.1.8 System Maintainer

The current maintainers of WebCAAF are the three County-Based Agencies, Farm Service Agency (FSA), Natural Resources Conservation Service (NRCS), and Rural Development (RD).  SAIC also plays the role of system maintainer as they provide general support services for WebCAAF.

3.2 National Finance Center’s (NFC) Public Key Infrastructure (PKI) 

USDA’s NFC has developed a PKI to provide secure e-commerce over the Internet and satisfy Agency requirements for strong authentication in government-to-government transactions.  PKI provides security services for authentication, confidentiality, data integrity, and non-repudiation by using a combination of keys and character strings that are mathematically bound.  One key is kept private and the other is made public.  PKI supports a strong, two-factor form of authentication that requires the user to know a piece of information (PIN or pass-phrase) and also possess a digital certificate.  

Digital certificates are provided by a trusted Certification Authority (CA) and signed using that CA's private key.  As a Certificate Authority (CA), NFC can provide trusted and secured electronic business for USDA and the Federal sector.  Using NFC's CA, agencies can process, transmit, and store data in a manner that complies with enterprise-wide requirements for strong authentication.  However, to fully exploit the strengths of this eAuthentication alternative, applications have to be PK-enabled or front-ended with a PKI compatible interface.

NFC has an established CA PKI and serves as a member of the Federal PKI Steering Committee to help provide leadership within the Federal government during the development and implementation of PKI.  NFC participates in the Federal Bridge Certification Authority (FBCA) consolidated PKI efforts for the Federal government.  FBCA supports interoperability among Federal Agency PKI domains in a peer-to-peer fashion and acts as a facilitator between Federal agencies in reaching agreement on recognizing or cross-certifying each other's certificates.  

3.2.1 Existing Contracts

NFC has a contract with KPMG, LLC.  Two separate groups from KPMG, LLC are tasked to support the certification and accreditation function for NFC’s PKI.  The first group is responsible for performing the risk and vulnerability assessments, working with the Designated Approving Authority (DAA) and USDA/NFC CA OA staff to define the security requirements and ST&E Plan and Procedures, and assisting with documentation and preparation for the C&A.  The second group will serve as the independent Certifier, execute the ST&E Plan and Procedures, and develop certification recommendations for the USDA/NFC PKI.  

There may be other existing contracts but they have not been identified at this time.  Additional information will be gathered in the next phase of this initiative.

3.2.2 Detailed Description of System Functionality

The USDA/NFC PKI, which comprises the USDA/NFC Certification Authority (CA) and supporting infrastructure components, allows its subscribers to conduct electronic transactions in a secure manner using public key technology.  The USDA/NFC CA issues public key certificates that can be used to identify and authenticate a subscriber to an application or system, digitally sign e-mails, transactions, or documents to provide non-repudiation, and encrypt data or transactions to ensure the confidentiality of the information or transaction.  The USDA/NFC CA currently issues certificates at the medium and basic levels of assurance as specified in the USDA/NFC PKI Certificate Policy.

3.2.2.1 Administration

The NFC PKI Administrator’s Role is responsible for:

· Installing, configuring, and maintaining the CA;

· Establishing and maintaining CA system accounts;

· Configuring certificate profiles, templates and audit parameters;

· Generating and backing up CA keys;

· Serving as Master Users; and

· Serving as a Security Officer.

3.2.2.2 Training

All personnel performing duties with respect to the operation of the USDA/NFC CA receive comprehensive training.  Training is conducted in the following areas:

· CA/RA/LRA security principles and mechanisms;

· All PKI software versions in use on the CA system;

· All PKI duties they are expected to perform; and

· Disaster recovery and business continuity procedures. 

Documentation is maintained which identifies all personnel who receive formal training and the level of that training completed.

Re-training of individuals will occur if there is any significant change to the operations. An example of a significant change is when USDA/NFC upgrades its CA software package.

3.2.3 Custom vs. Packaged

The NFC PKI is composed of commercial off-the-shelf software and hardware.  

3.2.4 Scalability

A portion of the NFC PKI architecture components can be leveraged and used to support government-to-government eAuthentication requirements.  

3.2.5 Longevity

Per the NFC PKI System Security Authorization Agreement (SSAA), the USDA/NFC CA is currently in the Acceptance and Implementation Stage.   Successful completion of the C&A will give the USDA/NFC CA approval to operate and move to the Operations and Maintenance Phase.  

3.2.6 Testing

The USDA/NFC CA ST&E was conducted from July 24, 2002 to July 26, 2002.  The components of this ST&E was limited to the USDA/NFC backup CA hosted at the USDA/NFC PKI backup site, the facility hosting the backup CA, and supporting infrastructure and processes.  Its Designated Approving Authority (DAA) formally accredited the USDA/NFC PKI on August 12, 2002.

3.2.7 System Creator

Currently, information regarding NFC’s PKI system creator is not available.  More information will be gathered during the next phase of the eGovernment initiative.

3.2.8 System Maintainer

Currently, information regarding NFC’s PKI system maintainer is not available.  More information will be gathered during the next phase of the eGovernment initiative.

4 Analysis of Existing Systems/Applications Inventory

After analyzing the existing USDA Agency and Staff Offices’ systems/applications, there is currently no Agency-wide eAuthentication solution available to the USDA’s Agencies and Staff Offices.  As stated in the introduction, there may be other authentication mechanisms currently being used.  More information concerning existing USDA Agency and Staff Office eAuthentication mechanisms will be gathered in the next phase of this initiative.

An analysis of the County-Based Agency’s WebCAAF and NFC’s PKI will be performed in the next phase of this initiative.  During this analysis, the two systems will be analyzed against the eAuthentication functional and technical requirements in order to see if the current architecture of these two systems can be leveraged against the eAuthentication initiative.  
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