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1 Introduction

This Security Plan provides an overview of USDA’s eAuthentication solution set security requirements and the controls in place or planned for meeting those requirements, in accordance with the guidance provided by the Office of Management and Budget Circular A-130 (OMB A-130) and the National Institute of Standards and Technology (NIST) Special Publication 800-18: Guide for Developing Security Plans for Information Technology Systems (NIST PUB 800-18). This security plan also delineates responsibilities and expected behavior of all individuals who access the system.
This Security Plan establishes practical standards in support of the security policy and the security training and awareness program requirements.  In accordance with the Computer Security Act of 1987, Federal Agencies are required to “provide for the mandatory periodic training in computer security awareness and accepted computer practices of all employees who are involved in the management, use, or operation of each federal system within or under the supervision of that agency.”  The scope and goals of federal computer security awareness and training programs must not only implement this broad mandate, but also follow requirements contained in the Office of Management and Budget (OMB) Circular A-130, Appendix III, and National Institute of Standards and Technology (NIST) guidelines.

All USDA personnel are responsible for being familiar with and adhering to the requirements of the aforementioned documents.  The USDA will maintain a copy of this document.  Any questions concerning the applicability or interpretation of any of these standards should be directed to the appropriate USDA point of contact (POC).

This security plan contains the following sections:

· System Identification;

· Security Requirements;

· Management Controls;

· Operational Controls;

· Technical Controls;

· Security Technical Architecture; and

· Technical Overview.

System Identification

The USDA eAuthentication solution comprises interconnected information components that share a common functionality and are all under the direct management control of USDA.  The USDA eAuthentication solution includes hardware, operating systems and application software, data, aggregate information, communications, secure facilities, and people to make up and operate the USDA eAuthentication solution. 

1.1 System Name/Title

The general support system covered in this security plan is known as the U.S. Department of Agriculture (USDA) eAuthentication solution.

1.2 Responsible Organizations 

The sponsoring organization, responsible for the administration, operations, and maintenance of the USDA eAuthentication solution is the United States Department of Agriculture (USDA) Office of the Chief Information Officer (OCIO).
 

1.3 Information Contacts 

The primary point of contact regarding the eAuthentication initiative is the eAuthentication Project Manager, who has not yet been determined.

The secondary point of contact for eAuthentication is Chris Niedermayer, the Associate CIO for eGovernment and the Program Manager for eGovernment initiatives.

1.4 Assignment of Security Responsibility 

The eAuthentication Project Manager, who has not yet been determined, is responsible for security oversight of the eAuthentication system.

In addition, all USDA General Support (GSS) and Major Software Applications are required to undergo a security certification process and be accredited by a Designated Accrediting Authority (DAA) prior to being place in operation.  The DAA for this system is yet to be determined.
1.4.1 Roles and Responsibilities

Roles and responsibilities will be identified for senior OCIO managers, the office of the inspector general, agency/mission area managers, system administrators, and technical personnel.  Descriptions of some of the eAuthentication organizational structure can be found below.

Senior OCIO Managers

The OCIO Senior Managers will work through the IT Workforce Team to evaluate eAuthentication training needs and to identify sources of training, including classroom and on-line training, customized workshops, and training materials. As eAuthentication gains in importance and acceptance, core competencies will change to support its new roles.  The Chief Information Officer is and will remain the primary official responsible for managing departmental IT activities.

1.4.1.1 Office of Inspector General (OIG)

The Office of Inspector General (OIG) will assess the Department's programs.  The goal of the assessments is to aid in the promotion the economically sound and efficient operations within the organization.  One of the OIGs main objectives will also be helping to protect the organization’s established programs and to ensure their integrity. 

1.4.2 Roles and Responsibilities for the solution Owners

The following sections describe the roles and responsibilities for the solution owners.  This is to include Credential Manager, Owner, System Administrator, Security Organization, Certification Authority, Change Management Manager, and Enablers.  

1.4.2.1 Credential Manager for the solution 

The solution Credential Manager (SCM) will validate the authenticity of credentials.  eAuthentication may need to support multiple protocols for such validation.  This individual will collect and authenticate subscribers’ identity information, which is subsequently entered into the selected solution.  SCMs perform the face-to-face identification and authentication of users and must pre-register users with the solution before the users can access the system.  SCMs pre-register users, but they are not involved in the solution-issuing process.

Solution issuance is the responsibility of the USDA Verifying Official without any pre‑registration.  The SCM identifies and authenticates users using government-issued photo ID.  During the solution pre-registration process, the SCM creates a unique password and user ID number for each user.  

1.4.2.2 Solution Owner

If the solution has external users, its owners have a responsibility to share appropriate knowledge about the existence and general extent of security measures so that other users can be confident that the solution is adequately secure.  The solution owners should inform their clients or users about the nature of the security.

1.4.2.3 System Administrator

The System Administrator (SA) is responsible for the operation and maintenance of the hardware and operating system of the solution component.  The SA installs and configures system software, installs new software (including upgrades and patches), and performs any machine recovery actions resulting from hardware or software failure.  The SA works with the Information System Security Officer (ISSO) to ensure secure system operation.  The SA is responsible for ensuring continuous network connectivity.  The SA performs all backups, stores them securely, and sends copies to an off-site location as required by the NIST Computer Security Policy Handbook 800-12.
1.4.2.4 Security Organization

The ISSO is responsible for a particular component’s security.  The ISSO is responsible for ensuring that security policies and procedures are in place and are followed.  The ISSO assigns security privileges and access controls to the selected solution accounts.  The ISSO creates new accounts, assigns passwords, and deletes accounts when no longer needed.  The ISSO performs the archiving of all system records and conducts a weekly review of the component’s audit log.  If any suspicious activity is noted or evidence exists that proper procedures are being violated, the ISSO takes appropriate action.

1.4.2.5 Certification Authority

The Certification Authority (CA) is responsible for certifying that the fully integrated and operational solution complies with the approved requirements.  This individual also ensures that the system is operated with an acceptable level of residual risk.  During the certification and accreditation process, certification tasks are performed on the integrated operational system to ensure that the system is functioning securely.  The certification tasks are based on the approved requirements.  The CA task is one that encompasses a number of various duties.  In an effort to accurately complete those responsibilities, it is necessary to separate the work.  No one person should assume more than one role at a time; this ensures a separation of duties:

The following are roles within the Certification Authority:

· CA Administrator – The CA Administrator is authorized to install, configure, and maintain the certificate.  This individual maintains the user accounts and configures the user profiles and audit parameters.  The CA Administrator also generates the component and backup keys.  CA Administrators are not authorized to issue certificates.

· CA Officer – The CA Officer is authorized to request or approve certificates or certificate revocations.  The CA Officer can verify the identity of certificate requestors and ensure the accuracy of the information provided.

· CA Auditor – The CA Auditor is authorized to view, maintain and archive the audit logs.  The CA Auditor also performs or reviews internal compliance audits.

· CA Operator – The CA Operator is authorized to perform system backups.  The CA Operator also conducts recovery operations and changes the recording media, i.e. backup tapes.

1.4.2.6  Change Management for the System Owner

An effective change management manager is critical to ensure that the solution is properly maintained and secured.  A change control board (CCB) should review and approve all planned changes to the solution, such as upgrading or adding services.  The decision to make planned changes to the solution should be based on the approved security requirements.  All planned changes should be tested within a separate, non-operational environment to avoid affecting the current solution.  The change management office is responsible for tracking and managing the changes in effort to ensure the integrity of the current solution.
1.4.2.7 Solution Enablers

Solution Enablers will work to ensure a graceful transition from the existing configuration in an effort to implement it to its future environment.  The enabler will ensure that the solution and Integration development teams will establish the necessary communications so as to guarantee that no single point of failure will jeopardize the integrity of the solution.  An open communication system between the parties will require the development teams to publish their application program interface, and thereby ensure interoperability.  
1.4.3 Roles and Responsibilities for the Integration Group 

The following sections describe the roles and responsibilities for the Integration Group.  This is to include Credential Manager, Application Owners, Developers, and Security Organization.

Credential Manager for Integration

The Solution Credential Manager (SCM) will validate the authenticity of credentials.  This individual will collect and authenticate subscribers’ identity information, which is subsequently entered into the system.  Solution issuance is the responsibility of the USDA Verifying Official without any pre‑registration.   

1.4.3.1 Application Owners

An application owner is the individual who has been assigned ultimate responsibility for a system.  An application system is the end-to-end delivery of information and data, including all computerized processes and the hardware and software that are needed to satisfy business requirements.  The application owner has ultimate responsibility for the following: 

· Understanding the overall purpose of the system; 

· Managing the day-to-day operations of the system; 

· Providing final approval to proceed with daily processing; 

· Managing the development and continued maintenance of desk procedures for the staff whom operate the system on a day-to-day basis; 

· Making final decisions in situations where system information is inaccurate after appraising the customer impact as well as the resources and time available; 

· Developing and maintaining a system level business continuation plan; 

· Coordinating all changes to the system when it is not working; 

· Providing final approval for implementation for all changes to the system; 

· Conducting periodic review of the system operation to insure that it is working as intended; 

· Coordinating with other departments as needed to create acceptable levels of documentation and procedures for operating and maintaining the system; 

· Administering training development and presentation for all staff that will be updating or using the information in the system; 

· Recommending improvements to the system to maintain an efficient and accurate process providing customer oriented information; and 

· Communicating changes, improvements and other important information about the system as needed.

1.4.3.2 Developers

The developer will develop and maintain the solution application(s), components, Web or desktop clients, or back-end data services, or work in teams to develop enterprise applications.  The developer will design and develop enterprise applications with appropriate development tools, technologies, and platforms within the eAuthentication Framework.

2.4.3.4
Security Organization

The ISSO is responsible for a particular component’s security.  The ISSO is responsible for ensuring that security policies and procedures are in place and are followed.  The ISSO assigns security privileges and access controls to the selected solution accounts.  The ISSO creates new accounts, assigns passwords, and deletes accounts when no longer needed.  The ISSO performs the archiving of all system records and conducts a weekly review of the component’s audit log.  If any suspicious activity is noted or evidence exists that proper procedures are being violated, the ISSO takes appropriate action.

1.5 System Operational Status

USDA’s eAuthentication initiative is in the Planning Phase. The USDA eAuthentication initiative resulted from a management decision to undertake an internal business initiative at USDA to provide a secure means of electronic authentication. 

1.6 General Description/Purpose

The USDA eAuthentication initiative will provide a system that will support external (owned by Subscriber Organizations and Relying Parties) business application software based transactions that include: financial transactions, e-mail, and other electronic data interchange related to government business.  The USDA eAuthentication solution set provides a secure means of electronic business activity. 

1.7 System Environment

The USDA eAuthentication solution environment has not been determined at this time.

1.8 System Interconnection/Information Sharing

The USDA eAuthentication solution does not permanently interconnect with any other system.  There are logical process flows of certification verification data that are shared with independently owned systems as a result of a Relying Party issuing a request for such information to the system.  The USDA eAuthentication solution architecture provides for Relying Party requests to be routed to a machine that acts as a “proxy” in order to restrict direct communication between relying parties’ machines and the directory server or other USDA eAuthentication solution components.

Applicable Laws, Standards and Policies

The following Laws and federal government regulations establish specific requirements for confidentiality, integrity, or availability of data/information stored or processed:

· Public Law 99-508, Electronic Communications Privacy Act of 1986, October 21, 1986.

· Public Law 100-235, H.R. 145, Computer Security Act of 1987, January 8, 1988.

· Public Law 105-277, Title XVII, Government Paperwork Elimination Act (GPEA), October 21 1998.

· Public Law 106-222, Freedom to E-File Act, June 20, 2000 
· Public Law 106-229, Electronic Signatures in Global & National Commerce Act, June 30, 2000.

· H.R. 3802, Electronic Freedom of Information Act Amendments of 1996, January  3, 1996.

· 5 U.S.C. § 552A, The Privacy Act of 1974.
· 29 U.S.C. § 794(d), Section 508 of the Rehabilitation Act of 1973, August 7, 1998.

· Office of Management and Budget (OMB) A-123, Management Accountability and Control, June 21, 1995.

· Office of Management and Budget (OMB) A-127, Financial Management Systems, July 23, 1993.

· Office of Management and Budget (OMB) A-130, Management of Federal Information Resources, November 28, 2000.

· Office of Management and Budget (OMB) Memo 00-10, Implementation of the Government Paperwork Elimination Act, April 25, 2000.

· Office of Management and Budget (OMB), The President’s Management Agenda, Fiscal Year 2002.

· National Institute of Standards and Technology (NIST) Special Publication 800-9, Good Security Practices for Electronic Commerce, Including Electronic Data Interchange, December 1993.
· National Institute of Standards and Technology (NIST) Special Publication 800-14, Guide for Developing Security Plans for Information Technology Systems, September 1996.
· National Institute of Standards and Technology (NIST) Special Publication 800-26, Security Self-Assessment Guide for Information Technology Systems, August 2001.
· National Security Telecommunications and Information Systems Security Committee (NSTISSI) 4009, National Information Systems Security (INFOSEC) Glossary, September 2000.
· National Institute of Standards and Technology (NIST) Special Publication 800-37, Guidelines for Security Certification and Accreditation of Federal Information Technology Systems, October 2002.
· President’s Management Agenda – or – Presidential Management Initiative.

1.9 Information Sensitivity

The sensitivity of the information processed or protected by USDA eAuthentication solution will be Sensitive But Unclassified, but the level of sensitivity will vary significantly.  Agencies and Subscriber Organizations must evaluate the environment and the associated threats and vulnerabilities and determine the level of risk they are willing to accept based on the sensitivity or significance of the information for which they may require USDA eAuthentication solution trusted assurance.  

The information stored and processed in the USDA eAuthentication solution is done so to provide a foundation for trust and assurance at all levels of the infrastructure.  Levels of assurance are set forth below, as well as a brief and non-binding description of the applicability for applications suited to each assurance level.

Table 2.10 – Assurance Levels

	Assurance Level
	Applicability

	Basic
	This level provides a basic level of assurance relevant to environments where there are risks and consequences of data compromise, but they are not considered to be of major significance.  This may include access to private information where the likelihood of malicious access is not high.  It is assumed that the sensitivity of data subject to this assurance level is not likely to be the target of malicious attack.  The data classification may be in the range of Sensitive But Unclassified (including Privacy Act Data), or For Official Use Only.

	Medium
	This assurance level is relevant to environments where risks and consequences of data compromise are moderate, hence the information sensitivity is higher than that associated with Basic Assurance.  This may include transactions having substantial monetary value or risk of fraud, or involving access to private information where the likelihood of malicious access is substantial. 

	High
	This level is appropriate for use where the threats to data integrity, confidentiality, and/or availability are high, or the consequences of the failure of security services are high.  This may include very high value transactions or high levels of fraud risk.  


The Agency application owners will determine if the data stored and processed in the USDA eAuthentication solution components have the following security policy requirements: 

· Integrity – High;

· Availability – High; and

· Confidentiality – High.

The Agency application owners will determine that the estimated risk and/or the magnitude of harm that would result from loss, misuse, or unauthorized access or modification of a subscriber’s account information will be no greater than the monetary value of the financial transactions related to the subscriber’s financial business activity.  

It is not within the purview of the sponsor to attempt to determine the “value” of any intangible asset that any subscriber may sustain, nor to attempt to determine the magnitude of loss or damage to such intangible assets that may occur as a result of loss, misuse, or unauthorized access or modification of USDA eAuthentication solution information.  

The USDA eAuthentication solution sponsor has determined that the estimated risk and/or the magnitude of harm that would result from unavailability of the USDA eAuthentication solution would be the aggregate amount of the solution-dependent financial transactions that would normally occur for the duration of the USDA eAuthentication solution outage.  This exact number cannot be currently calculated because there has been no statistical monitoring or trend analysis of USDA eAuthentication solution-dependent application-based financial transactions.  

The USDA eAuthentication solution sponsor has determined that information should be protected in such a way that the information can only be accessed or modified by those persons or things authorized.  

The sponsor has also determined that the projected growth in USDA eAuthentication solution-dependent financial transactions indicates that the magnitude of loss of the public trust in the U.S. Department of Agriculture is a viable concern as is the potential for “damage” to the reputation of the USDA; hence Integrity, Availability, and Confidentiality policies for the USDA eAuthentication solution are rated HIGH. 

Privacy

Privacy and public trust issues are inherently associated with the implementation of any IT system, and eAuthentication is no exception.  The eAuthentication project manager and implementation team will work with privacy advocates in OCIO’s cyber security office, as well as inside and outside of the Federal government, to ensure that acceptable privacy policies are in place.  In addition, the Certification and Accreditation process and independent audit requirements will ensure proper implementation of policies and practices concerning the protection of privacy information.
Security Requirements

These security requirements are part of the initial effort to provide a secure solution for electronic transactions and electronic authentication (eAuthentication) for USDA.  The solution itself shall be developed with special emphasis on the sensitivity of the data being transmitted and considering the requirements for the integration of the eAuthentication solution for the individual applications within the agencies of USDA.  

Further information can be found in the eAuthentication - Business Profile - Functional Requirement and the eAuthentication – Technological Profile - Technical Requirement Documents.  

Management Controls

The review of information system security controls is an important mechanism for identifying areas of noncompliance with policies and procedures, demonstrating management’s commitment to the system security plan, and ensuring that technical controls are functioning effectively.  In order to implement an effective system security plan, management should monitor the results of the security control evaluations and modify the plan in accordance with changing risk factors.  Critical elements related to review of information system security controls include the review of system security controls and interconnected systems and the effective implementation of corrective action plans related to security controls reviews.

The risk assessment methodology used to identify the threats and vulnerabilities of the USDA eAuthentication solution will be in compliance with the OMB Circular A-130, the FIPS 191, and the NSA Information Assurance Technical Framework (IATF). A review has not been completed for USDA eAuthentication solution. 

1.10 Review of Security/System Controls

The USDA eAuthentication solution is a new system, and no risk assessment has been conducted at this point. The agency ISSPM will have a process for (1) requesting, establishing, issuing, and closing user accounts, (2) tracking users and their respective access authorizations, and (3) managing these functions. Mechanisms besides auditing and analysis of audit trails should be used to detect unauthorized and illegal acts.

1.11 Rules of Behavior

For further details regarding the System Rules of Behavior refer to Appendix B the Security Plan.  

1.12 Planning for Security in the Life Cycle

The USDA eAuthentication solution System is currently in the Development Phase.

Manage

Individuals with management responsibilities are able to identify steps in the system development life cycle where security requirements and concerns need to be considered and can define the processes to be used to resolve those concerns.

· Ensure that the formal development baseline includes the approved security requirements and that security-related features are installed, clarified, and documented;

· Design tests to evaluate the adequacy of security safeguards in IT systems, and oversee the implementation and deployment of the USDA eAuthentication solution system in a manner that does not compromise in-place and tested security safeguards;

· Monitor operations to ensure that safeguards are effective and have the intended effect of balancing efficiency with minimized risk; and

· Understand the special USDA eAuthentication solution security considerations and measures required during the shutdown of a system, and effectively plan and direct these activities.

1.12.1 Acquire

Individuals involved in planning for the IT security program can identify the resources required for successful implementation. Individuals recognize the need to include USDA eAuthentication solution security requirements in IT acquisitions and to incorporate appropriate acquisition policy and oversight in the IT security program.

· Analyze and develop acquisition documents and/or provide guidance that ensures that functional USDA eAuthentication solution security requirements are incorporated;

· Monitor procurement actions to ensure USDA eAuthentication solution security requirements are satisfied;

· Ensure that the system, as implemented, meets all contractual requirements related to the security and privacy of IT resources; and

· Understand the USDA eAuthentication solution security concerns associated with system operations, and identify and use the appropriate contract vehicle to meet current needs in a timely manner.

Design and Develop

Individuals responsible for the design, development of, and IT security program are able to create a security program specific to a business process or organizational entity.

· Translate USDA eAuthentication solution security requirements into system-level security specifications;

· Use baseline USDA eAuthentication solution security requirements to select and install appropriate safeguards;

· Design tests to evaluate the adequacy of security safeguards in USDA eAuthentication solution systems;

· Participate in the development of procedures, which ensure that safeguards are not compromised when they are incorporated into the production environment; and

· Make procedural and operational changes necessary to maintain the acceptable level of risk.

1.13 Authorize Processing

Authorization processing ensures that a management official authorizes in writing the use of an information system by confirming that its security plan as implemented adequately secures the system.  System authorization represents management’s acceptance of the risk based on security reviews performed.  The critical elements include the completion of information system certification and accreditation process and the use of interim system authorizations to correct system deficiencies.

The USDA eAuthentication solution will be subject to an initial certification and accreditation (C&A) process and a delta C&A.  Since the “warmsite” will not have been established in the initial C&A, a delta C&A will be performed to cover the “warmsite” and address any issues or residual risks not resolved in the initial C&A.

Authorization for processing is contingent on receiving at least Interim Approval to Operate (IATO) as part of completing the initial C&A process.  The DAA has the authority to accept the residual risks and grant either IATO or approval to operate based on the residual risks.

Operational Controls

Operational controls within an organization focus on mechanisms primarily implemented and executed by people in order to improve the security of a given information system.  Specific control objectives enforced by people with technical or specialized expertise in information system security include: personnel security, physical and environmental protection, input /output controls, contingency planning, hardware and system software maintenance, data integrity, system documentation, security awareness training, and incident response capability.

This section of the USDA eAuthentication solution Security Plan addresses the mechanisms that are implemented and executed by USDA eAuthentication solution Personnel.  These controls are put in place to improve the overall security of the USDA eAuthentication solution.  This section describes the operational control measures in place or planned that are intended to meet the protection requirements of the USDA eAuthentication solution. 

1.14 Personnel Security

Personnel Security involves a broad range of security issues related to how individuals interact with information systems and the access and authority needed to perform assigned duties.

The following personnel controls have been established to ensure that personnel are accountable for actions taken within the USDA eAuthentication solution process. Punishments for personnel that violate the security protocols of the USDA eAuthentication solution are defined in the terms of employment enforced by government employment regulations and terms of contract enforced by Federal Acquisition Regulation (FAR). 

1.14.1 Clearances

All USDA or contractor personnel who have access to or are users of the USDA eAuthentication solution System have a security clearance.  Personnel are cleared to the highest level of the information protected by the USDA eAuthentication solution.

Background Investigations

Trusted personnel are subjected to a National Agency Check plus written Inquiries (NACI) or Background Investigation depending on the ADP level designated for that position.  In addition, trusted agents must be certified to have demonstrated the ability to perform their duties, be trustworthy, have no other duties that would interfere or conflict with their duties as a trusted agent, have not been previously relieved of trusted agent or Communication Security (COMSEC) custodian duties for reasons of negligence or non-performance of duties, and have not been convicted of a felony offense.

1.14.2 Training and Awareness

All personnel are provided training in their respective roles with respect to the proper use of the USDA eAuthentication solution System.  USDA trains personnel on their duties as they relate to USDA eAuthentication solution. 

1.14.3 Contractual and Employment Controls

All contactors and government personnel acting as a trusted agent within the USDA eAuthentication solution are appointed in writing or are a party to a contract for USDA eAuthentication solution services.  In the case of contractors acting as trusted agents, appropriate controls are in place within the contract documents to ensure proper control over those personnel.

1.14.4 Separation of Duties and Least Privilege

Each trusted role has strict least privilege and separation of duties defined in function, and enforced in technical operation of the USDA eAuthentication solution software and physical security controls.

1.15 Physical Security

Physical security and environmental security are measures taken to protect information systems, buildings and related supporting infrastructures against threats associated with their physical environment.

The following physical controls have been established to ensure that personnel are accountable for actions taken within the USDA eAuthentication solution process. Punishments for personnel that violate the security protocols of the USDA eAuthentication solution are defined in the terms of employment enforced by government employment regulations and terms of contract enforced by Federal Acquisition Regulation (FAR).

1.15.1 Components

The USDA eAuthentication solution components are physically housed in a secure room within a secure data center, within a secure building, on a government facility.  To access the building an individual must be badged by the security office managing the building.  To obtain a badge the individual must be “sponsored” by one of the government agencies present in the facility.    

1.15.2 Access

Entry to the building is protected by a dual guard station, one at the immediate front door of the building where all incoming hand baggage is searched and one at a “choke point” that must be passed before entering the workspace areas.   Non-picture badge holders must present the badge and a photo-id at the choke point guard station before entering the workspace areas.

1.15.3 Laptops

Laptop personal computers may be brought into the facility for business purposes; a property tag must be issued to the owner of the laptop before it can be transported off the premises.  To obtain a property pass, the owner must make a request through the office that “sponsors” the presence in the building.  

1.15.4 Badges

The data center is located in the workspace area and requires a special access badge encoded with access privileges.  The badge must be swiped through a reader, which logs entry into the data center.  To enter the USDA eAuthentication solution secured room any authorized individual must be accompanied by another authorized individual.  Together they must both swipe their access badges through a reader and both must enter the room within twenty seconds.  Two badges must also be swiped to exit the room; entry and exit are logged.  The cascade of two badges to one person is countered by the presence of video monitoring inside of the room.

1.16 Production, Input/Output Controls

Production and input/output controls range from an organization’s use of a help desk to support system users to implemented procedures for controlling the storage, handling and destruction of sensitive media.

This section provides a synopsis of the procedures that are in place to support the USDA eAuthentication solution in regards to the input and output controls, which ensures only authorized personnel have the ability or availability to read, copy, remove, alter or steal either printed or electronic information.  

1.16.1 Hard Copy

The controls for the marking and handling of physical hardcopy data output of a USDA eAuthentication solution trusted role holder are collected and documented for input to the USDA eAuthentication solution by a trusted role holder. The trusted role holder adheres to the data classification and handling guidelines stated in the USDA eAuthentication solution.

1.16.2 Display

The Trusted Agent regulates the release of information to each Subscriber using encryption and other specific means of delivery to the Subscriber. Only certain USDA eAuthentication solution trusted role holders may view sensitive data display output by the USDA eAuthentication solution – access to the secure room is required.  

1.16.3 Change of ID

A Subscriber must present authenticating identification to the appropriate personnel prior to requesting any action concerning his identity.

1.16.4 Backup Tapes 

Support contractors that maintain the offsite storage of USDA eAuthentication solution backup tapes follow a regimented schedule of pickup and delivery.  The contractors must present credentials prior to entering the facility and must present property removal passes prior to removing the tapes.  The tapes are enclosed in tamper proof containers, serialized, and entered on a manifest prior to their being released to the offsite storage contractor.

1.16.5 Request

Trusted Agents review Request Forms, identify and authenticate the Subscribers, collect required documentation, and date and sign the forms as a witness.  The Trusted Agent then forwards the completed Request Forms and supporting documentation to the appropriate personnel.  Upon receipt of the completed and signed Request Form from a Trusted Agent, the appropriate personnel will date/time stamp the forms, process the request, and store the forms and supporting documentation in a secure cabinet.

1.16.6 Confidentiality of Authentication Data

Authentication Data is transmitted securely over secure transmission paths. The USDA eAuthentication solution security boundary does not include the Subscriber’s physical environment; hence how the Subscriber stores his copy of the Authentication Data is a risk that is not in the domain of the USDA eAuthentication solution security architecture.  It is a threat to the trust and assurance placed in the USDA eAuthentication solution capability to enforce non-repudiation of the Subscriber’s Authentication Data. The risk is countered by the following:

· Subscribers are made aware of the importance of maintaining confidentiality of their Authentication Data prior to it being issued; and

· The system restricts “guessing” by allowing only three attempts to enter the personal authentication – failure on all attempts locks the Subscriber account and requires the execution of a recovery request to the USDA eAuthentication solution.

1.17 Contingency Plans and Disaster Recovery

Contingency planning involves an organization’s planning and testing of procedures designed to keep its critical functions operating in the event of a disaster or minor interruption.  To mitigate potential service interruptions, it is essential that contingency procedures be understood and supported by management and staff throughout the organization.  Critical elements related to a viable contingency plan include: the identification of critical operations and the system resources supporting those operations, the development and documentation of a comprehensive contingency plan, and the periodic testing of the contingency plan.
The contingency plan is specifically developed to reduce to an acceptable level the consequences of potentially catastrophic events to the USDA eAuthentication solution at its current implementation sites.  

Contingency planning is also a part of risk management.  All decisions regarding risk mitigation must be made within the context of the threat.  It makes little sense, for instance, to expend scarce resources to protect systems from earthquakes if there is a low threat and consequently low risk.  All risk decisions (and therefore all contingency planning decisions) should attempt to balance the benefits of reduced risk and the cost of the effort.

Requirements

This contingency plan was developed in compliance with the requirements set forth in the following documents:

· Office of Management and Budget (OMB) Circular A-130, Management of Federal Information Resources, February, 1996; and

· Federal Information Processing Standard Publication (FIPS PUB 87), Guideline for ADP Contingency Planning, March 27, 1981.
1.17.1 Purpose for Contingency Planning

A contingency plan is a set of formally documented policies, procedures, provisions, and resources to be used in the event of a disruption or catastrophe that undermines the organization’s ability to process data in support of its designated mission.  The purpose of this contingency plan is to limit the damaging consequences of unexpected and/or undesirable events to the facilities that operate the system.  The primary objectives of this contingency plan are as follows:

· Achieve and maintain personnel safety and welfare;

· Minimize loss of assets;

· Minimize business interruption;

· Resume critical mission functions; and

· Provide trained personnel to conduct emergency and recovery operations.

1.17.2 Disaster Recovery

This contingency plan will reduce the consequences associated with natural disasters (fire, flood, etc.), inadvertent personnel actions (programming errors, data submission inaccuracies, etc.) or intentionally disruptive information techniques.  As with all information technology deployments, the consequences of risk must be balanced by the costs (including monetary and functional) within the framework of a risk management and mitigation program.  This plan, and its cost in terms of maintenance, testing and training, must meet the objective of reasonableness relative to threats and vulnerabilities to the elements of the USDA eAuthentication solution.

In any emergency these priorities always exist: first and foremost is the minimization of loss of life along with the number and severity of injuries, then minimization of the potential for compromising sensitive information, and finally minimization of damage to hardware, software, and information.  

An effective contingency plan must facilitate actions to these ends and therefore must be accessible and understandable in periods of high stress.  This objective necessitates ongoing maintenance, training and testing.

Finally, it is affirmed that nothing in this plan is meant to supersede individual command responsibilities or the local chain of command.  This plan is to support such structure and to facilitate good decision making during potential crises.

Specifically, this plan is designed to meet the following objectives in the event of a contingency:

· Ensure rapid restoration of USDA eAuthentication solution functionality; 

· Document specific action steps to be conducted in response to potential interruptions of USDA eAuthentication solution services;

· Document the necessary resources, procedures, training and testing to ensure efficient response to emergency scenarios; and

· Establish contingency planning responsibilities prior to and during an emergency.

1.17.3 Continuity of Operations

The USDA eAuthentication solution Continuity of Operations Plan (COOP) describes the USDA eAuthentication solution contingency plan.  The mid-range USDA eAuthentication solution Disaster Recovery Plan documents the USDA eAuthentication solution disaster recovery procedures.  These procedures will also be incorporated in the Corporate Disaster Recovery Plan.

The USDA eAuthentication solution maintains a “warmsite” in another City that can be remotely switched-over in the case of catastrophic failure of the primary site.  Full automatic backups are performed at 3:00 AM EST each day (with hourly incremental backups throughout the day) and automatically transmitted to the “warmsite” via the VPN connection.  The USDA eAuthentication solution staff will then remotely restore the backups on the “warmsite” to synchronize with the primary site.  Using this process, the USDA eAuthentication solution risks losing at most one hour of transactions.  The shadow directory in the “warmsite” is automatically synchronized using a shadow agreement with the primary Directory.

The primary site is configured for high-availability through the use of clustering technology, Storage Area Network-based “snapshot” for high-speed restoral of applications and data in the case of a local drive failure in all machines of a cluster. The COOP requires onsite storage of platform spares, and high-speed tape backup in near real-time; one copy of tapes remains on site and another copy is moved to secure offsite storage.

Backup procedures are documented in Operations Manual.  Once operational, contingency testing through failure simulation will be a part of the bi-annual USDA eAuthentication solution overall disaster recovery testing.

1.18 Hardware and Software Maintenance Controls

Hardware and software maintenance controls are used to monitor the installation of and updates to hardware and software, and to ensure that historical records of system changes are maintained.  Proper maintenance controls help ensure that only authorized software is installed on information systems.  Critical elements related to hardware and system software maintenance controls include: limiting access to system software and system hardware, maintaining procedures for authorizing, and testing and approving software and hardware before implementation.

Maintenance on the USDA eAuthentication solution follows the procedures for maintenance on any of the USDA resources.  A formal request must be made to the configuration control board with justification, and approval must be obtained prior to executing any maintenance procedures.

1.18.1 Roles

Only USDA eAuthentication solution trusted roles perform maintenance on the system. Emergency repair procedures follow the instruction of the emergency repair guidelines set forth.  Offsite service agreements for the system used to backup the USDA eAuthentication solution require notification to a USDA eAuthentication solution trusted role holder prior to the agreements being executed.  None of the other USDA eAuthentication solution components are subject to offsite or remote service agreements.   

1.18.2 Version Control

Version control on the operating systems and applications is maintained within the USDA eAuthentication solution software library and configuration control management system.  Procedures for testing new system components and new software are followed in compliance with the USDA eAuthentication solution configuration management program.  Production units are not used for testing new operating system components or applications components.  

1.18.3 Approval

Changes to the system must be requested, approved, scheduled, completed and documented in accordance with USDA eAuthentication solution configuration control policy.

Data Integrity/Validation Controls

Data integrity controls are used to protect data from accidental or malicious alteration and to provide assurance that the system data meets user expectations about its quality and integrity.  Critical elements related to data integrity controls include the installation and activation of virus detection software on information systems and the use of data integrity and validation controls to provide assurance that system data has not been altered and that the system functions as intended.

This section describes controls that are in place to support the USDA eAuthentication solution in regards to Data Integrity.  Integrity controls are used to protect the operating system, application and information from accidental or malicious alteration or destruction and to provide assurance to the user that the information meets expectations about its quality and that it has not been altered.  

1.18.4 Virus Protection

The USDA eAuthentication solution security mechanism test profile will include the use of virus protection software on operating systems.   

1.18.5 Scanners and Password Checkers

The USDA eAuthentication solution security mechanism test profile will include the use of vulnerability assessment scanners and password checkers.  

1.18.6 Intrusion Detection Software

The USDA eAuthentication solution security mechanism test profile will include the use of intrusion detection software on USDA eAuthentication solution servers.  USDA eAuthentication solution servers’ audit logs are set to record failures of some system components. 

1.19 Documentation

System documentation functions as a security control in that it explains how software/hardware is to be used and formalizes the security and operational procedures specific to the system.  Documentation includes system description; user manual; risk assessments; descriptions of policies, procedures, and the approvals related to the system; and also formalizes the system security controls.  Critical elements related to system documentation include describing how software and hardware is to be used and describing formal system security and operational procedures.

Manufacturer documentation is maintained for the processing platforms, the operating systems, and the solution application software that is used in the USDA eAuthentication solution.  Documentation will be provided for any custom designed applications used in the USDA eAuthentication solution.  Documentation specific to the USDA operation of the USDA eAuthentication solution is maintained in the USDA document management program.

1.20 Security Awareness and Training

Security awareness, training and education enhance information system security by improving user awareness of the need to protect system resources.  Additionally, security training helps to ensure that employees have the expertise to carry out their information security responsibilities.

All USDA eAuthentication solution trusted role holders have security and awareness training as part of their employment condition and have repeat refresher training once a year in accordance with Title VII, Chapter 11, Directive 82 (Security Awareness Training).  Specific training for the USDA eAuthentication solution was provided at the time of specific role assignment.  General information security policy posters are placed in areas in the workspace, and trusted role holders are generally aware of procedure and policy responsibilities. 

1.20.1 Training

The personnel will have training in configuring, installing, securing, and operating, operating systems; server installation, configuration and operation; and application installation.  The personnel will participate in upgrade training whenever a new release of the application software is installed.

1.20.2 Retraining Requirements

Evidence of the upgrade training will be included in the on-site documentation.  Those involved in filling other USDA eAuthentication solution roles will require retraining whenever there is any significant change to the hardware or software.

1.20.3 Documentation Supplied to Personnel

Documentation sufficient to define duties and procedures for each role is provided to the personnel filling that role.

Technical Controls

Technical controls within an organization focus on security controls executed by information systems.  These controls can provide automatic protection against unauthorized system access and help facilitate detection of system security violations.  Specific technical controls include: identification and authentication, logical access controls, and system audit trials.  This section of the report contains a definition of each specific control and a summary of our independent evaluation based on prior security reviews performed.

Security for the USDA eAuthentication solution is comprised of multiple layers. Many of the technical security controls supporting the USDA eAuthentication solution are incorporated into the applications and operating systems. This reliance on automated controls increases the importance of monitoring and reviews. The Auditor is tasked with reviewing the automatic and manual logs to determine if any security alarms or failures have occurred.

1.21 Identification & Authentication

Identification and authentication controls help prevent unauthorized persons or processes from accessing certain information systems.  Identification is a means by which a user provides an identity to access the system, while authentication is a means for establishing the validity of the user’s identity.  Critical elements of identification and authentication controls include the information system’s ability to individually authenticate system users and implementation of access controls that enforce adequate segregation of duties.

Individuals filling trusted roles must identify and authenticate themselves before being permitted to perform any actions set forth for a role or identity. Only individuals filling trusted roles may access the USDA eAuthentication solution components.

1.21.1 Identification 

There are two types of users in the USDA eAuthentication solution: (1) Subscribers within USDA and Subscribers from agencies who have entered into an MOA with USDA for use of the USDA eAuthentication solution (all referred to as Subscribers), and (2) the USDA eAuthentication solution Operational Authority and other individuals, such as contractors, who support the operation of the USDA eAuthentication solution. 

Unique Identification

The User Identification (UID) is a unique identifier by which a person is known and addressed on a device, network or system.  A password is unique string of characters that a user types in as an identification code.  The system compares the password against a stored list of UIDs in order to authenticate a user. 

1.21.2 Authentication

Subscriber authentication takes place first during the registration process. Following registration the Subscriber can authenticate him/herself through the proof of possession of the authentication mechanism. 

Authentication is then enforced at the operating system and application level for personnel and contractors. Individuals have a unique user ID and a unique password or authentication mechanism that enforces individual accountability. Audit trails have been enabled to trace user activity.

1.21.2.1 Password System Description

Subscribers are instructed to contact the Operations Control Center (OCC) if they experience difficulty using the system, including lost, forgotten or compromised passwords. Subscribers can contact the help desk twenty-four (24) hours a day, seven (7) days a week, via a toll-free telephone number. Subscribers communicate their problem to the call center technician, who logs the problem and contacts the designated individual for resolution.

Subscribers within USDA are required to complete annual security awareness training, in accordance with OMB guidance. This training addresses procedures related to the protection of passwords. 

1.21.2.1.1 Applications

The applications enforce the following password rules. Passwords must:

· Have at least eight characters;

· Have at least one upper-case letter or digit;

· Have at least one lower-case letter;

· Not contain many occurrences of the same character;

· Not be the same as the entity's profile name;

· Not contain a long sub-string of the entity’s profile name; and

· Be masked as they are entered.

The applications store the directory password in encrypted form in the database.

Operating Systems

The Windows operating system enforces the following password rules. Passwords must:

· Have at least eight characters;

· Not be the same as the entity’s profile name;

· Have at least one upper-case letter or digit;

· Have at least one lower-case letter;

· Not contain many occurrences of the same character;

· Not contain a long sub-string of the entity’s profile name; and

· Be masked as they are entered.

Passwords should expire every sixty days and cannot be reused for five password iterations. System Administrator passwords and passwords for highly privileged accounts expire every sixty days. Users are prompted to change their passwords upon login prior to expiration. If the user’s password is allowed to expire, the next time the user logs into the system, they are prompted to change their password.  If not, the account is frozen and the system administrator must unlock the account and reset the password.

1.21.2.2 Digital Signature 

A digital signature is an electronic signature that can be used to authenticate the identity of the sender of a message or the signer of a document, and possibly to ensure that the original message or document that has been sent is unchanged. Digital signatures conform to FIPS 186, Digital Signature Standard and FIPS 180-1, Secure Hash Standard. 

1.21.2.3 Tokens

There are planned controls to implement the use of tokens for identification and authentication. 
1.21.2.4 Biometrics 

Biometrics is a method of analyzing human body characteristics such as fingerprints, eye retinas and irises, voice patterns, facial patterns, and/or hand measurements for the purpose of authentication. 

1.21.3 Invalid Access Attempts

The applications and operating systems have controls that restrict the amount of attempts a client can have to access the system.  

Applications 

The access to the applications by the client is shut down after three invalid logon attempts. 

1.21.3.1 Operating Systems 

User accounts are frozen after three invalid access attempts. If a user’s account is frozen due to invalid access attempts, the system administrator must reset and reactivate the account. The system administrator does this in the presence of the user, and the user selects the new password. The system administrator does not have knowledge of the new password.

The default system administrator account has no limit on invalid access attempts; however, this account should be protected by a strong password when not in use. User accounts should be created with administrative privileges for those users who would require these authorities. These accounts should be frozen after three invalid access attempts. 

1.21.4 Access Scripts with Embedded Passwords

Installation of scripts occurs only following a code review to ensure that no scripts with hard coded passwords are installed on the USDA eAuthentication solution. 

1.21.5 Bypassing User Authentication Requirements

There is no provision for bypassing user authentication requirements in the USDA eAuthentication solution.

1.22 Logical Access Controls

Logical access controls are system-based mechanisms designed to restrict legitimate users to specific information systems, programs and data, while preventing unauthorized users from accessing system resources.  Critical elements of logical access controls include the information system’s ability to utilize logical access controls to restrict telecommunication access to the network; and for data accessed by the public, the use of controls to protect the system’s integrity and the public’s confidence in the system’s integrity.

The applications and operating systems have controls in place to restrict privileges to the minimal set of functions required to complete job responsibilities (Least Privileged). These privileges will be determined by the roles that have been assigned to those personnel.  These restrictions are applied to maintain separation of duties.  

1.22.1 Roles

Roles are used to describe USDA eAuthentication solution personnel that have access to the system.  These roles include System Administrator/Operator, Security Officer, and Auditor.  Each of these roles has limited access to the system, and because of this many functions require multiple roles in order to complete a task.

A manual list of roles is maintained by the ISSO. As individuals are added or removed the list is updated immediately. This list is reviewed monthly to ensure that it is kept up to date. A manual ACL describes USDA personnel and their roles.

1.22.2 Policy


Policies are used with the USDA eAuthentication solution software and operating systems to limit USDA eAuthentication solution personnel access.  Roles that are associated with these policies are used to describe each trusted role that has access to the system.  These roles include System Administrator/Operator, Security Officer, and Auditor. Auditors have access only to the audit logs.  Administrators/Operators have access to the operating system and the directories. 

1.22.3 Role Change

If a Subscriber’s job responsibilities change such that they no longer require use of the USDA eAuthentication solution, it is the responsibility of the agency-authorizing official to eliminate the availability of the Subscriber to that USDA eAuthentication solution.  

The ISSO is involved in all decisions regarding job responsibilities of the USDA personnel relating to the USDA eAuthentication solution. If an individual’s job responsibilities change such that their system privileges within Applications or Operating Systems must be modified, the ISSO completes a security access request form and submits it to the appropriate system administrator for execution of changes. 

1.22.4 Audit

System audit trails maintain a record of system activity to facilitate several security-related objectives, including individual accountability, reconstruction of events, intrusion detection and problem identification.  The critical elements of system audit trails are the logging of all activity involving access to and modification of sensitive or critical system files.

Security, event and audit logs have been enabled to detect any unauthorized actions by authorized or unauthorized users. For further information on system auditing capabilities see section 6.4.

1.22.5 Applications and Operating Systems

Only system administrators on the applications and operating systems can delegate access permissions to other users in their respective applications.

1.22.5.1 Least Privileged


The applications and operating systems enforce password-based authentication for all individuals filling trusted roles. The system administrator has the authority and ability to grant privileges to individuals filling trusted roles individually and as groups. This enables the System Administrator to restrict the functions each individual filling trusted roles can perform.  Individuals filling trusted roles are granted privileges based on their role function. The applications’ and operating systems’ system administrator restricts privileges to the minimal set of functions required to complete job responsibilities (Least Privileged).

1.22.5.2 Failed Attempts

The ability to trace activities is enabled on the applications and operating systems, including failed attempts to access unauthorized resources. 

1.22.5.3 Inactivity

The applications and operating systems log users out of the system after five minutes of inactivity. The user must enter their password to regain access to the system. This should not exit the user out of remote processes since some processes may take longer than five minutes to complete. 

1.22.5.4 Internal Security Labels

Internal security labels are not used to control access to specific information types or files. The applications and operating systems encrypt sensitive database files.

1.22.5.5 Remote Access

Remote access to the applications and operating systems has been disabled; remote access to the applications, if implemented, will require the individual filling a trusted role to maintain an encryption key specifically for accessing the application. 

Login Banner

Prior to login, the following standard USDA warning banner is displayed:


1.23 Public Access Controls

If the public accesses the major application, additional security controls are used to protect the integrity of the application and the confidence of the public in the application. Such controls include segregating information made directly accessible to the public from official agency records. Others might include:

· Identification and Authentication;

· Access control to limit what the user can read, write, modify, or delete;

· Controls to prevent public users from modifying information on the system;

· Digital signatures;

· CD-ROM for on-line storage of information for distribution;

· Verification that programs and information distributed to the public are virus-free;

· Audit trails and user confidentiality;

· System and data availability; and

· Legal considerations.  

1.23.1 Firewall

The USDA eAuthentication solution is protected by a dual firewall configuration.  The firewall policy does not permit protocol traffic from the outside to directly access the USDA eAuthentication solution segment and restricts the segments to access from internal LAN segments based on protocol type and IP address.  The firewall works in conjunction with internal routers and switches to ensure isolation of the USDA eAuthentication solution segment and to ensure that only specific DMZ-based hosts transmit and receive information to the USDA eAuthentication solution segment.

1.24 Audit Review and Audit Trails

The USDA eAuthentication solution generates audit log files for all events relating to the security of the USDA eAuthentication solution. Where possible, the security audit logs are automatically generated and collected. Where this is not possible, a manual mechanism, such as a logbook, paper form, or other physical instrument is used as necessary for the events being audited. All security audit logs, both electronic and manual (non-electronic), are retained and made available during compliance audits. 

Audit processes are invoked at system startup, and cease only upon system shutdown.  If it becomes apparent that an automated audit system has failed, and the integrity of the system or confidentiality of the information protected by the system is at risk, then the USDA eAuthentication solution Administrator will determine whether to suspend operation until the problem is remedied.  Network System Administrators (NSA’s) identify and enable system and network logging mechanisms. 

1.24.1 Tracing Users

Audit logs implemented on the operating systems and applications that comprise and support the USDA eAuthentication solution are designed to provide information that demonstrates individual user accountability for actions. The systems that support USDA eAuthentication solution can internally maintain the identity of active users and can link specific actions to specific users. The auditable events recorded in the audit logs are designed to support after-the-fact investigations of security events. 

1.24.2 Intrusion Detection

The USDA eAuthentication solution uses IDS software to provide intrusion detection monitoring on both internal network segments and web servers. Any alerts or alarms notify the USDA eAuthentication solution network operations center (helpdesk). Procedures for response to identified security breaches are documented in the Title VII, Chapter 11, Directive 77 (Computer Intrusion Handling). 

1.24.3 Information Provided by the Audit Trail

Audit logs implemented on the operating systems and applications that comprise and support the USDA eAuthentication solution are designed to provide information that enables the recreation of events in the event of a security incident. Audit trails for all system components record the following information: 

· Type of event;

· Date and time the event occurred; and

· Identity of the entity and/or operator that caused the event.

1.24.4 Confidentiality of Audit Trails

The audit logs implemented in support of USDA eAuthentication solution do not record personal information. Information recorded about the user is limited to the user’s actions and user ID. 

1.24.5 Retention of Audit Trails

Security Audit logs for each auditable event are retained onsite for at least two months. Archives of audit trail files are retained offsite for seven (7) years and six (6) months for the basic assurance level, ten (10) years and six (6) months for the medium assurance level and twenty (20) years and six (6) months for the high assurance level. 

Audit trail files are maintained offsite at the USDA eAuthentication solution archive storage site. A third party through a contract with the USDA maintains the USDA eAuthentication solution archive storage site. 

Audit trail files are archived and sent offsite by the system administrator on a daily basis as part of the daily system backups. The system administrator transfers the audit trail files to magnetic tapes, which are stored at the third party archive facility for the full archive period.

A contracted courier service is used to transfer the archive tapes to the offsite archival facility. Tapes are maintained under secure control from the time that they leave the tape drive until they are delivered to the archive site.

1.24.6 Frequency of Review 

The USDA eAuthentication solution auditor reviews audit logs one time weekly. Each review examines 100 percent of security audit data generated by the USDA eAuthentication solution since the last review.  All security alerts and irregularities are explained in an audit log summary.  The Auditor verifies that the log has not been tampered with, and inspects all log entries. The Auditor conducts a more thorough investigation of alerts or irregularities found in the logs.  Actions taken as a result of these reviews will be documented and reported to the appropriate management.

1.24.7 Review Procedures 

Security event audit logs are reviewed at least monthly by the Auditor, and on a case-by-case basis following unexplained system or user problems or errors and following abnormal system and application events. 

Requests for an audit of all activity by a specific user or set of users can be requested, but must be approved by the Chief ISSO. Approval for monitoring of a specific user or set of users must be documented. 

The system administrator moves the operating system audit logs from the system under the supervision of the auditor, such that the auditor can then review the log. 

In addition to reviewing the logs for exceptional, unauthorized or suspicious events, the auditor will also review the logs with events sorted chronologically and by user ID to identify any patterns. Upon identification of abnormal events or suspicious patterns, the auditor will conduct further investigation to determine why the event occurred and what actions need to be taken to follow up. Investigation of abnormal events involves the review of the appropriate system-level or application-level administrator. Exceptional, unauthorized and suspicious events will be detailed and explained in a summary report.  Actions taken as a result of review will also be documented. 

Exceptional, abnormal and suspicious events include, but are not limited to:

· Unsuccessful attempts to gain entry to a system or access sensitive information; and

· Deviations from access trends.

Other events that may require further inspection and review include:

· Successful attempts to access sensitive data and resources;

· Highly sensitive privileged access; and

· Access modifications made by security personnel.

Security events and alerts detected by the system generate an alarm to the Operations Control Center, which is staffed 24 hours, 7 days a week, 365 days a year. The OCC follows the security incident response and escalation procedures for alarms.  

Security Technical Architecture

This Security Technical Architecture provides a description of the components that are necessary for a successful implementation of an eAuthentication solution.  The target architecture provides a conceptual model of the eAuthentication solution.  This model provides a high-level view of the functions required to support the eAuthentication functional requirements and to support the business needs identified.  In developing this architecture, the eAuthentication team has analyzed business requirements imposed upon USDA by Federal law and Federal regulations, and has solicited input from the USDA Agencies and staff offices to identify high-level functional business process needs.  This architecture provides the functional system mechanisms necessary to meet Federal policy and provide long-term support to current and future eGovernment initiatives in the area of authentication and electronic signature.

This technical architecture is not intended to identify specific components and vendors or providers of technology hardware, software, or services.  The identification of these specifics will occur within subsequent stages of the system development process.

In general, the target technical architecture details eAuthentication functions that provide support to various authentication technologies including the traditional username and password pairs, PKI certificates, smart cards, tokens, biometrics, and others.  The technical architecture is intended to provide the capability not only to support application-level authentication requirements, but also to potentially support authentication at the network and operating system level where possible.  The initial implementation efforts will support a basic level of authentication for web-based applications.  However, the architecture will provide the ability to grow to support additional needs in the future.

The technical architecture is intended to be flexible, allowing new authentication technologies to be added as developed and required by USDA business need.  The technical architecture is also intended to be modular.  The intent is that the system will only incorporate those authentication technologies needed at any given time.  As additional requirements are identified, the system can “awaken” existing capabilities that have not been required, or can add modules to incorporate new technologies.  In addition, the architecture is designed to be scalable.  As requirements increase, both from the increase in the number of applications integrated with the solution and from the number of users and roles that use the system, the system can grow to meet the need.

For further details on the Security Technical Architecture please refer to the eAuthentication - Technological Profile – Technical Architecture Plan document.  

Technical Overview

The target architecture describes a conceptual view of the target architecture.  Each component corresponds to a component that must be implemented or acquired in order to perform the required eAuthentication functions.  The architecture provides a model to which systems can be developed or against which existing systems may be evaluated.  The components provided are intended to describe specific technical functions, while the model provides the context in which those components interact.  This cooperative interaction is what allows the individual components to provide the eAuthentication function.  The functions identified are not specific to any vendor product or existing system, but are components that must be represented in an eAuthentication solution to fulfill defined functional and technical requirements.

The proposed target architecture model is not intended to provide a complete depiction of the physical topology of the system, nor does it provide a one-to-one correspondence with the number of systems that may be required to implement each component.  Depending on the technologies selected during the design and analysis phase, some of the functional components described may be handled by a single system or software product.  On the other hand, a suite of products may be required to implement the conceptual functions described within the architecture.  

In addition, components may be implemented in disparate geographical locations, and the physical network infrastructure that provides connectivity to the solution may be much more complex than the technical architecture in actual practice.  The design may also implement multiple instances of components described within the technical architecture to provide redundancy to support continuity of operations, disaster recovery, and to mitigate risks from intentional or accidental denial of service risks.  These considerations will be developed more fully within the next phase of the eAuthentication development lifecycle.

For further details on the Technical Overview please refer to the eAuthentication - Technological Profile – Technical Architecture Plan document. 
Appendices

1.25 Acronyms

Table 9.1 – List of Acronyms

	Acronym
	Definition

	AES 
	Advanced Encryption Standard 

	CSA 
	Computer Security Act 

	DAA 
	Designated Approving Authority 

	FedCIRC 
	Federal Computer Incident Response Center 

	FTP 
	File Transfer Protocol 

	ID 
	Identifier 

	IPSEC 
	Internet Security Protocol 

	ISSO 
	Information system security officer 

	IT 
	Information Technology 

	ITL 
	Information Technology Laboratory 

	MAC 
	Mandatory Access Control 

	NIPC 
	National Infrastructure Protection Center 

	NIST 
	National Institute of Standards and Technology 

	OIG 
	Office of Inspector General 

	OMB 
	Office of Management and Budget 

	PC 
	Personal Computer 

	SDLC 
	System Development Life Cycle 

	SP 
	Special Publication 

	ST&E 
	Security Test and Evaluation 


1.26 Glossary of Terms

Table 9.2 – Glossary of Terms

	Term
	Definition

	Accountability 
	The security goal that generates the requirement for actions of an entity to be traced uniquely to that entity.  This supports nonrepudiation, deterrence, fault isolation, intrusion detection and prevention, and after-action recovery and legal action.  

 

	Assurance 
	Grounds for confidence that the other four security goals (integrity, availability, confidentiality, and accountability) have been adequately met by a specific implementation.  “Adequately met” includes (1) functionality that performs correctly, (2) sufficient protection against unintentional errors (by users or software), and (3) sufficient resistance to intentional penetration or bypass.  

 

	Availability 
	The security goal that generates the requirement for protection against:  

• Intentional or accidental attempts to (1) perform unauthorized deletion of data or (2) otherwise cause a denial of service or data  

• Unauthorized use of system resources  

 

	Confidentiality 
	The security goal that generates the requirement for protection from intentional or accidental attempts to perform unauthorized data reads.  Confidentiality covers data in storage, during processing, and in transit.  

 

	Denial of Service 
	The prevention of authorized access to resources or the delaying of time-critical operations.  
 

	Due Care 
	Managers and their organizations have a duty to provide for information security to ensure that the type of control, the cost of control, and the deployment of control are appropriate for the system being managed.  
 

	Integrity 
	The security goal that generates the requirement for protection against either intentional or accidental attempts to violate data integrity (the property that data has when it has not been altered in an unauthorized manner) or system integrity (the quality that a system has when it performs its intended function in an unimpaired manner, free from unauthorized manipulation).    

	IT-Related Risk 
	The net mission impact considering (1) the probability that a particular threat-source will exercise (accidentally trigger or intentionally exploit) a particular information system vulnerability and (2) the resulting impact if this should occur.  IT-related risks arise from legal liability or mission loss due to:  
1. Unauthorized (malicious or accidental) disclosure, modification, or destruction of information  
2. Unintentional errors and omissions  
3. IT disruptions due to natural or man-made disasters  
4. Failure to exercise due care and diligence in the implementation and operation of the IT system  
 

	IT Security Goal 
	See Security Goals  
 

	Risk 
	Within this document, synonymous with IT-Related Risk.  
 

	Risk Assessment 
	The process of identifying the risks to system security and determining the probability of occurrence, the resulting impact, and additional safeguards that would mitigate this impact.  Part of Risk Management and synonymous with Risk Analysis.  
 

	Risk Management 
	The total process of identifying, controlling, and mitigating information system related risks.  It includes risk assessment; cost-benefit analysis; and the selection, implementation, test, and security evaluation of safeguards.  This overall system security review considers both effectiveness and efficiency, including impact on the mission and constraints due to policy, regulations, and laws.  
 

	Security 
	Information system security is a system characteristic and a set of mechanisms that span the system both logically and physically.  
 

	Security Goals 
	The five security goals are integrity, availability, confidentiality, accountability, and assurance.  
 

	Threat 
	The potential for a threat-source to exercise (accidentally trigger or intentionally exploit) a specific vulnerability.  
 

	Threat-source 
	Either (1) intent and method targeted at the intentional exploitation of a vulnerability or (2) a situation and method that may accidentally trigger a vulnerability.  
 

	Threat Analysis 
	The examination of threat-sources against system vulnerabilities to determine the threats for a particular system in a particular operational environment.  
 

	Vulnerability 
	A flaw or weakness in system security procedures, design, implementation, or internal controls that could be exercised (accidentally triggered or intentionally exploited) and result in a security breach or a violation of the system’s security policy.    


2 Appendix B - Rules of Behavior 

2.1 Introduction

The system Rules of Behavior intend to establish ethical and practical standards in support of the system security policy and the security training and awareness program requirements.

These Rules of Behavior will be made available to users when their user account is established.  Any questions concerning the applicability or interpretation of any of these standards should be directed to the USDA point of contact (POC).

These Rules of Behavior are applicable to all users who access a system within the USDA eAuthentication solution.  This includes USDA personnel, Federal employees, contractors, etc., whatever their function and system privileges.  In the absence of local Rules of Behavior, the local authority responsible for the system is encouraged to utilize these Rules of Behavior.  End users, those who are merely issued an Authentication Device or Information for the purpose of conducting their official business, are beyond the scope of this document and subject to the Rules of Behavior established within their Agency.

2.1.1 All Users
All users are responsible for reading and complying with these Rules of Behavior.  Failure to conform to these Rules of Behavior is a security violation and could be subject to disciplinary action.  The following sections define responsibilities applicable to USDA system users.

Personal Responsibility

All users will be held strictly accountable for their actions while on the USDA eAuthentication solution.  These Rules of Behavior apply even if the user does not take time to read them.  User activity is continuously monitored and system activity is audited to detect unauthorized activity or suspicious behavior.  Unauthorized activity or suspicious behavior by users may result in loss of access, written reprimands, loss of job, fines, or imprisonment.  All users shall:

· Report all security incidents or suspected security incidents, including virus infections, to the SA or SM.  The term “security incident” includes any event that may result in the disclosure of sensitive information to unauthorized individuals, or that result in unauthorized access, modification or destruction of system data, loss of system processing capability, or loss or theft of any computer system media; 

· Report any actual or suspected security vulnerabilities to their supervisor or SA at the earliest possible time;

· Challenge any unauthorized personnel in their work area;

· Use only the data for which the user has been granted authorization.  The user must not attempt to access information to which they do not have authority to access;

· Do not retrieve information for someone who does not have authority to access that information;

· Limit the number of people who can access their files;

· Never enter unauthorized, inaccurate, or false information.  Users must not manipulate information inappropriately;

· Notify their supervisor if access to system resources is beyond what is required to perform their job;

· Attend mandatory computer security awareness training; and 

· Coordinate their user access requirements and parameters with their supervisor or SA.

System Access

Before providing access to any USDA eAuthentication solution system resources, the user’s supervisor will submit an access authorization request to the SA or SM on behalf of the user.  This request will use a signed memorandum or email request providing the necessary information required to establish the user’s access rights and privileges.  The process for access to resources is characterized by the following: 

· Any changes to be made to a user’s access privileges shall follow the same formal request format as the original access request.  Changes to access privileges include adding access to membership in a shared directory or adding access to resources in another domain (not their home domain), etc;  

· The owner of that directory shall approve membership in a shared directory.  The list of users with access to the directory shall be reviewed and approved by the directory owner at least quarterly;

· Assignment of a unique personal user identifier (ID) and access privileges following applicable procedures.  The User ID will be used for auditing the activities of that individual;

· The SA or SM for the domain to which a new user will be assigned is responsible for verifying the adequacy and authenticity of the new user’s request before authorizing the creation of a new user account; 

· At the time a new user is granted access and provided a password, they shall be provided a copy of these Rules of Behavior and notified of their responsibility to read and abide by its provisions; and  

· The user’s need-to-know for access shall be validated before they are granted access.

The SMs, SAs, and operators shall be responsible for ensuring compliance with the security procedures of the applicable System Administrators and Operators Guides and related documents to access resources.

General Policy

The following define what users can and cannot do when accessing USDA eAuthentication solution resources.

· Discontinue use of any system resources that show indications of being infected by a virus, and immediately report the incident to the SA or ISSO.  Scan all disks for viruses before use, especially if they are received from external sources;

· Users shall comply with copyright and site licenses of proprietary software.  No personally purchased software is allowed on USDA eAuthentication solution systems;

· Users shall not install any software onto the USDA eAuthentication solution system.  Only an SA (or their designated representative) is authorized to load software on the servers or workstations;

· All software shall be approved by USDA before installation;

· Users shall not install modems (either internal or external) to workstations, servers or any other USDA system resources; 

· Users shall not add any additional hardware or peripheral devices to the USDA system.  This includes all devices such as extra memory, hard drives, printers, scanners, additional servers, additional processors, etc.  Only an SA, with the approval of USDA, can direct the installation of hardware on the USDA eAuthentication solution system;

· Users shall not reconfigure any hardware or software;

· Safeguard resources against waste, loss, abuse, unauthorized use, and misappropriation;

· Do not remove any computer resource from the facility without approval and an official property pass.  Resources may only be removed for official use; and

· Users shall only process data that pertains to official business and that is authorized to be processed on the USDA eAuthentication solution system.
Information Security

The following standards pertain to the information processed by the USDA eAuthentication solution and the protection of that information.

· All data processed, stored on or transmitted by the system shall be protected as “Sensitive” until it is reviewed and determined to be of lesser sensitivity.  The sensitivity of information is derived from the characteristics associated with that information.  The following categories of information, designated as “Sensitive”, may be processed on the USDA eAuthentication solution:

· Personal information subject to the Privacy Act of 1974;

· Reports that disclose security vulnerabilities; and

· Information that could result in physical risk to individuals.

· All output that contains “Sensitive” information shall be appropriately marked or labeled and stored by the user who generated the material.  The designation “Sensitive” shall be marked, stamped or permanently affixed to the top and bottom of the outside of the front and back covers (if any), on the title page and on all pages of documents.  All diskettes or other magnetic media containing sensitive information shall be appropriately labeled and stored in approved locked containers (desks, filing cabinets, etc.). 

· Sensitive documents that are no longer needed should be shredded.  Sensitive information (files) stored on magnetic media should be degaussed before being destroyed.  Users should see their SM, SA or supervisor for instructions regarding the destruction and disposal of sensitive magnetic media (e.g., diskettes and hard drives).  

· Users shall ensure that any data that is visible on the workstation monitor screen cannot be viewed by unauthorized personnel.

· Users shall log off the system whenever they are away from the immediate work area, unless their screen saver feature with a password enabled is properly invoked.  Users will be reminded when it is discovered that they have left their workstation and are still logged-in and do not have the screen saver invoked.  Repeat occurrences may be cause for disciplinary action.

· The screen saver feature may be used to protect data when the system is left unattended for short periods, and the user will remain in the immediate area (e.g., retrieving output from the printer, visiting the restroom).  If a user is going to another floor or leaving the building, the user shall log off the system before leaving the area.  

· The following guidelines shall be followed when using the screen saver option:

· The user shall invoke the password option for the screen saver.  The password created shall be generated by the user.  The criteria for generating that password shall be the same as that used for creating a system log-on password;

· The screen saver password and the log-on password shall not be the same, nor should one be a derivative of the other (e.g., log-on password of “g0tmilk” and a screen saver password of “gOtmi1k");

· The user shall ensure that the screen saver activates before leaving the session unattended.  This must be done because there are conditions in a session that could delay or preclude the screen saver from activating; and 

· The screen saver protection feature shall be used ONLY when the user will remain in the immediate area (retrieving output from the printer, restroom, etc.).  If the user is going to another floor or leaving the building, the user should log off the system before leaving the area;

· Users shall ensure that output directed to a printer is retrieved as expeditiously as possible.  Output should not be left unattended for any longer than is necessary.

2.1.1.1 General Procedures

The following procedures pertain to the protection of resources assigned to a user.

· Users shall be assigned to the nearest printer.  The SA normally makes this assignment when the account is established.  Users should not attempt to change the selected printer; and  

· Users should take necessary actions to ensure that only authorized personnel use the system.

Users should protect system resources (workstation, diskettes, printers, etc.) to ensure that they are clean and protected from anything that may cause damage.  This includes taking precautions to ensure that food, drinks, and other hazards do not damage their workstation or media.

Passwords

This section contains information regarding the characteristics of the passwords that will be used on the USDA eAuthentication solution and the protection of those passwords.

· Passwords shall not be shared or written down.

· Do not accept another user’s password, even if offered.

· Passwords shall be a minimum of eight but not more than 20 characters in length;

· It should be something you can easily remember; 

· It should not be something that another can guess, so do not use the name of your spouse, pets, or children;

· Use two small groups of alphabetical or numeric characters, or words, linked by a number or typographical character (&, *, !, etc.);

· SAs or operators have no way to look up your password.  If you forget it, your SA or operator will change it and make you pick a new password;

· You shall change your password every 60 days.  The system will prompt you to change it at the end of that period; 

· A new password cannot be one you used recently.  The USDA eAuthentication solution system will remember the previous five  passwords used; 

· If there is a reason, you may change your password before the end of 60 days, but only after three days have elapsed since the password to be changed was created.  If there is a compelling reason to change the existing password before the end of the three-day period, such as a suspected compromise, contact the SA; 

· Users will be locked out of the system after three consecutive incorrect password entries; 

· Passwords are case sensitive.  Users should not attempt to enter a password with the “caps lock” key enabled; and 

· A user’s screen saver password should have the same characteristics as the password used to log-on to the system, but shall be different from the system password.

Supervisors

The following standards pertain to the supervisors of USDA eAuthentication solution users.

2.1.1.2 Applicability

In addition to the Rules of Behavior that apply to all users, supervisors are responsible for familiarizing themselves with the Administrators and Operators manuals and ensuring their assigned personnel comply with those procedures.

2.1.1.3 Account Creation Responsibilities

Supervisors are responsible for requesting access to the USDA eAuthentication solution for new users and the granting of new access privileges that may be required by users under their supervision.

2.1.1.4 Account Termination Responsibilities

Supervisors are responsible for directing the removal of system access for all persons under their supervision upon transfer of the user, termination of service or when there is no longer any need for that user to access the system resources.  The supervisors should:

· Notify the SA upon the departure or transfer of any assigned staff (government employees, contractors, task force members, etc.); 

· Ensure continued availability of information when an employee terminates.  Transfer employee files to another authorized user, delete unnecessary files, and get passwords to encrypted files; 

· Counsel terminating employees on nondisclosure of “Sensitive” information; and

· Terminate access to information and computer systems immediately in the event of unfriendly separation.  Physically remove an employee when there is likelihood of sabotage.

2.1.1.5 Account Parameters

Supervisors may request the establishment of shared directories.  When a shared directory is established, the following rules apply.

· The first line supervisor is responsible for designating those users who will be granted access to such directories and the permissions to be assigned to each user;  

· An owner shall be assigned to manage each shared directory; and 

· The supervisor is responsible for ensuring that owners review and verify the list of authorized users for each shared directory at least quarterly.  The shared directory owner shall request termination of access for any user no longer requiring access.

2.1.1.6 Account Verification/Validation

Supervisors will verify, annually, the need-to-know for access to system resources for which access is not granted to all users.  When access rights of any personnel under their supervision are no longer required; termination of that access will be requested.

2.1.1.7 Awareness Responsibilities

Supervisors shall ensure that all users belonging to or performing work within their organization have current knowledge of these Rules of Behavior, the required security clearance, and a need-to-know for all information they are authorized to access.

2.1.1.8  Official Use

Supervisors shall ensure that the system is used only for the conduct of official business and not for any unlawful, immoral or unethical activities.

2.1.1.9 Incident Reporting

Supervisors are responsible for ensuring that security incidents are promptly reported to the SA or SM.

System Administrator

The following standards pertain to the SAs of the USDA eAuthentication solution.

2.1.1.10 Responsibilities

In addition to compliance with the Rules of Behavior that apply to all users, the SA is responsible for:

· Maintaining current copies of all USDA eAuthentication solution documentation;

· Becoming thoroughly familiar with and complying in all respects with the requirements of the USDA eAuthentication solution System Security Policy and Standard Security Operating Procedures, Administrator's Manual, and these Rules of Behavior;

· Supporting and providing technical assistance to supervisors and SM in the performance of their duties and responsibilities relating to the security of the USDA eAuthentication solution;

· Managing the creation and deletion of user accounts, the granting and revocation of system privileges in accordance with the Administrator’s Manual, and maintaining the required documentation; and

· Altering the configuration of hardware and/or software only in accordance with the policy and procedures promulgated by USDA.

2.1.1.11 Separation of Duties

SAs shall use their SA User ID and privileges only when performing administration duties.  They shall use a general User ID and privileges for all other duties.

Security Manager

The Security Manager is responsible for:

· Maintaining a document library containing current copies of all security plans, policies, regulations, certification and accreditation documentation, and procedures applicable to the USDA eAuthentication solution;

· Becoming thoroughly familiar with all USDA eAuthentication solution documents, security policies, regulations and procedures;

· Ensuring the development, operation and maintenance of the USDA eAuthentication solution system in accordance with applicable security policies, regulations and procedures;  

· Monitoring the administration of the USDA eAuthentication solution system, providing guidance to system administrators and ensuring their compliance with all such security plans, policies, regulations and procedures;

· Ensuring that physical access control procedures and measures are properly implemented;

· Implementing and ensuring compliance with the requirements of the security incident reporting program;

· Providing advice and assistance to managers and supervisors in performing their duties in relation to the USDA eAuthentication solution system security program; and

· Assuring that security documents are revised and assisting in the re-certification and accreditation of the system.














































































































































































































































































*******************************Warning***********************************


Unauthorized access to this United States Government Computer System and software is prohibited by Title 18, United States Code 1030.  This statute states that: Whoever knowingly, or intentionally accesses a computer without authorization or exceeds authorized access, and by means of such conduct, obtains, alters, damages, destroys, or discloses information or prevents authorized use of (data or a computer owned by or operated for) the Government of the United States shall be punished by a fine under this title or imprisonment for not more than 10 years, or both.  





All activities on this system and network may be monitored, intercepted, recorded, read, copied, or captured in any manner and disclosed in any manner, by authorized personnel.  THERE IS NO RIGHT OF PRIVACY IN THIS SYSTEM.  System personnel may give to law enforcement officials any potential evidence of crime found on USDA computer systems.  USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING OR CAPTURING AND DISCLOSURE.  REPORT UNAUTHORIZED USE TO AN INFORMATION SYSTEMS SECURITY OFFICER.


*******************************Warning***********************************
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