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2 Introduction

This Technical Architecture Plan provides a description of the components that are necessary for a successful implementation of an eAuthentication service.  The target architecture described below provides a conceptual model of the eAuthentication service.  This model provides a high-level view of the functions required to support the eAuthentication functional requirements and to support the business needs identified during the Planning phase of the Capital Planning process.  The model provided can be applied to develop an enterprise-wide eAuthentication system and to evaluate the assurance provided by existing Agency authentication mechanisms as eAuthentication candidates.  
In developing this architecture, the eAuthentication team analyzed business requirements imposed upon USDA by Federal law and Federal regulations, and has solicited additional input from the USDA Agencies and Staff Offices to identify high-level functional business process needs.  This architecture provides the functional system mechanisms necessary to meet Federal policy and provide long-term support to current and future eGovernment initiatives in the area of authentication and electronic signature.

In general, the target technical architecture details eAuthentication functions that provide support to various authentication technologies including the traditional username and password pairs, PKI certificates, smart cards, tokens, biometrics, and others.  The technical architecture is intended to reuse the existing architecture, provide the capability not only to support application-level authentication requirements, and support authentication at the network and operating system level where possible.  The initial implementation efforts will support a basic level of authentication for Web-based applications.  However, the architecture will provide the ability to grow to support additional needs in the future.

The eAuthentication target architecture also incorporates Single Sign-On capabilities that allow users to sign on once and gain access to all application resources that they have been authorized to view or change.  Because authentication is integral to supporting the concept of electronic signatures, the target architecture provides capabilities that are compatible with key Federal and industry standard signature mechanisms.  In order to support specific non-repudiation needs, the PKI implementation described herein will not only permit users to sign-on, but also enable applications to build in the ability to digitally sign documents as well.

The technical architecture described in this document is intended to be flexible, allowing new authentication technologies to be added as developed and required by USDA business need.  The technical architecture is also intended to be modular and incorporate existing USDA systems.  The intent is that the system will only incorporate those authentication technologies needed at any given time.  As additional requirements are identified, the system can “awaken” existing capabilities that have not been required, or can add modules to incorporate new technologies.  In addition, the architecture is designed to be scalable.  As requirements increase, both from the increase in the number of applications integrated with the service and from the number of users and roles that use the system, the system can grow to meet the need.

This document discusses the current architecture of authentication and electronic signatures employed within the USDA Agencies and Staff Offices, will identify architecture drivers, and will provide the target architecture and an integration approach.

3 Current Architecture 

This section describes the current state of the architecture within the USDA Agencies and Staff Offices related to authentication, electronic signatures and supporting authentication infrastructures.

3.1 Authentication

Currently, the eAuthentication team is migrating toward a centralized authentication system.  In 2002, the authentication environment within the USDA Agencies and Staff Offices was heterogeneous in nature.  At the application level, authentication was generally performed on a system-by-system basis.  Some efforts to provide authentication mechanisms that spanned multiple applications and multiple Agencies were in development or testing, but no integrated enterprise-wide authentication approach could be identified.  Looking at authentication mechanisms outside of applications, including network and system logons, there was no standard approach to authentication.  Agencies established their own authentication mechanisms that in some cases were not compatible with authentication mechanisms employed by other Agencies.  As an example, network logins within some Agencies used Microsoft Active Directory, others used Microsoft Windows NT Domain Controllers, and others used Novell Directory Service.  While each performed a similar function, the manner in which they performed the function was typically not compatible with others. 
One application authentication mechanism identified as a candidate for eAuthentication technology, pending certification and accreditation, was the Web Central Authentication and Authorization Facility (WebCAAF) authentication mechanism deployed by the county-based agencies.  WebCAAF was initially piloted, and user access is being migrated in a phased approach.  WebCAAF currently provides application authentication to 50,000 employees within the Farm Service Agency (FSA), NRCS (National Resource Conservation Service), and Rural Development (RD) as well as 18,000 external customers that have signed up to use WebCAAF to authenticate through the Internet.  In addition, the WebCAAF functions have been evaluated in some manner by the Office of General Counsel (OGC) and have been determined to meet the requirements related to electronic signature.  

The WebCAAF system is based on the Netegrity SiteMinder policy management software, which provides some authentication capability, coupled with session management and single-sign-on functions.  The data stores used to support the SiteMinder component are the Lightweight Directory Access Protocol (LDAP)-derived Microsoft Active Directory stores.  In addition, a registration component allows users to update profile information and to allow Agencies to manage their users.  The servers that provide the authentication and data storage functions are load balanced, are configured in clustered segments, and are replicated among two sites in order to ensure redundancy and to reduce the risk of malicious or inadvertent denial of service.

3.2 Electronic Signature

Like authentication mechanisms, mechanisms for performing electronic signatures are varied.  Electronic signatures currently in use include variants from accepting signed faxes and comparing signatures with signature cards to performing digital signatures.  Agencies have expressed the need for digital signature capabilities, but many have not performed the analysis to determine what level of electronic signature is required for their business process.  Generally, there were no systems or guidance identified that provided standard approaches to performing electronic signatures defined with specific scenarios in which those signatures would be considered appropriate.

3.3 Public Key Infrastructure

In order to support the government-to-government business needs of the Agencies, the National Finance Center (NFC) has established a Public Key Infrastructure (PKI) program that is capable of issuing digital certificates to employees that would allow those employees to generate digital signatures of documents and to authenticate themselves to an application or system.  The software that provides the PKI function for the NFC is the enTrust suite of PKI products.  The platforms used include Sun Solaris sever-class hosts and X.500 directory stores.

3.4 Architecture Drivers

Architecture drivers are those factors that guide the development of the architecture.  Specifically, the architecture drivers include functional, technical, and performance requirements.  In addition, architecture drivers include principles of system architecture, including modeling to support the enterprise architecture approach to system implementation.  

The following provides a list of the high-level requirements that have been identified as sources of functional requirements related to the eAuthentication Initiative.  These sources were analyzed for specific functional requirements based on the laws, regulations or policies that they define.  These functional requirements were then used as high-level business requirements and were therefore incorporated into the process of defining the architecture.

· United States Department of Agriculture (USDA) eGovernment Program, eAuthentication Business Case, May 17, 2002;

· Public Law 99-508, Electronic Communications Privacy Act of 1986, October 21, 1986;

· Public Law 100-235, H.R. 145, Computer Security Act of 1987, January 8, 1988;

· Public Law 105-277, Title XVII, Government Paperwork Elimination Act (GPEA), October 21 1998;

· Public Law 106-222, Freedom to E-File Act, June 20, 2000
· Public Law 106-229, Electronic Signatures in Global & National Commerce Act, June 30, 2000;

· H.R. 3802, Electronic Freedom of Information Act Amendments of 1996, January 3, 1996;

· 5 U.S.C. § 552A, The Privacy Act of 1974;
· 29 U.S.C. § 794(d), Section 508 of the Rehabilitation Act of 1973, August 7, 1998;

· Office of Management and Budget (OMB) A-123, Management Accountability and Control, June 21, 1995;

· Office of Management and Budget (OMB) A-127, Financial Management Systems, July 23, 1993;

· Office of Management and Budget (OMB) A-130, Management of Federal Information Resources, November 28, 2000;

· Office of Management and Budget (OMB) Memo 00-10, Implementation of the Government Paperwork Elimination Act, April 25, 2000;

· National Institute of Standards and Technology (NIST) Special Publication 800-9, Good Security Practices for Electronic Commerce, Including Electronic Data Interchange, December 1993;

· National Institute of Standards and Technology (NIST) Special Publication 800-14, Guide for Developing Security Plans for Information Technology Systems, September 1996;
· National Institute of Standards and Technology (NIST) Special Publication 800-25, Federal Agency Use of Public Key Technology for Digital Signatures and Authentication, October 2000;
· National Institute of Standards and Technology (NIST) Special Publication 800-26, Security Self-Assessment Guide for Information Technology Systems, August 2001;
· Federal Information Processing Standards (FIPS) 102, Guidelines for Computer Security Certification and Accreditation, September 1983;
· National Security Telecommunications and Information Systems Security Committee (NSTISSI) 4009, National Information Systems Security (INFOSEC) Glossary, September 2000; and

· Federal Information Systems Controls Audit Manual (FISCAM), January 1999.
In addition to the functional requirements imposed by Federal Policy, requirements related to the business functions performed by the Agencies and Staff Offices were identified both as part of the eAuthentication business case and through meetings with Agency representatives to identify eAuthentication requirements.  These requirements are specifically documented in the USDA eAuthentication Functional Requirements document and the USDA eAuthentication Technical Requirements document.  These requirements have been incorporated into the technical architecture.  The following list provides a brief overview of the requirements:

· The system is expected to support upwards of 15 million users (including 100,000 employees and an unknown breakdown of customers, citizens, business partners) at maturity;

· The system is expected to perform authentication and arbitrate trust between other USDA and Federal Agency authentication mechanisms.  To date the identified mechanisms include the Federal Bridge Certification Authority (FBCA) for PKI certificates and the General Services Administration (GSA) eAuthentication program;

· The system is expected to support electronic signature and digital signature capabilities natively;

· The system is expected to maintain 24 hours a day, 7 days a week uptime with only reasonable and minimal downtime for maintenance; and

· The system is expected to be modular in approach and scalable to allow the system to start small and grow as requirements are identified.

4 Target Architecture

The target architecture describes a conceptual view of the target architecture.  Each component corresponds to a component that must be implemented or acquired in order to perform the required eAuthentication functions.  The architecture depicted provides a model to which systems can be developed or against which existing systems may be evaluated.  The components provided are intended to describe specific technical functions while the model provides the context in which those components interact.  This cooperative interaction is what allows the individual components to provide the eAuthentication function.  The functions identified are not specific to any vendor product or existing system, but are components that must be represented in an eAuthentication service to fulfill defined functional and technical requirements.

Figure 4a – Target Architecture
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The following segments are defined that contain specific functional components:

· Infrastructure Components

· External Firewall – Allows restricted access to the various publicly accessible components;

· Internal Firewall – Allows publicly accessible components restricted access to data stores that are required to support interaction with users;

· Intrusion Detection System (IDS) Sensors – Analyze network traffic or audit logs and generate alerts based on known attack profiles and send them to the IDS Monitor; and

· Networking Devices – Provide network interaction between components.

· Certificate DMZ – Contains PKI functions that are accessible to users and/or the public;

· USDA Certificate Repository – Provides a directory data store of public keys to allow users and/or the public to validate or obtain public keys.

· eAuthentication DMZ – Contains functions that provide the eAuthentication service services;

· Logon Servers – Provides a standard logon page for authentication that supports various credential types;

· Registration – Provides an interface to support the registration of users and the update of user profiles and authentication data; and

· Report Generator – Provides interfaces to search and obtain reports based on audit logs related to user logons.
· eAuthentication Application Server Enclave – Contains the application servers that run the core authentication components;
· Policy Servers - Ties together enforcer agents and user stores to authenticate users and uses “policies” to determine if a user is authorized; and
· Identity Management Application Servers – Interfaces with the Policy server to provide user registration and management functions.
· Certificate Enclave – Provides the PKI functions that are not accessible by end users, including the CA servers and data stores, as well as management components used to administer the PKI functions;

· Certification Authority (CA) – Provides the functions that allow the CA users to request, generate, publish, and revoke PKI certificates;

· PKI Registration – Provides the interface for users to register for and request PKI certificates;

· PKI Audit Monitor – Provides the ability to collect and analyze audit logs related to the activity of the Certification components;

· PKI Management Station – Provides functions used to administer PKI components; and

· PKI Root CA – A standalone system used to generate, publish, and revoke PKI CA certificates that provide the anchor point for trust within the PKI environment.

· Data Enclave – Provides the functions used to store user profile information, credential information, and to collect logs related to user authentication;

· Policy Data Store – Provides the data used to by the policy server to authenticate and authorize users;

· Credential Store – Provides the data used to manage user sessions and roles to support application authorization; and

· Audit Log/Reporting Store – Collects audit logs related to users logging into and accessing integrated applications.

· Management Enclave – Provides components that are used to manage eAuthentication service components;

· IDS Monitor – Collects alerts relayed from host-based and network-based intrusion detection sensors;

· Audit Monitor – Provides the ability to collect and analyze audit logs related to the activity of the eAuthentication components; and

· Management Station – Provides functions used to administer eAuthentication components.

· Policies, Procedures, and Standards – Provides guidance on the use of eAuthentication functions and related components;

· Authentication Mechanism Guidance – Provides procedures and guidance on the use of eAuthentication mechanisms for access control within integrated applications;

· Electronic Signature Guidance – Provides standards on the use of eAuthentication mechanisms to allow user to electronically or digitally sign transactions; and

· Performance Measurement – Provides standard reporting of performance to ensure that the eAuthentication system continuously functions in accordance with defined functional and technical requirements.

Each of these components is fully described in the section that follows.  The discussion is divided based on the model segments (DMZ or Enclave) on which the components reside.  For each model segment, an overview is provided that describes the intended use for the segment, provides the anticipated roles that would be required to access components on the segment, and controls that would be established for the segment.  Each component includes a description of the functions that would be performed by the component, a description of the roles that are anticipated to have access to the component, and any technical considerations related to the component that should be observed.
The target architecture model is not intended to provide a complete depiction of the physical topology of the system, nor does it provide a one-to-one correspondence with the number of systems that may be required to implement each component.  Depending on the technologies selected during the design and analysis phase, some of the functional components described may be handled by a single system or software product.  On the other hand, a suite of products may be required to implement the conceptual functions described within the architecture.  The intent is also to reuse as much of the existing infrastructure as possible in the target architecture.   
In addition, components may be implemented in disparate geographical locations, and the physical network infrastructure that provides connectivity to the service may be much more complex than the technical architecture in actual practice.  The USDA eAuthentication service is comprised of multiple instances of components described within the technical architecture to provide redundancy to support continuity of operations, disaster recovery, and to mitigate risks from intentional or accidental denial of service.   

Figure 4b – Example Implementation
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Figure 4b provides an example of how components may be implemented in accordance with the technical architecture while supporting business needs.  The actual network architecture to support the functions, as well as the systems to provide the functions described within this document, will be developed as part of the next system development phase.  This figure shows three locations, each implementing different portions of the eAuthentication mechanisms.  
Location A and B are exact replicas of each other, providing geographic failover.  Location A and B also include redundant infrastructure and eAuthentication components locally. The communications between the eAuthentication external firewalls at Location A and Location B utilize VPN capabilities that will be implemented to ensure the security of the communications between eAuthentication components. Location C corresponds to a dedicated PKI function that implements all PKI functions.  
Note that within the drawings the eAuthentication components are shown connected to users through the USDA Web Presence and the USDA Wide Area Network (WAN).  There may be additional networks through which eAuthentication users may access the eAuthentication service.  The intent of the drawings is to show how the eAuthentication service will be implemented separately from the systems and users to which it provides authentication.  In addition, the term “Web Presence” used within this document refers to the actual systems and network connectivity that allow Internet users access to USDA Web assets and that allow USDA employee’s access to the Internet and USDA Web assets.  This is distinct from the current eGovernment Web Presence initiative to provide standards related to the existing and planned online applications and sites.

4.1 Infrastructure Components

Several infrastructure components perform critical functions in providing the eAuthentication services to users.  This section describes each of these components and the standard services that they provide.  

The following components are described below:

· Firewalls;

· IDS; and

· Network Devices.

4.1.1 Firewalls

The main security policy management tools that reside within the infrastructure are the External and Internal firewalls.  The External Firewall separates the eAuthentication service components from users external to the eAuthentication service.  Not only must external users, such as citizens and customers, pass through the External Firewall to get to the eAuthentication service, but USDA employees must also pass through the external firewall.  

The Internal Firewall provides a barrier between the user-accessible Demilitarized Zone (DMZ) segments and the Data and Management enclaves.  A DMZ is a protected network that contains functions that are accessible to users external to the system.  For the purposes of eAuthentication, external users include all users except those with service management roles.  Enclaves are networks that are generally only accessible to internal users.  Because the Data and Management enclaves contain sensitive information and functions, no user has direct access into these enclaves.  

The Internal Firewall restricts access to the Data Enclave so that only those Registration, Reporting, and eAuthentication DMZ components that require access may access the specific services to obtain the data necessary to perform their function.  The Internal Firewall also restricts access to the Management Enclave to support only those functions related to the management of eAuthentication components.  

Additional External and Internal firewalls control access to the protected Certificate Authority (CA) functions.  Protecting the confidentiality and integrity of the CA functions is critical to ensuring that assurance within the PKI certificate trust hierarchy is maintained.  Therefore, these firewall components have been specified as a separate function from the eAuthentication Firewalls component in order to ensure separation of duties and to support the roles required by Federal Bridge Certification Authority standards. 

The firewall functions may be divided into more than one physical firewall based on needs identified during subsequent design and analysis.  This division may be done to allow for redundancy, to enhance system or network performance, or to provide a greater degree of control with respect to separation of duties.  In addition, due to the critical nature of the firewalls, it may be desired to provide redundancy by providing two firewalls in a high-availability fail-over configuration.

Each of the firewalls will be deployed and managed per USDA policies.  The selection of whether to use proxy firewalls or statefull inspection devices will be made based on whether proxy functions are available for the specific network protocols implemented within the architecture and based on the necessary level of assurance for each component.

4.1.2 IDS

Network Intrusion Detection System (IDS) sensors will be located on each segment of the network that supports the eAuthentication service.  These network IDS sensors will provide the ability to detect attacks and will alert Service System Administrators to possible attacks.  In addition, each service host will have an integrated host IDS sensor that will allow the reporting of known attacks based on actions that occur on the host itself.  The host-based IDS sensors will ensure that attacks that are encrypted or that cannot be detected by the network IDS sensors are detected and reported.

The network and host IDS sensors will report back to the IDS Monitor component, which is described in the Management Enclave section below.  As part of the implementation of the service, the sensors will be calibrated to ensure that only appropriate alerts are generated and are sent to the appropriate personnel in an appropriate manner. 

4.1.3 Network Devices

Implicit within the high-level technical architecture are infrastructure devices (routers, switches, hubs, CSU/DSUs, etc.) that provide the actual networking functions.  Each of these components will be configured in accordance with best practices and Federal and USDA requirements, both from an operational standpoint and a security standpoint.  Load balancers may be needed to provide redundancy and quality of service for the Certificate Authority, Registration, and Credential Manager components.  In addition, the eAuthentication mechanism may be spread out geographically, which would require high-speed links and may increase the actual physical number of firewalls, networking components, and intrusion detection mechanisms.

4.2 eAuthentication DMZ

The Authentication DMZ provides the network segment responsible for authenticating users, managing user sessions, registering users, managing user roles, and providing reporting on the use of the eAuthentication service. The following components reside within the eAuthentication DMZ:

· Logon Component;
· Registration Component; and

· Report Generator Component.
The potential groups of users will include:

Table 4.3 – Potential Group of Users

	User Role
	Function
	Scope

	End Users
	Request authentication and receive credentials.
	Solution

	Credential Managers
	Suspend user sessions.
	Solution

	Service Security Organization
	Suspend user sessions.
	Solution

	Service System Administrators
	Troubleshoot function of eAuthentication components.
	Solution

	End Users
	Request access to USDA assets; maintain profile information; request credential reset.
	Solution

	Credential Managers
	Review accounts for irregularities or discrepancies; manage roles; reset credentials.
	Solution

	Service Security Organization
	Review access granted to users; review user access trail.
	Solution

	Service System Administrators
	Troubleshoot accessibility issues; troubleshoot technical issues related to registration and reporting function; troubleshoot component function.  
	Solution

	Integrated Application Credential Managers
	Suspend user sessions.
	Individual Application

	Integrated Application Security Organization
	Suspend user sessions for single applications.
	Individual Application

	Integrated Application
	Validate credentials.
	Individual Application

	Integrated Application Owners
	Review access statistics for application.
	Individual Application

	Integrated Application Credential Managers
	Review accounts for irregularities or discrepancies; manage roles; reset credentials.
	Individual Application

	Integrated Application Security Organization
	Review access granted to users to application objects; review user access trail.
	Individual Application


The Authentication DMZ provides the working mechanisms that perform authentication of users and management of user sessions.  The Authentication DMZ is connected to the External Firewall to permit end users access to Logon Component, Registration Component, and Report Generator. Access to these components will be strictly controlled to only allow external connections that are necessary to provide the necessary services to end users.  The Authentication DMZ is also connected to the Internal Firewall to permit access to the Data Enclaves data stores and Application Server Enclaves, to permit audit data to be passed to the Management Enclave, and to permit the Management Station component to manage the service. 

4.2.1 Logon  Component

The Logon Component is responsible for collecting necessary information from the end user to support the authentication of the user.  This may include any number of authentication types, including the use of tokens and certificates, username and password, or biometrics in potentially any combination as required by the individual integrated applications.  The Logon Component services are accessible to any end user.  The information, or a digest of the information collected is sent to the Policy Server component to provide assurance that the user is the individual that they claim to be.  The Logon Component provides a normalized set of authentication capabilities to ensure that any authentication mechanisms that are currently used are supported and that future requirements can be easily implemented.
4.2.2 Registration Component

The Registration Component provides a user interface to allow various users to create, update and maintain profile information, including user profile information and role assignments.  The Registration Component also provides the interface into the credential reset process that gives users the ability to report loss of credentials (password, token, certificate, etc.) and to request reset of the credential (request password reset, request new token, revoke and re-key certificates, etc.).  The Registration Component will be accessible by any user and will in turn require read and write access to the Authentication Data Stores.  

The eAuthentication service provides an interface to support the registration and maintenance of user profiles and roles.  Generally, integrated application credential managers will manage the roles assigned to specific users related to the integrated applications that they manage.  The roles configured through the registration component will be used to provide authorization within integrated applications to allow users to access the data and resources that they have been authorized to access.  In this way, application owners retain the ability to authorize user access to specific data and functions, just as is done in the current architecture.  In addition, eAuthentication service credential managers may provide the registration and role management services to Agencies or Staff Offices that otherwise lack the personnel or desire to manage application roles.

4.2.3 Report Generator Component

The Report Generator Component provides the user interface that provides the ability to request and receive reports of user access arbitrated by the eAuthentication system.  The users of the Report Generator include Service and Integrated Application System Administrators, Credential Managers, Security Organizations, and Integrated Application Owners.  Access to this function will be restricted to only those authenticated personnel with a valid need to access this component.  

The reports provided by the Report Generator are designed to provide audit logging to support the requirement to regularly review user access to applications.  The Report Generator will support user queries, allowing personnel to customize reports to support their specific business functions.  The Report Generator will allow the user to generate reports for all systems, a single system, or any subset of systems over which they perform an administrative role.  In addition, the Report Generator will provide the ability to generate reports per user or group of users on one or more systems.  This function will better support the ability of the Security Organizations to track user access through systems to research and resolve potential incidents.

4.3 Application Server Enclave

The Application Server Enclave provides the network segment responsible for containing the application servers that run the core authentication components.  The following components reside within the Authentication DMZ:

· Policy Server Component; and

· Identity Management Application Server Components.

The potential groups of users will include:

Table 4.3 – Potential Group of Users
	User Role
	Function
	Scope

	Service System Administrators
	Troubleshoot function of eAuthentication components.
	Solution

	Integrated Application
	Validate credentials.
	Individual Application


4.3.1 Policy Server Component

The Policy Server Component provides the session and role management services to users.  The Policy Server is responsible for comparing the normalized authentication information received from the Logon Component against the Credential Store to validate that the authentication information is valid.  The Policy Server component is also responsible for assigning roles to users and managing the user sessions to ensure that only authenticated users are granted access to protected resources.  

Integrated Applications will need access to the Policy Server in order to validate that users have logged in, and to obtain their assigned roles and other authentication-relevant information that is required to grant access to application resources and data.

Since the Policy Server is the main component that allows or denies access per policy, it is the main source of accountability through audit logs.  As such, it is critical that the Policy Server component implements sufficient logging capability to effectively provide legally sufficient information to establish user identity.  Log information that will be captured should include, at a minimum:

· The date and time of authentication;

· The type of authentication mechanism (e.g., Class 3 PKI certificate, password, token, etc.) used to authenticate;

· The logical or physical location identifier (i.e., e-mail account, time-stamped Internet Protocol (IP) address, phone number, etc.) of where the user originated access; and, 

· Each object request made by the individual (may be maintained within integrated application log).

The Policy Server will support open standards to ensure that, to the greatest degree possible, authorization can be supported by the service.  However, for some systems, such as legacy platforms, integration may not be cost-effective.  For these applications, the USDA eGovernment Portal will provide connectivity that integrates with the eAuthentication service.  The eAuthentication function will integrate seamlessly with the Portal to ensure that all USDA eGovernment applications can be considered for integration into the eAuthentication mechanism.

4.3.2 Identity Management Application Server Component

The Registration Interfaces in the eAuthentication DMZ connect to the Identity Management Application Server Component and provides it with information to complete a user registration and management task.  The Identity Management Application Server Component contains the business logic that makes the changes associated with the task.  For example, in a user registration task, it is the Application Server Component that actually connects to the Credential Store and creates the user.

4.4 Certificate DMZ

The Certificate DMZ provides the network segment responsible for providing Public Key data that supports the eAuthentication service.  The only component that resides within the Certificate DMZ is the USDA Certificate Repository.

The potential groups of users will include:

Table 4.4 – Certification Potential Groups of Users

	User Role
	Function
	Scope

	End Users
	Retrieve public key certificates; validate public key certificate status.
	Solution

	Certification Authority
	Generate public key certificates; revoke public key certificates.
	Solution

	CA Administrator
	Install, configure, and maintain the certificate.  This individual maintains the user accounts and configures the user profiles and audit parameters.  The CA Administrator also generates the component and backup keys.  CA Administrators are not authorized to issue certificates.
	Solution

	CA Officer
	Request or approve certificates or certificate revocations.  The CA Officer can verify the identity of certificate requestors and ensure the accuracy of the information provided.
	Solution

	CA Auditor
	View, maintain and archive the audit logs.  The CA Auditor also performs or reviews internal compliance audits.
	Solution

	CA Operator
	Perform system backups.  The CA Operator also conducts recovery operations and changes the recording media, i.e. backup tapes.
	Solution


The Certificate DMZ is connected to an External Firewall.  Access is restricted to only those services necessary to support access to the Certificate Repository to retrieve user certificates and to validate the revocation status of those certificates.  A Internal Firewall is provided to restrict access into the Certification Enclave.  Access through the Internal firewall should be restricted to updates to the USDA Certificate Repository from the CA component located within the Certification Enclave.

A Certificate DMZ will be established for each PKI level of assurance that is implemented.  This will provide separation to ensure that the varying levels of assurance within the PKI component can be managed in accordance with the assurance levels of the certificates that are managed and to limit the damage from the compromise of any PKI DMZ system.

4.4.1 USDA Certificate Repository

The USDA Certificate Repository is responsible for providing access to external and internal users in order to allow them to obtain the public key certificates of users.  In addition, the Certificate Repository will provide the ability to check the status of specific certificates to ensure that they have not been revoked.  The USDA CA Component will populate the USDA Certificate Repository.  External and internal users require read only access to the Certificate Repository and the revocation services provided by the Certificate Repository.  In addition, the Certification Authority user will have read and write access in order to populate the data store.

A Certificate Repository will be established for each PKI certificate level of assurance that is provided and will be separated on distinct segments to ensure that varying levels of assurance can be managed in accordance with the assurance levels of the certificates that are stored on each host and to limit the effect of a system compromise.

4.5 Certificate Enclave

The Certificate Enclave provides the network segment responsible for providing functions necessary for the Certification Authority to manage the PKI process that supports the eAuthentication service.  The following components reside within the Certificate Enclave:

· PKI Registration Component;

· USDA Certification Authority (CA) Component;

· PKI Audit Monitor Component;

· PKI Management Station Component; and

· PKI Root CA Component.

The potential groups of users will include:

Table 4.5 – Certification Enclave Users

	User Role
	Function
	Scope

	Certification Authority
	Generate public key certificates; revoke public key certificates.
	Solution

	CA Administrator
	Install, configure, and maintain the certificate.  This individual maintains the user accounts and configures the user profiles and audit parameters.  The CA Administrator also generates the component and backup keys.  CA Administrators are not authorized to issue certificates.
	Solution

	CA Officer
	Request or approve certificates or certificate revocations.  The CA Officer can verify the identity of certificate requestors and ensure the accuracy of the information provided.
	Solution

	CA Auditor
	View, maintain and archive the audit logs.  The CA Auditor also performs or reviews internal compliance audits.
	Solution

	CA Operator
	Perform system backups.  The CA Operator also conducts recovery operations and changes the recording media, i.e. backup tapes.
	Solution


The Certification Enclave is only connected to the CA Firewall.  Access through the firewall is restricted to outbound connections from the Certification Authority Component to the Certificate Repository located on the Certification DMZ.  

4.5.1 PKI Registration Component

The PKI Registration component is used by the CA Officer role to register a PKI user through the procedures established by the Certificate Policy and Certificate Practice Statements developed to support the eAuthentication PKI function.  This component provides all of the interface capabilities to request certificate issuance for specific users and to allow for the update of user information.  

4.5.2 USDA Certification Authority (CA) Component

The USDA Certification Authority (CA) Component (not to be confused with the USDA CA user role) provides the mechanism for generation of user certificates based on the CA certificate chain of trust.  One CA Component will be implemented for each assurance level of certificates (basic, medium, high) implemented within the USDA.  Users will not be permitted direct access to the USDA CA Component in any way. In addition to software, a hardware component should be used to control access to the CA key.  

4.5.3 PKI Audit Monitor Component

The PKI Audit Monitor Component consolidates the audit logs generated by the function of the various PKI systems.  The Audit Monitor Component also provides tools for administrators to review logs efficiently and generate reports based on types and severity of reported audit events.  The CA Auditor will be the only role permitted access to the host.
4.5.4 PKI Management Station Component

The PKI Management Station provides a secure host from which CA Administrators can access the hosts that they are required to manage.  The host will support encryption of management sessions to ensure that only authorized personnel have access to management traffic as it passes over the network.  In addition, the PKI components will be restricted to only allow access from the systems that provide the Management Station functions.  The PKI Management Stations will be locked down to ensure that all services and functions not required for the administration of the PKI components are removed and that lockdown procedures are followed to reduce risks posed by the level of access granted these systems.

4.5.5 PKI Root CA Component

The PKI Root CA Component is a standalone host that is used to generate CA keys from the Root CA certificate.  Because the Root CA is the most critical certificate as the anchor point for the chain of trust of a PKI function, it is critical that the Root CA is protected.  Therefore this host is never presented on the network, and access to the host is restricted to the CA.  The Root CA Component is locked in a secured safe or vault when not in use and is protected with tamper resistant devices.  The actual Root CA certificate is contained within a separate hardware device that is connected to the Root CA host only when key processing is required.  Additional controls specified within the Certificate Policy and Certificate Practice Statements must be developed to ensure the proper control of the Root CA certificate.

4.6 Data Enclave

The Data Enclave provides the network segment responsible for storing all authentication information, user profile data, session management data, and authentication logs.  The following components will reside within the Data Enclave:

· Policy Data Store Component;

· Credential Store Component; and

· Audit Log/Reporting Component.

The potential groups of users with access to components within the Data Enclave will include:

Table 4.6 – Data Enclave Users

	User Role
	Function
	Scope

	Service System Administrators
	Troubleshoot function of data storage components.
	Solution

	Logon Component
	Read access to Authentication Data Store.
	Solution

	Credential Manager Component
	Read access to Authentication Data Store; read/write access to Credential Store; write access to Audit Log/Reporting Store.
	Solution

	Registration Component
	Read/write access to Authentication Data Store.
	Solution

	Report Generator Component
	Read access to Audit Log/Reporting Store; read access to Authentication Data Store.
	Solution


The Data Enclave is only connected to the Internal Firewall.  Components are provided within the eAuthentication DMZ that allow users to request and receive information stored within the Data enclave in a controlled manner.  Therefore, direct access to the Data Enclave will generally be restricted to system administrator staff accessing the Data Enclave from designated eAuthentication Management Stations.

4.6.1 Policy Data Store Component

The Policy Data Store Component provides a storage location for information used by the Policy Server to define:

· What resources within an application are protected;

· How the resources are protected i.e. what kind of credential is needed to access the resource;

· Who is allowed to get to the resource; and

· What responses are taken upon successful or unsuccessful logins.  

Due to the nature of the information contained within this data store, access to the data maintained within the data store must be strictly controlled and monitored.  In addition, there may be multiple Policy Data Stores located throughout the USDA environment to support the availability and integrity needs.
4.6.2 Credential Store Component

The Credential Store Component provides a storage location for authentication information and profile information for users.  The Credential Store provides all information needed by the Policy Server Component to perform their authentication function.  Information that will be maintained includes actual authentication information, including passwords, token identifiers, PINS, biometric authentication information, etc.  

Due to the nature of the information contained within this data store, access to the data maintained within the Credential Store must be strictly controlled and monitored.  Audit information generated by the host will be sent to the Audit Monitor Component within the Management Enclave.  No audit data will reside on any Credential Store.

4.6.3 Audit Log/Reporting Component

The Audit Log/Reporting Component provides storage for audit events related to the eAuthentication Components.  The events that are captured correspond to user access to applications, failed authentication and other events associated with the eAuthentication service that may be used to track logins throughout the USDA applications that are integrated with the eAuthentication service.  This is the main repository for information related to the activities of users and of the integrated applications that request authorization from the Policy Server Component.  User requests are logged and may be accessed through the Report Generator component.  Only Service Administrators will have direct access to the systems that provide the Audit Log/Reporting function.  The audit log events generated by the eAuthentication components themselves are not stored within this component, but are sent to the Audit Monitor component for storage.

Loss of integrity of the audit log records or loss of the Audit Log/Reporting components for any length of time may prove extremely damaging to the ability of eAuthentication to support the accountability of users.  Due to this critical nature of availability and integrity related to the Audit Log/Reporting component, the systems that implement the Audit Log/Reporting functions must be configured in a redundant manner, potentially using high-availability clustering to ensure proper function of the systems.  

4.7 Management Enclave

The Management Enclave provides the network segment responsible for managing the components related to the eAuthentication service.  The following components will reside within the Management Enclave:

· IDS Monitor Component;

· Audit Monitor Component; and

· Management Station Component.

The potential groups of users with access to components within the Management Enclave will include:

Table 4.7 – Management Enclave Users

	User Role
	Function
	Scope

	Service System Administrators
	Manage eAuthentication components and services; review audit information to identify and resolve or escalate operational issues.
	Solution

	Service Security Organization
	Review audit information to identify and resolve security incidents or events; review and respond to IDS alerts.
	Solution


The Management Enclave is only connected to the Internal Firewall.  Only Service Administrators will be granted access to hosts within the Management Enclave, and generally all externally originating connections will be refused by the firewall except IDS alerts and audit information from recognized eAuthentication components, which will be allowed specifically to the IDS Monitor Component and the Audit Monitor component, respectively.  Outbound connections will be limited to only those management ports authorized for use with each specific system that comprises the eAuthentication service.  

4.7.1 IDS Monitor Component

The IDS Monitor Component is responsible for collecting Intrusion Detection alerts generated by the various Network IDS sensors and Host IDS sensors within the eAuthentication architecture.  The IDS Monitor Component will provide the capability to alert administrators and security personnel upon breach of the security controls surrounding the eAuthentication service.  The Service Security Administrator will access the IDS monitor to review alerts received from the IDS sensors and will clear alerts as they are resolved and documented.  The Service Security Organization will be responsible for tuning the IDS Monitor to reduce false positives and to provide sufficient reporting for those alerts that truly signify a potential attack.  

4.7.2 Audit Monitor Component

The Audit Monitor Component consolidates the audit logs generated by the function of the various eAuthentication systems.  In addition to collection of audit data, the Audit Monitor Component also provides tools for administrators to review logs efficiently and generate reports based on types and severity of reported audit events.  The Service Security Administrators and Service System Administrators will be the only roles permitted access to the host.  Service System Administrators will be limited to the review of audit logs for operational functions only.  

Audit logs generated related to the eAuthentication services provided to integrate applications are not collected by the Audit Monitor Component, but are provided to the Audit Log/Reporting component.  The audit logs collected by the Audit Monitor are restricted to the low level components that support the eAuthentication function only.

4.7.3 Management Station Component

The Management Station provides a secure host from which Service System Administrators can access the hosts that they are required to manage.  The host will support encryption of management sessions to ensure that only authorized personnel have access to management traffic as it passes over the network.  In addition, the eAuthentication components will be restricted to only allow access from the systems that provide the Management Station functions.  The Management Stations will be locked down to ensure that all services and functions not required for the administration of the eAuthentication components are removed and that lockdown procedures are followed to reduce risks posed by the level of access granted these systems.

4.8 Policy, Procedure, and Standards Components

The development of policies, procedures and standards is critical to ensuring the proper use and integration of eAuthentication mechanisms to ensure that the confidentiality, integrity and availability of USDA data are maintained.  Because the eAuthentication mechanism provides access to potentially any eGovernment system within USDA, it is critical that the processes involved in managing the service, integrating it into Agency applications, and using the integrated applications are well documented and controlled.

Policy and procedure documentation must be provided to present user expectations and to define the roles and responsibilities related to the system.  Policy and procedure documentation should include specific procedures for the daily and regular management functions, as well as procedures such as those to be executed in the case of potential intrusions, detection of unauthorized access or users exceeding their designated access.  Procedures must also be developed to document the standard business processes that will need to be developed to ensure that user access is granted through a standard process.  The standard process must be designed to ensure that only authorized personnel are provided appropriate access to USDA systems.  This process will also need to define and describe the requirements for the various types of users.  

Guidance must also be provided to ensure that the eAuthentication mechanisms provide appropriate assurance.  The legal sufficiency of the business processes and records related to eAuthentication must be sufficient to provide the required level of assurance for the various types of data and resources protected by the eAuthentication service.  In addition, legal sufficiency must be reviewed to ensure that the establishment of identity by the eAuthentication service provides a sufficient degree of assurance to support an electronic signature capability.  Therefore, the Office of General Counsel, in accordance with Department of Justice guidelines, should review the eAuthentication services.

4.8.1 Authentication Mechanism Guidance

In order to support the appropriate application of authentication mechanisms, a set of values and rules was created to approximate the level of assurance provided by singular and multiple authentication mechanisms.  The following table provides a list of authentication mechanisms and the level of assurance they provide:

Table 4.8.1a – Authentication Mechanisms

	Authentication Mechanism
	Type
	Value

	PKI Class 4 (High) Certificate
	Have
	10

	Biometric
	Are
	9

	PKI Class 3 (Medium) Certificate
	Have
	8

	Password
	Know
	7

	PKI Class 2 (Basic) Certificate
	Have
	6

	Synchronous Token
	Have
	5

	Asynchronous Token
	Have
	4

	Cognitive Password
	Know
	3

	PIN
	Know
	2

	PKI Class 1 (Rudimentary) Certificate
	Have
	1


The three types of authentication mechanisms are:

· Something the user has;

· Something the user is; or,

· Something the user knows.

Based on the values provided in the table and the type of authentication mechanism, the following rules can be applied to provide a composite value to classify the level of assurance provided based on the authentication mechanisms used:

· For corroborative authentication mechanisms, mechanisms used in conjunction with each other (e.g., use of a password to protect a certificate), the lowest value of the authentication mechanisms is used;

· For additive authentication mechanisms, independent use of the same type of mechanisms (Have, Are, Know), the values of the authentication mechanisms used are added; and

· For strong authentication, independent use of different types of authentication mechanisms (Have, Are, and Know), the values of the authentication mechanisms used are added, and then increased by 50%.

For example, in order to understand the level of assurance provided by a complex authentication mechanism that uses a network password and a Medium (Class 3) level certificate that is protected within the user’s Web browser by a password, the following values can be derived.  The network password is a mechanism that is independent from the certificate and therefore provides a value of 7.  
The Medium certificate would provide a value of 8, but because it is protected by a browser password, the assurance provided by the certificate is 7, because anyone who knows or can compromise the browser password has access to the Medium certificate and can authenticate with it.  Because the browser password is something the user knows and the network password is also something the user knows, there is no strong authentication, so the two values of the passwords are added together, resulting in an overall value of 14.

Based on these values and rules, the following table has been developed as suggested guidelines for the use of authentication based on the data classification of the information that is protected by the system.
	Data Class
	Description
	Requirement
	Examples

	Public
	Non-Sensitive information available for external release
	0
	No authentication required.

	General
	Information that is only sensitive outside the Department.  Generally available to employees and approved non-employees
	6
	Basic Certificate (6); Password (7); etc.

	Group
	Information that is sensitive within the organization, and is intended for business use only by specific groups of employees
	8
	Medium Certificate (8); Password and PIN (9); Asynchronous Token and PIN (6); etc.

	List
	Information that requires higher assurance or that is of higher value to the organization and intended for use by named individual (s) only
	15
	Password and Asynchronous Token (16.5); Password and Synchronous Token (18); Basic Certificate and Password (19.5); etc.


Table 4.8.1b – Data Classification Levels

4.8.2 Electronic Signature Guidance

In order to support various Public Laws, including the Government Paperwork Elimination Act (GPEA) and the Electronic Records and Signatures in Global and National Commerce Act (E-SIGN), the ability to provide legally sufficient electronic signatures is key.  To date, several potential mechanisms have been identified that may be candidates for providing electronic signatures using eAuthentication functions or supporting authentication mechanisms.  These are described below, along with the anticipated level of assurance provided and the types of transactions that the described electronic signatures may be used for:

Table 4.8.2 – Types of Transactions

	Signature Description
	Assurance
	Notes
	Types of Transactions

	User provides sufficient identifying information and clicks a submit button.
	Low
	There must be a statement on the page that provides the terms of submission and that by clicking on the submit button the user agrees to those terms.
	Loan Applications followed by verification process.

Information Requests.

	User faxes signed document, and written signature is compared to written signature on file.  The fax is OCRed, and the signature is stored with the transaction in a database.
	Med
	Requires user to go through registration, which may require initial on-site visit.
	Individual Loan Applications.

	User clicks a submit button after logging into eAuthentication-protected application, and then enters a PIN or password again to verify intent.
	Med
	There must be a statement on the page that provides the terms of submission and that by clicking on the submit button the user agrees to those terms.
	Individual Loan Applications.

Credit Card Transactions.

Update of User Profile Information.

	User clicks a submit button after logging into eAuthentication-protected application.  The user is presented an intermediary page signed by the server’s certificate containing the information that will be submitted.  User must then click submit to continue and the signature value that was passed to the user is maintained with the transaction.
	Med
	There must be a statement on the page that provides the terms of submission and that by clicking on the submit button the user agrees to those terms.
	Individual Loan Applications.

Credit Card Transactions.

Update of User Profile Information.

	User digitally signs transaction using Basic Assurance PKI certificate.
	Low-Med
	Transaction information is signed using the user’s private key.  The system must check the signature and revocation status of the public key corresponding to the private key.
	Low-med value transactions that may require non-repudiation.

	User digitally signs transaction using Medium Assurance PKI certificate.
	Med
	Transaction information is signed using the user’s private key.  The system must check the signature and revocation status of the public key corresponding to the private key.  Requires user to go through registration, which may require initial on-site visit.
	Medium value or somewhat sensitive transactions that may require non-repudiation.

	User digitally signs transaction using High Assurance PKI certificate.
	High
	Transaction information is signed using the user’s private key.  The system must check the signature and revocation status of the public key corresponding to the private key.  Requires user to go through registration, which may require initial on-site visit.
	High-value or sensitive transactions requiring non-repudiation.


Note that the description of the electronic signatures above mainly focus on capabilities implemented within the integrated applications.  EAuthentication provides the basic building blocks for providing electronic signature capabilities to the Agencies and Staff Offices, but the application owners must ensure that electronic signature capabilities are appropriately applied and are approved by cognizant authorities, including the OGC and business process owners.

Generally, electronic signatures require that specific information be gathered in order to provide legal sufficiency if the transaction were later questioned.  In order to provide this level of sufficiency, it is critical to identify required processes and documentation to ensure that each signature provides sufficient assurance.  

In general the following information must be maintained:

· Date and time of the transaction and subsequent transactions related to the original transaction;

· In some cases proof that the transaction was received;

· Proof of the identity of the user (which eAuthentication directly supports);

· The location or address that the transaction originated from (e-mail address, time-stamped IP address, etc.);

· Terms and conditions attached to the transaction;

· Proof that the user intended to submit the transaction;

· Proof that the user understood the transaction to be legally binding;

· Proof that the user certified the truth and accuracy of the transaction, where applicable; and,

· Complete copy of the form data and attachment or amendment information submitted as part of the transaction.

In order to support the ability of Agencies and Staff Offices to provide electronic signatures as an alternative to paper signatures, the above-listed electronic signature mechanisms will be submitted to the OGC to provide approved guidance on the implementation of electronic signatures.  However, the requirement for implementing appropriate electronic signature capabilities still rests on the business process owners to which the electronic signature capability will apply.

4.8.3 Performance Measurement

Performance requirements are detailed in the eAuthentication Performance Measures document.  Performance measures will be collected by the eAuthentication Service Owner and from the integrated applications to document the ability of the eAuthentication service to successfully provide an efficient level of services to USDA.  As performance is evaluated, the eAuthentication approach will be modified to ensure that USDA gains the best value from the investment in the service.

4.9 Intended Uses of the Architecture

The eAuthentication architecture is intended to provide components and functions necessary to support the ability of Agencies and Staff Offices to authenticate users to eGovernment applications and systems.  The architecture will provide for an inter-Agency system or system of systems that provides a common set of authentication and electronic signature mechanisms to support eGovernment applications and initiatives.  eAuthentication will enhance opportunities for cross-Agency and cross-initiative integration and reduce design, implementation, and support costs. It will also ensure that USDA is compliant with Congressional policy mandates such as the Government Paperwork Elimination Act (GPEA), the Electronic Signatures in Global and National Commerce Act (E-Sign), and the Freedom to E-File Act. 

The establishment of eAuthentication across USDA will serve to:

· Reduce costs and inefficient processes resulting from the development and maintenance of duplicative authentication tools, processes, and applications;

· Allow USDA to obtain volume benefits through "economies of scale" to ensure that maximum value is realized, leverage existing contract vehicles rather than creating new ones to enable quicker deployment of applications, aggregate the requirements of eGovernment initiatives to obtain significant volume discounts from vendors that will be larger than if each initiative negotiates its own vendor contract;

· Increase productivity of USDA employees by reducing the amount of time spent managing usernames, passwords, and PINs and logging on to multiple applications;

· Leverage industry best practices and subject matter expertise across USDA to enable delivery of more robust authentication services, and provide a common set of tools and resources that can be leveraged for implementing eAuthentication capabilities on applications across the USDA enterprise;

· Facilitate development of Department-wide Policies and Guidelines to establish consistent standards for authentication and e-signatures that promote interoperability and reduce risk;

· Provide a framework for identifying, managing, and mitigating risk levels for USDA eAuthentication requirements;

· Improve the user experience by providing citizens, businesses, and local and state governments with a single authentication service that can be used to access multiple accounts within USDA's systems; and,

· Provide the foundation to support and enable other eGovernment Smart Choices that require eAuthentication capabilities.

The functions identified within the technical architecture are implemented within current technology.  However, some of the technologies associated with the eAuthentication functions may be considered cutting-edge.  Therefore, there may be issues related to the maturity of specific software components and with identifying products that meet Federal requirements, including NIAP certification based on the Common Criteria or FIPS processing standards.  There may exist a possibility that certain specific technologies may never be submitted for evaluation.

4.10 Scope of the Architecture

In general, eAuthentication functions are intended to apply to any Agency or staff office that performs any function identified as part of the USDA eGovernment services.  These functions include interacting with the public, USDA business partners, other Federal, State and Local Governmental offices, and USDA employees.  The eAuthentication approach will attempt to leverage existing systems and incorporate the trust afforded by the authentication mechanisms into the overall eAuthentication approach.  Overall, the eAuthentication mechanism will serve to standardize the use of authentication technologies in addition to standardizing the actual authentication mechanisms themselves.

4.11 Depth of the Architecture

The eAuthentication system will be integrated into existing USDA applications and applications that are currently under development that are identified as performing eGovernment functions.  This integration will require planning and development activities within the Agencies and Staff Offices to incorporate the eAuthentication capabilities into existing applications.  The impact to the users will be limited to learning the new logon interface, which generally should be similar to the existing application logon interface.  This impact should also be lessened by the standardization of the authentication interface and the reduction in the number of times a user must log into the various application systems. 

5 Integration Approach

The eAuthentication implementation approach is to implement the eAuthentication system as a whole in an incremental fashion.  The main focus of initial efforts will be to provide a service that provides authentication capabilities for use by those business functions that have been identified by Agencies and Staff Offices as those that will be implemented electronically, per GPEA requirements.  The eAuthentication service will then be grown to implement additional GPEA-identified business functions and additional Agency requirements as they are identified.

Generally, the integration of the eAuthentication service should not interfere with the operation of existing systems.  For applications, it is envisioned that any modification or development of code to enable applications will be performed in a controlled development and test environment, separate from the existing system.  Depending on the technical products or services identified in the next system development phase, implementation could take as little as a few days for simple systems or systems that use technologies that are readily compatible with the service that is designed.

The eAuthentication system will attempt to leverage existing approved technology or services that have already been implemented by USDA and through the government-wide eAuthentication initiative.  Two services have already been identified that may be able to provide or support eAuthentication-class services, including WebCAAF and the NFC PKI.  During the vendor selection process, these capabilities will be evaluated on cost and the degree to which the existing systems meet the eAuthentication functional and technical requirements.  Because these systems not only represent technology assets that have been developed by USDA, but also represent a significant investment in knowledge and understanding, these services will be evaluated within this context.

6 Enterprise Architecture Impacts

eAuthentication affects a critical component within any enterprise architecture, namely the authentication subsystem.  As such, multiple systems will be affected and the USDA Enterprise Architecture may be altered from a functional and security perspective.  The intent of this effort is to develop and deploy the “to be” components of USDA’s Enterprise Architecture related to authentication services.

6.1 Relationship to Current IT Initiatives

After analyzing the existing USDA Agency and Staff Offices’ systems/applications, there is currently no Agency-wide eAuthentication service available to USDA’s Agencies and Staff Offices.

Some USDA Agencies and Staff Offices currently have one or more mechanisms that provide authentication services for electronic transactions.  These authentication methods are organization-specific, and in only a few instances, meet current authentication standards and requirements.  Currently, the County-Based Agency’s WebCAAF is providing its services to the Farm Service Agency (FSA), the Natural Resource Conservation Service (NRCS), and Rural Development (RD).  The USDA eAuthentication service(s) will provide a consolidated approach that will ensure that each Agency and Staff Office draws upon the best authentication service(s) to ensure proof of identify and to protect the confidentiality and sensitivity of data.  A consolidated approach to eAuthentication will provide secure online information and services to users of customer support and paper-based processes.  The eAuthentication service(s) will need to be integrated across USDA Agency and Staff Office boundaries and will incorporate all external users (Federal Users, Customers, and Business Partners) to USDA systems, providing standardization across all authorized machines.           

Further analysis of the County-Based Agency’s WebCAAF and NFC’s PKI will be performed during the next phase of this effort.  During this analysis, the two systems will be analyzed against the eAuthentication functional and technical requirements in order to see if the current architecture of these two systems can be leveraged against the eAuthentication initiative.
7 Appendices

7.1 Acronyms and Abbreviations

Table 7.1 – Acronyms and Abbreviations

	Term
	Definition

	AIS
	Automated Information System

	COE
	Common Operating Environment

	COTS
	Commercial Off The Shelf

	DAA
	Designated Approving Authority

	E-Sign
	Electronic Signatures in Global and National Commerce Act 

	FISCAM
	Federal Information Systems Controls Audit Manual

	FIPS
	Federal Information Processing Standard

	GISRA
	Government Information Security Reform Act

	GOTS
	Government Off The Shelf

	GPEA
	Government Paperwork Elimination Act

	IEEE
	Institute of Electrical and Electronics Engineers

	NIAP
	National Information Assurance Partnership

	NIST
	National Institute of Standards and Technology

	OMB
	Office of Management and Budget

	SSO
	Single Sign-On

	USDA
	United States Department of Agriculture


7.2 Glossary 

Biometrics - Biometrics is a method of analyzing human body characteristics such as fingerprints, eye retinas and irises, voice patterns, facial patterns, and/or hand measurements for the purpose of authentication.

Digital Signature - A digital signature is an electronic signature that can be used to authenticate the identity of the sender of a message or the signer of a document, and possibly to ensure that the original message or document that has been sent is unchanged.  

Electronic Signature - Electronic signatures are a variety of mechanisms designed to provide the same level of validation for data stored, transmitted or processed on computers.  As with the written signature, effective electronic signature mechanisms will provide controls to ensure that the signature identifies the signer, represents the voluntary act of the signer, is difficult to forge, and can be verified in some manner.  Many mechanisms have been devised for generating electronic signatures, including some based on a biometric representation of a user's signature written with an electronic pen.

Personal Identification Number (PIN) - A PIN is a unique code number assigned to an authorized user.  A PIN is often used in combination with a smart card or a UID that the user possesses in order to authenticate a user.  

Single-Sign-On - The single-sign-on method of authentication permits a user to enter one name or unique identifier and password in order to access multiple applications.

Smart Card - A smart card is a plastic card about the size of a credit card, with an embedded microchip that can be loaded with data that can be used to authenticate a user.   

User Identification (UID) - The UID is a unique identifier by which a person is known and addressed on a device, network or system.  

Password - A password is a unique string of characters that a user types in as an identification code.  The system compares the password against a stored list of UIDs in order to authenticate a user.
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