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1 Introduction

The United States Department of Agriculture (USDA), where practicable, must make government services available through electronic transactions by accepting electronic rather than manual signatures.  The three principle acts relevant to this policy are the Government Paperwork Elimination Act (GPEA), the Electronic Signatures in Global and National Commerce Act (E-Sign), and the Freedom to E-File Act.

USDA is in the process of developing the eAuthentication portion of its eGovernment Plan.  Managed by the USDA Office of the Chief Information Officer (OCIO), eAuthentication is an enabling technology and process foundation that helps USDA achieve its goals and objectives for eGovernment by supporting all USDA eGovernment initiatives and applications.  The eAuthentication initiative is, and will continue to be, fully integrated with the Presidential Initiative for eAuthentication.

The purpose of this document is to establish the desired practice that permits USDA to implement an integrated approach to defining and implementing electronic authentication services across USDA Agencies and Staff offices.  The eAuthentication program at USDA supports all USDA eGovernment initiatives. This document provides a process for eAuthentication that clearly defines the Technical requirements for meeting the project goals and objectives.

The Introduction section of the document addresses the following areas:

· Purpose;

· Scope;

· References and Related Documents;

· Methodology;

· USDA Target Electronic Authentication Requirements; and

· Electronic and Security Standards.

1.1 Purpose

This technical requirements document is part of the initial effort to provide a secure service for electronic transactions and electronic authentication (eAuthentication) for the United States Department of Agriculture (USDA).  The use of electronic transactions and authentication is mandated by Congress though three principle acts.  These are the Government Paperwork Elimination Act (GPEA), the Electronic Signatures in Global and National Commerce Act (E-Sign), and the Freedom to E-File Act.  More specifically the GPEA requires that government Agencies, where practicable, make services available through electronic transactions by accepting electronic rather than manual signatures.

1.2 Scope

This document provides technical requirements for electronic transactions and eAuthentication for the Agencies within USDA.  The technical requirements set forth the foundation of the USDA secure technical service for electronic transactions.  The technical service itself shall be developed with special emphasis on the sensitivity of the data being transmitted and considering the requirements for the integration of the eAuthentication service for the individual applications within the Agencies of USDA.

1.3 References and Related Documents

The principal Federal regulations, laws, and directives that provide a reference source for the technical requirements of the USDA eAuthentication program and its supporting system facilities are listed below:

· Public Law 99-508, Electronic Communications Privacy Act of 1986, October 21, 1986.

· Public Law 100-235, H.R. 145, Computer Security Act of 1987, January 8, 1988.

· Public Law 105-277, Title XVII, Government Paperwork Elimination Act (GPEA), October 21 1998.

· Public Law 106-222, Freedom to E-File Act, June 20, 2000.
· Public Law 106-229, Electronic Signatures in Global & National Commerce Act, June 30, 2000.

· H.R. 3802, Electronic Freedom of Information Act Amendments of 1996, 3 January 1996.

· 5 U.S.C. § 552A, The Privacy Act of 1974.

· 29 U.S.C. § 794(d), Section 508 of the Rehabilitation Act of 1973, August 7, 1998.

· Office of Management and Budget (OMB) A-123, Management Accountability and Control, June 21, 1995.

· Office of Management and Budget (OMB) A-127, Financial Management Systems, July 23, 1993.

· Office of Management and Budget (OMB) A-130, Management of Federal Information Resources, November 28, 2000.

· Office of Management and Budget (OMB) Memo 00-10, Implementation of the Government Paperwork Elimination Act, April 25, 2000.

· Office of Management and Budget (OMB), The President’s Management Agenda, Fiscal Year 2002.

· National Institute of Standards and Technology (NIST) Special Publication 800-9, Good Security Practices for Electronic Commerce, Including Electronic Data Interchange, December 1993.

· National Institute of Standards and Technology (NIST) Special Publication 800-14, Guide for Developing Security Plans for Information Technology Systems, September 1996.
· National Institute of Standards and Technology (NIST) Special Publication 800-26, Security Self-Assessment Guide for Information Technology Systems, August 2001.
· National Security Telecommunications and Information Systems Security Committee (NSTISSI) 4009, National Information Systems Security (INFOSEC) Glossary, September 2000.

· Federal Information Processing Standards (FIPS) 102, Guidelines for Computer Security Certification and Accreditation, Sept. 1983.
· United States Department of Agriculture (USDA) eGovernment Program, Business Case eAuthentication, May 17, 2002.

1.4 Methodology

The eAuthentication technical requirements are based on information that was gathered from the NIST, FIPS and other references.  This data collection was validated by representatives from each of the USDA Agencies. 

Based on the information provided, the technical requirements reflected in this document address the overall needs of the eAuthentication service and integration throughout USDA.  These requirements have the connotation of the USDA Agencies and have been reviewed by all the representatives from each of the USDA Agencies.   

Upon coordination through each of the USDA Agency representatives, this document is the basis of the eAuthentication service and integration approach. 

1.5 USDA Target Electronic Authentication Requirements

The technical requirements described herein are the target requirements that the eAuthentication service is required to meet as stated in Public Law, Federal guidance, and USDA Policies and Procedures for Federal Information Technology (IT).

These technical requirements were developed mainly from the eAuthentication Functional Requirements Document.  The main purpose of these technical requirements is to evaluate the ability of each alternative implementation of the desired eAuthentication function to meet the requirements laid out within the Functional Requirements specification.  

1.6 Electronic and Security Standards

USDA shall adhere to the standards set forth by the Institute of Electrical and Electronics Engineering (IEEE), the National Institute of Standards and Technology (NIST), and the Federal Information Processing Standard (FIPS).

2 Technical Requirements

This section outlines the technical requirements for the USDA eAuthentication initiative.  The requirements are first organized by applicability to the eAuthentication service, the services eAuthentication provides, or the integration of the service into existing and future applications USDA applications and eGovernment services.  The eAuthentication service requirements are provided first, followed by the provided services and finally, requirements related to the integration of the service into USDA applications are provided.  Each section contains a series of tables that provides the specific technical requirements associated with the major functions discussed.  

In each requirement table, the first column provides a technical requirement identifier that uniquely identifies the requirement.  This identifier is composed of three components.  Each requirement is assigned a two or three letter code that indicates the applicability of the requirement and the security disciplines the requirement addresses and an identifying number.  The following criteria can be applied to the technical security requirements:

· Requirements specified for the system and components that provide the eAuthentication services are preceded with an “S”; 

· Requirements specified for the Integration of eAuthentication services into existing USDA applications and eGov services are preceded with an “I”; and

· Requirements related to the eAuthentication services are not preceded with any designator and consist of only the security discipline identifier.  

The security discipline identifiers are interpreted as follows: 

· AU denotes requirements related to Authentication functions;

· AT specifies Authorization requirements;

· AV denotes Availability requirements;

· AC denotes Accountability requirements;

· CF indicates Confidentiality requirements;

· IS specified System Integrity  \requirements;

· ID indicates requirements for Integrity of Data;

· IP specifies Interoperability requirements; and

· SP indicates requirements related to System Performance.  

In addition, the AU (Authentication) category is divided into multiple subcategories that provide specific requirements for different authentication mechanisms to be supported by the eAuthentication alternatives:  

· UP provides requirements for User ID and Password authentication mechanisms;

· B indicates requirements related to Biometrics;

· DS provides requirements related to Digital Signatures;

· ES indicates requirements for Electronic Signatures; 

· P indicates requirements for PIN authentication;

· SC specifies requirements for Smart Card technologies; and

· SO indicates Single-Sign-On requirements. 

For example, the hypothetical requirement “SAU-12” designates authentication requirements for the eAuthentication system and its components, but does not necessarily provide authentication requirements for the eAuthentication services or the integration mechanisms related to eAuthentication.

Within the table, the Grouping column provides the security discipline of the requirement.  This grouping mirrors the two-letter code provided within the requirement identifier.

The priority number (PR#) identifies the relative priority of each requirement based on the Functional Requirements document.  The values within this field 1, 2, and 3.  

· High Priority requirements are designated with the number 1.  These High Priority requirements fully implement a functional requirement and therefore must be met by the system in order to be deemed compliant with the functional requirements document.  

· Medium Priority requirements designated with the number 2 provide requirements that, in combination with other requirements, implement a specific functional requirement or group of functional requirements and therefore must generally be implemented in a sound manner.  

· Low Priority requirements, denoted with a Priority Number of 3, correspond to requirements that provide best practice-oriented controls that support the implementation of efficient and effective functionality as described in the Functional Requirements document but do not directly implement a functional requirement alone.  

The Requirement Description column provides the statement that describes the functionality that the system should achieve. These technical requirements applies to the system as a whole, and as design and analysis takes place, these requirements are mapped to specific components or groups of components to ensure that the functional requirements are met through effective deployment of security controls throughout the eAuthentication implementation.

2.1 Service Requirements

The following section specifies technical requirements specific to the eAuthentication service itself and the capabilities required to manage that service.  Generally, the service requirements are geared toward the General Controls provided by operating systems and middleware applications that support the functionality provided by the eAuthentication service.  A discussion of the technical requirements pertaining to the eAuthentication service functionality provided to applications by the eAuthentication service is provided in Section 2.2, below.

2.1.1 Authentication

The USDA eAuthentication service validates the identity of any user with whom the system is communicating or conducting a transaction.   
Table 2.1.1 – Authentication

	Req #
	Grouping
	PR#
	Requirement Description

	SAU- LISTNUM SAU 
	Authentication
	1
	The service must ensure that users have been authenticated before granting them direct access to service components. 

	SAU- LISTNUM SAU 
	Authentication
	1
	The service must prevent users from bypassing any security controls to directly access authentication data maintained or processed by service components.

	SAU- LISTNUM SAU 
	Authentication
	1
	The service must prevent users from bypassing any security controls to directly access audit data maintained or processed by service components.

	SAU- LISTNUM SAU 
	Authentication
	1
	The service must prevent users from bypassing any security controls to directly access service component system configuration controls or mechanisms.

	SAU- LISTNUM SAU 
	Authentication
	1
	The service components must use appropriate authentication services provided by the service to identify users to the service components, and data and resources hosted on the components.

	SAU- LISTNUM SAU 
	Authentication
	1
	The service must provide the capability to log into the system components directly for emergency access.

	SAU- LISTNUM SAU 
	Authentication
	1
	Public Key encryption mechanisms will provide Key Life Cycle Management to include generation, distribution, storage, usage, recovery, termination, and archival functions.  


2.1.2 Availability

The USDA eAuthentication service set is present, available, and working as close to one hundred percent as feasible. 

Table 2.1.2 – Availability

	Req #
	Grouping
	PR#
	Requirement Description

	SAV- LISTNUM SAV 
	Availability


	1
	The service provides sufficient controls to increase the likelihood of 100% availability 24x7.  

	SAV- LISTNUM SAV 
	Availability
	1
	The service supports software reliability: proven stable software that has acquired maturity through use at large sites.  

	SAV- LISTNUM SAV 
	Availability
	1
	The service supports hardware reliability: low-fault hardware components, preferably with some degrees of fault tolerance or ‘hot-plugging’/hot-swapping capabilities in order to minimize the impact on system availability.



	SAV- LISTNUM SAV 
	Availability
	1
	The service supports backup and restoration capabilities of system configuration.

	SAV- LISTNUM SAV 
	Availability
	1
	The service supports backup and restoration capabilities of authentication information.

	SAV- LISTNUM SAV 
	Availability
	2
	The service allows backup and restoration of system configuration and authentication information separate from each other.

	SAV- LISTNUM SAV 
	Availability
	1
	The service is scalable to provide contingency capabilities.  

	SAV- LISTNUM SAV 
	Availability
	1
	The service will allow users authorized access to system resources at any time within the limits of the required system availability.


2.1.3 Accountability

The USDA eAuthentication service provides a set of records that collectively provide documentary evidence of processing used to aid in the tracing from original transactions forward to related records and reports, and/or backwards from records and reports to their component source transaction.  

Table 2.1.3 – Accountability

	Req #
	Grouping
	PR#
	Requirement Description

	SAC- LISTNUM SAC 
	Accountability
	1
	The service ensures that the system maintains logs/records on service component access and use, including the actions (direct additions, changes, and deletions of authentication data) of every user, the time and date, and the types of transaction by user-id.

	SAC- LISTNUM SAC 
	Accountability
	1
	The service components must have the ability to log all security-relevant events to its own secure audit file.

	SAC- LISTNUM SAC 
	Accountability
	1
	The service components must have the ability to log all security-relevant events to a secure external audit facility.  The service components must have the ability to be configured to log all or selected types of security-relevant events.

	SAC- LISTNUM SAC 
	Accountability
	1
	The audit facility used by the service components must bind the individual ID of the user causing (or associated with) the audited event to the audit record for that event.

	SAC- LISTNUM SAC 
	Accountability
	1
	The audit facility used by the service components shall ensure that the audit records are protected from deletion or unauthorized disclosure/modification. 

	SAC- LISTNUM SAC 
	Accountability
	1
	The audit facility used by the service components must provide notification of serious security related events, so that the appropriate action can be taken.



	SAC- LISTNUM SAC 
	Accountability
	1
	The service generates real-time audit alerts for security related events that occur within the service components.

	SAC- LISTNUM SAC 
	Accountability
	1
	The service generates real-time audit alerts for security related events that occur on the network segments on which the service components reside.

	SAC- LISTNUM SAC 
	Accountability
	1
	The audit facilities of the service shall be used to provide reports on accesses to the service components.

	SAC- LISTNUM SAC 
	Accountability
	1
	Tools shall be present to correlate component audit logs with audit events maintained by the service.


2.1.4 Confidentiality

The USDA eAuthentication service provides protection in such a way that the information can only be accessed or modified by those persons or things authorized to do so. 

Table 2.1.4 – Confidentiality

	Req #
	Grouping
	PR#
	Requirement Description

	SCF- LISTNUM SCF 
	Confidentiality


	1
	The service components protect data from direct access via operating system and middleware facilities to data maintained on the components to support the services using encryption.

	SCF- LISTNUM SCF 
	Confidentiality
	1
	The service components shall ensure that management sessions and data are encrypted during transmission.

	SCF- LISTNUM SCF 
	Confidentiality
	1
	The service implements a modular approach to allow new encryption algorithms to be added.

	SCF- LISTNUM SCF 
	Confidentiality
	1
	Encryption used by service components shall use the cryptographic mechanisms provided through the services to the greatest degree possible. (i.e. key management and creation, etc.)  If the service components cannot implement services, the actual cryptographic mechanisms used will be consistent with the services provided.

	SCF- LISTNUM SCF 
	Confidentiality
	3
	The service components provide the ability to encrypt component audit logs.


2.1.5 Integrity

The USDA eAuthentication service provides safeguards to provide assurance that the eAuthentication service when properly configured can maintain its configuration in a secure state. 

Table 2.1.5 – Integrity

	Req #
	Grouping
	PR#
	Requirement Description

	SIS- LISTNUM IS 
	Integrity

(System)


	2
	The service maintains and reports history of all changes to system configuration.  

	SIS- LISTNUM IS 
	Integrity

(System)
	1
	During recovery from a failure, the service must verify the integrity of its authentication data, configuration files, parameters, etc., before executing.

	SIS- LISTNUM IS 
	Integrity

(System)
	1
	The service will be resistant to system and network error.


2.1.6 Interoperability

The USDA eAuthentication service provides interoperability amongst USDA, it’s Agencies, and other government Agencies, as necessary.  
Table 2.1.6 – Interoperability

	Req #
	Grouping
	PR#
	Requirement Description

	SIP- LISTNUM SIP 
	Interoperability
	1
	The service components shall implement COTS products to the greatest extent possible.

	SIP- LISTNUM SIP 
	Interoperability
	1
	Where COTS components are not available, the service components will implement existing GOTS products.

	SIP- LISTNUM SIP 
	Interoperability
	1
	Cyber Security will provide approval of specific products.

	SIP- LISTNUM SIP 
	Interoperability
	1
	The service components will support open standards to the greatest degree possible.  Proprietary or closed standards should be avoided.

	SIP- LISTNUM SIP 
	Interoperability
	1
	Public Key encryption mechanisms will support cross certification with the Federal Bridge.


2.1.7 System Performance

The USDA eAuthentication service provides operational and support characteristics of the system that allow it to effectively and efficiently perform its assigned mission over time.

Table 2.1.7 – System Performance

	Req #
	Grouping
	PR#
	Requirement Description

	SSP- LISTNUM SSP 
	System Performance
	1
	Network round trip delay will not be greater than 5 seconds.

	SSP- LISTNUM SSP 
	System Performance
	1
	The system will sustain 99.95% availability.

	SSP- LISTNUM SSP 
	System Performance
	1
	System components will perform at an average maximum CPU utilization rate of no greater than 75% over a single day period.

	SSP- LISTNUM SSP 
	System Performance
	1
	System components will provide sufficient storage capabilities to store all data, system executables, configuration settings, and audit data over the lifetime of the service without data loss.

	SSP- LISTNUM SSP 
	System Performance
	1
	Revocation of privilege should occur and propagate to all necessary components within 60 seconds of revocation.


2.2 eAuthentication Service Requirements

The following section specifies technical requirements for the services provided by the service to the integrated applications.  These services make up the core functionality of the eAuthentication service.  The technical requirements described in this section define the main controls and functionality that are present to provide secure authentication of USDA Agency and eGov application users.  The USDA eAuthentication service addresses the following security requirements:

2.2.1 Authentication

The USDA eAuthentication service provides electronic authentication.  This authentication determines the authenticity of each user.  

Table 2.2.1 – Authentication

	REQ #
	Grouping
	PR#
	Requirement Description

	AU- LISTNUM AU 
	Authentication


	1
	The service must ensure that users have been authenticated before granting them access to protected sources. 

	AU- LISTNUM AU 
	Authentication
	1
	The service must prevent users from bypassing any security controls to directly access authentication data.

	AU- LISTNUM AU 
	Authentication
	1
	The service must prevent users from bypassing any security controls to directly access audit logs.

	AU- LISTNUM AU 
	Authentication
	1
	The service must prevent users from bypassing any security controls to directly access system configuration controls.

	AU- LISTNUM AU 
	Authentication
	1
	The service must use a non-forgeable mechanism for authentication.

	AU- LISTNUM AU 
	Authentication
	1
	The service must use a non-replayable mechanism for authentication.  

	AU- LISTNUM AU 
	Authentication
	1
	The service must use both one-way and two-way authentication.

	AU- LISTNUM AU 
	Authentication
	1
	The service must ensure that sensitive clear text authentication data (e.g. passwords, PINS, etc.)  is not disclosed before encryption.

	AU- LISTNUM AU 
	Authentication
	2
	The service provides the ability to suspend accounts that have not been logged into for a configurable period of time.

	AU- LISTNUM AU 
	Authentication
	2
	The service allows for various authentication techniques to be used by the same individual.

	AU- LISTNUM AU 
	Authentication
	3
	The service must not hard code specific user identifiers to a specific role or function.  The assignment of roles should be independent of the construction of user names or actual user identifiers. (i.e. userid 0 is always administrator role, etc.)

	AU- LISTNUM AU 
	Authentication
	1
	The service must not authenticate users based on UIDs alone; the service must require users to present a trustworthy authentication credential (e.g., password, certificate, or biometric).

	AU- LISTNUM AU 
	Authentication
	2
	The service allows for the configuration of session timeouts.

	AU- LISTNUM AU 
	Authentication
	2
	The service enforces an idle timeout that suspends user access to the application after a configured period of inactivity.

	AU- LISTNUM AU 
	Authentication
	3
	The service allows a configurable session time-out to be set per integrated application.  (i.e. each integrated application can define its own session time-out without affecting other integrated applications)

	AU- LISTNUM AU 
	Authentication
	1
	The service reauthenticates the user before allowing him/her to resume a suspended session.

	AU- LISTNUM AU 
	Authentication
	1
	The service must allow the maximum number of simultaneous sessions to be specified based on UID, role, and/or organization/Group ID.

	AU- LISTNUM AU 
	Authentication
	2
	The service prevents users who reach that maximum number of simultaneous sessions from initiating another session until they terminate an already-active session.

	AU- LISTNUM AU 
	Authentication
	1
	The service must provide the ability to log off any number of users at anytime.  

	AU- LISTNUM AU 
	Authentication
	1
	The service must provide the ability to terminate sessions based on the method of access.  

	AU- LISTNUM AU 
	Authentication
	2
	The service provides the capability to reserve the use of specific defined UIDs.

	AU- LISTNUM AU 
	Authentication
	2
	Changes to passwords will immediately cause revocation of existing logon session credentials and the password change will take effect in less than one second.

	AU- LISTNUM AU 
	Authentication
	1
	User data or credentials will not be stored or cached by the service.

	AU- LISTNUM AU 
	Authentication
	1
	In the case of network or system error, the service will no allow access to users whose authentication data was being processed at the time of error.

	AU- LISTNUM AU 
	Authentication
	1
	The service provides a tool to display all users currently logged on, as an identifier of the host or system they are accessing the service from, and how they authenticated.

	AU- LISTNUM AU 
	Authentication
	2
	The service supports simultaneous authentication data entry/access by multiple users in a variety of modes (e.g. direct access, remote, etc.).

	AU- LISTNUM AU 
	Authentication
	2
	The service should provide services to verify the origin of a message (non-repudiation, i.e. keys, etc.). 

	AU- LISTNUM AU 
	Authentication
	2
	Cryptographic materials used for non-repudiation services will be reserved for use for non-repudiation services and no other.

	AU- LISTNUM AU 
	Authentication
	2
	The service provides mechanisms for secure archiving and time stamping for the purposes of non-repudiation.

	AU- LISTNUM AU 
	Authentication
	2
	The service should provide non-repudiation services to ensure that the originating entities performed a hash of the entire message at the application level prior to the message being fragmented or encrypted.

	AU- LISTNUM AU 
	Authentication
	2
	The service should validate the message origin (as well as the integrity of the message).

	AU- LISTNUM AU 
	Authentication
	2
	The service should provide services to automatically save the cryptographic materials needed to authenticate the message, the signed message’s hash value, and the original message for the non-repudiation of transactions. All must be stored and maintained in secure storage to enable the process to be repeated in the future.

	AU- LISTNUM AU 
	Authentication
	2
	The service should provide services to reject the message and make an appropriate entry in the security log, if the message digest computed by the system does not compare equally to the message digest received from the message sender.

	AU- LISTNUM AU 
	Authentication
	2
	The service should provide services to send to the originator a digitally signed acknowledgment message that contains a digest of the contents of the original message and any other required information as confirmation that the message was received.

	AU- LISTNUM AU 
	Authentication
	1
	The service will provide Key Life Cycle Management.

	AU- LISTNUM AU 
	Authentication
	1
	The service will retain applicable algorithm signature services in order to validate stored Agency document data at future time.

	AU- LISTNUM AU 
	Authentication
	1
	Certificate Policies and Certificate Policy Statements will support Public Key encryption mechanisms.

	AU- LISTNUM AU 
	Authentication
	1
	Service management supports open standards to determine whether Public Key certificates are revoked.

	AU- LISTNUM AU 
	Authentication
	1
	The service shall provide services to back up the cryptographic materials needed to authenticate the message, the signed message’s hash value, and the original message for the non-repudiation of transactions. All must be stored and maintained in secure storage to enable the process to be repeated in the future.

	AU- LISTNUM AU 
	Authentication
	1
	The service will allow a session to be authenticated by one or any number of supported authentication mechanisms.

	AU- LISTNUM AU 
	Authentication
	1
	The service will support the introduction of a further selected authentication mechanisms and/or methods.


2.2.1.1 User ID and Password

The USDA eAuthentication service uses user identifications (UIDs) and passwords for authentication.  

Table 2.2.1.1 – UID and Password

	Req #
	Grouping
	PR#
	Requirement Description

	UP- LISTNUM UP 
	UID and Password
	1
	The service must provide the ability to restrict the minimum and maximum length of UIDs.

	UP- LISTNUM UP 
	UID and Password
	1
	The service must not accept more than one password for the same UID.

	UP- LISTNUM UP 
	UID and Password
	1
	The service must provide the ability to restrict the minimum and maximum length of passwords.

	UP- LISTNUM UP 
	UID and Password
	1
	The service must provide the ability to control password criteria such as the use of special characters (e.g., @, #, $, &, etc.) and spacing.    

	UP- LISTNUM UP 
	UID and Password
	3
	The service must inform the user of the expected characteristics of the input – e.g., length, type (alphanumeric, numeric only, alpha-only, etc.), and numeric or alphabetic range when establishing passwords.  

	UP- LISTNUM UP 
	UID and Password
	2
	The service provides a tool, which has the ability to assist administrators in identifying weak passwords stored within the service.

	UP- LISTNUM UP 
	UID and Password
	1
	The service password management mechanism must be capable of setting a minimum and maximum expiration time/date for every password associated with every UID.

	UP- LISTNUM UP 
	UID and Password
	1
	The service must not authenticate a user whose password has expired until the user changes the expired password.

	UP- LISTNUM UP 
	UID and Password
	2
	The service provides configurable password history to prevent repeated passwords. 

	UP- LISTNUM UP 
	UID and Password
	2
	The service provides for password history to be configurable by a set number of previous passwords. 

	UP- LISTNUM UP 
	UID and Password
	2
	The service provides for password history to be configurable by a date of last use of a password.

	UP- LISTNUM UP 
	UID and Password
	2
	The service provides for password history to verify similarities of previous passwords to ensure password uniqueness.

	UP- LISTNUM UP 
	UID and Password
	1
	The service enables the user to change passwords on demand.

	UP- LISTNUM UP 
	UID and Password
	1
	The service allows passwords to be reset appropriately, in the case of forgotten or lost passwords.

	UP- LISTNUM UP 
	UID and Password
	1
	The service must enable configuration of the maximum number of failed login attempts (configurable per user or per role) allowed within a given time period. 

	UP- LISTNUM UP 
	UID and Password
	2
	The service must allow the configuration of the duration of the “lockout” period during which a user (or role) who exceeds the number of allowable login attempts will be prevented from making another identification and authentication attempt. 

	UP- LISTNUM UP 
	UID and Password
	1
	The service masks passwords on the screen as users type in their passwords.

	UP- LISTNUM UP 
	UID and Password
	1
	The services service account passwords can be changed.

	UP- LISTNUM UP 
	UID and Password
	1
	The service will allow use of data and functions to support password resets.


2.2.1.2 Biometrics

The USDA eAuthentication service set shall use biometric identification for authentication.     

Table 2.2.1.2 – Biometrics

	Req #
	Grouping
	PR#
	Requirement Description

	B- LISTNUM B 
	Biometrics


	3
	The service supports use of voice recognition verification system.

	B- LISTNUM B 
	Biometrics
	3
	The service supports use of fingerprint verification system.

	B- LISTNUM B 
	Biometrics


	3
	The service supports use of eye retinas verification system.

	B- LISTNUM B 
	Biometrics


	3
	The service supports use of irises verifications system.  

	B- LISTNUM B 
	Biometrics


	3
	The service supports use of facial pattern verification system.

	B- LISTNUM B 
	Biometrics


	3
	The service supports use of hand measurements verification system.


2.2.1.3 Digital Signatures

The USDA eAuthentication service shall use digital signatures for authentication.

Table 2.2.1.3 – Digital Signatures

	Req #
	Grouping
	PR#
	Requirement Description

	DS- LISTNUM DS 
	Digital 
Signatures


	1
	The service supports the generation, verification, and use of digital signatures within authentication mechanism.   

	DS- LISTNUM DS 
	Digital 
Signatures
	1
	The encryption facility invoked by the service must ensure that the cryptographic keys used for generation of a digital signature are properly protected from unauthorized persons. 

	DS- LISTNUM DS 
	Digital 
Signatures
	1
	The encryption facility invoked by the service must ensure that the cryptography used for decryption of a digital signature is protected from unauthorized persons.

	DS- LISTNUM DS 
	Digital 
Signatures
	1
	The service supports a Cyber Security approved digital signature technology to digitally sign the documents, messages, transmissions, and transactions.

	DS- LISTNUM DS 
	Digital 
Signatures
	1
	The service provides the capability to digitally sign any type of file or document.

	DS- LISTNUM DS 
	Digital 
Signatures
	1
	The service meets Public Key certificate standards (currently X.509).

	DS- LISTNUM DS 
	Digital 
Signatures
	1
	APIs and SDKs are available to support the service interface.


2.2.1.4 Electronic Signatures

The USDA eAuthentication service uses electronic signatures for authentication.

Table 2.2.1.4 – Electronic Signatures

	Req #
	Grouping
	PR#
	Requirement Description

	ES- LISTNUM ES 
	Electronic 
Signatures
	1
	The service associates electronic images together with transactions and documents.

	ES- LISTNUM ES 
	Electronic 
Signatures
	1
	The service notifies the user of the presence of an associated electronic images and allow an on-screen display.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	Support the ability to generate digital signatures on-line using electronic mail, groupware applications, Fax, other electronic routing application or database.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	Support the ability to interface to electronic routing or mail system to provide electronically signed documents, reports, etc., to employees via electronic mail.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	Provide the ability to support electronic routings of electronically signed documents to individuals or groups.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	The service provides sufficient resources to ensure distribution of signed documents, including e-mail, groupware, or facsimile.

	ES- LISTNUM ES 
	Electronic

Signatures
	3
	The service provides the ability to interface with standard bar-coding capabilities for document management with electronic signatures.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	The service supports signature of e-mail messages.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	The service allows multiple users to sign each document.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	The service allows specific information fields within a document to be signed.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	The service provides the ability to identify changes made to a signed document.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	The service provides the ability to archive signed document and related information.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	The service provides an interface to support faxed document signature extraction and verification.

	ES- LISTNUM ES 
	Electronic

Signatures
	1
	The service components use compatible cryptographic mechanisms for electronic signatures and cryptography.


2.2.1.5 PIN

The USDA eAuthentication service uses unique identifier and Personal Identification Number (PIN) for authentication.  

Table 2.2.1.5 – PIN

	Req #
	Grouping
	PR#
	Requirement Description

	P- LISTNUM P 
	PIN


	2
	The service provides the capability to support the use of usernames and PINs.

	P- LISTNUM P 
	PIN


	2
	The service PIN lockout is configured separately from password lockout settings.

	P- LISTNUM P 
	PIN


	2
	The service provides the capability to configure the length of acceptable PINs.


2.2.1.6 Smart Card

The USDA eAuthentication service set shall use Smart Cards for authentication.

Table 2.2.1.6 – Smart Card

	Req #
	Grouping
	PR#
	Requirement Description

	SC- LISTNUM SC 
	Smart Card


	2
	The service supports the use of PC Cards.

	SC- LISTNUM SC 
	Smart Card
	2
	The service supports the use of Proximity Cards.

	SC- LISTNUM SC 
	Smart Card


	2
	The service has a minimum of a 32K microchip.  

	SC- LISTNUM SC 
	Smart Card
	2
	The service has a Magnetic stripe.

	SC- LISTNUM SC 
	Smart Card
	2
	The service has storage capability using barcodes.


2.2.2 Authorization

The USDA eAuthentication service provides permission for users to access the information necessary to perform their duties.  

Table 2.2.2 – Authorization

	Req #
	Grouping
	PR#
	Requirement Description

	AT- LISTNUM AT 
	Authorization


	1
	The service supports authorization for access to specific system functions, commands, and/or files to be defined for individual users of the system, so that separation of duties is maintained for system maintenance, and retrieval of information.  The service supports user role based assignments.

	AT- LISTNUM AT 
	Authorization
	1
	The service has the ability to validate if a user has been authorized to perform the functions they attempt to perform or access the resources they attempt to access, and that those authorizations explicitly allow them to perform those functions or access those resources in the ways the users attempt to do so.

	AT- LISTNUM AT 
	Authorization
	1
	The service provides a tool for creating and modifying authorization information (e.g., ACLs) and must ensure that only an authorized user can access the tool.

	AT- LISTNUM AT 
	Authorization
	2
	The service must ensure that Role-Based Access Control (RBAC) is used to designate and authorize privileged accounts. 

	AT- LISTNUM AT 
	Authorization
	1
	The service allows for users to have multiple application-based roles.

	AT- LISTNUM AT 
	Authorization
	2
	The service provides mechanisms to assist in provisioning users on integrated applications.


2.2.3 Accountability

The USDA eAuthentication service provides a set of records that collectively provide documentary evidence of processing used to aid in the tracing form original transactions forward to related records and reports, and/or backwards from records and reports to their component source transaction.  

Table 2.2.3 – Accountability

	Req #
	Grouping
	PR#
	Requirement Description

	AC- LISTNUM AC 
	Accountability
	1
	The service ensures that the system maintains logs/records on system use, including the actions (direct additions, changes, and deletions of authentication data) of every user, the time and date, and the types of transaction by user-id.

	AC- LISTNUM AC 
	Accountability
	1
	The service must have the ability to log all or selected groups of security-relevant events.

	AC- LISTNUM AC 
	Accountability
	1
	The service must have the ability to log all security-relevant events to its own secure audit file.

	AC- LISTNUM AC 
	Accountability
	1
	The service must have the ability to log all security-relevant events to a secure external audit facility.

	AC- LISTNUM AC 
	Accountability
	1
	The audit facility used by the service must bind the individual ID of the user causing (or associated with) the audited event to the audit record for that event.

	AC- LISTNUM AC 
	Accountability
	1
	The audit facility used by the service shall ensure that the audit records are protected from deletion or unauthorized disclosure/modification. 

	AC- LISTNUM AC 
	Accountability
	3
	The service provides the ability to encrypt audit logs.

	AC- LISTNUM AC 
	Accountability
	1
	The audit facility used by the service must provide notification of serious security related events, so that appropriate action can be taken.

	AC- LISTNUM AC 
	Accountability
	2
	The audit facility used by the service must include a tool that enables the viewing of audit records, and to report against them.

	AC- LISTNUM AC 
	Accountability
	2
	The service provides reports of user access to each integrated application.

	AC- LISTNUM AC 
	Accountability
	2
	The service provides reports of authentication of users by each authentication mechanism.

	AC- LISTNUM AC 
	Accountability
	2
	The service provides user access reporting by the type of authentication mechanism used to authenticate.



	AC- LISTNUM AC 
	Accountability
	1
	The service provides a reporting mechanism that shall provide a Web interface to allow application owners to review logging data and generate reports based on logging maintained for each application via a Web interface.

	AC- LISTNUM AC 
	Accountability
	2
	The service will allow users to change names without affecting any logs or historical data maintained by the system.

	AC- LISTNUM AC 
	Accountability
	1
	The service will provide server side logging.  

	AC- LISTNUM AC 
	Accountability
	1
	The service provides the capability to log all changes to authentication data to include a timestamp, whose data was changed, whose authorization was used to authenticate the change, the previous value, and the new value, and the IP logical address of the client used to initiate the change.  Password values will not be recorded.


2.2.4 Confidentiality

The USDA eAuthentication service provides protection in such a way that the information can only be accessed or modified by those persons or things authorized to do so. 

Table 2.2.4 – Confidentiality

	Req #
	Grouping
	PR#
	Requirement Description

	CF- LISTNUM CF 
	Confidentiality


	1
	The service provides the ability to control access to sensitive authentication data (Names, SSN, DOB, Addresses, Phone Numbers, etc.) from external sources or internal sources as needed.

	CF- LISTNUM CF 
	Confidentiality
	1
	The service provides an API that enables the application to invoke an encryption capability to encrypt authentication data.

	CF- LISTNUM CF 
	Confidentiality
	1
	The service provides the ability to substitute encryption algorithms.  

	CF- LISTNUM CF 
	Confidentiality
	1
	The service provides for one-way encryption of authentication data.

	CF- LISTNUM CF 
	Confidentiality
	1
	The service provides for session encryption.

	CF- LISTNUM CF 
	Confidentiality
	2
	Encryption keys used within the service can be configured to expire at periods of time.  


2.2.5 Integrity

The USDA eAuthentication service provides safeguards to provide assurance that the eAuthentication service when properly configured can maintain its configuration in a secure state. 

Table 2.2.5 – Integrity

	Req #
	Grouping
	PR#
	Requirement Description

	ID- LISTNUM ID 
	Integrity

(Data)
	1
	The service must use a NIST-approved or NSA-approved technology to implement a checksum, or digital signature (e.g., DSS) when authentication data is entered.

	ID- LISTNUM ID 
	Integrity

(Data)
	2
	The service prevents the alteration of data except through the normal edit and update process under proper security.

	ID- LISTNUM ID 
	Integrity

(Data)
	2
	The service provides the ability to display previous logon date and time, and indicate to users upon access to authentication data, the date and time of the most recent change to the authentication data.

	IS- LISTNUM IS 
	Integrity

(System)
	2
	The service maintains and reports history of all changes to system configuration. (i.e. changes to authentication records, application settings maintained within the service, etc.)

	IS- LISTNUM IS 
	Integrity

(System)
	1
	The service must be able to validate the integrity of the mechanism, and must reject data for which the integrity mechanism validation fails.

	IS- LISTNUM IS 
	Integrity

(System)
	1
	During recovery from a failure, the service must verify the integrity of its authentication data, configuration files, parameters, etc., before executing.

	IS- LISTNUM IS 
	Integrity

(System)
	1
	The service will be resistant to system and network error.


2.2.6 Interoperability

The USDA eAuthentication service provides interoperability amongst USDA, it’s Agencies, and other government Agencies, as necessary.  

Table 2.2.6 – Interoperability

	Req #
	Grouping
	PR#
	Requirement Description

	IP- LISTNUM IP 
	Interoperability
	1
	The service provides for capability to use a Web browser implemented based on Internet standards.

	IP- LISTNUM IP 
	Interoperability
	1
	The service provides functions that could be used to support remote access via dial-up connections.

	IP- LISTNUM IP 
	Interoperability
	1
	The service provides functions that could be used to support remote access via Internet connections.

	IP- LISTNUM IP 
	Interoperability
	1
	The service provides functions that could be used to support access via LAN/network-based connections.

	IP- LISTNUM IP 
	Interoperability
	1
	The service provides functions that could be used to support remote access via WAN connection.

	IP- LISTNUM IP 
	Interoperability
	1
	The service supports functions that could be used to support remote access for business partners. 

	IP- LISTNUM IP 
	Interoperability
	1
	The service supports graphical user interface (GUI), which is Windows-like. Characteristics include control buttons, scroll bars, drop-down lists, radio buttons, check boxes, menu bars, text boxes, icons, resizable windows, icons, function keys, copy, cut and paste, etc.

	IP- LISTNUM IP 
	Interoperability
	1
	The service provides context-sensitive help screens.

	IP- LISTNUM IP 
	Interoperability
	1
	The service interfaces easily with other personal computer-based applications.

	IP- LISTNUM IP 
	Interoperability
	1
	The service is easily upgradeable without having to reconfigure the system or reenter authentication data.  

	IP- LISTNUM IP 
	Interoperability
	2
	The service provides ability for the B2B and B2C marketplace in that it conforms to industry accepted Internet standards.

	IP- LISTNUM IP 
	Interoperability
	1
	The service is interoperable with common software applications or third party applications.

	IP- LISTNUM IP 
	Interoperability
	2
	The service allows for flexible configuration of system for peer-to-peer, tiered or hybrid network architectures.

	IP- LISTNUM IP 
	Interoperability
	1
	The service can be implemented behind a firewall.

	IP- LISTNUM IP 
	Interoperability
	1
	Service components can be implemented behind firewalls to support an enclave-oriented architecture.

	IP- LISTNUM IP 
	Interoperability
	1
	The service will restrict the capability of users to access the operating system of components directly.

	IP- LISTNUM IP 
	Interoperability
	1
	The service components will provide an interface to allow control of the behavior of the components (e.g. starts, stops, etc.)

	IP- LISTNUM IP 
	Interoperability
	1
	The service will provide for guaranteed message delivery. (i.e. the client and server will mutually acknowledge the receipt of network messages, i.e. TCP) 

	IP- LISTNUM IP 
	Interoperability
	1
	The service will provide the capability to pass and understand messages between machines with differing operating systems and types.

	IP- LISTNUM IP 
	Interoperability
	1
	The functions of the eAuthentication system shall be fully documented by the vendor or developer, to include guides on the proper function of the system, error messages or states related to the system, and technical features of the system.

	IP- LISTNUM IP 
	Interoperability
	3
	The service maintains productivity statistics about application usage.

	IP- LISTNUM IP 
	Interoperability
	1
	The service provides functions that could be used to support access via direct connections.


2.2.7 System Performance

The USDA eAuthentication service provides operational and support characteristics of the system that allow it to effectively and efficiently perform its assigned mission over time.  

Table 2.2.7 – System Performance

	Req #
	Grouping
	PR#
	Requirement Description

	SP- LISTNUM SP 
	System Performance
	1
	Network round trip delay will not be greater than 5 seconds.

	SP- LISTNUM SP 
	System Performance
	1
	The system will be capable of authenticating up to 30,000 users per hour (~9 user logons per second).

	SP- LISTNUM SP 
	System Performance
	1
	The system will sustain 99.95% availability.


2.2.8 Single Sign On

The USDA eAuthentication service uses single sign-on.

Table 2.2.8 – Single Sign On

	Req #
	Grouping
	PR#
	Requirement Description

	SO- LISTNUM SSO 
	Single

-sign-on


	1
	The service supports single sign-on across multiple integrated applications.

	SO- LISTNUM SSO 
	Single

-sign-on


	1
	The service supports single log-out across multiple applications, allowing users to log out of the service from any application.  (i.e. logout results in revocation of access to all resources under Single-sign-on domain).

	SO- LISTNUM SSO 
	Single

-sign-on


	2
	The service provides authentication data synchronization mechanism that ensures that all USDA users authenticate to applications using the same user ID and authentication data.

	SO- LISTNUM SSO 
	Single

-sign-on


	2
	The service integrates with the USDA portal solution that handles all connections to applications.

	SO- LISTNUM SSO 
	Single

-sign-on


	2
	The service generates authentication credentials that can be used to provide subsequent authentication to applications for a limited period of time.


2.3 Integration Requirements (I)

Integration of the USDA eAuthentication service requires security in all disciplines to provide the continued integrity of the data.  These technical requirements become increasingly important, as USDA sensitive data is exchanged over the USDA network architecture.

2.3.1 Authentication 

USDA eAuthentication was implemented using identification and authentication mechanisms that are required in the eAuthentication service.

Table 2.3.1 – Authentication

	Req #
	Grouping
	PR#
	Requirement Description

	IAU- LISTNUM IAU 
	Authentication
	1
	The service supports the ability to export and import authentication data to and from the authentication mechanism of existing applications.

	IAU- LISTNUM IAU 
	Authentication
	1
	User data or credentials will not be stored or cached by the integrated application, for use without requiring authentication of users to subsequent logon sessions.


2.3.2 Confidentiality 

The eAuthentication implementation ensures the confidentiality of data passing over the network.  This applies to information that identifies individuals or contains proprietary information that may have legal ramifications if compromised. (Privacy Act of 1974 (as amended), E-FOIA, OMB A-130, NIST SP 800-9) 

Table 2.3.2 – Confidentiality

	Req #
	Grouping
	PR#
	Requirement Description

	ICF- LISTNUM ICF 
	Confidentiality
	2
	The service supports interfacing with application with encryption mechanisms that implement the AES algorithm.

	ICF- LISTNUM ICF 
	Confidentiality
	2
	The service supports interfacing with application with encryption mechanisms that implement the Triple-DES algorithm.

	ICF- LISTNUM ICF 
	Confidentiality
	2
	The service supports interfacing with application with encryption mechanisms that implement the SHA algorithm.  

	ICF- LISTNUM ICF 
	Confidentiality
	2
	The service supports interfacing with application with encryption mechanisms that implement the DSA algorithm. 


2.3.3 Integrity

Integration of the eAuthentication service ensures that the data passing through USDA networks, either application or authentication data, is not modified, changed, or deleted by unauthorized persons. (GPEA, NIST SP 800-9, and PL 106-229) 

Table 2.3.3 – Integrity

	Req #
	Grouping
	PR#
	Requirement Description

	IID- LISTNUM IID 
	Integrity

(Data)
	1
	The service supports use of VPN Technology.

	IID- LISTNUM IID 
	Integrity

(Data)
	1
	The service supports SSL.

	IID- LISTNUM IID 
	Integrity

(Data)
	1
	The service supports IPsec (Internet Protocol Security).


2.3.4 Interoperability

The USDA eAuthentication service provides interoperability amongst USDA, its Agencies, and other government Agencies, as it pertains to specific technologies that are implemented throughout USDA.

Table 2.3.4 – Interoperability

	Req #
	Grouping
	PR#
	Requirement Description

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports compatibility with TCP/IP networks.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports compatibility with Token Ring networks.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports compatibility with IPX/SPX networks.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports compatibility with SNA networks.  

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms that support development for applications targeted for Win32 platforms.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms that support development for applications targeted for AIX platforms.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms that support development for applications targeted for Solaris platforms.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms that support development for applications targeted for HP-UX platforms.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms that support development for applications targeted for Legacy (i.e. Mainframe, Mini, VAX, etc.) platforms.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms to support Oracle.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms to support Sybase.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports provides API and SDK mechanisms to support C programming language.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms to support C++ programming language.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms to support Java programming language.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms to support Visual Basic programming language.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service provides API and SDK mechanisms to support Cobol programming language.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports interfacing with HTTP-based applications.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports interfacing with HTML-based applications.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports interfacing with SNMP-based applications.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports interfacing with Telnet-based applications.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports interfacing with FTP-based applications.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports interfacing with UNIX Shell Script-based applications.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service supports interfacing with DOS Batch Scripts-based applications.

	IIP- LISTNUM IIP 
	Interoperability
	2
	The service supports interfacing with Lotus Notes/Domino-based applications.

	IIP- LISTNUM IIP 
	Interoperability
	1
	API and SDK functions shall be fully documented to include error messages, proper use of functions, and technical guides for integration of eAuthentication mechanisms into applications.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service will provide the capability to pass information related to user roles and privileges maintained by the service to integrated applications.

	IIP- LISTNUM IIP 
	Interoperability
	1
	The service will support open standard database protocols (i.e. SQL, ODBC, etc.)


3 Appendix A – Acronyms and Abbreviations

Table 3 – Acronyms and Abbreviations

	Term
	Definition

	AIS
	Automated Information System

	COE
	Common Operating Environment

	COTS
	Commercial Off The Shelf

	DAA
	Designated Approving Authority

	E-Sign
	Electronic Signatures in Global and National Commerce Act 

	FISCAM
	Federal Information Systems Controls Audit Manual

	FIPS
	Federal Information Processing Standard

	GISRA
	Government Information Security Reform Act

	GOTS
	Government Off The Shelf

	GPEA
	Government Paperwork Elimination Act

	IEEE
	Institute of Electrical and Electronics Engineers

	NIAP
	National Information Assurance Partnership

	NIST
	National Institute of Standards and Technology

	OMB
	Office of Management and Budget

	SSO
	Single Sign-On

	USDA
	United States Department of Agriculture


4 Appendix B – Glossary 

Biometrics - Biometrics is a method of analyzing human body characteristics such as fingerprints, eye retinas and irises, voice patterns, facial patterns, and/or hand measurements for the purpose of authentication.

Digital Signatures - A digital signature is a more advanced electronic signature that provides confidentiality, integrity, and non-repudiation.  Data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to prove the source and integrity of the data unit and protect against forgery e.g. by the recipient.

eAuthentication -  eAuthentication verifies the identity of a user using any electronic service, including those users accessing electronic documents or records and those users represented by “electronic signatures” that are created, communicated, and stored in electronic form.
Electronic Signatures - An electronic signature (e-signature) is a generic term that refers to all methods by which someone can “sign” an electronic record and signals a person’s consent, approval, or acknowledgement.  An electronic signature, while represented digitally, can take many forms, such as a name typed at the end of an email message, a digitized image of a handwritten signature, or even a secret code or PIN that identifies the sender to the recipient.  
Personal Identification Number (PIN) - A PIN is a unique code number assigned to an authorized user.  A PIN is often used in combination with a smart card or a UID that the user possesses in order to authenticate a user.  

Single-Sign-On - The single-sign-on method of authentication permits a user to enter one name or unique identifier and password in order to access multiple applications.

Smart Card - A smart card is a plastic card about the size of a credit card, with an embedded microchip that can be loaded with data that can be used to authenticate a user.   

Token Ring - Token Ring networks use a sophisticated priority system that permits certain user-designated, high-priority stations to use the network more frequently.  Token Ring frames have two fields that control priority: the priority field and the reservation field.  When the next token is generated, it includes the higher priority of the reserving station.

Triple DES - Short for Data Encryption Standard, a popular symmetric-key encryption method developed in 1975 and standardized by ANSI in 1981 as ANSI X.3.92.  DES uses a 56-bit key and is illegal to export out of the U.S. or Canada if you don't meet the BXA requirements.  This means that the input data is, in effect, encrypted three times.

User Authentication - User authentication is the ability to validate that a user is actually the person with whom a system is communicating or conducting a transaction.  
User Identification (UID) - The UID is a unique identifier by which a person is known and addressed on a device, network or system.  

Password - A password is a unique string of characters that a user types in as an identification code.  The system compares the password against a stored list of UIDs in order to authenticate a user.   
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