[image: image1.jpg]USDA
SO





eDeployment - Technological Profile – Telecommunications Plan


United States Department of Agriculture (USDA) eGovernment Program

Technological Profile – Telecommunications Plan

eDeployment Business Case 

Draft

February 2003

[image: image2.png]Savics G

[ e —

oo SugdTabalia Tgs

I—

Sikom 30 Pk





Table of Contents

iiRevision History


iiPrevious Change History


iiDocument Sign-off


11
Introduction


22
Requirements Summary


22.1
Users &Usage


33
Technical Overview


53.1
Telecommunication Components


73.2
Security Features


93.3
Node Locations


103.4
Migration and Deployment


114
Gap Analysis/Impact assessment


125
Telecommunications Plan for System Infrastructure


125.1
Technology assessment


125.2
Alternatives Analysis


135.3
Cost/Performance Trade-off


135.4
Support from the OCIO/TSO


145.5
Sources for Telecommunications Services and Equipment


156
Telecommunications Costs


157
Enterprise Architecture Impacts


168
Performance Measures


179
Special Requirements for the Project




Revision History

Previous Change History

Table a – Previous Change History

	Version
	Date
	Author
	Comment

	1.0
	11/20/2002
	Seema Gupta
	Initial Draft

	1.1
	11/21/2002
	Seema Gupta
	Incorporated team comments

	1.2
	11/21/2001
	Seema Gupta
	Incorporated team comments

	1.3
	11/21/2002
	Elaine K. Turville
	Incorporated team comments

	1.4
	12/03/2002
	Sara Q. Tyndall
	Updated Formatting

	1.5
	12/03/2002
	Seema Gupta
	Incorporated UTN comments

	1.6
	12/05/2002
	Seema Gupta
	Incorporated team comments

	1.7
	12/05/2002
	Elaine K. Turville
	Updated formatting

	1.8
	12/09/2002
	Elaine K. Turville
	Updated Naming


Document Sign-off

Table b – Document Sign-off

	Date
	Name
	Title

	
	
	


1 Introduction

The eDeployment initiative will have a significant impact on the way that the Department and its Agencies perform day-to-day functions and conduct business well into the foreseeable future. The initiative aims to provide 24/7 services to its employees and customers while reducing internal operating costs, increasing service level, productivity and accountability. However, USDA’s eDeployment initiative does not exist in isolation; it must work with current and other planned IT initiatives. The success of the eDeployment initiative is also dependent on leveraging relationships with the Universal Telecommunications Network (UTN) and Cyber Security initiatives. Changes to infrastructure components, such as security and telecommunications, may be required to support eDeployment requirements.  

The success of any project implementation depends heavily on the performance and stability of the network it is deployed on. To this end, eDeployment depends heavily on the efficient functioning of the underlying USDA telecommunication networks that include both the Agency and Department level networks. The eDeployment initiative will work closely with the UTN team to define its telecommunication requirements and their implementation. This Telecommunications Plan will ensure the success of eDeployment through enabling stable network, best of breed technologies, improved network security, and enhanced telecommunications interoperability.

The content of this document is based on information made available during the Planning phase. The contents of this document will change, as more information is made available. This document contains the following sections:

· Requirements Summary;

· Technical Overview;

· Gap Analysis/Impact Assessment;

· Telecommunications Plan for System Infrastructure;

· Telecommunication Costs;

· Enterprise Architecture Impacts;

· Performance Measures; and

· Special Requirements for the project.

Requirements Summary

A key to the successful implementation and operation of the eDeployment solution is to ensure that the telecommunication network of the Department supports the business, technical and security requirements of all the enablers. The telecommunication network forms the backbone of the services offered by the eDeployment initiative. Thus it is essential that the telecommunications network be robust and provide the scalability, reliability, security, cost effectiveness, availability, and integrity to enable USDA agencies to meet departmental missions and goals for USDA’s users and customers.  

For detailed information on the eDeployment requirements, please refer to the eDeployment functional and technical requirements documents.

1.1 Users &Usage

The USDA user-base that will be using eGovernment initiatives has a potential to exceed three million.  This includes Federal, State, and local government entities, private industry, and the public bodies.  USDA has approximately 100,000 employees supporting 9 program mission areas and 29 separate Agencies and staff offices with different structures and cultures.  These make up approximately 15,000 offices located across United States and the rest of the world.  The USDA Telecommunications Architecture must be able to support the projected user base 24/7 at all locations.  

The largest numbers of users are based within the United States, however, users worldwide will also access the Department’s resources.  These users, located in various time zones, will primarily use the system during peak hours.  These peak hours, 7-10AM EST, are consistent with the beginning of a standard workday. Using number of users to be authenticated as a base, Table 2.1a provides an estimated number of users expected to login at peak hours using an estimated baseline of three million eGovernment users. 

Table 2.1a: Users by location 

	Percentage & Number
	Time Zone/Geographic Area

	5% / 150,000 users
	Europe

	25% / 750,000 users
	Eastern Standard Time

	15% / 450,000 users
	Central Standard Time

	15% / 450,000 users
	Mountain Standard Time

	25% / 750,000 users
	Pacific Standard Time

	5% / 150,000 users
	Hawaii


These users may access the USDA resources via the Internet, intranet, VPN or extranets. Some users may be categorized as Trusted Partners.  These partners interact with the USDA applications through the VPN devices.

Technical Overview 

A high-level logical diagram of the network envisioned to support the eDeployment initiative is provided in Figure 3‑1. As more information is made available, this architecture will be revised. The technical overview section will detail the following information:

· Telecommunication components;

· Security features;

· Node locations; and 

· Migration and Deployment.
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Figure 3‑1: High-Level Logical Network Diagram to Support eDeployment

1.2 Telecommunication Components

The eDeployment initiative will utilize the telecommunications network created by the UTN team. Major telecommunications components that will be deployed by the UTN are described below: 

· Wide Area Network (WAN) Switch: The WAN Switch deployed should be capable of delivering highly available secure converged network services. It will be the backbone connection to the Internet, providing access to all users through the ISP.  It will be capable of handling increased requirements for gigabit (bandwidth) scalability, and will have high-availability and scalability to support a wide range of interface densities, performance, and integration of various service modules.  Switches may be devices already in place or devices, provided by the ISP or purchased by USDA and currently used to support USDA applications for the respective USDA agencies and business partners. 

· Virtual Private Network Device: Virtual Private Network (VPN) devices are used site-to-site in a WAN infrastructure to connect branch offices, home offices, or business partners' sites to all or portions of the USDA's network.   The VPN device shall be a high-end Internet access router designed to provide multiple IP services including secure IPSec tunneling.  The device should have tight security features, performance, and scalability, and operate as a fully integrated VPN gateway.  It shall be capable of handling large traffic loads, supports secure site-to-site and remote access VPNs with over 1000 IPSec tunnels.

The VPN shall do IPSec tunneling and encryption. It shall support triple DES. The IPSec tunneling and encryption supports both 56-bit DES and 168-bit DES encryption, with HMAC-MD5 and HMACSHA1 message authentication. The system should also support X.509 formatted digital certifications.

· Premise Router: The Premise Router provides controls for access to USDA components at the local facility.  This router identifies specific access paths to components by individual IP address and Access Control Lists (ACLs) that are maintained on the premise router.   The Premise Router will also be capable of handling increased requirements for gigabit scalability, high-availability, and shall support a wide range of interface densities, performance, and integration of various service modules.

· Firewalls: The eDeployment components require protection from malicious activities from the un-trusted network, the Internet.  This is accomplished by a properly configured firewall.  Firewalls will be installed at both the eDeployment deployment side as well as the telecommunication network side. These installations will follow the directives of Cyber Security Office.

· Intrusion Detection System: A network intrusion detection system (IDS) shall be implemented in the telecommunication architecture to help identify unauthorized and undesired activities.  The network IDS shall be capable of handling true gigabit bandwidths and shall have high-availability.  This may be accomplished with a single device or with distributed components that are screening different protocols.

Security Features

Security components include both access control between the USDA intranet and the public Internet and access between Internet Protocol (IP) entities within the USDA intranet. Distributed computing present special security challenges, not the least of which is that transactions between systems may cross vulnerable networks.
 Security is critical to the success, use and stability of the network. Features, such as confidentiality, integrity, and availability will be included to protect network elements from various types of attacks leading to misuse and abuse of the software functions within a network element. 

The eDeployment initiative will utilize the UTN telecommunication network. The eDeployment solution will use the UTN as its inter-Agency transport. The UTN has been designed to meet all of the Cyber Security Program requirements in this regard. In this context, security will address the following:
· Confidentiality: Confidentiality will be provided by preventing unauthorized access the information. To this end, follow the Cyber Security Office directives on encryption.

· System Integrity: System Integrity is ensuring the telecommunication components are providing an acceptable level of service that has been predefined. Exploitation of vulnerabilities associated with system integrity may result in service denial, disruption, or the unauthorized modification of user or network information and network services.  The growth of services and real-time switch capacities will be adequately planned in order to mitigate vulnerabilities to disruption and denial of service problems that may affect the integrity of a system.

· System Reliability: The telecommunications architecture will use components that have been tested and that are well known for their ability to be consistent (their functionality shall return error-free and predictable results in a controlled environment).
· System Availability: The telecommunications architecture will ensure that the systems are capable of providing access to authorized users.
Other security features are as follows:

· Firewall:  The firewall deployment will be eDeployment team responsibility and installation and maintenance will follow the directives of the USDA Cyber Security Office. Some of the firewall features are as follows:
· The firewall will be set to deny all traffic unless explicitly allowed.  Services permitted to pass through a firewall (inbound or outbound) shall be documented to include the service allowed, description of the service, business case necessitating the service, and internal management and security controls associated with the service. 

· Inbound filtering will be performed to exclude/reject all data packets that have an internal host address (source address is the local domain).  

· Outbound filtering will be performed to prohibit packets from leaving the USDA network that have non-USDA addresses as their source address.  VPN traffic will be exempted from any firewall filtering activity.

· Auditing: All telecommunication components will have an audit capability to monitor operation and substantiate investigations of real or perceived incidents.  The audit logs will track information on transactions (i.e. IP address, date, time, port, URL), attempted access to network services, rejected source routed addresses, and redirects.  The components must also provide a remote notification capability that can be managed and configured as deemed necessary by Cyber Security.

The OCIO Cyber Security Office provides Departmental security policy and directions, and provides assistance to individual USDA agencies to develop common security designs, implementation, and trouble resolution. Compliance with the security requirements as defined, provided, and reviewed by the USDA Cyber Security Office is required by eDeployment:

Node Locations

The eDeployment enablers will provide a collection of solutions and components that will allow USDA and its Agencies to provide enhanced online services, automate processes, and streamline business processes in a way that maximizes USDA IT investments. The eDeployment initiative maybe hosted at multiple locations. To enable these solutions and provide time and cost effective access to the Department/Agency resources, the eDeployment architecture is dependent on the telecommunications network.  The eDeployment Team will continue to work with the UTN Team regarding the strategic component of the USDA inter-agency network and will also work with the USDA OCIO Telecommunications Support Organization (TSO) to define operational support requirements associated with eDeployment.  

Current Scenario:

USDA’s current telecommunications network infrastructure is comprised of numerous overlapping Agency networks that connect at the major internet access points (nodes) operated by the Office of Chief Information Officer (OCIO). Currently, there are eight network nodes that converge at the OCIO major network.  Each node services a group of Agencies. Each Agency has its own network that is connected to these nodes. 

eDeployment Scenario:

The UTN initiative will be an enabling telecommunications infrastructure to support USDA Department-level and Agency/Office–level business processes in the context of the USDA eGovernment and Enterprise Architecture initiatives. It will provide wide area inter-Agency and public Internet capabilities for all USDA Agencies.

The proposed eDeployment framework maybe hosted at multiple node locations. The selection of the node depends on a multitude of factors with availability of appropriate telecommunications network as one of the major components. The evaluation of node locations may be conducted at 2-levels:

· Deployment of Department-level components; and

· Deployment of Agency level components.

The deployment of Department-level eDeployment components initially will be based on the following factors:

· Geographical location of the Early Adopters;

· User Traffic; and 

· Costs.

Therefore, for example, the decision of hosting the eDeployment components at the Kansas City or Washington DC NITC centers may depend on the location of the Early Adopters and the location of their users. Please note that this example is from the telecommunications perspective only. Other architectural factors like the available infrastructure; cost of acquisition of new infrastructure etc will also be prime factors in the deployment of these components.

The Agency-specific components include non-shared Document Management Production Environments, Development, Staging and Production environments for Web Content Management.  The hosting of such deployments will thus be inside the Agency supported networks. Hence, these agency level components will connect to Agency networks and Internet access will be provided through the UTN via new, additional, or existing circuits, which will be sized according to support to the associated peak traffic volume

1.3 Migration and Deployment

The eDeployment team will work in collaboration with the UTN team in defining, developing, and reviewing the eDeployment telecommunication requirements to ensure that the eDeployment requirements are clearly defined, understood, and can be accommodated in the time frame required by the initiative. The cross-initiative leveraging of efforts will reduce time and cost of implementation. Some telecommunication assets are already in place and will be leveraged wherever possible and new requirements conveyed to UTN. The eDeployment team will continuously assess the need for additional telecommunication components to cater to the growing User population as the initiative moves from Early Adopters to all Agencies. 

Gap Analysis/Impact assessment

Currently, most of the Agency applications exist in isolation and individually connect to the telecommunication services. The proposed eDeployment initiative envisions a common architecture that supports Web Content Management, Document Management, and Portal Services. To this end, eDeployment will leverage the UTN infrastructure to host its components at both the Department and Agency levels. 

Since UTN - a Department-Agency wide telecommunications initiative in line with eDeployment requirements is underway, it is essential at this time to identify unique eDeployment requirements rather than conduct a gap analysis for the current in-place infrastructure. The existing telecommunications capabilities at the Data Centers will though be used for the deployment for Early Adopters. The existing infrastructure can provide limited support. Some of the support issues that will arise are:

· Cost of adding telecommunications infrastructure;

· Bandwidth support;

· Distance to the node from Agency network; and

· User support.

There are two categories of network impacts: those on the USDA inter-Agency network, and those on the individual Agency networks. The eDeployment team has been working with the UTN team to better ensure that the eDeployment requirements will be incorporated into the next generation USDA network. However, the specific impact to individual Agency networks is unknown at this time.

Telecommunications Plan for System Infrastructure

The telecommunications and data-networking infrastructure are at the center-stage enabling the eGovernment initiatives. With the increased electronic visibility for the Department, it is estimated that over three million users per year will access the Department resources for information, education and electronic business. Under such scenario, network stability and performance becomes the key factor in the success of the eDeployment initiative. Hence, the Telecommunication plan will aim to provide continued access with high performance users by adopting the best-of-the-breed technologies.

1.4 Technology assessment

Telecommunication networks are a business necessity to enable the ubiquitous web presence and enhanced business processes. In the event of a failure of the telecommunication networks, the Department may suffer significant loss of users/consumers, productivity, business, monetary and reputation. The eDeployment initiative will leverage the cutting edge technology offered by the UTN initiative and work in collaboration with the UTN team to deploy its components. The relationship between the eDeployment team and the UTN team is of symbiotic nature as the eDeployment; other eGovernment initiatives and Agencies will drive the architecture and technology of the UTN infrastructure.  

1.5 Alternatives Analysis

A number of alternative architectures will exist for eDeployment enablers ranging from distributed hosting to Agency-site hosting to shared hosting between Agencies. All the alternatives for the eDeployment initiative will though share commonality of infrastructure requirements that includes access to the Data Center and telecommunications network at the Agency level.

As the project progresses, the eDeployment team and the UTN team will work together to determine the best framework for the implementation.

Cost/Performance Trade-off

Since the development of an eDeployment telecommunication network is not a consideration, the telecommunication costs to the eDeployment will occur due to the following:

· Usage costs as applied by UTN for connection to WAN; 

· Potential circuit connectivity costs associated with dedicated eDeployment related circuits between the eDeployment solution and the USDA WAN node; and

· Cost of firewalls and other maintenance.

Please note that the costs presented here are costs that will be incurred by the eDeployment team. These do not include the costs incurred by the Agencies to connect to the eDeployment service. Thus the cost/performance trade-off is at 2 sides of the network:

· eDeployment side; and

· Agency side.

As per discussions with UTN team, UTN has agreed to accommodate the eDeployment telecommunications network requirements to enable optimal performance. Hence discussion on cost/performance trade-off in the initial stages of deployment will not be an issue. The eDeployment team plans to coordinate with the UTN team, to ensure that the adequate circuit capacity is forecasted and planned for the UTN to accommodate growth in the rollout of eDevelopment solutions and/or the traffic associated with the use of existing eDevelopment solutions.

The eDeployment team does not have any control over Agency networks, although eDeployment team will conduct an analysis of the Agency networks in collaboration with UTN to assess suitability to eDeployment solutions. Any network upgradation(s) as a result of such analysis are the responsibility of the Agency and the cost/performance tradeoff for such upgradation(s) will be part of the Agency Project Analysis.

1.6 Support from the OCIO/TSO

USDA’s current telecommunications network infrastructure is comprised of numerous overlapping Agency networks that connect at the major Internet access points operated by the Office of Chief Information Officer (OCIO). To address the challenges of the coordinated planning, monitoring, management and controlled growth of the networks, the OCIO with the support of Agency leaders and the Telecommunications Advisory Sub-Council (TASC) are currently working on Department-wide Universal Telecommunications Network (UTN) initiative.

The Telecommunication Services and Operations (TSO) branch is currently taking steps to develop, implement, and operate a shared corporate telecommunications network as well as ensure that it is consistent with the Department’s integrated Enterprise Architecture. Based on this, it is imperative for the eDeployment team to leverage and integrate with the Department-wide telecommunication network.  

1.7 Sources for Telecommunications Services and Equipment

The eDeployment architecture will initially leverage the existing Networks at NITC, Service centers and Agency networks. In an effort to re-use organizational assets, the eDeployment initiative plans to share existing telecommunications equipment/services as a first source of supply prior to any new acquisitions.  Equipment may also be sourced from CPEO or the General Services Administration (GSA). With the enabling of UTN, eDeployment will utilize the services offered. Any upgrades to the telecommunications system will be the responsibility of UTN based on eDeployment business requirements. 

Telecommunications Costs 

eDeployment will utilize the telecommunication network created by the UTN team to support its services. This is due to the fact that UTN is a Department-wide telecommunications infrastructure that will provide cutting edge telecommunication network and infrastructure for the Department, Agencies and the eGovernment initiatives, the telecommunication costs to the eDeployment will occur due to the following: 

· Usage costs as applied by UTN for connection to WAN; and

· Cost of firewalls and other maintenance.

Telecommunication costs incurred by Agencies are not part of the costs incurred by the eDeployment initiative. Thus Agencies pay usage costs at their end to connect to the WAN. Also, any costs of modifications to the Agency network are responsibility of the Agency. 

UTN initiative is currently in the Select Business Case phase. Currently a pricing structure has not been defined. Specific costs concerning the deployment of firewalls and other maintenance costs will be determined at vendor selection phase.

2 Enterprise Architecture Impacts

In line with the Enterprise Architecture vision, the eDeployment architecture will provide interoperability, security and high level of performance. This will be accomplished by:

· Using the existing networks at NITC centers, Service Centers, and Agencies; 

· Leveraging the Department-wide UTN initiative; and

· Addressing common architectural components that are cross-Agency, are centrally or universally mandated, or have significant economies-of-scale.  

Performance Measures

Performance measurement is the process whereby an organization establishes the parameters within which programs, investments, and acquisitions are reaching the desired results in support of mission goals.  Performance measures are defined during the design phase and assessed during subsequent phases. The focus of performance measurement is on outcomes, or how well the IT investment enables the program or agency to accomplish its primary mission. 

The following assumptions have been made with reference to the Performance measures:

· WAN will be 24/7 at 99.9% availability outside of scheduled maintenance; and

· Latency and bandwidth will be measured on a periodic basis by the WAN team. UTN latency and bandwidth reports will be available to the eDeployment team on a periodic basis further defined at a later stage of the project.

Please refer to eDeployment - Business Profile – Performance Measures to review the measurements that have a dependency on the performance of the telecommunication architecture.  As measurements are collected, undesired results may provide indications leading to the supporting infrastructure.  As the eDeployment performance is evaluated, the telecommunication architecture may need consideration in order to ensure that USDA gains the best value from the investment in the solution. The following performance criteria have been identified for eDeployment telecommunication architecture:

· Availability;

· Reliability;

· Security;

· Stability;

· Robustness;

· Customer Service; and

· Cost Effective.

Special Requirements for the Project

There are currently no known special requirements for the eDeployment solution that would require a waiver from the requirements as outlined in the government-wide acquisition vehicles (FTS2001, WITS2001, and Metropolitan Area Acquisitions) prescribed in Departmental Regulation 3300-1, Telecommunication. A waiver will be completed if a need arises.
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