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1 Introduction

In defining the solutions that meet the needs of the eLearning eGovernment initiative, a technical requirements gathering process is necessary.  As opposed to functional requirements that ensure that a system provides all the features necessary as dictated by the user community, technical requirements outline criteria of how these features should be delivered.  Technical requirements, in conjunction with functional requirements, serve as input to the technical architecture as well as the vendor selection processes.  The key technology drivers listed in Section 3 document the basic components that are necessary in any enterprise solution. The technical requirements are greatly influenced by these drivers.
The purpose of this document is to provide a comprehensive list of technical requirements for all eLearning enabler initiatives. The following sections will address:

· Current architectural environment: This section provides a brief overview of the current USDA environment as it relates to the eLearning initiatives;

· Architectural Drivers: This section identifies architectural drivers that provide a basis for the technical requirements;

· Technical Requirements: The technical requirements section provides a detailed list of requirements for eLearning; and 

· Assumptions: This section provides a list of the assumptions that were made in formulating the technical requirements.

Please note that this is a select phase business case document.  It should be expected that contents of this document might change and evolve in response to additional information, and change of initiative direction and user requirements.  Additionally, requirements outline desired capability for the long term.  Some of these capabilities may not be implemented in the initial phases of the eLearning initiative.

2 Current Technical Architecture Assessment

Department-wide capabilities do not currently exist within USDA in the area of eLearning.  Some Agencies implement their own technology solutions to address their learning needs while others use printed and class room approaches to learning.  This has resulted in redundant development efforts across the Department. This stovepipe approach to eLearning has hampered USDA in being cost effective towards IT investments as well as in delivering maximal value to its customers. For more details on the current USDA technical environment, please refer to the Technical Profile- Analysis of Existing Systems select level business case document.

3 Architecture Drivers

The following architecture drivers are at the crux of the technical requirements that are contained in the sections to follow:

Suitability 

The solution technology must be suitable for the Department’s business (functional) requirements and its technological environment.  Suitability to both the business and technological environment is further complicated due to changing business needs and market trends.  It is of prime importance that the solution technology should remain suitable over a period of time and is easily adaptable to support future requirements.
Performance 

Performance measures the ability of a system to deliver the intended capabilities within the specified application response time.  One of the key goals of the designed solution should be to meet the minimum Performance Standards. These performance standards are derived from business requirements.  The solution has to perform at the required level under stress from large volumes and sudden traffic peaks, along with possible differences in user configurations.

Resilience  

Resilience is the ability to cope with problems gracefully, as opposed to failing at the smallest error.  Internet technology has enabled the deployment of applications to a large audience.  A large user community inherently makes user training a difficult task.  Systems should require minimal reliance on users’ technical background and should provide adequate exception handling to ensure that errors do not occur.

Interoperability 

Interoperability is ensuring that all parts of the system work together and is of primary importance for the eLearning initiative.  It is becoming more common in the current market to assemble a solution from components provided by multiple vendors.  Interoperability between vendor products within an initiative, interoperability between different enabling initiatives, and interoperability within existing USDA systems all fall into this category. This driver relies on the need for strong architecture skills and proper testing.

Availability  

The technology architecture must be able to support the application at required times (potentially running on a full 24x7 schedule).  Opening access to corporate applications through the Internet typically extends the availability requirements.  There is, however, a trade off to the added complexity and cost of 24X7 availability.  Having applications offline for a short period during low usage hours to handle backup and other maintenance operations might be a realistic alterative.  There are two types of availability stops:

· Planned availability stops (such as maintenance activities; and) 

· Non-planned availability stop (such as unpredicted hardware or software malfunctions.) 

Security 

The solution must support the appropriate level of security.  Security is a critical driver at the USDA due to data privacy and national security.  Security considerations are discussed in further detail in the Technology Profile - Security Plan Select Level Business Case deliverable.  

Scalability  

A solution is scalable if it can change to meet increases in transaction/request volume. The scalability driver is critical at USDA since enabler capabilities will be rolled out to Agencies incrementally.  As more Agencies come on board and more Agency applications leverage the enabler components, the solution has to accommodate the increasing number of users and volume of data. 

Scalability can be either vertical or horizontal:

· Vertical scalability is the ability to increase the power of a particular hardware component to support growth (for example, adding CPUs, RAM, cache, disks to a server). Vertical scaling offers quick solutions to many scalability issues, but the law of diminishing returns dictates that there will always be a level at which simply adding more hardware has very little affect; and 

· Horizontal scalability is the ability to increase the number of parallel hardware components to support a particular part of the architecture (such as introducing a new application server or database server). 

Flexibility  

Flexibility is the ability to change the solution to quickly meet new business requirements. Flexibility is not a single entity, but is generally the combination of other architectural goals. Adhering to industry standards and using Enterprise Application Integration solutions (as opposed to custom system interfaces) are a couple of ways to ensure solution flexibility. 

Equipment  

Equipment make-up is another factor in the solution design.  Equipment can generally be classified into:
· Terminal devices (client), such as personal computers, mobile devices, interactive TVs, and kiosks; 

· Network (access channel), such as network (Internet) access point, routers, modems, and firewalls; and 

· Server devices, such as web servers, application servers, video stream servers, authentication and authorization servers. 

As a general rule, scalability, performance, and reliability should be primary considerations in obtaining network and server equipment. 

The above drivers, in conjunction with functional requirements, were used as inputs in deriving the technical requirements identified for the eLearning initiative.

Technical Requirements

The requirements document addresses all of the technical requirements for the eLearning solution.  The requirements table lists the requirement number, the requirement, the grouping, the priority, and the requirement description.   

The requirements groupings are as follows:

· Administration;

· Application Programmability; 

· Authentication and Authorization;

· Compliance; 

· Content Management;

· Execution Architecture; 

· File Management;

· Infrastructure; 

· Integration;

· Interoperability;

· Operations;

· Operations Architecture;

· Scalability and Performance; 

· Security; and 

· System Administration.

Priority identifies the relative priority of each requirement by numeric value.  The values within this field are 1, 2, or 3.  

· High Priority requirements are denoted with the number 1.  These High Priority requirements must be met by the system in order to be deemed compliant.  

· Medium Priority requirements, designated with the number 2, are requirements that are desired as part of the solution, but are not mandatory for the first implementation. 

· Low Priority requirements, denoted with a Priority Number of 3, correspond to requirements that provide best practices that support the implementation of efficient and effective functionality, but do not directly implement a functional requirement alone.  

The eLearning technical requirements are listed in the table on the following page.

Table 4 – Technical Requirements – eLearning 

	#
	Requirement 
	Grouping
	Priority
	Requirement Description

	
	The solution should provide web-enabled administration capability.
	Administration
	1
	The solution should provide for a complete web-enabled administration console. These tools should allow users to remotely perform their tasks; learners are able to enroll in classes and system administrators are able to access the network.

	EL 1. 
	The solution APIs function should be fully documented and supported.
	Administration
	1
	Any product, process, or procedure should be fully documented. 

	EL 2. 
	The solution should provide monitoring tools.
	Administration
	1
	The application should provide basic monitoring capabilities to determine transaction volume and application responsiveness.

	EL 3. 
	The solution should provide mechanism to create batch jobs for administrative activities.
	Administration
	2
	The solution should provide the capability for creating batch jobs. For example, creating a job to upload 1000 users at one time.

	EL 4. 
	The solution should provide visual configuration tools.
	Administration
	3
	The solution should provide GUI based tools for configuration management of the solution.  These tools would be used for the initial configuration of the solution and subsequent releases. 

	EL 5. 
	The solution should provide an open API (Application Programming Interface) to facilitate custom development/modifications.
	Application Programmability
	1
	The solution should enable custom development, third party tool integration, and future implementations. The solution should support common industry architecture standards such as XML, JDBC, ODBC, FTP, HTTP, Web Folders (also WebDAV for Web Content Solution), etc., to support existing applications and databases. The solution should also support the use of protocols, architectural standards, and common programming languages. 

	EL 6. 
	The solution should not require modifications to the base code. 
	Application Programmability
	1
	Where possible, modifications to solution components/configuration should be accomplished via changes to style/APIs rather than the base code. Changes to base code not only add to the cost of the solution, but also restrict the adaptability of the solution to upgrades and servicing. 

	EL 7. 
	The solution should be capable of integrating with USDA’s planned eAuthentication solution.
	Authentication & Authorization
	1
	The solution should be easily integrated with the department’s planned eAuthentication solution.  Please refer to the eAuthentication Business Case.

	EL 8. 
	The solution should provide an integrated user management and permission system to be used for role-based user authentication and authorization.
	Authentication & Authorization
	1
	The solution should provide tools for User Management (such as creating, deleting, updating and assigning roles), Authorization (for enforcing usage rights around the content) and Permissions Management (for providing real-time permissions to access content and approvals).

	EL 9. 
	The solution should comply with industry standards.
	Compliance
	1
	The solution and learning objects should be AICC (Aviation Industry CBT Committee) and SCORM (Sharable Courseware Object Reference Model) compliant.

	EL 10. 
	The system should comply with Section 508.
	Compliance
	1
	The system should meet all accessibility requirements defined under Section 508 of the US Government Rehabilitation Act.

	EL 11. 
	The solution should provide a means to integrate learning content developed by subscription through third party contractors.
	Content Management
	1
	The solutions should allow users to access third party learning content pertinent to the curriculum, such as LearningTree.

	EL 12. 
	The solution should have an integrated content creation tool.
	Content Management
	1
	The solution should have an integrated content creation tool.

	EL 13. 
	The solution should be able to facilitate a scalable caching architecture.
	Execution Architecture
	1
	The system should have the ability to deploy cached content on multiple web servers.

The solution should also have the ability to synchronize cached content on multiple distributed web servers

	EL 14. 
	The solution architecture should have separate user interface, business logic, and data access layers.
	Execution Architecture
	1
	The solution architecture should separate the three tiers of user interface, business logic and data access layers to provide enhanced design flexibility.

	EL 15. 
	The solution should be deployable within the USDA firewall infrastructure and policies.
	Execution Architecture
	1
	The solution should easily integrate with existing USDA infrastructure and policies for accessing information within department firewalls.

	EL 16. 
	The solution should facilitate communication across corporate firewall.
	Execution Architecture
	1
	The solution should be able to support transactions originating from both sides of the corporate firewall.

	EL 17. 
	The solution should allow for distributed data/content repositories.
	Execution Architecture
	1
	The solution architecture should allow distributed architecture for data and content repositories.

	EL 18. 
	The solution should comply with component-based architecture.
	Execution Architecture
	1
	The solution should follow the component-based application design approach to enable customizability, modularity, replace-ability, and extensibility.

Customizability: The solution should be easy to customize to USDA specific requirements not fulfilled by out-of-box functionality and available third party tools.

Modularity: The solution architecture should be module based and provide ease of assembly and maintenance.

Replaceability: The solution should be easy to replace with minimal time and cost.

Extensibility: The solution should support custom extensions to better suit specific needs.

	EL 19. 
	The solution should be platform independent.
	Execution Architecture
	1
	All components of the system should be hardware and operating system independent.

	EL 20. 
	The solution should support XML standards for data interchange.
	Execution Architecture
	1
	The solution should be able to support XML for data interchange.

	EL 21. 
	The presentation layer of the solution should be web-based and fully compliant with standard browsers.
	Execution Architecture
	1
	The user should be able to access the solution from a standard web browser. 

	EL 22. 
	The solution should be able to support users accessing information via extranets.
	Execution Architecture
	1
	The solution should have the ability to provide the user access from networks outside the department/Agency.

	EL 23. 
	The solution should integrate with large storage components.
	Execution Architecture
	2
	The solution will require data storage for user profile information, indexes, configuration information, job schedules, etc. The solution will require compatibility with large storage components such as Storage Area Networks (SAN).

	EL 24. 
	The solution should support multi-site deployment.


	Execution Architecture
	2
	The solution should support distributed, multiple-data centers deployment for optimal response time.  

A multi-site deployment would work as a single unit and enables the system to direct the users to the most optimal servers for quick response time and positive user experience.

	EL 25. 
	The collaborative components within the virtual classroom feature should be easy to integrate with content sources to allow for real-time sharing of information.
	Execution Architecture
	2
	Integration of virtual classrooms with different content repositories (documents, web sites, etc.) would allow sharing of content during collaboration.

	EL 26. 
	The solution should provide virus protection.
	File Management
	1
	The solution should support virus protection on any uploaded file (course content). 



	EL 27. 
	The solution should support multimedia content for users with adequate bandwidth.  Low-bandwidth users should be provided with alternative delivery of the same content.
	Infrastructure
	1
	The solution should enable all users with adequate bandwidths to access all forms of digital content, including streaming audio and video.  Users who do not have adequate bandwidth would receive the same learning but in a text only or text and audio format.



	EL 28. 
	The solution should be built on mature technologies.
	Infrastructure
	1
	The solution should be built on proven and tested technologies from established vendors.

	EL 29. 
	The solution should not require installation of software through physical mediums such as CDs.  However, the option of lesson distribution through physical mediums should always be available.  
	Infrastructure
	3
	The solution should not require users to manually install training material through CD-ROMs or floppy disks.  The solution should be able to integrate with the use of online support software such as DirectX.

Tracking through the LMS/LCMS should still be performed for users who receive CD-based lessons.

	EL 30. 
	Download of additional components should not be necessary for use of core LMS/LCMS functionality.
	Infrastructure
	1
	Downloading of components such as Shockwave should not be required for basic LMS functions.  Lesson delivery may require download of additional components.  

	EL 31. 
	Resource requirements of learners’ machines should not be intensive.  The solution should be able to leverage existing USDA desktops and laptops.
	Infrastructure
	1
	Required hard drive capacity, memory capacity, and CPU cycle speed for use of the eLearning solution should not far exceed what is currently available at USDA.  The solution should minimize client side processing to avoid USDA investment in new client machines.

	
	The solutions should integrate with third party software such as email, authoring software/tools, synchronous training, and reporting tools.
	Integration
	1
	The solution should integrate with tools that provide collaborative (email, IM, etc.), content authoring (Flash, CourseBuilder, etc.), and reporting (Crystal Reports, Business Objects, etc.) functionalities.

	EL 32. 
	The solutions should provide integration with HR and financial systems and other enterprise support systems.
	Integration
	1
	The solution should integrate with:
-  NFC systems: Payroll/personnel
-  TRAI (Training Information System)
-  PCMS (Purchase Card Management System)
-  FFIS (Foundation Financial Information System)

	EL 33. 
	The solution should support access to a variety of standard databases.
	Integration
	1
	The solution should support access to databases, for example:

SQL Server

Oracle

Sybase

	EL 34. 
	The solution should support access to and integration with existing enterprise directories.
	Integration
	1
	The solution should support access to and integration with directories such as LDAP, Active Directory and Novell, etc.

These can be used to retrieve user information.

	EL 35. 
	The solution should support web services.
	Interoperability
	1
	Web services are objects that are based on open standards, which provide additional support to integrate third party tools and extend solution programmability.

	EL 36. 
	The solution should support open standards to enable seamless interoperability in a heterogeneous environment.
	Interoperability
	2
	The solution should rely on open standards (CORBA, XML, Web Services, etc) instead of proprietary protocols for application integration.  



	EL 37. 
	The solution architecture should support load balancing.
	Operations
	1
	Load balancing means dividing the amount of work that a system has to do across multiple instances of that system for the purposes of sharing workload. User state would be maintained across the multiple instances of the solution.

	EL 38. 
	The solution should provide fault-tolerant /fail-over features.
	Operations
	1
	Fault-tolerant describes a system or component design that, in the event of a component failure, provides a backup component or procedure immediately to take the place of the failed component with no loss of service.

Fail-over is a backup operational mode in which the functions of a system component (such as a server, network, or database) are assumed by secondary system components when the primary component becomes unavailable through either failure or scheduled down time.

Fail-over is typically an integral part of mission-critical systems that should be constantly available. The procedure involves automatically offloading tasks to a standby system component so that the procedure is as seamless as possible to the end user. 

	EL 39. 
	The solution should integrate with the USDA backup and recovery solutions.
	Operations
	1
	The solution should be rolled into existing USDA onsite and offsite backup/recovery solutions such as the tape management systems.

	EL 40. 
	The solution should provide mechanisms to archive and purge content.
	Operations
	1
	The solution should provide the capability to manage the archiving and deletion of out-of-date content through administrative tools and automated processes where appropriate. 

	EL 41. 
	The solution should allow the network management of the solution to integrate with existing USDA and mainstream network management solutions.
	Operations 
	1
	The solution should be easy to integrate with the existing network management solutions at USDA and its Agencies.  It should also support network management solutions such as Microsoft Management Console, BMC Patrol, or IBM Tivoli.

	EL 42. 
	The solution should support direct queries to the database
	Operations
	1
	The solution should enable “SuperUsers” to query the database.

	EL 43. 
	The solution should allow for product upgrades on top of existing versions unless un-installation is a better alternative.
	Operations
	2
	The solution should allow installation of upgrades without the need of uninstalling all components.  In addition, the upgrades should provide compatibility with third party components integrated with the solution.

	EL 44. 
	The solution should allow for integration with existing and planned solutions/applications such as portals, document management, etc.
	Operations Architecture
	1
	The solution should integrate existing applications, websites, databases, workflow systems, and document management systems into the system. 

	EL 45. 
	The solution should support re-use of organizational assets and provide tools to mass import existing content.
	Operations Architecture
	1
	The solution should provide support for existing USDA and federal government web assets including existing web sites, templates, style sheets, multimedia, etc. The solution should also provide developers and web content managers the tools to re-use these assets; for example, the ability to mass import images and web sites in accordance to course requirements.

	EL 46. 
	The solution should support system performance benchmarks.
	Operations Architecture
	2
	The solution should maintain system performance benchmarks for analysis of current performance and future load bearings.

	EL 47. 
	The solution should be able to support a large user base at any time (number of targeted concurrent users TBD).
	Scalability & Performance
	1
	The solution should be able to successfully cater to a large user base concurrently with minimal upload time/delay for a smooth user experience.

	EL 48. 
	The solution should support 99% uptime.
	Scalability & Performance
	1
	The solution should be deployed in a reliable operating environment that supports 99% uptime.

	EL 49. 
	The solution should enable transmission of content over secure connections.
	Security
	1
	Content requiring security should be transmitted to and from browsers over a secure connection such as SSL.

	EL 50. 
	The solution should provide a robust security architecture to ensure lessons and performance data are accessible by the appropriate users.
	Security 
	1
	The solution should enable secure hosting of shared resources such as securely hosting data from multiple Agencies.

Security features should ensure data sharing is strictly limited to authorized users only.

	EL 51. 
	The solution should maintain logs of all user activities.
	System Administration
	2
	The solution should track all user events on the server; for example, user logins, activities performed by the user, user log-offs, etc.

	EL 52. 
	The solution should provide the ability to generate activity reports from user logs.
	System Administration
	2
	The solution should generate logging event reports compatible with generic reporting tools.


4 Assumptions

The assumptions section will list all the assumptions made about the eLearning initiative in the creation of the technical requirements.  Changes in assumptions may add to or modify the list of technical requirements.

Table 5 – Technical Requirement Assumptions

	Assumption

Number
	Initiative
	Assumption Description

	1
	eLearning
	The eLearning solution will be deployed enterprise-wide.

	2
	eLearning
	Deployment of the eLearning solution will occur in a phased approach beginning with early adopter Agencies and eventually extending across the enterprise.

	3
	eLearning
	The eLearning solution will be integrated with other enabler and strategic solutions.

	4
	eLearning
	eLearning content will be provided by the Agencies.
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