Descriptions of Email Messages Sent by the USDA eAuthentication Service
Email Subject: URGENT Registration/Activation Failure (USDA eAuthentication Employee Account)

Email Purpose:  The system generated email that is sent to an employee to notify them they have failed to authenticate their identity as required to register for their USDA eAuthentication Employee Account. 

Email is Sent When: An employee fails to authenticate their identity (the data they provided does not match their NFC records) using both the automated process and the manual process.  

Action Required:  The employee is directed to contact their HR representative to verify and/ or correct the information in their NFC personnel and payroll records.  Once the employee is certain the information is correct they start the registration process over from the beginning.
SAMPLE OF ACTUAL EMAIL MESSAGE

Descriptions of Email Messages Sent by the USDA eAuthentication Service
Email Subject: Activate Your USDA Employee Account with Level 2 Access within 7 days

Email Purpose:  The system generated confirmation email that provides instructions to the employee on to activate their employee account and confirm their email address

Email is Sent When:  An employee successfully registers for their USDA Employee Account and authenticates their identity (the data they provided matches match their NFC records) using either the automated process or the manual process.

Action Required:  The employee is directed to activate their account by clicking on the activation link contained in the email within 7 days.   

SAMPLE OF ACTUAL EMAIL MESSAGE

Descriptions of Email Messages Sent by the USDA eAuthentication Service
Email Subject Line:  URGENT Authenticate Employee Identity within 7 Days 

Email Purpose:   The email message that is sent to the designated Agency Registration Lead when an employee requires a manual verification of their identity by a member of the USDA eAuthentication team. 

Email is Sent When: The eAuthentication team member cannot locate the employee’s official telephone number that is required in the process to verify the employee’s identity 

Action Required:  Within seven days of the receipt of the email, the Agency Registration Lead must confirm that the employee identified in the email is employed by their agency. If the employee does in fact work for the agency, provide their official telephone number and the contact information for the employee’s HR representative.  If this information is not received in the requested time frame, the employee’s application for the requested account will be denied.  If the employee does turn out to be an employee after the account is denied, they will have to start the registration process over again.

SAMPLE OF ACTUAL EMAIL MESSAGE

FROM: � HYPERLINK "mailto:eAuthHelpDesk@usda.gov" ��eAuthHelpDesk@usda.gov�





SUBJECT: URGENT Registration/Activation Failure (USDA eAuthentication Employee Account)





Dear <USERID>:       �       �Unfortunately, we are unable to process your request for an USDA eAuthentication Employee Account with Level 2 Access at this time.  The information that you provided did not match your National Finance Center (NFC) personnel and payroll records.  You will need to contact your designated Human Resources (HR) representative and work to verify and/or correct the information in your NFC personnel and payroll records.  You will then need to register for your account again. 





For detailed requirements on the information collected to register and activate your account you can refer to the Activate Your Employee Account Help at   


http://� HYPERLINK "http://www.eauth.egov.usda.gov/employeeActivateHelp.html" ��www.eauth.egov.usda.gov/employeeActivateHelp.html�





Before you begin the registration process again, please ensure the following information you provide is exactly as it appears in your NFC personnel and payroll records.  





First Name, Last Name and Middle Initial


Social Security Number (SSN)


Date of Birth (DOB)


Home State 


Home City


Name of Employing Agency  


Duty Station Code


Service Computation Date (Leave)


Pay Plan, Grade and Step





If you do not know your HR representative, please contact your designated Agency Registration Lead who can work to provide you with name of your HR representative.�       


To find the contact information for your Agency Registration Lead you can refer to the following web page at   � HYPERLINK "http://www.eauth.egov.usda.gov/AgencyRegistrationLeads.html" ��http://www.eauth.egov.usda.gov/AgencyRegistrationLeads.html�





�Thank you,     �USDA eAuthentication Service       











FROM: � HYPERLINK "mailto:eAuthHelpDesk@usda.gov" ��eAuthHelpDesk@usda.gov�


SUBJECT: Activate Your USDA Employee Account with Level 2 Access within 7 days





Step 3 of 3 Account Activation and Email Verification





Congratulations USERID!





You have successfully created a USDA eAuthentication Employee Account with Level 2 access.





Please print and retain this message for your future reference.





The User ID you created is: <USERID>


The email address you provided is: <Email>





As the final step to the registration process you must do the following before you can use your employee account with Level 2 access:





Please wait approximately 20 minutes from the receipt of this email before you can activate your employee account.


Activate your account within seven (7) days of the receipt of this email.


Click ACTIVATE MY ACCOUNT





For technical assistance with the USDA eAuthentication system or your employee account, please contact the USDA eAuthentication Help Desk at � HYPERLINK "mailto:eAuthHelpDesk@usda.gov" ��eAuthHelpDesk@usda.gov�.


 Please include the following information in your email:


Your first and last name


Your eAuthentication User ID


Indicate whether you are a federal employee


The name of your employing agency


The URL (Web Address) of the Web site or application you were attempting to access


The text of any error messages and a detailed description of the problem


If you have trouble accessing your activation link above, please copy and paste the following link into your browser address bar:  <System Generated Link>








FROM:    � HYPERLINK "mailto:eAuthHelpDesk@usda.gov" ��eAuthHelpDesk@usda.gov�





SUBJECT:   URGENT Authenticate Employee Identity within 7 Days








<<Agency Lead>>,  





The following employee has applied for a USDA Employee Account and was unsuccessful in authenticating their identity using the automated process.  





<<USER ID>>


<<First Name Last Name>> 


<<email address>>


<<City>> <<State>>





We were not able to find this employee in the USDA Directory. In order authenticate this employee’s identity we need you to do the following within seven (7) days: 





Confirm whether or not this person is employed by your agency


Provide the accurate contact information for the employee (telephone and email address) 


Provide the contact information (name, telephone and email) of their designated HR Representative 





If we do not hear from you within seven (7) days, we will assume that this employee is unknown to your Agency.  Their application for an USDA eAuthentication Employee Account will be denied. 





Thank you!


USDA eAuthentication Help Desk


 











