



TO:

<Agency Employees>

FROM:  
<Agency Lead> 






June X, 2004

SUBJECT:
USDA eAuthentication Credentials for Current Employees in <Agency Name>
<Remove before sending to Agency Employees>

Instructions:  Agency Registration Leads are requested to modify this template for their individual agency and to distribute this memo to all current employees in accordance with their Agency Rollout Plan.

<Remove before sending to Agency Employees>

The Department of Agriculture (USDA) is expanding the employee credentialing effort under the USDA eAuthentication service to provide USDA eAuthentication Employee Accounts with Level 2 Access to all USDA employees.  The USDA eAuthentication Employee Accounts with Level 2 Access will have credentials or standardized User IDs and passwords. Employees will be able to use their standardized USDA eAuthentication service credential across the wide range of Internet (Web) based applications as the applications are integrated with the USDA eAuthentication service or the government-wide E-Authentication architecture.   For example, these credentials will be the login required to access AgLearn, USDA’s enterprise learning management system.  Expansion of access to AgLearn to all USDA employees is occurring simultaneously with this credentialing process; your AgLearn Lead, <name>, will contact you with more information about using AgLearn.
<For NRCS, FSA and RD only>

Employees with active credentials that were issued prior to July 1 will not need to obtain new credentials if you have used your credential.  USDA eAuthentication service credentials have already been issued to approximately 49,000 USDA employees, primarily to the employees of the Service Center agencies (FSA, NRCS, and RD).  Some of these employees have never utilized the credential.  Credentials that have not been utilized will be removed from the USDA eAuthentication service prior to the rollout of the credentialing expansion effort on July 1.  These employees will need to utilize the new self-registration method described below to obtain new credentials.  
<For NRCS, FSA and RD only>

All <Agency Name> employees should complete the USDA eAuthentication employee credentialing self-registration steps completed by <date>.  In order to complete this task, you will need information from the following sources: 

Earnings and Leave Statement (E&LS) AD-334:  Earnings and Leave Statements are either received in the mail or are accessed over the internet via the Employee Personal Pages, at https://www.nfc.usda.gov/personal/index2.asp.  

Personnel Action Form (PAF) SF 50-B: Personnel Action Forms are received by USDA employees whenever there is any change in their employment status or conditions, and are received at least once a year.  On the Personnel Action Form, the Duty Station Code can be found in Box 38, the Agency in Box 22 and the Service Comp. Date in Box 31.  If you are unable to locate any historical Personnel Action Forms, you should contact your Human Resources (HR) representative to receive this information. 

<Insert a listing of the HR representatives and contact information for your employees. >

Attached to this memo you will find a Job Aid, to assist you in registering for USDA eAuthentication credentials.  For more information about this process, you may contact your Agency Employee Registration Lead, <name> at <phone number>.  For technical assistance, please contact the eAuthentication Help Desk at eAuthHelpDesk@usda.gov.

cc: Human Resources Division Director

USDA eAuthentication Employee Credentialing Job Aid

Self-Registration Process
To obtain a USDA eAuthentication employee credential, starting on <date>, all <agency> employees should go to <URL>.  Enter the information required on the initial page, then click Next.  The information you entered will be compared to data stored for payroll and personnel purposes at the National Finance Center (NFC).  

You should feel assured that the information entered into the USDA eAuthentication service is handled through secure channels and is used only to validate your identity against information already known and stored at NFC.  If all of the data you enter matches the data held at NFC, you will be electronically issued a USDA eAuthentication Employee Account (User ID and password) with Level 2 assurance.   

You will need the following information:

	DATA POINT
	CRITERIA

	First Name, Last Name
	Please enter exactly as on Earnings and Leave Statement AD-334.

	Social Security Number
	Please enter your complete, 9 digit Social Security Number

	Date of Birth
	Please enter exactly as on Earnings and Leave Statement AD-334.

	Home State and Home City
	Please enter exactly as on Earnings and Leave Statement AD-334.

	Agency Name
	Please select the Agency Name listed in the first line of Box 22 of your most recent Personnel Action Form SF 50-B.

	Duty Station Code
	Please enter exactly as shown in Box 38 of your most recent Personnel Action Form SF 50-B, ##-####-###

	Service Comp. Date (Leave)
	Please enter exactly as shown in Box 31 of your most recent Personnel Action Form SF 50-B, ##-##-####,

	What is the net amount of your last paycheck?
	Please enter the amount shown on latest Earnings and Leave Statement AD-334, $######. ##,

	Pay Plan, Grade and Step
	Please select the Pay Plan, Grade and Step shown on your latest Earnings and Leave Statement AD-334.


On the second page, create and enter your User ID and password and enter your email address.  A valid email address is required to activate your account.  Click Next to complete the registration.

<If an agency wishes to provide guidance on User ID format to its employees, it should be detailed here.  Some examples include:

· Please use your first initial and last name as your User ID, i.e. jsmith

· Please use your full name as your User ID, i.e. johnsmith

· Please use your agency personnel number as your User ID, i.e. ABC57993
Please keep in mind that this guidance will not be binding, and eAuthentication will not be able to enforce agency User ID formats.>
You will need to confirm your email account in accordance with Government-wide standards before your USDA eAuthentication Employee Account with Level 2 Access is active.  Within 24 hours, you will receive an email from the USDA eAuthentication Help Desk containing an activation link; click this link to verify your email and activate your USDA eAuthentication Employee Account with Level 2 Access.  

Once you have confirmed your eAuthentication employee credential, it will become your official electronic identity online throughout USDA.  Please take great care in protecting your password and the security questions that you stored (Mother's Maiden Name, Date of Birth and PIN) - it is your responsibility to keep this electronic identity private to prevent identity theft.  Please do not share this password or write it down in an insecure location.

If you need further assistance with the USDA eAuthentication Employee Account with Level 2 Access account activation process, please visit the help guidance, at the following link:

<Insert Help Guidance Link>
Registration Scenarios

A small percentage of employees will encounter problems with this process due to discrepancies between the data you entered into the USDA eAuthentication service and the payroll and personnel data on file at NFC.  

If the system is not able to verify your payroll and personnel information, an account cannot be issued for you.  You will need to contact your HR Representative to update or recover your payroll and personnel data before attempting to re-try your registration.  Information may take up to 72 hours to be updated in the NFC system and the eAuthentication service.

For assistance in contacting your HR Representative or for questions about the registration process, please contact your Agency Employee Registration Lead , <name>, at <phone> or <email>.

For technical assistance with the eAuthentication system, please contact the USDA eAuthentication Help Desk at eAuthHelpDesk@usda.gov.

Appendix A: Screen Shots
The pictures below are of the USDA eAuthentication Employee Account with Level 2 Access activation pages where you will enter your information:
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In arder to activate your USDA eAuthentication Employee Account, please provide the follawing NFC personnel and payrall
information. Al information must appear exactly as it does in your USDA Earnings and Leave Statements and any Notifications of
Personnel Action you have received. If you have any additional questions abaut this form, please refer to the Activate Your
Employee Account Help page

Required fields are marked with an asterisk (*)
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Figure 1: Self-Registration Page 1
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Please enter the fallowing information in arder to continue the account creation process. All required fields are marked with an
asterisk (%)

1f you have any additional questions about this form, pleass refer to the Activate Your Employee Account help page.

First Name* John

Middle Initial

Last Name* smith

Agency* Agricultural Research Service

User 10 fismith123 6 Characters Minimum, per Agency Guidance
Password* 9-12 Characters

Confirm Password*
Email Address*: fismith123@usdla gov

Gonfirm Email Address* foritn123@usda gov

Hame State Colorado
Hame City*

Mother's Maiden Name*: [Smith

4 digit PIN™ [1234 NOTE: You cannot use a zero as the first digit

Date of Birth*: 12/12/1970
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Figure 2: Self-Registration Page 2
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Account ereation successfull
Your USDA eAuthentication Employes Account with Level 2 acoess has been created.

&5 the final step in the registration process, you will need to confirm your email aceaunt in accordance with Gevernment-wide
standards before your account is active. Within 24 hours, you will receive an email from the USDA eAuthentication Help Desk
containing an activation link; click this link to verify your email and activate your aceaunt within seven (7) days of the receipt of
the confirmation email,

Once you have confirmed your eAuthentication employee credential, it will become your official electronic identity online
throughout USDA. Please take great care in protecting your password and the security questions that you stored (Mother's
Waiden Name, Date of Birth and PIN) - it is your responsibility to keep this electronic identity private to prevent identity theft
Please do not share this password or write it down in an insecure location

If you do not receive the canfirmation email with the activation link within 24 hours, contact the USDA eAuthentication Help Desk
at eAuthHelpDesk@usda.gov . Please pravide the fallawing information in your request for assistance

Your first and last name
The User ID that you created

The email address that you used when registering
The name of your employing agency

The date you reqistered

Thank you,
USDA eauthentication Service
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Figure 3: Confirmation Page 
Appendix B: Existing User Accounts 
Non Service Center Employees:

(1) Some Employees have created a USDA eAuthentication Level 2 account for interim use with USDA applications.  If you registered online for a Level 2 account prior to the rollout of USDA employee credentialing process, we will contact you at the email address of record to determine whether this account is for use as a USDA customer or whether you wish to retain this as your official USDA eAuthentication Level 2 Employee Account.

(2) Some Employees have created a Level 1 eAuthentication account.  Access to many emerging applications and services requires a Level 2 account.  Therefore, you must proceed with the self-registration process to create an official USDA eAuthentication Level 2 Employee Account.

Service Center Employees (FSA, RD, NRCS):

(1) Service Center Employees with existing, active eAuthentication user accounts should continue to use this account for all existing and new applications connected to the eAuthentication system.

(2) Some Service Center Employees have been given an eAuthentication user account but have not yet used this account.  In this case, the account has been removed.  You should proceed with the self-registration process to create a new USDA eAuthentication Level 2 Employee Account.

(3) Some Service Center Employees have created a Level 1 eAuthentication account.  Access to many emerging applications and services requires a Level 2 account.  Therefore, you must proceed with the self-registration process to create an official USDA eAuthentication Level 2 Employee Account.


