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eAuthentication – Employee Credentialing Frequently Asked Questions (FAQs) Version 1,  July 23, 2003

Employee Credentialing Frequently Asked Questions (FAQs)

	Overview:  In efforts to provide timely employee credentialing information the USDA eAuthentication team has compiled several important frequently asked questions about the eAuthentication registration process for USDA Employees and Agency Registration Leads. 

	Employee FAQs:

· What is the security level of the registration website? 


· The informational pages of the eAuthentication system are public information and are not encrypted.  However, once a user clicks "Continue" to move into the registration forms, the online form is displayed via a Secure Socket Layer (SSL) communication between web browser and the web server. 

The encrypted connection indicates the web site is secure and can be verified by seeing the SSL symbol (a padlock in Internet Explorer) in the browser. A mouse-over on the symbol shows that SSL 128-bit encryption is being applied to the connection. 

· Where can the employee find examples of payroll and personnel data?


Examples of payroll forms (AD-334) and personnel data forms (SF-50B) can be found at http://www.egov.usda.gov/intranet/eAuth_EmpCred_Guide.htm.
If you need the userID and password for the eGovernment Web-site, please contact the eGovernment help desk at 202 720 6144 and request the userID and password for the eGovernment Web-site.

· How can an employee reduce the risk of an unsuccessful on-line registration?  
1. Carefully read all of the instructions provided by the Agency Registration Lead and the eAuthentication Employee Registration Web pages.

2. Register using their entire 9 digit Social Security Number (SSN).  If an employee only enters the last 4 digits of their SSN that is provided on the on-line version of the Earnings and Leave Statement, the system will not be able to match the SSN and the employee credentialing process will end unsuccessfully. .  

3. Register using the State and City shown in the Name and Address section in the lower left hand corner of their Earnings and Leave Statement (AD-334).  This is the City and State your earnings and Leave Statement is mailed to. Do NOT register using the City or State of birth. 

4. Register using NET Pay. This is the amount after taxes minus any travel or awards.  Do not register using annual salary or gross paycheck amount (amount before taxes and deductions) 

5. Review the information you have entered to verify the information before submitting it.  Most unsuccessful registrations are a result of typographical errors. 

6. If an employee is taken to a page displaying an “unsuccessful registration” notice: 

· Print the page and retain for future reference.   A security pass code is generated and displayed on this page. If the eAuthentication team cannot approve the account using the visual confirmation process, they must contact the employee by telephone to prove the employee’s identity and approve the account.  The pass code is a security measure and will be quoted to the employee by the eAuthentication Team member making the telephone call.  The security pass code provides assurance to the employee that the person calling is really a member of the eAuthentication team.

· Be patient and wait for either the confirmation email indicating their account was approved, or the telephone call from the eAuthentication Team to verify their identity and approve their account.  
· Do not attempt to re-register for an account unless instructed by the eAuthentication Team member that the registration was denied or after receiving a registration denial email from the eAuthentication Service.
Employee FAQs:

· What happens when an employee’s information does not match the NFC payroll/personnel records during on-line registration?
1. The account will need to be processed and approved manually by member of the eAuthentication Team.  This is a two step process.  First, the eAuthentication team attempts to validate the employee’s identity through a visual confirmation process.  If the discrepancy is within a set criterion (indicating a minor typo during the registration process), the employee’s account will be approved with no further contact from the eAuthentication Team.  The employee will be notified of the approval via email and will be instructed to activate the account by clicking on the included http link.

2. If the employee’s registration cannot be approved using the visual process, they will have to be interviewed via telephone to confirm their identity and approve their account. Employees should refer their copy of the “unsuccessful registration” screen providing the security pass code. The eAuthentication Team member will quote this code to the employee as a security measure.
3. The eAuthentication Team member will telephone the employee at their phone number on record (via the USDA online directory) to confirm their identity and approve their account.  They will make three separate attempts to contact them. If they do not contact the employee after the 3rd attempt, the account will be denied and the employee will have to re-register.  The employee will receive an email to this effect.

4. If the ARL does not provide the telephone number as requested within 3 business days, the account will be denied and the employee will have to re-register. The employee will receive an email to this effect.
· If an employee moves from one agency to another, does the employee have to get a new credential?


· There is no need to register for a new credential, personnel information is periodically updated within the eAuthentication system and the employee’s account will reflect the new agency.  



	Agency Registration Lead FAQs:

· What are the Roles and Responsibilities of the Agency Registration Lead?


· The ARL will support and execute eAuthentication registration activities and initiatives, maintain intra departmental communication efforts in regards to employee credentialing, and coordinate with application owners who plan to use the new credentials to protect their applications.  Specifically, the ARL will:

1. Assist employees in locating their HR Representative.

2. Assist the eAuthentication team in locating official phone number for employees attempting to register with the service.

3. Customize instruction templates and Job Aids and communicate them to Agency employees in accordance with the Agency Roll out plan. 


· What should the ARL do when he or she receive e-mails from the eAuthentication Team?


· Two types of emails will be sent to the Agency Registration Lead.  First, the ARLs will receive automated notifications of all employee registrations that have been denied for their agency.  This is to allow the ARL to track the numbers and types of employee failures if desired.  No further action is required upon receipt of these emails.

The second type of email is sent to the ARL when the eAuthentication team (usually the Help Desk) is unable to continue processing an employee registration due to a lack of contact information.  If the employee is unable to pass the online data verification process, the Help Desk will contact them at their official phone number to complete the manual verification process.  If the employee’s phone number cannot be located, the Help Desk will request the ARL’s help in determining the official phone number for the employee.  

Please respond to these emails with the phone number of record for the employee in question, or if the employee information is incorrect or the person is not an employee of the ARL’s Agency. If the ARL does not provide the telephone number as requested within 3 business days, the account will be denied and the employee will have to re-register.  

· The ARL has provided the eAuthentication Team with the requested telephone number for the employee, what happens next?

· Once the ARL sends a phone number to the eAuthentication team, the eAuthentication team will attempt to call the employee to complete the registration process.  The employee should not sign up again, nor should the ARL take any further action.  
The eAuthentication team will be in touch with the employee as soon as possible and will try to resolve the issue.  If the registration cannot be successfully completed via phone, the registration will be denied.  In this case, the employee should contact their HR Representative to ensure that payroll and personnel data is correct.
Agency Registration Lead FAQs:

· What Enhancements Have Been Implemented To Improve The Employee Registration Experience?

· Recent changes include improvements in the time needed to display the list of cities, updates to the text to provide better guidance on City and State, Paycheck Amount and changes to the Duty Station requirements to allow letters.
· What employees should apply for the USDA eAuthentication service Employee Credential with Level 2 Access?

· eAuthentication credentials should be distributed to all USDA employees in a timely manner to coincide with the Agency applications and employee need for their job functions or access USDA-specific sites such as AgLearn, retirement calculators, or Human Resources information.  Employees should use their USDA issued email address, but if the agency has not issued an official USDA email address, the employee can use whichever email address that they use to correspond with USDA officially.    
Complete compliance for an agency will be achieved when 1) all *eligible* employees with an immediate need have registered for their eAuthentication employee credentials and 2) a process is in place to register all other *eligible* employees when there is a need.  This does not include any students, part-time, or seasonal employees or any other employees who will not ever require eAuthentication employee credentials.
The types and numbers of employees who should receive credentials and the time frame for their credentialing should be detailed in the eAuthentication Agency Roll out Plans.  Because the eAuthentication employee credentialing data comes from the personnel and payroll databases at NFC, the eAuthentication team has no method to determine which Agency employees should be eligible for credentials and which should not.  Therefore, the bi-monthly reports on employee credentialing progress should not be interpreted to show the percentage of overall compliance as it will include the names of employees that the agencies deem to not need eAuthentication employee credentials.
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