[image: image1.jpg]USDA
SO





eAuthentication Program SLA


United States Department of Agriculture (USDA) eGovernment Program

Service Level Agreement

Between

{USDA Agency}

and 

USDA eAuthentication Program

DRAFT

December 2003







Table of Contents

21
Overview


21.1
Purpose


21.2
Effective Date and Duration


21.3
Review Process and Renewal


31.4
Renegotiation and Amendments/Alterations


31.5
Options to Obtain Additional Services


31.6
Problem Escalation and Arbitration


31.7
Termination of the SLA


42
Contacts


42.1
Contact Information and Roles


52.2
Contact Procedures


63
USDA eAuthentication Basic Services


73.1
USDA eAuthentication Service Systems Availability


73.2
Outages


73.2.1
Planned Outages – General eAuthentication System


73.2.2
Planned Outages – Agency Applications


93.2.3
Unplanned Outages


103.3
USDA eAuthentication Service Help Desk Services


113.4
USDA eAuthentication Service Supported Architectures


124
Agency Application Responsibilities


124.1
Pre-Requisites for Integrating with the USDA eAuthentication Service


134.2
Risk Assessments


134.3
Agency Responsibilities


154.4
Application Documentation Requirements


164.5
Electronic Signature and Records Management


185
Costs and Financial Arrangements


206
Signatures




Overview 
This Service-Level Agreement (SLA) describes the services, roles, and responsibilities for the USDA eAuthentication service and the participating agency application, service exclusions, standard operating procedures, and agreement terms.

1.1 Purpose

The purpose of this Service-Level Agreement is to provide a clear understanding of the commitments of the USDA eAuthentication service and {Agency CIO, all Agency Application Owners and Agency Technical Support for Participating Applications} (hereinafter “the agency”) as the service receiver, for {all Participating Application/Site} (hereinafter “the agency applications”). This SLA delineates the relationship between the USDA eAuthentication service and the agency applications, and describes the kinds and qualities of services, financial arrangements, and responsibilities of all parties involved. This SLA is consistent with all policies of the Federal Government and the USDA.  Where this SLA conflicts with Federal Government Laws or Policy, the Laws or Policy must apply and this SLA must be re-established.

This SLA does not cover the terms and conditions under which the applications are hosted or administered, the internal or customer training or communications, or the actual development, testing or implementation of specific agency applications.

1.2 Effective Date and Duration

This SLA is effective as of {SLA effective date}.

The duration of this agreement is one year, and it is renewed automatically every year thereafter. Notice of termination of this SLA can be initiated by either signatory and must be provided in writing to the other signatories at least 90 days in advance.

1.3 Review Process and Renewal

The USDA eAuthentication service and the agency application owner will schedule annual service quality review meetings in addition to those requested by either party.  Notification on continuing significant variations will be made as the variations occur, especially when they require ongoing management action.

Renegotiation and Amendments/Alterations

Either party may request changes to this SLA at any time. It is expected that revisions to this SLA will only be requested when warranted by significant actual or expected changes to the environments.  Revisions to this SLA will be made by mutual consent and in writing. All amendments and alterations will form a part of this SLA.

1.4 Options to Obtain Additional Services

If the Agency requires special or one-time additional services that are outside the scope of this SLA, the agency application owner or Agency CIO will make the request in writing to the USDA eAuthentication service Project Manger. This request should state clearly the need, nature, and scope of the additional service. The USDA eAuthentication service Project Manager and the agency application owner will then take actions that are mutually agreed upon. Any approved additional services and associated costs, if any, will be documented and will form part of this SLA.

1.5 Problem Escalation and Arbitration

The USDA eAuthentication service program and the agency application owner agree to try to resolve issues at the lowest practical level. The USDA eAuthentication service team and the agency agree to meet with the SLA Management Committee to present their disagreement. The SLA Management Committee consists of:

· Owen Unangst (USDA eAuthentication service Project Manager);

· {Agency CIO Name}, CIO; and  

· Chris Niedermayer; USDA eGovernment Lead.

The decision of the SLA Management Committee will be regarded as final and binding to both parties.

1.6 Termination of the SLA

Either party may terminate this SLA by providing at least 90 days written notice of the intent to terminate the entire SLA or a specific service covered in the SLA. It is implied that the termination of the SLA will cease provision of all services by the eAuthentication Team to the Agency Application Owner, as described in this SLA.

2 
Contacts

2.1 Contact Information and Roles 

The agency application owner agrees to maintain the information below and provide updates to the USDA eAuthentication service when there are changes.
Table 2.1A below lists the agency eAuthentication key personnel. 

Table 2.1A eAuthentication Key Personnel

	Name & Title

	Phone and Email 
	Role/Area of Responsibility

	
	
	

	
	
	

	
	
	

	
	
	


Table 2.1B lists the principal agency application owner contacts and roles for this SLA.  

Table 2.1B Application Owner Contacts

	Name & Title
	Phone and Email
	Agency, Organization, and Location
	Role/Area of Responsibility

	
	 
	
	Project Sponsor or Program Manager

	
	 
	
	Project Manager

	
	 
	
	Team Member – Primary Contact in Case of Emergency

	
	 
	
	Team Member – Alternate Contact in Case of Emergency

	
	 
	
	Team Member


Table 2.1C lists the contacts and roles for outside technical personnel, such as outside vendors, who have responsibilities for this application or site.  

Table 2.1C outside Technical Personnel

	Name & Title
	Phone and Email
	Agency, Organization, and Location
	Role/Area of Responsibility

	
	 
	
	

	
	 
	
	

	
	 
	
	


Table 2.1D lists the email addresses of the various agency personnel and agency application personnel who should receive notifications in the USDA eAuthentication service outages.   

Table 2.1D Outage Notification Email List

	Agency Role or Specific Application Affiliation
	Name
	Email

	
	
	 

	
	
	 


2.2 Contact Procedures

The agency application owner agrees to direct all eAuthentication-related correspondence that pertains to the application(s) covered by the SLA to the USDA eAuthentication service by sending email to eAuth@usda.gov. 

Contact by telephone or in person is acceptable in an emergency, but, for tracking and record keeping purposes, the agency application owner staff must send email to the above email address within four working hours of the telephone or in-person contact, summarizing and confirming the conversation.

The USDA eAuthentication service agrees to contact the agency staff by sending email to:

{____________@____________________}

3 USDA eAuthentication Basic Services

The USDA eAuthentication service will provide the following services:

Authentication:  Authentication is the process of identifying the user based on their login name and knowledge of a shared secret (password.)  A user will not be granted access to any protected application unless he has first successfully authenticated.

Access Control:  Access Control is the process of applying certain criteria to further restrict access to the application even after the user has been authenticated.  This can be through an automated process (i.e., only people from Montana may be allowed to access a particular form.  Users from other states would not be allowed access even if they authenticate properly,) or it can be through role-based access control (i.e., only representatives of utility companies are allowed to access a certain form.  In this instance, agency administrators would confirm that the user is a representative of the utility company and then assign them the appropriate role.)

Provide information for Authorization: Authorization is the process of giving a user access to do or have something.  Authorization is performed within the agency application but may use information from the USDA eAuthentication service if the agency has requested to have this information passed back through header variables (i.e., an agency wants to allow users from Montana to fill out a particular field in the form.  The agency application accomplishes that using the "state" variable that is passed back in the header variable.)

Load balancing:  The USDA eAuthentication service uses both local load balancing plus global load balancing between the primary eAuthentication site in Ft. Collins and the secondary site in St. Louis. For policy servers, user stores and policy stores alike, the local corresponding redundant server is checked and used first prior to failover to an external resource. Load balancing between sites has been configured in a roll-over sequence with Ft. Collins rolling to St. Louis, and St. Louis rolling to Fort Collins in the event of equipment failures.

USDA eAuthentication Service Systems Availability

Standard hours will be 8 a.m. to 8 p.m. EST Monday through Friday with a maintenance window from 4 p.m. to 10 p.m. on Sundays. The eAuthentication system will be available 99% of the time during standard hours (99% Uptime). Direct customer support from the eAuthentication Help Desk is available via email and voice-mail from 8 AM MST to 5 PM MST.
After-hours availability of the eAuthentication staff beyond standard hours for eAuthentication staff availability may be arranged on a case-by-case basis by mutual agreement provided the Agency makes the request at least 10 working days before the start of the after-hours services.  
3.1 Outages

3.1.1 Planned Outages – General eAuthentication System

The USDA eAuthentication service Systems Administrator is responsible for setting up a Scheduled Maintenance Downtime (SMD) for the eAuthentication System. The frequency of SMD will be determined by the machines’ reliability, usage, and other relevant factors. The SMD should occur during non-business hours to decrease impact on users. The USDA eAuthentication service Systems Administrator is responsible for telling all agency applications Owners and Help Desk personnel about the SMD. The following Help Desks will be notified via distribution list of the initial SMD and any changes to the dates or times: eAuthentication Help Desk, NRCS (ITC) Help Desk, Consolidated Help Desk, RD Help Desk, FSA Security Help Desk, and any designated Help Desks for supported applications.
Currently, the SMD for the eAuthentication system is Monday and Wednesdays from 5-8pm MT (7-10pm EST) and Saturday nights from 12pm-4am.  Notifications of changes to this SMD will be distributed to the email contact list. The eAuthentication Help Desk will maintain this distribution list. Included Help Desks are responsible to provide updates to addresses in the distribution list.
3.1.2 Planned Outages – Agency Applications

Configurations and changes to the agency application production environment must be scheduled to occur during the scheduled maintenance downtime. At a minimum, the following parties are required to be readily available during any actual application installation or major configuration:

· USDA eAuthentication service System Administrator

· Integration team member

· Application administrator

Changes to the agency applications must be requested through the Integration Team as outlined below at least four days before the requested change so that the Integration Team can coordinate with the eAuthentication Operations team three days before the intended changes.  

3.1.2.1 Minor Configuration (Standard Application Integrations and minor system changes)

Agency application owners may require a minor configuration to the policy server for their application. In such a case, the agency application owner and the Integration team must collaborate with the eAuthentication Systems Administrator to schedule these procedures during a configuration window. Minor configuration requests must be issued to the Systems Administrator in writing or email three days prior to the planned configuration window.

Configuration requests should include: 

· Policy/Role configuration request; 
· Header variables configuration requests; 
· Application Owner contact information; and
· Sign-off by Configuration Management Board (CMB) to ensure re-configuration meets CMB standards.
The USDA eAuthentication service Systems Administrator will schedule the requested upgrade/installation during an upcoming maintenance window and will negotiate with agency application owner and the Integration team on necessary procedures if the upgrade/installation requires more time than that which is allocated for the configuration window.

3.1.2.2 Major Configuration – (Complex Application Integrations and major system changes)

The agency application owners and the Integration team will coordinate with the USDA eAuthentication service Operations Manger and Systems Administrator to determine when and how to accomplish major integrations.  Major integrations requests must be issued to the USDA eAuthentication Systems Administrator in writing or via email at least three days prior to an upcoming configuration window.

Integration requests should include:

· Description of new application and integration plans;
· Application Owner contact information; and
· Sign-off by Configuration Management Board (CMB) to ensure that the integration meets CMB standards.
The Integration team will coordinate any Operating System (OS), hardware, or software changes with the Systems Administrator. The USDA eAuthentication service Operations Manager is also responsible for scheduling necessary resources, and notifying other Application Owners who might be affected by the installation.  

3.1.3 Unplanned Outages

Unplanned outages occur when a system or application is degraded to the point of impairing the system or application’s performance, or when a system or application experiences a catastrophic failure of the application or hardware/OS.

3.1.3.1 Unplanned Outages Due to Application Failures

If an agency application is down for greater than 15 minutes during standard hours the agency application owner will notify the USDA eAuthentication service Help Desk. The USDA eAuthentication Help Desk will notify the eAuthentication Application Owners Outage Notification List.  Users can sign up to be added to this list at the following site:
<need to insert site once it is finalized>

The signatory party that notices the problem first (agency application owner or USDA eAuthentication services team) will notify the other party to the SLA of the problem.

The agency application owner will supply user IDs and troubleshooting procedures to help the eAuthentication team determine whether the outage is with the USDA eAuthentication service or an agency application.

3.1.3.2 Unplanned Outages due to eAuthentication Failure

In the event of a USDA eAuthentication service failure causing an outage, the USDA eAuthentication services Systems Administrator is responsible for immediately commencing troubleshooting procedures. If the outage is greater than 15 minutes then the USDA eAuthentication service Systems Administration is responsible to notify the USDA eAuthentication Help Desk. In turn, the USDA eAuthentication service Help Desk will inform agency application owners who have signed SLAs about the unplanned outage within 30 minutes. The USDA eAuthentication service Operations Manager is also responsible for ensuring that specific emergency procedures outlined in individual Agency SLAs are followed. 

The USDA eAuthentication Help Desk will notify the eAuthentication Application Owners Outage Notification List.  Users can sign up to be added to this list at the following site:

<need to insert site once it is finalized>

3.2 USDA eAuthentication Service Help Desk Services

Customers encountering problems using the eAuthentication system to access an agency application may use the USDA eAuthentication Help Desk as a resource for resolving issues. 

The USDA eAuthentication Help Desk will be responsible for identifying and/or solving problems related to the following four categories:

1. Customer profile information – resetting user passwords as requested by the customer after email authentication. Customers are responsible for maintaining the data in their eAuth customer profile. Agencies are responsible for maintaining information in customer accounts used for header checking and authorization. 
2. LRA process- all concerns related to the LRA process.

3. LRA Role assignment – all concerns related to the ability of an employee to perform the LRA function.

4. Interface between USDA eAuthentication and the Agency Applications it is protecting e.g. if customers have problems accessing an application and referring problems to the appropriate agency support resources. 

The USDA eAuthentication help desk number is: 
The USDA eAuthentication help desk email address is: eAuthHelpdesk@itc.nrcs.usda.gov.
If the agency application owner determines or finds an issue with the USDA eAuthentication service, they should contact the help desk numbers or emails listed above.

If the issue is related to the agency application and not the USDA eAuthentication service, the USDA eAuthentication Help Desk will contact the following agency individuals based on table 5.3A.  

Table 5.3A Help Desk Contacts

	Name & Title
	Phone and Email
	Agency, Organization, and Location
	Role/Area of Responsibility

	
	 
	
	

	
	 
	
	

	
	 
	
	


3.3 USDA eAuthentication Service Supported Architectures

On Microsoft Windows NT and 2000 servers, the following Web Servers are supported by the SiteMinder QMR4 WebAgent:

· Microsoft IIS 4; 

· Microsoft IIS 5; 

· SunONE 4.1; 

· SunONE 6.0; 

· Apache 2.0.43; and 

· Domino 5.0.10.

On Solaris 8 and 9 servers, the following Web Servers are supported by the SiteMinder QMR4 WebAgent:

· SunONE 4.1; 

· SunONE 6.0; 

· Apache  1.3.27; 

· Apache 2.0.43; 

· IBM HTTP Server 1.3.19.4; 

· IBM HTTP Server 1.3.26.1; 

· IBM HTTP Server 2.0.42.1; and

· Domino 5.0.10.

On Red Hat Linux 7.2 and 7.3, the following Web Servers are supported by the SiteMinder QMR4 WebAgent:

· Apache 1.3.27; and 

· Apache 2.0.43.

On AIX 4.4.3 and 5.1, the following Web Servers are supported by the SiteMinder QMR4 WebAgent:

· SunONE 4.1; 

· SunONE 6.0; 

· IBM HTTP Server 1.3.19.4; and 

· IBM HTTP Server 1.3.26.1.

Agency Application Responsibilities 
3.4 Pre-Requisites for Integrating with the USDA eAuthentication Service

Prior to the integration of a participating agency application into the production eAuthentication system, it is required and assumed that the agency application teams have completed the following pre-requisites: 

· Identify key personnel involved in the Integration effort;

· Identify the interactions that the agency will present in an electronic format;

· Establish whether or not these interactions require eAuthentication;  

· Perform an impact profile assessment to establish the level of authentication required for the interactions;

· Choose a web application to accept submission of electronic data for interactions to be integrated;

· Identify the user population that submits information through this application;

· Ensure that the web application and server used is compatible with the eAuthentication plug-in. (The system supports the following web servers and platforms: IIS, Netscape/iPlanet/SunOne, Apache, Stronghold, IBM HTTP, Domino, and Oracle HTTP);
· Design the application;

· Complete Pre-Design meetings with the eAuthentication Program;

· Choose a hosting environment;

· Develop agency application;

· Map application user stores to the enterprise data store;

· Install Web Agent;

· Test integration;

· Deploy application;

· Complete Application Integration Forms including the Help Desk appendix; and

· Complete design meetings with the eAuthentication Team.

It is also required and assumed that the agency bears responsibility for the overall security of their application, including performing a risk assessment and complying with Federal Government, USDA and Agency guidelines including electronic signature and records management requirements.

3.5 Risk Assessments

Prior to integration with the USDA eAuthentication service, agencies are required to assess the overall risk of the application and to assess the required assurance level that will be associated with the application or the individual components of the application.  GSA has created an eRisk Assessment (eRA) that may be useful to the agencies in complying with this requirement; the latest version of the eRA may be obtained from the eAuthentication integration team.  

In addition, the eAuthentication team has created a mapping tool to assist Agencies in complying with OMB guidelines about authentication assurance level.  This Assurance Level Mapping tool is also available from the eAuthentication team.  However, the determination of assurance level is solely the decision of the Agency and the Participating Application Owner, and should be made based on the results of their own assessments and judgment.

In addition, Agencies are required to comply with USDA CyberSecurity requirements for Certification and Accreditation of the system prior to production.

3.6 Agency Responsibilities

The Agency is responsible for the items described in Table 4.3A for each agency application.

Table 4.3A Agency Responsibilities

	No.
	Service
	Frequency/ Period
	Notes

	1. 
	Availability of the Agency contacts
	As needed
	Agency application owner staff will be available as needed to the USDA eAuthentication service concerning issues related to the application/site using the USDA eAuthentication service.

	2. 
	Business resumption and disaster recovery
	As needed
	

	3. 
	Application/System Documentation
	As needed
	The agency application owner agrees to provide complete documentation as described in Table 4.4A.

	4. 
	Availability of the Application 
	Continuous
	The agency application owner agrees to maintain and upgrade the application and application web server as needed. 

	5. 
	Security of the Application Environment
	Continuous
	The agency application owner agrees to maintain and upgrade the application environment as needed. 

	6. 
	Application-specific User Support
	As needed
	The USDA eAuthentication service team will make provisions for user profile support through the USDA eAuthentication Help Desk. Agency application owners need to provide User Support for their applications

	7. 
	Application Modifications
	As needed
	The agency application developers will coordinate with the USDA eAuthentication service team throughout the development cycle of application enhancements to ensure that the applications are written to exist in the USDA eAuthentication service security architecture. If the application, especially architecture is changing significantly, the modifications must go through the change/release management review process.

	8. 
	Provide means and instructions for application monitoring
	As needed
	

	9. 
	Access to the web agent 
	Continuous
	The agency application owner agrees to provide remote administrative access to the web agent installed on the application web server to support the USDA eAuthentication requirements of technical support and changes.

	10. 
	Upgrades and Patches
	Continuous
	The agency application owner agrees to maintain a development and pre-production environment, and to maintain sufficient staff to test and implement changes as required by the Change Management Board standards to the USDA eAuthentication service environment.


Application Documentation Requirements 
The agency agrees to provide to the USDA eAuthentication service at a minimum, the documentation listed in Table 4.4A for each application to be protected by the USDA eAuthentication service. The agency application owner also agrees to keep the documentation updated and provide the updated documentation to the USDA eAuthentication service team as specified below. 

Table 4.4A Application Documentation Requirements

	Document Name
	Contents

	Certification and Accreditation 
	The agency will provide a Status Report of the C&A and have it approved by USDA Cyber Security for the application protected by the USDA eAuthentication service.

	Disaster Recovery Plan
	Procedures and components needed to get the application state the way it was right before the disaster, or as close as possible. Include prerequisites and step-by-step procedures. Also covers failover or global load-balancing considerations if applicable. 

	Firewall/Networking documents
	Site Minder requires four firewall ports open bi-directionally for the web agent to communicate with the Policy Server.  These are:

· Accounting service (port #44441 - TCP); 

· Authentication service (port # 44442 - TCP);

· Authorization service (port #44443 - TCP); and 

· Administration service (port #44444 – TCP).

The firewall/network documents should explain 
1) firewall and other protections implemented at the application hosting site, 

2) the network diagram showing the connectivity between the application hosting site and the user connections,

3) the network diagram showing the connectivity between the application hosting site and the eAuthentication infrastructure 



	Remote Administration Procedures
	In order for Site Minder administrator to successfully configure the web agent on the application web server, a remote administration service needs to be available.  If the web agent is installed on a Windows 2000 server, terminal service is used.  If it is installed on a Unix server, the telnet or SSH service has to be enabled for the administrator with the right level of access to configure the web agent.

This document should detail the type, level and specific access procedures for the remote administration of the Web Agent on each application web server.

Times documented in this SLA assume eAuthentication administrators’ remote access to the eAuthentication web agent installed on the application web server.

	Security Plan
	Department-required information on the security model, architecture, and responsibilities for this application. 

Security Plan should also include information regarding intrusion detection, vulnerability assessment, virus protection, and other site protection measures implemented at the application hosting site.


3.7 Electronic Signature and Records Management

In order to be able to support an electronic transaction in a court of law, the participating agency application and the USDA eAuthentication service must store different log information.  Participating agency applications should store information about which users were logged into the application, when the user entered the application, what actions the user took within the application, etc.  The USDA eAuthentication service will track the credentials that were presented, when the credentials were presented, the URL that the user was delivered to and any subsequent URLs that the user visited between different USDA Participating Applications.   These two pieces of information would need to be connected to create an overall picture to demonstrate the identity of the user and tie that identity to the actions performed within the participating agency Application. 

Records Management includes what information has to be recorded, and for what time period. Each participating agency application must become a records disposition authority (the authority to dispose of data) for their own data as the USDA eAuthentication service is the disposition authority for the authentication data.  Each participating agency application must follow the guidelines outlined by OCIO.   Further information may be found at:

Appendix on Electronic Records: (http://www.ocionet.usda.gov/ocio/irm/records/dr/Appendix%20F%20Electronic%)

Agencies are responsible for coordinating with their agency Records Officers to ensure compliance with these regulations.  A full listing of records officers is located at this URL:  http://www.ocio.usda.gov/irm/records/rec_mgr_lst.html.

Costs and Financial Arrangements

Costs to maintain, upgrade and integrate with the USDA eAuthentication infrastructure are broken into Fixed Costs and Variable Costs.

Fixed costs include the price of the physical infrastructure and licenses to make the system work, as well as the labor for the operations, help desk and project management teams that keep the system running.  Fixed costs are ‘green booked’ and divided up among the participating agencies according to a formula agreed upon by the eGovernment Decision Makers that is based on the FTE amounts and the IT budgets.   For more information on the fixed costs for the eAuthentication, please contact Owen Unangst at 970-295-5538.  
Variable costs cover the staff time required to work with an agency to get their application integrated into the eAuthentication system.  Variable costs are assessed on a one-time basis and are dependent on the actual time requirement for integration, as determined by the complexity of the individual applications.  The application complexity components are:

	Construct
	Alternatives
	Description
	Days for Design and Implementation
	Cost

	Network Proximity

	 
	Webfarm
	Certificates, firewalls, subnets, ports
	2
	$2,400

	 
	Non Webfarm
	Certificates, firewalls, subnets, ports
	5
	$6,000

	 
	 
	 
	 
	 

	Enforcer Agent

	 
	IIS/Apache/iPlanet
	Agency Web Services Architecture  
3 architectures, development, pre-production, production
	6
	$7,200

	 
	Other Supported Web Service
	Agency Web Services Architecture  
3 architectures, development, pre-production, production
	9
	$10,800

	 
	Non-Supported Web Service
	Agency Web Services Architecture  
3 architectures, development, pre-production, production
	20
	$24,000

	 
	 
	 
	 
	 

	Policy/URL Complexity

	 
	1 - 5 URLs
	3 architectures, development, pre-production, production
	1
	$1,200

	 
	6 - 10 URLs
	3 architectures, development, pre-production, production
	2
	$2,400

	 
	Greater than 10 URLs
	3 architectures, development, pre-production, production
	5
	$6,000

	 
	 
	 
	 

	Application Permissions (Roles)

	 
	None
	No Access Control Needed
	0
	$0

	 
	Easy
	1 - 5 Access Roles for all three environments
	5
	$6,000

	 
	Medium
	6 - 15 Access Roles for all three environments
	10
	$12,000

	 
	Hard 
	15 or higher Access Roles for all three environments
	15
	$18,000

	 
	 
	 
	 

	Application Permissions (Role) Administration

	 
	No new roles
	 
	0
	$0

	 
	Flat administration hierarchy
	Programming, Policy, Training - Set list of administrators
	2
	$2,400

	 
	Delegated administration hierarchy
	Programming, Policy, Training - Creation of delegation structure
	4
	$4,800

	 
	 
	 
	 
	 

	Application Permissions Redirect Response

	 
	None Needed
	None Needed due to no application permissions
	0
	$0

	 
	Agency Supplied
	Error Handling, Customer Information Next Steps Screen
	1
	$1,200

	 
	eAuthentication Team Built
	Error Handling, Customer Information Next Steps Screen
	3
	$3,600

	 
	 
	 
	 

	Local Registration Authorities

	Existing Process
	Service Center Representatives
	Service Center Representatives
	0
	$0

	 
	Agency Representatives - Training & Set Up
	Single Centralized Training Required
	1
	$1,200

	 
	Agency Representatives - Training & Set Up
	Multiple Distributed Training Required
	5
	$6,000

	Agency Created LRA Process
	Agency Representatives - Training & Set Up
	Single Centralized Training Required
	5
	$6,000

	 
	Agency Representatives - Training & Set Up
	Multiple Distributed Training Required
	10
	$12,000


4 Signatures

	Agency CIO
	eAuthentication Project Manager

	____________________________________

{Name}

{Title}

{Agency}

____________________________________

{date}
	____________________________________

Owen Unangst

eAuthentication Project Manager

Fort Collins, CO

____________________________________

{date}
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