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In this issue: 
 GPEA and the eAuthentication Implementation Schedule 
 FAQs Now Available 
 The Difference Between… 

 

GPEA and the eAuthentication 
Implementation Schedule 

As you have probably heard several times in the past few 
months, the GPEA deadline is coming up fast.  

The eAuthentication team has been 
working hard to help you meet the 
goal. Since May, we’ve been preparing 
the USDA eAuthentication solution for 
production. The overall solution 
focuses on WebCAAF, the Web-based 
Centralized Authentication and Authorization 
Facility, which is the password based authentication solution 
currently in use in the Service Center agencies.  Other support 
will include documentation and staff to help you implement the 
USDA eAuthentication solution in your organization. 

The eAuthentication team is meeting with each agency to 
discuss further requirements, including technical and 
authentication assurance needs, and working on the technical 
design of the system. Starting August 1, the eAuthentication 
team will be ready to help USDA agencies implement the USDA 
eAuthentication solution and meet the October 21, 2003 GPEA 
deadline. 

Following that, the eAuthentication team will continue to expand 
implementation of the USDA eAuthentication solution across the 
department, and will integrate with the planned GSA Gateway.  

FAQs Now Available 

The eAuthentication team has developed a list of frequently 
asked questions (FAQ) and answers, and made them available 
online at 

http://www.egov.usda.gov/resources/teamspace/team_reso
urces.html 

The FAQ covers topics such as the GSA Gateway, certification 
authorities, PKI assurance levels, meeting GPEA requirements, 
and credentials. These are important concepts for understanding 
the USDA eAuthentication solution, and how your organization 
can take advantage of it. 

The Difference Between…  

In the world of electronic security, there is sometimes confusion 
between three pairs of words. Understanding the differences will 
help you understand the USDA eAuthentication solution. 

Authentication is knowing that your customer is who he says he 
is, and authorization encompasses the privileges that you grant 
your customer to access a particular application, function, or 
resource. Both the USDA eAuthentication solution and the 
planned GSA Gateway will provide user authentication. The 
USDA eAuthentication solution can provide some basic 
authorization as well. 

An electronic signature (esignature) refers to all methods by 
which someone can “sign” an electronic record. Examples 
range from a name typed at the end of an email to a secret 
code or PIN. A digital signature is a more advanced electronic 
signature that provides authentication or proof of origin of 
signed data, support for non-repudiation (a legally binding 
signature), and data integrity. 

Single credential means that the user has one user ID and 
password to remember, but must log in to each Web site or 
application. Single sign-on is the ability of a user to log in 
once and be able to access all applications without having to 
log in again. The GSA Gateway’s goal is to provide a single 
credential to users who interact with the Federal Government, 
and eventually provide single sign-on across all government 
applications. The USDA eAuthentication solution provides a 
single credential, plus a single sign-on across all USDA 
applications that are integrated with it.  

In the Next Issue 

 The bottom line: costs, resources, deadlines 

 How to get on the list to integrate the USDA 
eAuthentication solution in your agency 

For more information or questions, contact the 
eGovernment – eAuthentication Team at: 

 Phone:  (202) 720-6144 
 eMail:  egov@usda.gov 
 Web:  www.egov.usda.gov 

 

mailto:egov@usda.gov
http://www.egov.usda.gov/
http://www.egov.usda.gov/resources/teamspace/team_resources.html
http://www.egov.usda.gov/resources/teamspace/team_resources.html

