3.2 Technical Environment

  - Network Interface - The eGOV network must be directly connected to the Internet.  This means that the eGOV network must have a redundant firewall configuration and a comprehensive intrusion detection (IDS) capability.  It also means that there are no other firewalls (i.e. TSO border firewalls or NITC DMZ firewalls) between the eGOV network and the Internet. This also implies that the eGOV hosting site would provide a separate firewall administration function for the eGOV network.

 - Network Partitioning -  The eGOV network must be logically partitioned based on some criteria.  The WEB servers in the network will be serving several audiences all of which have unique security requirement profiles.  For example, there should be a logical network partition for public users (i.e. users coming from the Internet) who do not need to be authenticated.  There should be another network partition for public users who do need to be authenticated and given access to a more secure set of WEB applications.  There also need to be other network partitions for USDA employees (e.g. HR or NFC applications) for both authenticated and unauthenticated.  The Service Center WEB Farm project has defined 10 different categories of these logical network partitions.  Their experience in this area could be helpful to the eGOV Technical Team.

 - Network Survivability - There need to be standards that relate to continuity of operations for critical WEB applications, redundant network configuration, and data backup and recovery procedures.  The eGOV strategy may want to require a second site initially in order to mitigate the risks associated with a failure or outage at the primary site.  Currently, NITC supports to locations (i.e. KC and GWCC) that would be acceptable sites.

 - VPN Support - There needs to be an operational standard (noted in the next section) that defines how the various servers and applications in the eGOV network are administered and maintained.  While a simple solution would be to demand that all of the systems and applications are administered from computers within the eGOV network, this will not be acceptable to many customers.  There will be a need for some customers to administer these systems from outside of the eGOV network.  Therefore, there needs to be a standard that defines a secure method of allowing this type of access.  An encrypted virtual private network (VPN) solution should be required to support this requirement.  There are several technical alternatives.  All will require the acquisition of some combination of hardware and software.

3.3 Operations

 - Application and Server Administration - There must be a standard that defines the acceptable methods of administering applications and systems.  There will be a requirement to support remote administration.  Therefore, as mentioned above, there needs to be a well-defined, secure method of meeting this need.  A part of this standard must consider the eAuthentication interface to support remote access to sensitive systems and data.

 - Customer SLA - eGOV must establish a standard customer SLA that clearly defines the requirements of both the hosting site and the customer.  The Service Center WEB Farm project has developed an SLA template that could be helpful in getting started.  As a preliminary step it would be helpful for eGOV to define its planned operational role.  Ideally, the eGOV organization would stay involved in this SLA process as a broker between the customer and the hosting facility and/or contractors who support the eGOV network.

 - Firewall Administration - eGOV will need to establish a firewall administration function that will support the unique firewall rule-base required for the eGOV network.  There are several options for getting this support ranging from the use of NITC staff to the use of a managed services contract that is currently being used by TSO to manage the border firewalls.
