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Overview

The following document is meant to serve as a guideline to help each agency create administrators and assign their level of system permissions accordingly.  There are business decisions that need to be made within each agency before administrators can begin operating the system effectively.  This document is intended to help each agency understand its responsibilities and required actions to create an administrator account.  Please work with the eGovernment – eLearning team if you have any questions.  

Administrators

Now that your agency is expanding the amount of users in AgLearn, it is necessary to decide whether you will increase the amount of administrators.  Administrators are assigned roles dependent upon the USDA business needs and processes for that user.  A user’s assigned role grants him/her access to a set of functions called workflows that can be use to performed tasks in the AgLearn system.  When creating a user’s role, administrators may choose from over 600 predefined workflows.  USDA has identified seven “vanilla” levels of roles with associated workflows that can be used when assigning a role to a new admin.  Depending on the “level” (listed below 1-7) assigned to the user, this will determine his/her functionality within the system. 

The seven pre-defined roles to select for a new administrator are as follows: 

AgLearn Administrator

This is the most robust Administrator Role in the system.  The AgLearn Administrator has access to all Workflows in all Domains.  Administrators will not be able to assign this level to a new admin user. 

Level 1: Training Lead

The Level 1 Training Lead has access to many workflows within AgLearn, with the

exception of those that affect creating domain structures, global settings or global reference tables.

Level 1 Training Lead rights include:

· Create Admin User Accounts

· Manage Components, Content Objects, and Qualifications

· Manage Scheduling and Resources

· Manage Students

· Manage Catalogs and Commerce functions

· Manage most System Administration functions and Tools

· Run Reports

Level 2: Manage Student Learning Needs

The Level 2 Role is primarily responsible for managing and tracking students training needs.  Some level 2 administrators may also have access to create components and schedule instances.

Level 2 rights include:

· Manage Components, Content Objects, and Qualifications

· Manage Scheduling and Resources

· Manage Students

· Manage Catalogs and Commerce functions

· Run Reports

Level 3: Manage Learning Program

The Level 3 Role is primarily responsible for creating courseware, components, and if needed, scheduled instances.

Level 3 rights include:

· Manage Components, Content Objects, and Qualifications

· Manage Scheduling and Resources

· Run Reports

Level 4: Manage Facilities

The Level 4 Role is primarily responsible for managing resources.

Level 4 rights include:

· Manage Resources

· Run Limited Reports

Level 5: Manage Commerce

The Level 5 Role is primarily responsible for managing financial aspects of training,

such as training costs.

Level 5 rights include:

· Manage Commerce

· Run Limited Reports

Level 6: IT Administrator

The Level 6 Role is primarily for end-user troubleshooting.

Level 6 rights include:

· Limited System Administration capabilities

· Limited Student Management capabilities

Level 7: View Only (Reports)

The Level 7 Role is primarily a “view only” only, although this Role may also run most

reports.

Level 7 rights include:

· Run Reports

To see a complete listing of workflows offered to Administrators in AgLearn, please follow the steps below. 

1. Log in to AgLearn as a System Administrator.

2. Click the System Admin link on the top navigation bar. 
3. Click the Role Management link on the left navigation bar.

4. From the Search page, enter the Role ID: LVL 1.

5. Click View next to the search options returned. 

6. Click the Workflow tab to view a listing of all Level 1 permissions. 

7. To expand a menu, click the + sign next to the each bolded menu name. 

Creating a New Administrator User Account

When creating a new administrator in AgLearn, there are specific guidelines and procedures that must be followed in order to activate the user’s account.  When a user logs into AgLearn as a System Administrator, the same eAuthentication ID and password is used when he/she logged in as a Student.  To ensure the account is set up correctly the following naming conventions must be followed when creating a user’s Administrator ID in AgLearn.  Please note: the user’s administrator ID is NOT the same as their eAuthentication ID. 
	Administrator Account Guidelines

	An administrator’s User ID will be the same as the user’s Student ID plus an ‘a’ added to the end of the ID.  
For Example, if a student’s ID is HSXM28 the admin user ID for this person would be HSXM28A.  
If the user does not have a Student ID in AgLearn, please contact the eGovernment-eLearning team.  An administrator account cannot be created if a user does not have a Student ID in AgLearn.  


To search for a Student’s ID, follow the steps below: 

1. Click the Student Management link on the top navigation bar

2. Click the Students link on the left navigation bar

3. Enter the Student’s first and last name in the Search criteria. 

4. Click Search. 

5. The Student ID will be listed next to the user’s name.  Use this ID to create the Administrator ID.

Please reference the steps below when creating a new administrator user account in AgLearn.  Remember to assign a role to the user account.  When a user’s role is assigned, it outlines the restrictions and privileges he/she has when navigating throughout AgLearn.  
                Adding an Administrator User Account  
	Step
	Action

	1.
	Click the System Admin link on the top navigation bar.  

	2.
	Click the User Management link on the left navigation bar.  

	3.
	Click the Add New link in the upper right hand corner.  

	4.  
	Enter a User ID in the User ID textbox.  

Note: This is Case Sensitive.  The User ID will be the same as the user’s Student ID with an ‘a’ added to the end of the ID.  

	5.
	Enter the Last Name, First Name, and Middle Initial in the appropriate textboxes.

	6.
	Enter the Email Address for the user in the textbox.  

	7.
	Click the Add button.  

The user will return to the Edit the User Summary page.  

	8.
	(Optional) If changes need to be made to the added user:

· Make the appropriate changes in the textbox

· Click the Apply Changes button

	9. 
	Click the Assigned Role(s) tab. 

	10.
	Under the Add Roles to the User section, Click the add one or more from list link.

	11.
	Search for the desired Role(s),

· Enter in the Role ID and/or description
· Click the Search button

	12.
	Click the Add checkbox next to each Role to add to this administrator user account.

Note: A user can be assigned one or many roles.  

	13.
	Click the Add button.  

The user will return to the Edit the User Summary page.  

	14.
	(Optional) Under the Update Assigned Roles for the User section, if changes need to be made to the added Roles,

· Click the appropriate Remove checkboxes

· Click the Apply Changes button.


After a USDA administrator creates a new administrator account and assigns the user a role, the following steps should be followed. 
1. Every evening, a nightly data feed will upload any newly created administrator accounts in the system to the eAuthentication database.
2. After the data is uploaded, the user will be able to log into AgLearn as a System Administrator using their eAuthentication ID and password. 
3. Please contact the new administrator and notify them that their account is created and will be activated within 24 hours. 

4. To log in to AgLearn as a System Administrator, go to www.aglearn.usda.gov and click the System Administrator login link.  

5. The user will be prompted to enter their eAuthentication ID and password.  This is the same ID and password used to log into AgLearn as a Student. 
Creating an Administrator Account in AgLearn
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