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Plateau Systems has its roots in mission-critical training. The company began in the mid-1990s by selling a nascent version of its Learning Management Systems to the defense, energy, nuclear power and pharmaceutical industries.  Plateau learned very valuable lessons from the rigorous training requirements of these industries, which it has applied to a much wider marketplace today. We found that the architecture of an enterprise LMS must be modular, scalable and built upon industry standards. That is why we engineered the system on a J2EE/EJB platform, and designed the application in layers. The benefits of J2EE are well documented. The Office of Management and Budget (OMB) as the preferred enterprise software architecture for all 24 major e-Gov initiatives have recommended it. J2EE ensures an open, scalable and secure learning environment.  Layers apply to the modular organization of the software architecture. For example, at the top level, the application is split into presentation, logic, and data layers. Each has sub-layers and fine-grained components. 

Both of these factors, a layered architecture and the J2EE component model, are important to achieve a high degree of flexibility. Once the protocols are established for inter-process communications and interoperability, it is very straightforward to substitute or modify any component with best of breed technology. Scalability and availability are a function of additional hardware resources. Integration is achieved with a rich set of programmatic interfaces that comply with open standards.

Architecture

All of the software components displayed in the following diagrams - with the exception of web server, application server and database server software  - are included in the Plateau packaged solution. All 3rd party products are depicted outside of Plateau’s application cluster. Because of the J2EE platform, Plateau 4 LMS runs on multiple platforms; and can either be hosted or installed behind the firewall.

The following diagrams provide both a logical view of Plateau’s architecture and a physical view. The logical view illustrates Plateau’s component design model and our strict adherence to open standards. 
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The technology used by Plateau Systems incorporates the latest advancements in n-tier architecture for Web-enabled applications.  The application is J2EE-compliant, making heavy use of Enterprise Java Beans for middleware business logic components, Java Server Pages with custom tags for presentation, Java Beans and Servlets as a controller to mediate the communication between the presentation layer and the EJB layer.  Our adoption of the J2EE framework affords our clients immediate scalability, reliability and reusability.  

The Graphical User Interface (GUI) is independent from the application logic. The primary user interface is HTML pages that are scripted with Javascript at the client (to perform functions such as data validations) and Java Server Pages at the web server. All of the pages are based on templates and they interact with GUI APIs that broker communications with the program logic Java beans. This means that the presentation layer is very flexible. For example, alternative user interfaces such as mobile devices (e.g., WAP and WML) can be deployed without changing the core application logic or database.   

The GUI can be modified for look and feel as well as navigation by changing the HTML pages. Plateau does not dictate the development environment and supports any HTML authoring tool such as Macromedia DreamWeaver or Homesite. The Cascading Style Sheet (CSS) controls many of the global GUI values that apply to all screens, so it is possible to make global changes by just changing one file. Examples of global changes are font, color, language and graphics.  

All special features are added outside of the Plateau code base. This means that any aspect of customization – GUI, logic or data – does not involve modifying that core application module within Plateau. To do so is dangerous because all of your modifications will be wiped out when a new version of the product is installed. Plateau upgrades will honor our complete set of APIs to ensure that a successful upgrade path is maintained.

Integration and Extension

The following physical view diagram shows the LMS in the enterprise IT perspective and illustrates how Plateau 4 LMS integrates with other applications. 
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The entire system operates as a rich set of APIs.  This provides an architecture that is open and extensible, but tightly controlled.  Our application of this advanced technology allows customers to extend and integrate the LMS with other corporate and ERP systems using APIs in the form of XML, EJB, JavaBeans, LDAP and JSP Tags.  This ability to integrate with other systems using multiple strategies and points of integration is unmatched by other LMS vendors.

Plateau LMS’ underlying architectural design allows for easy integration with a host of other enterprise tools, including finance and accounting systems, HRIS, e-commerce and documentation management systems. There are several different means to perform application integrations.  For example, external applications can exchange data with the Plateau database, or can interact through the application APIs. These methods can be either real-time or batch. Interoperability is critical to Learning Management applications, so integration flexibility has always been an important design goal for Plateau. Some of our customers have even integrated real-time student training status into lockout/tagout controllers so that if an e employee is not qualified, they cannot start equipment. 

Plateau treats content as objects and allows courseware assembly of content into courseware structures that include pre- and post-tests.  Plateau 4 LMS is certified as AICC-compliant within the ADL’s SCORM guidelines for shareable, reusable online content. Plateau also complies with the SCORM 1.2 standard. This means that online content is managed as objects that can be reused as necessary.  Changes to the object immediately cascade to all instances of the object’s use.

Security 

Security is managed through a number of methods.  Plateau utilizes security on the web server for HTTPS/SSL between the client and the web server, digital certificates, session management, NT/W2K services.  Plateau takes advantage of physical security built into firewalls and routers as well as application authentication and authorization. All communications of the application is conducted in HTTP over TCP/IP. Therefore standard encryption is available with SSL (HTTPS). Plateau contains robust native capabilities for authentication and authorization. Functional permissions are managed at a low level of granularity and work in conjunction with hierarchical domains. In addition, Public Key Infrastructure (PKI) can be used to encrypt packets, and Plateau can be integrated with single sign-on systems such as Siteminder or other LDAP systems.

Plateau employs a multiple level security model that allows administrative users to access various functions (or ‘Workflows’) in the LMS, along with various specific sets of data.  The data control portion is based on ‘Domains.’
Domains control each major entity in the LMS.  The use of domains is an important part of your security strategy.  Domains are used to indicate what data can be seen, and by whom. Domains act as an active filter for data, only allowing users with the proper domain permissions to view or manipulate rows of data that have been associated with a domain.  When a domain is created, it can be associated with one or more data types.  

Some of the entities that are domain controlled are Student, Component, Objective, and Schedule Instance.  There are twenty different entities that relate to Domains within Plateau.  Each row of data within these entities can belong to a Domain.  A Domain can relate to data within several entities, allowing flexibility in the control to specific sets of data.   

Domains can be built into a hierarchical structure, with each domain having one or more children.  Each domain can have only one parent.  The nested structure allows access to data within organizational structures with the minimum amount of work from the user. 

For example, an HR domain can be created and have training certifications (qualifications) assigned to them.  Within the HR domain, there could be nested domains that could be actual Subsidiaries or HR departments from other job sites.  As qualifications change they can be updated using our component revision assistant.  Changes can be made to a qualification then the changes can be assigned to those anyone in a specific domain that has that specific qualification on their development plan. 

Below is a list of all the available entities in the system that can be controlled by domains.

	Company
	Job Position

	Content
	Object Location

	Content Package
	Material Type

	Component
	Objective

	Competency
	Proficiency Profile

	Document
	Qualification

	Exam
	Question

	Equipment
	Scheduled Instance

	Facility
	Student

	Instructor
	Task


Workflows are what an administrative user can do within the LMS.  Workflows can range from viewing objective data, to recording learning events for students.  A workflow is comprised of a function tied to an entity.  An entity in the system includes, for example, Components, Students, and Schedule Instances.  Functions are ‘actions’ such as view, edit, and delete.  The combination of a function applied to an entity is a workflow.  For example, a workflow might be ‘View Components’.  Others include ‘Edit Students’ and ‘Delete Schedule Instances’.   You can create any number and combination of workflows to match a user’s required job tasks in the system.  

Each Workflow may be assigned a Domain Restriction Set.  This set limits the Workflow to access only the domains listed in the Restriction Set.

One or more Workflows can be set up as a ‘Role.’  A Role is simply a collection of Workflows.  The Role can then be assigned to an administrative user.  An administrative user can be assigned one or more Roles, allowing the re-usability of Roles.  An administrative user has access to the combination of Workflows associated to the Roles assigned to the user. 

By breaking down the LMS access to the combination of the Workflows and Domains assigned to an administrative user, extreme granularity can be built within the existing security model, allowing clients to be as exact as desired in controlling access to features and data with Plateau.  The diagram below illustrates the flexibility of Plateau’s security function.
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In addition to the above mentioned security measures, security is also provided at both the front and the back end for training records.  Up front, organizations can optionally specify that when any person attempts to add, modify or delete student training history data, he or she must enter a secret PIN number in addition to and different from the username and password used to login to the system.  At no time does any person, even a system administrator, have access to a user's PIN.  If the PIN functionality is turned on, any student or administrator without a valid PIN at the time of their login to the system will be forced to create one.  

Back-end security for training events is accomplished through the use of transaction history tables that are not accessible via the interface.  A date-time-stamped row is written to this table every time a training event is added, deleted or modified; and the rows of information contain the changing user's account information as well as all information stored in the original record so that changes can be tracked at a detailed level.  These transaction history tables can only be accessed through use of the Oracle Administrator user role, and only via a non-Plateau interface such as PL-SQL.

Typically usernames are leveraged from an existing unique user id from an existing system.  Whether it is the network login or HRMS login.  If customers choose to create their own unique username within Plateau, Plateau can generate a unique username for each student.  Passwords are set to a system default and then changed and managed by the student.  Administrators have the ability to reset a password for a student.

Record authenticity is ensured by a combination of logical access control (username/password scheme), electronic signature protection, user security assignment and the maintenance of a comprehensive archive of all changes and deletes made to data.  No user can alter a record using normal means without an audit record being generated that records the login name of the user creating the action and making a complete copy of the record in its altered state; this includes a flag indicating the type of change (create/modify/delete) made to the record.  Confidentiality is assured using the security setup of the system.  This allows the SysAdmin to define user roles and data permissions for each user.  Individual and supervisory access is strictly controlled using the Student ID as a filter; i.e., an individual cannot access data that is not related to his or her Student ID.  Passwords are encrypted and not even the SysAdmin can change a user’s password; the password can only be cleared, forcing the user to select another on the next login.

In most Plateau implementations there is a need to integrate Plateau user security (user name/password) with corporate LDAP for single password logon.  In Plateau, each user must authenticate into the database with a unique username and password. All transactions in Plateau are recorded with a user, date, and time stamp.  Plateau extends authentication functionality with transaction tables for the main data entities.  The transaction tables provide journaling-type transaction logging without the system overhead of enabling journaling.  

The Plateau 4 LMS provides for the ability for customers to bypass the native Plateau authentication; which allows for integration with customer-specific authentication mechanisms. This is supported by allowing for extension of the Plateau API to map and integrate with 3rd party authentication systems. Plateau Professional Services can assist with this integration, and depending on the environment and configuration, it will typically take a level of effort of between 3 to 5 days for the integration effort.

Infrastructure

The following infrastructure matrix shows examples of relative hardware resources given different numbers of named and simultaneous users. This information is provided for planning and comparative purposes only. Plateau recommends analysis of the detailed operating conditions prior to a configuration spec. Modeling can only go so far to predict reality - Plateau recommends that all environments be monitored and additional resources be added when expansion is required.

	
	
	
	
	
	
	
	Percentage
	2.0%
	

	
	 
	 
	 
	        User Count
	 
	 
	 
	 

	Named Users
	             500 
	          2,500 
	          5,000 
	        10,000 
	        25,000 
	        50,000 
	      100,000 
	      250,000 
	    500,000 

	Concurrent Users
	              10 
	              50 
	             100 
	             200 
	             500 
	          1,000 
	          2,000 
	          5,000 
	      10,000 

	
	
	
	
	
	
	
	
	
	

	Servers
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Web Server
	 
	 
	 
	 
	 
	 
	 
	 
	 

	CPUs
	0
	0
	1
	1
	2
	2
	3
	4
	8

	Memory
	 
	 
	1GB
	1GB
	1GB
	2GB
	3GB
	4GB
	8GB

	Fdisk
	 
	 
	20GB
	20GB
	20GB
	20GB
	20GB
	20GB
	20GB

	Network
	 
	 
	 
	2 NIC
	2 NIC
	2 NIC
	Multi NIC
	Multi NIC
	Multi NIC

	Notes
	web and app servers can be combined
	web and app servers can be combined
	 
	 
	Consider Load Balance
	Consider Load Balance
	Load Balanced
	Load Balanced
	Load Balanced

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Application Server
	 
	 
	 
	 
	 
	 
	 
	 
	 

	CPUs
	1
	2
	2
	2
	3
	4
	8
	16
	32

	Memory
	2GB
	2GB
	2GB
	2GB
	3GB
	4GB
	8GB
	16GB
	32GB

	Fdisk
	20GB
	20GB
	20GB
	20GB
	20GB
	20GB
	20GB
	20GB
	20GB

	Network
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Notes
	 
	 
	 
	 
	Recommend clustering
	Recommend clustering
	Clustered
	Clustered
	Clustered

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	DB Server
	 
	 
	 
	 
	 
	 
	 
	 
	 

	CPUs
	1
	1
	1
	2
	2
	3
	4
	4
	6

	Memory
	1GB
	1GB
	1GB
	1GB
	2GB
	4GB
	4GB
	4GB
	8GB

	Fdisk
	36GB
	36GB
	36GB
	36GB
	60GB
	80GB
	80GB
	120GB
	240GB

	Network
	 
	 
	 
	 
	`
	 
	 
	 
	 

	Notes
	 
	 
	 
	Recommend RAID 
	Recommend RAID 
	Recommend RAID 
	Recommend RAID 
	RAID & Parallel Server
	RAID & Parallel Server

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Content Server
	 
	 
	 
	 
	 
	 
	 
	 
	 

	CPUs
	0
	0
	0
	1
	1
	2
	2
	4
	4

	Memory
	 
	 
	 
	1GB
	1GB
	2GB
	2GB
	4GB
	4GB

	Fdisk
	 
	 
	 
	20GB
	80GB
	80GB
	80GB
	120GB
	120GB

	Network
	 
	 
	 
	2 NIC
	Mult NIC
	Mult NIC
	Mult NIC
	Mult NIC
	Mult NIC

	Notes
	Can be combined with the web server
	Can be combined with the web server
	Can be combined with the web server
	 
	Consider caching solution
	Consider caching solution
	Cached
	Cached
	Cached

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Backup/Dev Server
	 
	 
	 
	 
	 
	 
	 
	 
	 

	CPUs
	1
	2
	2
	2
	2
	2
	4
	4
	8

	Memory
	2GB
	2GB
	2GB
	2GB
	2GB
	2GB
	2GB
	4GB
	8GB

	Fdisk
	36GB
	36GB
	36GB
	36GB
	60GB
	80GB
	80GB
	120GB
	240GB

	Network
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Notes
	Combine web, app and DB
	Combine web, app and DB
	Combine web, app and DB
	Combine web, app and DB
	Combine web, app and DB
	Combine web, app and DB
	Combine web, app and DB
	Combine web, app and DB
	Combine web, app and DB


Notes:

1) Concurrent Users is more meaningful than Named Users. Concurrent use varies, but assume range of .05% to 5% Named to Concurrent ratio (geographic diversity and business drivers influence this number). 

2) System and CPU performance vary. Plateau recommends powerful processors such as Intel PIII or above at 1GHz or above or Sun Sparc II or II at 450 MHz or above. 

3) On a relative scale, the application server demands the most CPU and memory resources. 

4) Content server demands vary with the amount of online content, volume of use and geographic diversity of users. Caching can be accomplished with multiple distributed servers or with a commercial solution such as Akamai or Cisco CDN. 

5) Load balancing can be accomplised with a simple DNS round robin or a more robust solution like Load Director.

Platform Support

Plateau LMS Version 4.1 and higher requires one of each of the following: Database, Application Server, Web Server, Browser, and PDF reader (for reports).  

The following configurations are supported for use with Plateau 4 LMS.  Please follow the associated links for vendor configuration information.

Please make note of superscript notations for that indicate end of support or supported dates for each platform on future versions of Plateau.
Database

· Oracle 8.1.7

Database Server Operating System

Plateau supports any operating system supported by Oracle 8.1.7:

http://otn.oracle.com/products/oracle8i/content.html
http://otn.oracle.com/products/oracle8i/pdf/8i_ent_ds.pdf
http://otn.oracle.com/docs/products/oracle8i/content.html
Application Server

· BEA WebLogic Server 6.1 SP31
· BEA WebLogic Server 7.02
· IBM WebSphere Advanced Edition 4.0.41
· WebSphere 5.02
· Sun ONE 6.53
· Sun ONE 7.04
· Oracle 9iAS4
Application Server Operating System / Hardware

Plateau supports any operating system supported by the Application Server vendor:

BEA – http://e-docs.bea.com/wls/certifications/certifications/index.html
IBM – http://www-3.ibm.com/software/webservers/appserv/doc/latest/prereq.html
Sun ONE 6.5 (formerly iPlanet) – http://docs.sun.com/db/coll/S1_ipappsrvree65_en
Sun ONE 7.0 - http://docs.sun.com/db/coll/s1_asse_en
Oracle – http://otn.oracle.com/products/ias/htdocs/9ias_faq1.html#3
Web Servers

Plateau supports any web server supported by the application server vendors (the web servers are required to have a proxy plug-in specific to the application server) and any operating system supported by the web server vendor.  Typically web servers include:

· WebLogic 6.1 Web Server1
· Weblogic 7.0 Web Server2
· WebSphere 4.0:  IBM HTTP Server (Apache-based) 1
· WebSphere 5.02
· Sun ONE 6.53  (formerly iPlanet 6.5)

· Sun ONE 7.04
· Apache

· Microsoft Internet Information Server (IIS)
Operating Systems (Client)

· Windows 981
· Windows NT1
· Windows 2000

· Windows XP using IE 6.0 only 

· Mac OS 91
· Mac OS X2
Java Runtime Environment

· Sun Java Run Time Environment (JRE) 1.3.11
· Sun Java Run Time Environment (JRE) 1.42
Browsers

· Microsoft IE 5.5 SP2, 6.0

· Netscape Navigator 4.751
· Netscape Navigator 6.2
Adobe Portable Document Format (PDF)

Currently Plateau’s reports output to PDF; Plateau supports the following version of the PDF Reader:

· Acrobat Reader 5.0

*NOTE: Plateau LMS v4.2 report framework may not use Acrobat Reader. 

Technology Standards

The Plateau LMS is Java 2 Enterprise Edition (J2EE) compliant. Organizations that customize or integrate with the Plateau LMS should be aware of the following technology standards used in Plateau 4 LMS Version 4.1:

· Enterprise Java Beans (EJB 1.1 specifications) for middleware business logic components

· Java Server Pages (JSP 1.1 specifications) together with custom tags for the presentation layer

· Java Beans and Servlets (Servlet 2.2 specifications) as a controller to mediate the communication between the presentation layer and the EJB layer.
Content

Out of the box, Plateau supports online content adhering to the following standards:

· AICC

· SCORM

· NetG Dx library 

1 Support to be dropped in Plateau LMS v4.2 – Summer 2003

2 Supported in Plateau LMS v4.2 – Summer 2003
3 Support to be dropped in Plateau LMS v4.1.3 – March 2003

4 Supported in Plateau LMS v4.1.3 – March 2003
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