	Part I:  Capital Asset Plan and Business Case (All Assets) 


	 
	 
	 

	Agency: 
	 
	005  

	Bureau: 
	 
	3  

	Account Title: 
	 
	  

	Account Identification Code: 
	 
	000-00-000000-0  

	Program Activity: 
	 
	  

	Name of Project: 
	 
	e-Payroll  

	Unique Project Identifier: (IT only)
(See Section 53.7) 
	 
	00503020001801300  

	Project Initiation Date: 
	 
	10/01/2002  

	Project Planned Completion Date: 
	 
	09/30/2009  

	This Project is: 
	 
	01  


	 
	 
	 

	Project/useful segment is funded?: 
	 
	Fully   

	
	
	

	Was the project approved by OMB for previous Year Budget Cycle?: 
	 
	No   

	
	
	

	Did the Executive/Investment Review Committee approve funding for This project this year?: 
	 
	No   

	
	
	

	Did the CFO review the cost goal?: 
	 
	Yes  

	
	
	

	Did the Procurement Executive review the acquisition strategy?: 
	 
	No   

	
	
	

	Is this investment included in your agency's annual performance plan or multiple agency annual performance plan?: 
	 
	No   

	
	
	

	Does this project support homeland security goals and objectives, i.e., 1) improve border and transportation security, 2) combat bio-terrorism 3) enhance first responder programs; 4) improve information sharing to decrease response times for actions and improve the quality of decision making? 
	 
	No   

	
	
	

	Is this project information technology (See Section 53 for definition)? 
	 
	Yes  

	For information technology projects only: 
	 
	  

	  a. Is this Project a Financial Management System (see section 53.2 for a 
  definition) 
	 
	Yes  

	    If so, does this project address a FFMIA compliance area? 
	 
	Yes  

	    If yes, which compliance area? 
	 
	All  

	
	
	

	  b. Does this project implement electronic transactions or record keeping that is covered by 
  the Government Paperwork Elimination Act (GPEA)? 
	 
	Yes  

	     If so, is it included in your GPEA plan (and does not yet provide an
     electronic option)? 
	 
	Yes  

	     Does the project already provide an electronic option? 
	 
	Yes  

	
	
	

	   c.Was a privacy impact assessment performed for this project? 
	 
	No   

	
	
	

	   d. Was this project reviewed as part of the FY02 Government Information Security 
   Reform Act review process? 
	 
	No   

	     d.1 If yes, were any weaknesses found? 
	 
	  

	     d.2 Have the weaknesses been incorporated into the agency's corrective action 
      plans? 
	 
	No   

	
	
	

	   e. Has this project been identified as a national critical or asset by a Project Matrix 
   review or other agency determination? 
	 
	No   

	     e.1 If no, is this an agency mission critical or essential service, system, operation, or 
      asset (such as those documented in the agency's COOP Plan), other than those 
      identified as above as national critical infrastructures? 
	 
	Yes  


	Financial Percentage: 5.00 %
	Security Percentage: 15.00 %


	SUMMARY OF SPENDING FOR PROJECT STAGES
(In Millions)
(BY+1 and Beyond estimates are for planning purposes only
and do not represent budget decisions) 

	EXISTING 300
	PY-1
and
Earlier 
	PY
2002 
	CY
2003 
	BY
2004
Projected 
	BY+1
2005
Projected 
	BY+2
2006
Projected 
	BY+3
2007
Projected 
	BY+4
and 
Beyond
Projected 
	Total

	Planning: 

	   Budgetary Resources 
	0.00 
	0.37 
	0.14 
	0.72 
	0.12 
	0.00 
	0.00 
	0.00 
	1.35 

	   Outlays 
	0.00 
	0.37 
	0.14 
	0.72 
	0.12 
	0.00 
	0.00 
	0.00 
	1.35 

	Acquisition: 

	   Budgetary Resources 
	0.00 
	0.05 
	8.78 
	27.70 
	15.17 
	16.85 
	16.02 
	24.03 
	108.60 

	   Outlays 
	0.00 
	0.05 
	8.78 
	27.70 
	15.17 
	16.85 
	16.02 
	24.03 
	108.60 

	TOTAL, Sum of Stages:

	  Budgetary Resources
	0.00
	0.42
	8.92
	28.42
	15.29
	16.85
	16.02
	24.03
	109.95

	  Outlays
	0.00
	0.42
	8.92
	28.42
	15.29
	16.85
	16.02
	24.03
	109.95

	Maintenance: 

	   Budgetary Resources 
	0.00 
	0.00 
	2.98 
	4.03 
	1.92 
	0.00 
	0.00 
	0.00 
	8.93 

	   Outlays 
	0.00 
	0.00 
	2.98 
	4.03 
	1.92 
	0.00 
	0.00 
	0.00 
	8.93 

	TOTAL, ALL Stages:

	  Budgetary Resources
	0.00
	0.42
	11.90
	32.45
	17.21
	16.85
	16.02
	24.03
	118.88

	  Outlays
	0.00
	0.42
	11.90
	32.45
	17.21
	16.85
	16.02
	24.03
	118.88


	 
	 

Capital Asset Plan and Business Case (All Assets)     (In Dollars)
 

 

Life Cycle Budget & Financing Name/Year
Pre 98
1998
1999
2000
2001
2002
2003*
2004
2005
2006
2007
2008
Post 2008
Total
 

    WCF Reimbursement:
$0.00
$0.00
$0.00
$0.00
$0.00
$421,699.00
$11,901,634.00
$13,625,396.00
$3,634,015.00
$0.00
$0.00
$0.00
$0.00
$29,582,744.00
Total Yearly Budgets:
$0.00
$0.00
$0.00
$0.00
$0.00
$421,699.00
$11,901,634.00
$13,625,396.00
$3,634,015.00
$0.00
$0.00
$0.00
$0.00
$29,582,744.00 
 

* Current Year 




	I.A. Project Description 


	1.     Provide a brief description of this project and its status through your capital planning and investment control (CPIC) or capital programming "control" review for the current cycle. 

	The Office of Chief Financial Officer (OCFO), National Finance Center (NFC) is currently one of the largest payroll providers in the Federal government. The Office of Personnel Management (OPM), in response to Presidential Initiatives, has been designated by OMB as the "managing partner" of the Electronic Payroll (e-Payroll) Initiative--an effort to consolidate, by the end of 2004, the 22 existing payroll providers to only three, eventually using one common payroll system for the designated providers. NFC is currently seeking designation as a consolidated e-Payroll provider. To participate in the e-Payroll Initiative, NFC foresees an investment of $119 million over 8 years to consolidate, standardize, and modernize its Payroll/Personnel System (PPS) to meet increased demand and comply with OPM e-Payroll requirements. 

NFC is part of the USDA Working Capital Fund (WCF) and funds all of its operating costs through reimbursed user fees. The WCF also has funds available for capitalized expenses. Phase I (consolidation) and Phase II (standardization) can be funded entirely through the Working Capital Fund. As such, no additional government funding or capital outlay is being requested at this time to fund Phase I and Phase II. The funding source for Phase III (system replacement)--NFC's compliance with the e-Payroll Initiative's Enterprise Architecture phase, specifically relating to "a single, standardized system" -- has not yet been determined. NFC budgets approximately 15% of its total ADP budget annually to fund data security/privacy requirements, including labor and all costs associated with disaster recovery and business continuity planning. The IT financial percentage represents estimates to provide interfaces from the Payroll/Personnel System to USDA and Agency financial systems. 

The e-Payroll Initiative is currently in the Pre-Select Phase of the USDA Capital Planning Investment Control (CPIC) process and will be reviewed by the USDA Executive IT Investment Review Board (EITIRB) in the first quarter of FY 2003. Consolidation, standardization, and system replacement will be undertaken through three distinct phases. A description of the each phase is set forth below: 

Phase I: Consolidation and Continuous Improvement Description: During Phase I, NFC assumes that it will take on up to 500,000 new customer employees and will focus on continuous improvement of the current PPS. In order to achieve this goal, NFC must expand its existing payroll service delivery model to support the additional workload. NFC must also market its services to potential customers and develop a new customer service structure. In this phase, NFC will complete key existing initiatives to improve their current offerings (i.e., Employee Personal Page, Employee Self Service). NFC will continue the proactive maintenance and upgrade schedule of the current hardware, software, security, reporting, and storage components of the PPS and will add processing and storage capacity using scheduled capital and operating funds. 

Phase I Activities: 1) obtain approval by EITRB and OMB of Select Phase business case, 2) refinement and finalization of overall strategy for consolidation, 3) marketing to new customers, 4) development of key program management plans and tools, 5) system upgrade/enhancement of PPS, 6) customer conversion/consolidation to NFC system, and 7) enhancement of governance structure. 

Phase II: Standardization and Technology Pilot Activities Description: During this phase, NFC will actively participate with OPM and customer agencies in developing government-wide standards for payroll/personnel processing. This effort includes the development of new policies, procedures, data standards, and a new Enterprise Architecture (EA). As the OPM governance bodies identify new components of the EA, NFC will sponsor efforts to pilot new tools and technologies that support these components. 

Phase II Activities: 1) leverage COTS-based solutions from consolidated customers, 2) upgrade of existing system for compliance with standardization, 3) participation in key OPM e-Payroll initiatives (including pilot programs supporting standard technologies), 4) evaluation and planning of system replacement and implementation for Phase III, and 5) identification of financing strategy for phase III. 

Phase III: System Replacement and Implementation Description: During this phase, NFC will undergo a complete systems modernization effort; executing plans developed during Phase II. By the completion of this phase, the new system will be fully operational and NFC will have converted all customers to the new payroll system. 

Phase III Activities: 1) system acquisition, 2) implementation of new payroll architecture, 3) system enhancement, 4) interface development (to comply with new enterprise architecture), and 5) conversion of customers to e-government solution.                                        

	

	2.     What assumptions are made about this project and why? 

	In planning to meet the requirements of an e-Payroll provider, the following general assumptions have been made: 

1) NFC will be designated by OPM as an e-Payroll provider. NFC submitted a proposal to OPM on July 31, 2002 demonstrating its capability to become one of the selected e-Payroll providers. OPM is expected to announce the designated e-Payroll providers on September 30, 2002. If NFC is not chosen as a provider, plans for consolidation, standardization, and modernization would change significantly or may not be realized. 

2) NFC will significantly expand its customer base. NFC assumes that it will serve additional customers as a result of becoming a designated e-Payroll provider. After undertaking a coordinated marketing effort during the "open season" period, it is projected that NFC will service up to 500,000 additional customer employees. If customer base expansion did not materialize, plans for consolidation, expansion, and modernization would change significantly or may not be realized. 

3) The e-Payroll Initiative will proceed according to plan. NFC assumes that, under the e-Payroll Initiative, 16 Federal payroll service providers will be consolidated to three payroll providers using their existing systems. It also assumes that, after consolidation, the three providers will replace each of their systems with a single software solution. 

4) Under the e-Payroll Initiative, NFC will not service uniformed U.S. Military customers. 

5) Certain legislative and regulatory changes affecting NFC will be made. NFC assumes that certain legislative and regulatory changes will be made that, by the start of fiscal year 2005, will permit NFC to 1) charge its customers prices that exceed NFC's cost basis; 2) retain earnings; and 3) enter into multi-year agreements with its customers. 

6) NFC will play a lead role in the development of the single, standardized system for the e-Payroll Initiative. For the purpose of this business case, NFC assumes that it will lead the effort to develop the single, standardized system to be used by all e-Payroll providers. Cost estimates for development of the new system assume that NFC will not receive assistance from other payroll providers in the development of the new system. 

7) There will be continuous funding for this project. If the revenue for the project budget is materially reduced or eliminated, the effort will be unsuccessful. 

	

	3.     Provide any other supporting information derived from research, interviews, and other documentation. 

	The following supporting documents informed the development of this OMB Exhibit 300 business case and are available upon request: 

1) NFC's Payroll Provider Request for Response Package to OPM (NFC's e-Payroll "Proposal," included in the resource library) 

2) OPM Exhibit 300 for e-Payroll Initiative 

3) NFC's response to OPM's March 15 Data Call 

4) NFC's Response to the JFMIP Study 


	I.B. Justification (All Assets) 


	1.     How does this investment support your agency's mission and strategic goals and objectives?  

	As an organization, NFC is dedicated to designing, developing, implementing, and operating cost-effective financial, administrative, and management information systems and services. Our mission is to enable USDA and our customers to fulfill their missions. Along with the USDA OCFO, NFC advocates an environment in which high quality financial and performance information can be commonly used to implement effective decisions regarding policy, management, stewardship, and programs. The e-Payroll Initiative aims to consolidate payroll operations, which promotes efficient and effective Federal payroll processing by improving service delivery and reducing operation costs and future capital investment costs. In addition, the e-Payroll effort adheres to USDA's OCFO strategic goals as the initiative: 

- Promotes sound financial management through leadership, policy and oversight; 

- Implements and maintains an infrastructure to provide management with on-line real time financial management information necessary for sound decision making; and 

- Provides superior cross-servicing for financial and administrative services to USDA and other Federal Government agencies. 

In addition, the e-Payroll Initiative complies with the USDA e-Government Strategic Plan which sets the Department's strategic direction for the next five years. By creating greater efficiencies in the Federal payroll processing, this initiative further augments the e-Government agenda.                                        

	

	2.     How does it support the strategic goals from the President's Management Agenda? 

	This initiative will provide USDA's business and technology infrastructure to enable Department efforts in support of the government-wide ePayroll/eHR Initiative. The USDA project serves to enhance and complement, rather than duplicate, the Presidential Initiative. Additionally, this investment supports the Presidential Management Agenda. It will eliminate barriers to cross-agency communication and coordination, by making existing systems more interoperable and using technology to enable smoother communication. Additionally, this initiative promotes citizen-centered government by presenting information in an integrated, uniform manner (rather than the current separation by agency) and by enabling exchange of information between USDA and other agencies, reducing redundant provision of information for business partners. 

NFC's participation in the e-Payroll Initiative supports all five of the President's Management Agenda dimensions: strategic management of human capital; competitive sourcing; improved financial management; expanded electronic Government; and budget and performance integration. As NFC works closely with OPM to realize payroll consolidation, it aims to (1) augment the e-Government agenda by creating greater efficiencies in Federal payroll processing; (2) define regulations to help standardize payroll data across the Federal Government, improving information sharing between performance, budgets and financial management and enabling key officers to make well-informed decisions; (3) support the strategic investment in human capital, as Government employees benefit from cost-effective service through the implementation of best practices; and (4) drive costs down by leveraging economies of scale along with streamlined operations. 

	

	3.     Are there any alternative sources in the public or private sectors that could perform this function?  

	Yes. There are possible outsourcing options available. A description of an alternative solution involving outsourcing to a private sector Application Service Provider (ASP) is described in Section I.E.1 (Alternatives Analysis) of this exhibit. 

	

	4.     If so, explain why your agency did not select one of these alternatives.  

	Due to the lack of standardization in pay plans of Federal payroll processing, NFC realizes that it would be a major organizational and procedural change for a public or private sector Application Service Provider (ASP) to process Federal payroll. Internal research indicates that outsourcing for comparable services in the private sector would result in significantly higher processing costs, which would increase rates. Also, because payroll directly impacts the provision of US Treasury funds to Federal government employees, there are three Federal payroll functions that must be retained by the government relating to certification of time, payroll, and disbursement. Thus, at the very least, NFC as a Government payroll provider would have to manage the process and retain the authority to supply government paychecks. 

	

	5.     Who are the customers for this project? 

	The customers for the e-Payroll Initiative are Federal and quasi-Federal agencies. NFC currently services 122 government agencies, providing over 515,000 Federal employees with payroll and personnel services. Under the e-Payroll Initiative, NFC assumes that it will increase its customer base by up to 500,000 customer employees. 

	

	6.     Who are the stakeholders of this project? 

	The primary stakeholders for this project are OPM, OMB, USDA, Federal government employees, all Federal government agencies, and all US taxpayers. 

- All Federal government agencies with payroll needs benefit from the customer-centered, results-oriented, and market-based operations, which promote competition. 

- The Office of Personnel Management benefits from consolidated payroll service delivery and standardization of payroll process, which will eventually lead to Federally integrated HR/Payroll services. 

- The Office of Management and Budget and Department of the Treasury benefits from streamlined financial management and reporting through the consolidation of Federal payroll providers. 

- The USDA benefits from NFC's broadened customer based and increased working capital fund revenues, as well as NFC's key position in Federal payroll processing. 

- Federal government employees benefit from the standard use of payroll best practices, such as customer relationship management, to be applied consistently by the consolidated payroll providers. 

- All U.S. taxpayers benefit from the e-Payroll Initiative because of reduced acquisition, operations, and management costs that consolidation affords the Federal government. 

	

	7.     If this is a multi-agency initiative, identify the agencies and organizations affected by this initiative. 

	The e-Payroll consolidation effort is a multi-agency initiative, which affects all Executive Branch Federal and quasi-Federal government agencies/organizations and their employees that are currently serviced by NFC or another Federal payroll service provider. 

	

	8.     How will this investment reduce costs or improve efficiencies? 

	OPM has estimated that approximately $940 million in savings can be realized to the Federal government over the next 10 years by consolidating payroll services under the e-Payroll Initiative. The following benefits of the e-Payroll Initiative have been identified: 

- Payroll service provider consolidation is expected to generate cost savings through economies of volume, provide additional cost avoidance by limiting capital system modernization activities across the government, and promote standardization and unified service delivery. 

- The ability to consolidate and standardize payroll data across the Federal government will improve the link between performance and budgets, thereby improving financial management by providing both program managers and finance officers with information needed to make well-informed decisions. 

- Competition among existing providers to serve other Federal customers will stimulate innovation, drive costs down and improve service, while creating an environment more conducive to commercial competition in the future. 

NFC's investment to comply with requirements of the e-Payroll Initiative will create the following benefits for USDA: 

- Decreased payroll processing fees for USDA payroll 

- Increased Working Capital Fund (WCF) revenues 

- More effective service from NFC to USDA's human resource offices 

- Extensive management information from NFC to USDA that will improve financial management and program delivery. 

Please refer to the MS Word version of the Exhibit 300 in the resource library for a table of improved efficiencies for NFC and its customers. 

	

	9.     List all other assets that interface with this asset. 

	NFC's Payroll/Personnel System (PPS) regularly interfaces with USDA's accounting and administrative systems, as well as various required external (non-USDA) systems. Please refer to the MS Word version of the Exhibit 300 in the resource library for a table of examples of NFC's PPS interfaces. None of the interfaced systems will need reengineering as a result of this effort. 

	

	        Have these assets been reengineered as part of this project? 

	No 

	


	I.C. Performance Goals and Measures (All Assets) 


	I.C. Performance Goals and Measures (All Assets) 

	Fiscal Year 
	Strategic Goal(s) Supported 
	Existing Baseline 
	Planned Performance Improvement Goal 
	Actual Performance Improvement Results 
	Planned Performance Metric 
	Actual Performance Metric Results 

	04+ 
	Provide timely, reliable, and cost effective payroll and personnel services to Federal agencies. 
	N/A 
	Increase economies of volume 
	
	If NFC's customer base increases by 30%, annual cost will decrease by at least 7.5%. 
	

	04+ 
	Provide timely, reliable, and cost effective payroll and personnel services to Federal agencies. 
	-0.55% 
	Maintain reasonable unit cost while increasing customer base 
	
	Increase in annual unit cost will not exceed 5% (negative figure indicates decrease). 
	

	04+ 
	Provide timely, reliable, and cost effective payroll and personnel services to Federal agencies. 
	100% 
	Maintain current level of payment timeliness while increasing number of payments 
	
	Greater than 98% of disbursement schedules will be certified, reconciled, and released within 4 hours. 
	

	04+ 
	Provide timely, reliable, and cost effective payroll and personnel services to Federal agencies. 
	92% 
	Maintain current level of customer satisfaction while increasing customer base 
	
	Greater than 90% of customers will be satisfied with their services (based on surveys). 
	

	04+ 
	Provide timely, reliable, and cost effective payroll and personnel services to Federal agencies. 
	99% 
	Maintain IT infrastructure available while increasing IT workload 
	
	IT infrastructure will be available 97% of the time. Note: Please refer to the MS Word version of the Exhibit 300 in the resource library for the OPM e-Payroll balanced scorecard. 
	




       I.D. Program Management (All Assets) 
	 
	 
	 

	1. Is there a program manager assigned to the project? If so, what is his/her name?  
	 
	Yes , Lohfink, Cyrus G  

	
	
	

	2. Is there a contracting officer assigned to the project? If so, what is his/her name?  
	
	Yes , Phillips, Deidre 

	
	
	

	3. Is there an Integrated Project Team? 
	 
	Yes  

	3.A. If so, list the skill set represented. 
	
	Communications; Payroll Payment Calculation; Customer Service; Benefits Administration; Tax and Financial Reporting; Application Development; Accounting Reconciliation; Accounting Validation; Accounting Certification; Requirements Analysis; Systems Analysis; Program Analysis; System Engineering; Computer Programming; Database Administration; Technology Management; Telecommunications Engineering; Management Support; Administrative Support; Budget Analysis and Formulation; Financial Assessment; and Project Management 

	
	
	

	4.  Sponsor / Owner: 
	 
	Yes  

	Sponsor / Owner Name: 
	 
	  McPherson, Edward (Ted) R 




       I.E. Alternatives Analysis (All Assets) 
	1. Describe the alternative solutions you considered for accomplishing the agency strategic goals this project was expected to address. Describe the results of the feasibility/performance/benefits analysis. Provide comparisons of the returns (financial and other) for each alternative. 


	I.E.1 Alternatives Analysis and Risk Management (All Assets) 

	Alternatives 
	Description 

	Alternative 1 - 
	Take all necessary steps to fulfill requirements of OPM's e-Payroll Initiative(Recommended): Under this alternative, NFC would take all necessary steps to comply with the e-Payroll Initiative including consolidation, standardization, and payroll system replacement. This alternative would allow NFC to fulfill the requirements of an e-Payroll provider and meet increased demand expected as a result of consolidation, yielding significant savings and increases in efficiency for the Federal government. 

	Alternative 2 - 
	Status Quo: Under this alternative, NFC would not consolidate, standardize, or modernize its payroll systems. While this approach requires no investment in improvement or modernization, it is not a viable alternative because 1) NFC would not be able to meet the requirements of the e-Payroll Initiative; 2) the cost of maintaining and operating legacy systems would become increasingly more costly over time; and 3) the risk of system failure would increase significantly over time. 

	Alternative 3 - 
	Outsourcing to an Application Service Provider (ASP): Under this alternative, NFC would outsource payroll services to a private sector vendor that would utilize commercial-off-the-shelf products (COTS). These systems would be standardized based on government requirements and developed and maintained by vendors, who would also manage all associated hardware. This alternative is not a feasible option at this time because the current Federal payroll environment lacks Government wide standards that will be necessary for ASP payroll processing. In addition, the Department of the Treasury requires that certain payroll functions be executed by a government entity. These functions include certification of time and payroll disbursement. Therefore, completely outsourcing the PPS (i.e., an arrangement where outside contractors have full responsibility for the entire program and are not managed by NFC personnel) is not acceptable given existing government requirements. 


	2. Summarize the results of your life-cycle cost analysis performed for each investment and the underlying assumptions. 


	I.E.2 Alternatives Analysis(All Assets) 

	Cost 
Elements 
	Alternative
1 
	Alternative
2 
	Alternative
3 

	Phase I: Consolidation and Continuous Improvements 
	$22.41 
	- 
	- 

	Phase II: Standardization and Technology Pilot 
	$7.29 
	- 
	- 

	Phase III: System Replacement and Implementation 
	$89.18 
	- 
	- 

	Total
	$118.88
	$0.00
	$0.00


	3. Which alternative was chosen and why? Define the Return on Investment (ROI). 

	We have chosen Alternative 1 and plan to take all necessary steps to fulfill requirements of OPM's e-Payroll Initiative. This alternative would allow NFC to fulfill the requirements of an e-Payroll provider and meet increased demand expected as a result of consolidation, yielding significant savings and increases in efficiency for the Federal government. As stated in Section 1.E.3.C, the return on investment for this approach is approximately $137 million over 10 years. This pre-select business case does not require financial analysis of alternatives. 

The status quo alternative was rejected because 1) NFC would not be able to meet the requirements of the e-Payroll Initiative; 2) the cost of maintaining and operating legacy systems would become increasingly costly over time; and 3) the risk of system failure would increase significantly over time. 

Outsourcing is not a feasible option at this time because: 1) the current federal payroll environment lacks government-wide standards that will be necessary for ASP payroll processing; and 2) completely outsourcing the PPS (i.e., an arrangement where outside contractors have full responsibility for the entire program and are not managed by NFC personnel) is not acceptable given government requirements and the associated risk of an unproven commercial solution. 

Please note the following assumptions for life-cycle cost analysis 1) NFC will take on 500,000 new customer employees; 2) for customer conversion estimates in Phase I, NFC assumed one complex conversion of 150,000 employees and the remaining 350,000 employees would be simple conversions (using the definitions of complex and simple provided by OPM in the Request for Response document); and 3) in phase II, COTS acquisition represents estimates for licenses for pilot testing. 

Please note the following assumptions for Return on Investment calculations: 1) discount factor is assumed to be 4.8%, the rate of the five-year treasury bill (yield to maturity as of March 22, 2002); 2) Return on Investment is defined as Net Present Value (NPV) of investment divided by Net Costs of investment; 3) NPV calculations use 2002 as the base year; and 4) for financial benefits, $313 million in estimated savings to the Federal government from the e-Payroll Initiative is spread over 7 years beginning in FY 2005 (the expected completion date for consolidation is the end of FY 2004).                                              

	

	   A.  Are there any quantitative benefits that will be achieved through this investment (e.g., systems savings, cost avoidance, stakeholder benefits, etc? 

	       Consolidation and standardization of payroll service delivery is expected to generate significant cost savings through the creation of economies of volume and cost avoidance by limiting capital system modernization investments across the government, and improving services to employees. 

OPM has estimated that consolidating to three providers under the e-Payroll Initiative would result in savings to the Federal government of approximately $940 million over a 10 year life-cycle. These savings would occur through reductions in estimated operating costs by standardization, elimination of duplicative system replacement investments, and simplification of payroll processing. OPM developed its estimates using data that it assembled from 16 existing payroll providers, including NFC. 

For the purpose of this pre-select business case it is assumed that, as one of three e-Payroll providers, NFC's contribution to the total savings generated by the e-Payroll Initiative is approximately one-third, or $313 million over the 10 year life cycle. 

OPM's initial financial analysis of the e-Payroll Initiative is contained in its e-Payroll Initiative OMB Exhibit 300 dated April 2002 (included in reference library).    

	                                          

	   B. For alternative selected, provide financial summary, including Net Present Value by Year and Payback Period Calculations:

	


	I.E.3(C) Net Present Value by Year 

	  
	FY02 
	FY03 
	FY04 
	FY05 
	FY06 
	FY07 
	FY08 
	FY09 
	FY10&11 
	
	

	Cost of Investment 
	$ -0.42 
	$ -11.90 
	$ -32.45 
	$ -17.21 
	$ -16.85 
	$ -16.02 
	$ -13.94 
	$ -10.09 
	$ 0.00 
	
	

	Financial Benefits 
	$ 0.00 
	$ 0.00 
	$ 0.00 
	$ 44.71 
	$ 44.71 
	$ 44.71 
	$ 44.71 
	$ 44.71 
	$ 89.42 
	
	

	Annual Cash Flow 
	$ -0.42 
	$ -11.90 
	$ -32.45 
	$ 27.50 
	$ 27.86 
	$ 28.69 
	$ 30.77 
	$ 34.62 
	$ 89.42 
	
	

	Cumulative Net Cash Flow 
	$ -0.42 
	$ -12.32 
	$ -44.77 
	$ -17.27 
	$ 10.59 
	$ 39.28 
	$ 70.05 
	$ 104.67 
	$ 194.09 
	
	

	Cumulative Discounted Net Cash Flow 
	$ -0.42 
	$ -11.78 
	$ -41.32 
	$ -17.43 
	$ 5.67 
	$ 28.36 
	$ 51.59 
	$ 76.52 
	$ 136.57 
	
	


	 
	 
	 

	4. What is the date of your cost benefit analysis? 
	 
	08/16/2002  


	

	I.F. Risk Inventory and Assessment (All Assets) 

	

	In this section, describe the results of your risk assessment for this project and discuss your plans to eliminate, mitigate, or manage identified risks. Risk Assessments performed at the initial concept stage and then monitored and controlled throughout the life-cycle of the project, and should include risk information from all stakeholders. Risk assessments for all projects must include schedule, costs (both initial and life cycle), technical obsolescence, feasibility, reliability of systems, dependencies and interoperability between this project and others, surety (asset protection) considerations risk of creating a monopoly for future procurements, capability of agency to manage the project, and overall risk of project failure. 

In addition, for IT projects risk must be discussed in the following categories 1) Organizational and Change Management, 2) Business, 3) Data/Info, 4) Technology, 5) Strategic, 6) Security, 7) Privacy, and 8) Project Resources. (Agencies may include others for IT, and may define the core set for other assets). For security risks, identify under the description column the level of risk as high, medium, or basic. What aspect of security determines the level of risk, i.e., the need for confidentiality of information, availability of information or the system, reliability of the information or system? 


	I.F. Risk Inventory and Assessment 

	Date Identified 
	Area of Risk 
	Description 
	Probability of 
Occurance 
	Strategy for
Mitigation 
	Current Status
as of the date
of this Exhibit 

	08/16/2002 
	Organizational 
	Institutional, personnel and cultural barriers may prevent successful implementation throughout agencies. 
	High 
	Establish a cross-functional steering committee with all involved parties. Identify and address, early on, the potential barriers. Identify and establish champions for change within affected agencies. 
	Plan for change management 

	08/16/2002 
	Strategic 
	Schedule is overly aggressive and may not be met. 
	High 
	Set interim milestones to check progress on schedule. Revise schedule as warranted to ensure overall success of initiative. 
	Schedule established by OMB/OPM is in place 

	08/16/2002 
	Strategic and Business 
	Unable to continue due to lack of funding for additional development and operation. 
	High 
	Develop budgetary strategies to obtain needed funding for each stage of the transition. Seek to establish a service fee structure that allows full cost recovery plus sufficient retained earnings to underwrite modernization. Implement the initiative incrementally through discrete sets of tasks that can deliver early and continuing benefits. Evaluate milestone results through an earned value. 
	Revise budget strategy and business plans to anticipate project costs 

	08/16/2002 
	Business 
	Level of effort or time required to complete system to meet all requirements is greater than that available. 
	Medium 
	Develop a project plan that realistically estimates the level of effort needed, and closely track development progress against frequent milestones. Consider schedule modifications where warranted to ensure overall success of the transition. Assign responsibility for monitoring and taking corrective action. 
	Development of project management plans and tools 

	08/16/2002 
	Business, Technology, Strategic 
	Degree of technology integration required is more difficult than predicted. 
	High 
	Thoroughly plan integration work, integrate incrementally with agencies. Fully understand the existing technologies used by serviced and provider agencies. 
	N/A 

	08/16/2002 
	Business, Technology, Strategic 
	Requirements specified by OPM/agencies cannot be met. 
	Low 
	Set realistic expectations early on with customer agencies with regard to capabilities and limitations of available technology. Focus standardization priorities on obstacles to consolidation to reduce the extent of agency-specific requirements. Engage affected stakeholders to negotiate changes in requirements to facilitate consolidation. Employ strong program management, and maintain both accurate documentation through configuration management and full trace-ability of requirements through implementation. 
	N/A 

	08/16/2002 
	Organizational, Business, Technology, and Strategic 
	Changes in Federal or legislative mandates may require change in business objectives, processes, and functional requirements. 
	High 
	Collaboratively analyze each instance where a requirement was not included or adequately clarified and agree to a standard solution that presents the best combination of meeting the business requirement. 
	N/A 

	08/16/2002 
	Organizational, Business, Technology, Data/Info 
	Paychecks and other disbursements related to employee data are not generated in the new consolidated state, causing break in service. 
	Medium 
	Perform exhaustive technical and functional planning to ensure that payroll servicing continuously meets the expectations for on-time and accurate service. Review and test provider's Disaster Recovery Plans. Conduct comprehensive test plans before fully converting to the new system. Review customer agency payroll operations to determine appropriate strategy and recovery plans. Plans should include the establishment of procedures for employees to obtain expedient review and resolution of payroll problems and off-cycle corrections of payroll errors. Perform capacity planning and stress tests of the systems used by the selected providers. Implement comprehensive disaster recovery procedures and systems, and test these backup plans regularly. Plan to run existing systems in parallel to newly adopted systems until verification of the accuracy of the new system has occurred. 
	Incorporate mitigation into existing Contingency and Recovery Plans 

	08/16/2002 
	Security 
	The IT Infrastructure must be protected from unauthorized access. 
	Low 
	The modernized architecture will provide more options/ capabilities for security. A detailed security plan will ensure security while allowing for expanded mission accomplishment. 
	Addressed by the existing Security Program 

	08/16/2002 
	Privacy 
	Sensitive personnel data must be maintained. 
	Low 
	Existing privacy guidance will be followed to ensure appropriate control of data. 
	Explicit privacy protocols are in place 

	08/16/2002 
	Project Resources 
	Skilled personnel are not available to maintain the IT Infrastructure and implement the required upgrade components. 
	Medium 
	The IT Infrastructure utilizes industry standard equipment and protocols. By moving to a more standard IT infrastructure, the NFC will be able to attract and retain IT professionals. An industry-standard configuration will enable newly hired IT professionals to get up-to-speed more quickly. 
	Program manager constantly evaluates the impact of personnel changes 


	 
	 
	 

	1. What is the date of your risk management plan? 
	 
	08/16/2002  


	I.G. Acquisition Strategy 


	1. Will you use a single contract or several contracts to accomplish this project? 

	This project is in the Pre-Select Phase and a contracting strategy has not been finalized. There are two contracting options available to ensure full implementation. The first is to use separate contracts to implement each component of the project that can be identified as a logical entity. Using separate contracts for each of the components (or for a combination of components, when appropriate) would allow USDA to gain the expertise of experts in the various disciplines necessary to successfully implement each of the components and would enable simpler (and possibly more detailed) results measurement and, as a result, compliance with requirements and performance goals. However, as there are interconnections between various project components, contracts would need to require interoperability (and potentially specify particular platforms to achieve this). Further, internal USDA project management would be necessary to coordinate all contracts and facilitate linkages between contracts. 

The second option is to use a single contract, utilizing the services of a prime contractor. This option would allow the prime contractor to assume many project management and oversight capabilities and coordinate all subcontracts necessary to fully implement the functionality specified in this initiative. In this scenario, the prime contractor would be responsible for ensuring interoperability between project components; however, performance and results measurement on such an omnibus contract would be complex. 

The selection of one of these options will be made after a thorough determination of each option's impact on USDA, after conducting research on the viability of executing each type of contract, and other analysis, resulting in a determination of which type of contract would offer the best value to the Department. 

Currently, it is anticipated that multiple contracts will be used to accomplish NFC's participation in the Presidential e-Payroll Initiative. 

	1.A. If multiple contracts are planned, explain how they are related to each other, and how each supports the project performance goals. 

	To comply with the requirements of the e-Payroll Initiative, NFC currently plans to use several existing contracts for internal support of its data center operations and LAN connectivity and maintenance. In addition, NFC will use USDA's existing e-government Blanket Purchase Agreement (BPA) contract for all Phase I and Phase II activities. The existing internal contracts will continue to support the expanding data center and desktop personal computer network environments at NFC during phases I and II. The BPA contract will be used to support training new customers and assisting new customers in their conversion activities such as data mapping, building conversion data files, identifying and documenting unique customer requirements, testing and implementation. Both the internal and external contracts described above will assist NFC in its performance goals to complete consolidation of agencies into its payroll/personnel system by the end of FY 2004 without affecting services to its current customers. (These contracts are for entirely different internal and external functions yet they are both necessary as NFC significantly expands its customer base.) In Phase II, NFC will identify its acquisition needs and resources for Phase III. 

	

	2. What type(s) of contract(s) will you use (e.g. cost reimbursement, fixed-price, etc.)? 

	Fixed-price, performance-based, and labor hour contracts will be used. We will also explore value- and transaction-based arrangements 

	

	2.A. For cost reimbursement contracts, define risk not sufficiently covered by the risk mitigation plan to require this type of contract. 

	If necessary, this information will be calculated and evaluated once the procurement methodology is determined. 

	

	3. Will you use financial incentives to motivate contractor performance (e.g. incentive fee, award fee, etc.)? 

	Yes. Financial incentives will be used wherever possible. 

	

	4. Will you use competition to select suppliers? 

	NFC plans to select suppliers through full and open competition. 

	

	5. Will you use commercially available or COTS products, or custom-designed products? 

	A primary goal of the initiative is to reduce costs associated with providing information services to the public. Where possible, the initiative will leverage COTS products that have been deemed to be part of best practice solutions developed for commercial enterprises. COTS and other commercially available products will be used whenever possible; however, where there exists a specialized nature to some project components, commercial products may need to be modified and custom products developed when COTS alternatives are not available. 

	

	6. What is the date of your acquisition plan? 

	08/16/2002 

	

	7. Will you ensure Section 508 compliance? 

	We address all of the requirements and criteria outlined in Section 508. NFC fully complies with USDA's Departmental Notice 4030-001, Section 508 Implementation Interim Guidance that requires all IT acquisitions to meet Section 508 standards. Project management will ensure compliance for all relevant components of this initiative. Specifically, all contracts and Statements of Work will require that deliverables must comply with Section 508 requirements. Solutions will be further tested for compliance, and vendors will certify products as compliant. 

	


	I.H. Project and Funding Plan 


	Is this project an Existing Baseline?    No

	I.H.1.  Description of performance-based system (PBMS):

Name the software program that meets ANSI/EIA Standard 748 that you will use, or are using, to monitor and manage contract and project performance? If the project is operational (steady state) define the operational analysis system that will be used. If the project is an IT service contract with both operational and system improvement aspects, EVMS must be used on the system improvement aspects of the contract and operational analysis on the operations aspects. Using information consistent with a work breakdown structure (WBS) approach, provide the following in all parts of this section. 

	USDA uses the Information Technology Investment Portfolio System (I-TIPS) to monitor and manage project performance. I-TIPS tracks the planning, acquisition, and operations of automated information systems and information technology investments and complies with Federal reporting requirements, such as those found in GPRA, PRA, and Clinger-Cohen. We use I-TIPS as the foundation for NFC IT investment portfolios, and it supports the decision making process for selecting, evaluating and controlling IT investments. NFC will continue to use the I-TIPS to provide a performance-based management system, which monitors the relationship of the cost/schedule and performance goals of the program. When existing support services contracts expire, NFC will specify the ANSI-standard EVMS in follow-on contracts and deploy Microsoft Project and/or other tools to manage software development projects. 

	


	I.H.2.  Original baseline  (OMB-approved at project outset): 

	A. What are the cost and schedule goals for this segment of phase or segment/module of the project (e.g., what are the major project milestones or events; when will each occur; and what is the estimated cost to accomplish each one)? Also identify the funding agency for each milestone or event if this is a multi-agency project. (This baseline must be included in all subsequent reports, even when there are OMB approved baseline changes shown in I.H.3). 


	Cost and Schedule Goals

	Description
	Planned

	
	Schedule
	Duration
	Planned Cost (BCWS)
	Funding Agency

	
	Start Date
	End Date
	Days
	Hrs.
	
	

	1. Phase I: FY 03 - 04 Consolidation and Continuous Improvement 
	- 
	- 
	- 
	- 
	- 
	- 

	   1.1. Refinement and Finalization of Overall Strategy for Consolidation 
	07/09/2002 
	09/30/2002 
	83 
	- 
	$228,500 
	TBD 

	   1.2. Marketing to New Customers 
	09/01/2002 
	11/29/2002 
	89 
	- 
	$186,500 
	TBD 

	   1.3. Development of Program Management Plans and Tools 
	08/15/2002 
	12/13/2002 
	120 
	- 
	$57,600 
	TBD 

	   1.4. System Upgrade/ Enhancement of PPS 
	10/01/2002 
	09/30/2004 
	730 
	- 
	$7,619,311 
	TBD 

	   1.5. Customer Conversion/Consolidation to NFC System 
	01/01/2003 
	09/30/2004 
	638 
	- 
	$14,265,300 
	TBD 

	   1.6. Enhancement of Governance Structure 
	07/15/2002 
	12/31/2002 
	169 
	- 
	$51,863 
	TBD 

	2. Phase II FY 03-05: Standardization and Technology Pilot Activities 
	- 
	- 
	- 
	- 
	- 
	- 

	   2.1. Leverage COTS-based Solutions from Consolidated Customers (purchase additional licenses) 
	07/21/2003 
	03/15/2005 
	603 
	- 
	$500,000 
	- 

	   2.2. Upgrade of Existing System for Compliance with Standardization 
	10/01/2002 
	09/30/2004 
	730 
	- 
	$1,300,000 
	TBD 

	   2.3. Participation in key OPM e-Payroll Initiatives (including pilot programs supporting standard technologies) 
	10/01/2002 
	09/30/2005 
	1095 
	- 
	$4,500,000 
	TBD 

	   2.4. Evaluation and Planning of System Replacement/Implementation in Phase III 
	01/01/2003 
	09/30/2005 
	1003 
	- 
	$949,071 
	TBD 

	   2.5. Identification of Financing Strategy for Phase III 
	10/01/2002 
	12/30/2004 
	821 
	- 
	$44,652 
	TBD 

	3. Phase III: System Replacement and Implementation 
	- 
	- 
	- 
	- 
	- 
	- 

	   3.1. System Acquisition 
	10/01/2004 
	02/15/2008 
	1232 
	- 
	$12,375,000 
	TBD 

	   3.2. Implementation of New Payroll Architecture 
	10/01/2004 
	02/15/2008 
	1232 
	- 
	$10,121,108 
	TBD 

	   3.3. System Enhancement 
	10/01/2004 
	04/30/2008 
	1307 
	- 
	$41,032,282 
	TBD 

	   3.4. Interface Development (to comply with new enterprise architecture) 
	10/01/2004 
	04/30/2008 
	1307 
	- 
	$5,054,194 
	TBD 

	   3.5. Conversion of Customers 
	01/05/2006 
	09/30/2009 
	1364 
	- 
	$20,600,210 
	TBD 

	PROJECT TOTAL:
	- 
	- 
	- 
	- 
	- 
	-


	Part II:  Additional Business Case Criteria for Information Technology 


	

II.A Enterprise Architecture 


	II.A.1 Business 

	A. Is this project identified in your agency's enterprise architecture? If not, why?

	This project is tightly linked to the Department's eGovernment and enterprise architecture activities. This project is a part of a group of eGovernment initiatives that are currently being developed by USDA. Collectively, these eGovernment initiatives will evolve into a large component of Department's future activities that encompass IT business processes, information needs, and supporting technologies (i.e., its "to-be" architecture). 

USDA has undertaken a cooperative approach to the development of an Enterprise Architecture (EA). Agency architectures are directed toward mission-specific processes, systems, data, and applications. The emerging Departmental component is directed at infrastructure investments (e.g., security and telecommunications), crosscutting investments (e.g., corporate systems), and areas where there are demonstrable economies of scale from a Departmental approach. 

NFC is currently in the process of defining its component of the USDA EA. As the EA plan evolves, it is imperative that e-Payroll is identified as a key component of this plan. The e-Payroll Initiative should be developed in close accordance with the NFC EA plan. This project will conform to departmental enterprise architecture goals and objectives that promote interoperability, reduce cost, and share resources, processes and information. 

	

	B. Explain how this project conforms to your departmental (entire agency) enterprise architecture.

	This investment aligns with the cooperative approach to EA undertaken by USDA and will be a component of the emerging EA model. The USDA Enterprise Architecture Plan, dated January 22, 2002, provides guidance to NFC regarding priorities, objectives, and IT direction. The imperatives related specifically to NFC, as outlined in the EA Plan, include: 

- Work towards controlling costs 

- Enhance customer satisfaction of the services it provides in a corporate administrative systems environment 

- Improve efficiency and customer satisfaction with NFC operation 

- Ensure that the NFC automated data processing operations and capabilities meet current and/or leading edge industry standards 

- Complete all actions necessary to ensure that NFC operations meet Industry Standards for IT security and fully support the USDA Office of the Chief Information Officer initiatives in IT Security 

- Work with the Cyber Security Officer of the USDA Office of the Chief Information Officer's staff to explore potential deployment of a public key infrastructure (PKI) in order to bring further security controls to client transactions, data, and applications. 

NFC's proposed initiatives are in full conformity with these directives. Each of the proposed initiatives can be identified with one or more of these directives, and none are contrary to the directives. 

	

	C. Identify the Lines of Business and Sub-Functions within the Federal Enterprise Architecture Business Reference Model that will be supported by this initiative.

	Since, by Federal Enterprise Architecture Program Management Office (FEAPMO) definition, the Services to Citizens and the Support Delivery of Services business areas pertain only to those services directly provided to citizens by the Federal government, they are not affected by the NFC plan. The following Business Area/Line of Business/Sub Function combinations, however, will all be supported and impacted by the proposed initiatives: 

Business Area: Internal Operations/Infrastructure (Inter-Agency). 

Line of Business: Human Resources. Sub Functions: Payroll Management and Expense Reimbursement; Resource Training and Development; and Benefits Management. 

Line of Business: Administration. Sub Functions: Help Desk Services; IT Infrastructure Maintenance; Security Management; and Workplace Policy Development and Management. 

Line of Business: Financial Management. Sub Functions: Cost Management and Financial Reporting. 

Business Area: Internal Operations/Infrastructure (Intra-Agency) 

Line of Business: Human Resources. Sub Functions: Payroll Management and Expense Reimbursement; Resource Training and Development; Benefits Management; and Staff Recruitment and Employment. 

Line of Business: Administration. Sub Functions: Help Desk Services; Facilities, Fleet and Equipment Management; IT Infrastructure Maintenance; Security Management; and Workplace Policy Development and Management. 

Line of Business: Financial Management. Sub Functions: Cost Management; and Financial Reporting and Funds Management. 

Line of Business: Supply Chain Management. Sub Functions: Goods Acquisition; Inventory Control; and Services Acquisition. 

	

	D. Briefly describe how this initiative supports the identified Lines of Business and Sub-Functions of the Federal Business Architecture.

	The proposed initiative supports the above-mentioned Lines of Business and Sub-Functions in a number of interconnected ways. As this initiative is expansive and consists of multiple components, various LoBs are affected. The supporting features of this initiative for each Business Area, LoB, and Sub-Function are outlined below, and broken down into the general areas of: payroll consolidation/standardization, infrastructure improvements, reporting improvements, and customer service improvements. 

Payroll Consolidation/Standardization 

Business Area: Internal Operations/Infrastructure (Inter-Agency) 

Line of Business: Administration. Sub Functions: Help Desk Services; and Workplace Policy Development and Management. 

Line of Business: Human Resources. Sub Functions: Resource Training and Development . 

Business Area: Internal Operations/Infrastructure (Intra-Agency) 

Line of Business: Administration. Sub Functions: Help Desk Services; and Workplace Policy Development and Management. 

Line of Business: Human Resources. Sub Functions: Resource Training and Development; and Staff Recruitment and Employment 

As NFC converts new customers during consolidation, we will be enlarging our workforce significantly. NFC management is already considering new and improved recruitment, hiring, education, training, and employee development procedures in anticipation of the requisite influx of new personnel. In addition, applicable policies and processes will be evaluated, improved, documented, and standardized as a result of this consolidation. This policy impact will affect both NFC and our external customers. 

Infrastructure Improvements 

Business Area: Internal Operations/Infrastructure (Inter-Agency) 

Line of Business: Administration. Sub Functions: IT Infrastructure Maintenance and Security Management. 

Business Area: Internal Operations/Infrastructure (Intra-Agency) 

Line of Business: Human Resources. Sub Functions: Resource Training and Development. 

Line of Business: Administration. Sub Functions: IT Infrastructure Maintenance; Facilities, Fleet and Equipment Management; and Security Management. 

Line of Business: Supply Chain Management. Sub Functions: Goods Acquisition; Inventory Control; and Services Acquisition. 

Included in the improved service delivery initiatives are ongoing and planned improvements to IT infrastructure and security aspects of PPS. These initiatives cross agency boundaries, as NFC updates its internal infrastructure and security, interfacing agencies will necessarily be affected and supported. Improved interfacing mechanisms, for example, will support some of our customers' internal IT initiatives. Likewise, NFC's Web accessibility initiatives will support our customer's own Web enablement efforts. Also, NFC is currently analyzing various hardware/software inventory management processes and tools, which will be used in improving NFC's equipment, software, licensing and services control capabilities. This improved capacity, in turn, will support the acquisition process. 

Reporting Improvements 

Business Area: Internal Operations/Infrastructure (Inter-Agency) 

Line of Business: Human Resources. Sub Functions: Payroll Management and Expense Reimbursement; and Benefits Management. 

Line of Business: Administration. Sub Functions: Workplace Policy Development and Management. 

Line of Business: Financial Management. Sub Functions: Cost Management and Financial Reporting. 

Business Area: Internal Operations/Infrastructure (Intra-Agency) 

Line of Business: Human Resources. Sub Functions: Payroll Management and Expense Reimbursement; and Benefits Management. 

Line of Business: Administration. Sub Functions: Workplace Policy Development and Management. 

Line of Business: Financial Management. Sub Functions: Cost Management and Financial Reporting. 

Many of NFC's ongoing and proposed projects are directly aimed at improving the delivery and content of reports to our customers and other constituencies. Included in these are efforts to 1) improve the quality and distribution of report data and information, and 2) incorporate various new and improved reporting tools to store, extract, analyze, present, and distribute the reported data and information. These data and reporting improvements are designed, largely, to have a direct beneficial impact on the distribution of appropriate and accurate financial information both within USDA and to our external customers. By improving payroll/personnel data available to our customers and to the Federal government in general, we hope that these reporting initiatives can contribute beneficially to upcoming payroll policy/standardization discussions and decisions throughout the Federal government as the e-Payroll effort matures. 

Customer Service Improvements 

Business Area: Internal Operations/Infrastructure (Inter-Agency) 

Line of Business: Administration. Sub Functions: Help Desk Services. 

Line of Business: Human Resources. Sub Functions: Resource Training and Development. 

Business Area: Internal Operations/Infrastructure (Intra-Agency) 

Line of Business: Administration. Sub Functions: Help Desk Services; and Workplace Policy Development and Management. 

Line of Business: Human Resources. Sub Functions: Resource Training and Development; and Staff Recruitment and Employment. 

In addition to improvements on actual service delivery, NFC is actively engaged in improvement of the actual and perceived customer service aspects of our processes, infrastructure, and systems. Included in this is the continual improvement in help desk services within NFC and in the coordination between the help desk services of NFC and our customers' help desk services, where appropriate. Implicit in this effort is the requirement of hiring, training, and development of applicable customer service employees. 

	

	E. Was this project approved through the EA Review committee at your agency?

	No 

	

	F. What are the major process simplification/reengineering/design projects that are required as part of this initiative?

	During the initial, two-year phase of this long-term initiative, there will be no necessary major changes to the organization. However, during this time, there will be multi-agency discussions to determine the future enterprise architecture, data standards, and policies regarding the Federal payroll environment. These discussions will likely result in very substantial process simplification, reengineering, and design projects for NFC. It is unknown at the present, however, how these changes will affect NFC, since the new policies, procedures, architectures, and systems have not yet been determined. 

	

	G. What are the major organization restructuring, training, and change management projects that are required?

	During the initial two-year phase of this long-term initiative, staff is projected to increase by 50%. As the additional staff will simply supplement the current staff within the current organizational model, no restructuring or change management efforts will be necessary or undertaken. However, significant training efforts will take place to train new employees in the areas of payroll operations, customer support, accounting, debt management, information technology, and application development and maintenance 

However, during this time, there will be multi-agency discussions to determine the future enterprise architecture, data standards, and policies regarding the Federal payroll environment. These discussions will likely result in the need for NFC to drastically change organizational structure, processes, and IT systems. It is unknown at the present how these changes will affect NFC, since these new policies, procedures, architectures, and systems have not yet been determined. From approximately FY 2005 on, we anticipate substantial organization restructuring, training, and change management efforts. 

	

	H. What are the Agency lines of business involved in this project?

	Since NFC services many agencies in a payroll service capacity, the agency lines of business involved in this project are the same as those Federal, intra-agency lines of business listed in answer 2.A.1.C: 

Business Area: Internal Operations/Infrastructure (Intra-Agency) 

Line of Business: Human Resources. Sub Functions: Payroll Management and Expense Reimbursement; Resource Training and Development; Benefits Management, and Staff Recruitment and Employment. 

Line of Business: Administration. Sub Functions: Help Desk Services; Facilities, Fleet and Equipment Management; IT Infrastructure Maintenance; Security Management; and Workplace Policy Development and Management. 

Line of Business: Financial Management. Sub Functions: Cost Management; Financial Reporting; and Funds Management. 

Line of Business: Supply Chain Management. Sub Functions: Goods Acquisition; Inventory Control; and Services Acquisition. 

	

	I. What are the implications for the agency business architecture?

	USDA's business architecture will not undergo major changes as a direct result of this initiative. However, during this initiative, major changes in the business architecture will be considered and evaluated while determining the appropriate long-term architecture for USDA and NFC. While the exact changes in the business architecture have not been determined, some or all of the following areas may be impacted in the long run, as a result of this evaluation: 1) customer support, 2) addition/modification/merging of various business functions, and 3) outsourcing of specified business functions. 


	II.A.2 Data 

	

	A. What types of data will be used in this project? 

	As this project is a multi-faceted initiative comprise of multiple individual projects, various types of employee-specific payroll and HR data will be used and will impact in the course of the initiative. In addition, summary data will also be impacted to improve reporting and executive information systems. 

	

	B. Does the data needed for this project already exist at the Federal, State, or Local level? If so, what are your plans to gain access to that data?

	All of the relevant data currently exists within NFC's system, for existing customers, or within the existing payroll systems for any agencies that will be converted. No new data requirements are anticipated. 

	

	C. Are there legal reasons why this data cannot be transferred? If so, what are they and did you address them in the barriers and risk sections above?

	Not applicable. 

	

	D. If this initiative processes spatial data, identify planned investments for spatial data and demonstrate how the agency ensures compliance with the Federal Geographic Data Committee standards required by OMB Circular A-16.

	Not applicable. 


	II.A.3 Application and Technology 

	

	A. Discuss this initiative/project in relationship to the application and technology layers of the EA. Include a discussion of hardware, applications, infrastructure, etc.

	The technology and applications elated to this project will be incorporated into the Department's emerging Enterprise Architecture (EA); as the EA reference model is developed, NFC will consider its ramifications on the project's applications and technology. NFC is currently in the process of defining its component of the USDA Enterprise Architecture (EA). However, the initiative will have moderate impact on this EA through upgraded capacity and strategic reconfiguration of mainframe processors; data storage; application and network servers; LAN protocols/configuration; and connectivity enhancements. 

Also, many of the proposed projects within this initiative focus on moving current applications to the Web for more distributed and efficient access. This movement to the Web is a significant improvement to NFC's historically non-Internet architecture, and represents modification to both the application and the technology layers of the EA. These projects will require the inclusion of new servers, security controls, and distribution protocols, as well as some modifications to the existing applications themselves. 

Existing components of the technology layer of the EA will be consistently improved and upgraded as a direct result of many of the proposed projects contained within this initiative. For example, CPUs will be added to the mainframe systems, storage capacity will be increased, connectivity will be modernized, and new, more efficient hardware systems will be integrated into the existing EA. New reporting tools and methods will be evaluated and, where applicable, integrated. Furthermore, NFC is evaluating the cost/benefit of porting numerous databases from their existing IDMS environments onto DB2 environments in order to realize technology improvement and to reduce license fees. 

	

	B. Are all of the hardware, applications, and infrastructure requirements for this project included in the EA Technical Reference Model? If not, please explain.

	All hardware, applications, and infrastructure will be incorporated as USDA defines its Enterprise Architecture (EA). NFC is currently in the process of defining its EA. As the EA plan evolves, it is imperative that e-Payroll is identified as a key component of this plan. The e-Payroll initiative should be developed in close accordance with the NFC EA plan. This project will conform to departmental enterprise architecture goals and objectives that promote interoperability, reduce cost, and share resources, processes and information. 


	II.B Security and Privacy 


	NOTE: Each category below must be addressed at the project (system/application) level, not at a program or agency level.  Referring to security plans or other documents is not an acceptable response.

	

	II.B.1. How is security provided and funded for this project (e.g., by program office or by the CIO through the general support system/network)?

	The funding is covered as part of the operating unit costs that NFC charges its customers for data center service. 

NFC budgets approximately 15% of its total ADP budget annually to fund data security/privacy requirements, including labor and all costs associated with disaster recovery and business continuity planning. 

	

	A. What is the total dollar amount allocated to security for this project in FY04? 

	4870000.00 

	

	II.B.2. Does the project (system/application) meet the following security requirements of the Government Information Security Reform Act, OMB policy, and NIST guidance?

	Yes. We ensure security by applying industry best practices and adopting a "defense in depth" approach to protecting NFC's critical infrastructure. We follow a process of keeping current with threats and vulnerabilities by (1) making continual self assessments of our technology, hardware, software, facilities, applications, and personnel; (2) having assessments conducted by GAO, OIG, and other independent auditors; (3) making continuous improvements to our infrastructure based on risk/vulnerability assessments; (4) disseminating this information to the appropriate personnel/organizations within NFC; (5) subscribing to industry alerts from organization such as FedCIRC, CIAC, Gartner Group, SANS, and CSI; (6) maintaining a viable and proactive security awareness program; (7) maintaining a viable business continuity plan, having up-to-date disaster recovery procedures, and testing our business continuity regularly; and (8) alerting management to potential threats, risks, and vulnerabilities, and requesting the appropriate funding to implement mitigation strategies. Contractor personnel work under the supervision and oversight of NFC management at all times. They are subject to the same background investigations and security controls as NFC personnel. 

	

	A. Does the project (system/application) have an up-to-date security plan that meets the requirements of OMB policy and NIST guidance?  What is the date of the plan?  

	Yes. NFC has the necessary information systems security controls and security plan in place to comply with all applicable Federal and Departmental policies, regulations, standards, guidelines, and all applicable public laws such as (1) OMB Circular A-130, (2) Federal Information Processing Standards (FIPS), (3) Computer Security Act of 1987, (4) the Computer Fraud and Abuse Act of 1986, (5) Privacy Act of 1974, (6) Presidential Decision Directives, (7) Federal Telecommunications Standards (FED-STDS), (8) NIST Guidelines Special Publications (e.g., NIST 800-16, NIST 800-18), (9) Generally Accepted System Security Principles (GASSP), and (10) Government Information Security Reform Act (GISRA). NFC maintain a viable and current security program consisting of a Security Plan, Continuity of Operations Plan (including a Business Continuity Plan, Disaster Recovery Plan, and Emergency Response Plan), management directives, and technical controls. Drafted under the guidance of OMB policy, NIST, and USDA regulations, the security program is developed, maintained, and implemented in order to protect against various security risks such as (1) unintentional disclosure or intentional theft of private, sensitive information of individuals, (2) physical destruction or loss of data, equipment, or software due to natural or man-made disasters, (3) uncontrolled or unauthorized access to our computer systems and physical facility, (4) operational delays or denial of service, and (5) unreliable access to systems, applications, and data. The security program is continually monitored and audited for compliance with all applicable Federal laws, regulations, and guidelines. Security controls are continually strengthened to assure all computer processes, data, and equipment are protected by the best controls possible. Additionally, risk assessments of the security program/applications are conducted to identify vulnerabilities. Mitigation strategies are identified, and the necessary funding to carry out these strategies is requested. As part of the GISRA requirements, an annual internal and independent review of security management practices is completed and submitted with the annual budget request to OMB. Our Security Plan is dated June 2001. 

	

	B. Has the project undergone an approved certification and accreditation process?  Specify the C&A methodology used  (e.g., NIST guidance) and the date of the last review. 

	Yes. NFC employs a complex mix of external, and internal documented security mechanisms to satisfy the requirements of Federal, agency, and public security policies and procedures. These controls provide the guidelines for certification and accreditation of the NFC systems at a C2 level (or Evaluation Assurance Level 3 in the Common Criteria). This provides a framework or guideline to enforce the requirements for controlled access protection focusing on discretionary access control mechanisms that provide (1) a security policy implemented through access control lists, (2) accountability, (3) information assurance and confidentiality, (4) data integrity and availability, and (5) documentation (e.g., ownership of data, monitoring reports, etc.). 

NFC has a staff that evaluates and certifies the security safeguards of application software used in the operational environment. Sensitive application software is subjected to a formal certification and accreditation process using FIPS 102 guidelines, and is operationally evaluated and re-certified after major modifications or every three years. The dates of last review for each of the applications within payroll are: 07/1999 Adjustment Processing System (ADJP); 04/2002 - Corrections, Adjustments, and Manual Payments (CAPS); 08/1999 - Payroll Accounting (PACS); 08/2001 - Payroll Processing (PAYE); 06/1999 - Payroll Interface to Central Accounting (PICA); 07/2001 - Statement of Earnings and Leave System (EARN); 07/2001 - Special Payroll Processing System (SPPS); 05/1999 - Time and Attendance Validation System (TIME); 08/2001 - Time Inquiry, Leave Update System (TINQ); 08/2000 - Table Management System (TMGT); 07/2001 - Training Information System (TRAI); 05/2000 - Time Suspense (TSUS); 06/1999 - Unemployment Compensation for Federal Employees System (UCFE); and 09/2000 - W-2 System (WTWO). 

	

	C. Have the management, operational, and technical security controls been tested for effectiveness?  When were most recent tests performed? 

	Yes. 

The USDA OIG conducted an audit to evaluate the design and test the effectiveness of (1) IT application change controls over applications developed and maintained by the NFC, (2) management controls over "special production processing;" and (3) selected IT general controls. Its March 2002 report included no payroll- specific issues and 24 recommendations for improvement to our existing security infrastructure. Eighteen of the corrective actions are closed with all expected to be closed by December 2002. 

In March 2002, OIG executed a scan of NFC's infrastructure looking for vulnerabilities. Of the more than 1,000 devices, OIG was able to identify few issues, citing NFC as being more prepared than other data centers reviewed. NFC has instituted a change in procedure to eliminate future issues by disseminating self-inspection tools to system engineers. In addition, KPMG LLP conducted scans and penetration tests as part of its assessment of NFC's computer access controls and overall information system security program. Its report stated, "...the NFC has implemented sufficient procedures and controls to provide a reasonable level of assurance over access to its information systems. The overall security management environment is progressive and embraces new technology and techniques designed to improve the control environment. Furthermore, NFC demonstrated that it has established, implemented, and is maintaining physical and logical controls to protect computer resources from unauthorized use, disclosure, and loss." 

	

	D. Have all system users been appropriately trained in past year, including rules of behavior and consequences for violating the rules?

	Yes. NFC conducts regular security awareness training for all employees and contractors upon hiring, and updates it annually. This training includes NFC's computer security policies, good security practices, roles and responsibilities, identification of threats to computer systems, rules of behavior, consequences for violating rules, and disaster recovery. Additionally, NFC provides ongoing security awareness training using awareness posters, security/virus alerts, network vulnerability alerts, newsletter articles, and meetings with various staffs/organizations where security awareness topics are presented. Because security training is crucial to system management, operation and technical security, NFC requires that all employees meet their training requirements each year. Training provides our staff with the expertise to conduct regular disaster recovery exercises and implement compensating controls, such as monitoring reports, exception reports, and audit reports, which are regularly monitored, reviewed, and reported to oversight agencies such as GSA, USDA's OIG, and external auditors. NFC's security staff also provides training to customer security officers during which NFC reinforces the need for security officers to conduct similar annual security awareness training sessions within their own agencies. 

	

	E. How has incident handling capability been incorporated into the system, including intrusion detection monitoring and audit log reviews?  Are incidents reported to GSA’s FedCIRC?  

	Incident-handling capability has been incorporated into NFC's systems. Incidents are reported to USDA's OCIO who in turn reports them to FedCIRC. FedCIRC alerts are transmitted to NFC by the OCIO. 

	

	F. Is the system operated by contractors either on-site or at a contractor facility?  If yes, does any such contract include specific security requirements required by law and policy?  How are contractor security procedures monitored, verified, and validated by the agency?"

	No. 

	

	II.B.3. How does the agency ensure the effective use of security controls and authentication tools to protect privacy for those systems that promote or permit public access?  

	NFC ensures the effective use of security controls and authentication tools to protect privacy, especially for the systems that allow public access. NFC analyzes security requirements for application software, and implement cost-effective controls to protect the system from losses due to fraud, waste, errors, abuse, misuse, physical destruction of data, theft or disclosure of information, denial of service; and to ensure the reliable availability of data. Security requirements and controls are maintained as part of the system's permanent documentation. Systems that are used by more than one customer agency have access controls at the record/row level, and customer data access paths controls access (e.g., by organizational code, office code, etc.). Customers are not allowed to access records of another customer unless specifically authorized by the data owner. 

Our automated compensating controls ensure manual processes are completed properly. Any user account not used for a period of 60 days is automatically suspended. Any user account not used for a period of 150 days is deleted from the security file along with all related access authorizations. Users separating from Government service are automatically deleted from the security system via an interface with PPS. NFC is fully compliant with all applicable Federal laws and regulations protecting our computer resources and customer data by administering security access to users and adhering to the principles of individual accountability, separation of duties, least privilege, and "need to know." 

NFC is one of the few Federal entities in position to address e-Commerce security by providing services as a CA for Federal Government agencies and by developing applications that incorporate certificate-based security. 

	

	II.B.4. How does the agency ensure that the handling of personal information is consistent with relevant government-wide and agency policies. 

	NFC protects the privacy of individuals by adhering to Privacy Act requirements. 

NFC has a Privacy Officer who oversees the protection of privacy for the individuals whose records are maintained by NFC. 

NFC also follows Department of Defense guidelines for Trusted Computer System Evaluation Criteria (i.e., C2), the common criteria (i.e., EAL3), and industry best practices (i.e., GASSP) for data protection. 

	

	II.B.5. If a Privacy Impact Assessment was conducted, please provide a copy to OMB. 


	II.C. Government Paperwork Elimination Act (GPEA) 


	II.C.1. If this project supports electronic transactions or record-keeping that is covered by GPEA, briefly describe the transaction or record-keeping functions and how this investment relates to your agency's GPEA plan                                       

	As a multi-agency initiative under the USDA e-Government Program as well as the OPM e-Payroll effort, this project supports e-Payroll electronic transactions. Currently, NFC's electronic transactions have been incorporated into the existing Payroll/Personnel System (PPS), meeting their Information Collection deadline of December 2001. In addition, the PPS meets the GPEA record-keeping requirement, storing payroll records for up to 12 years. NFC's existing customers can view their payroll history through the NFC Website (www.nfc.usda.gov). 

	

	II.C.2. What is the date of your GPEA plan?

	10/29/2001

	

	II.C.3. Identify any OMB Paperwork Reduction Act (PRA) control numbers from information collections that are tied to this investment. 

	Not applicable. Due to the nature of NFC, all GPEA related transactions are non-PRA. NFC's transactions are Government to Government because our customers are Federal and quasi-Federal agencies. 

	

	




