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This report presents the results of our audit of the U.S. Department of Agriculture’s consolidated
financial statements for the fiscal years ending September 30, 2004 and 2003. The report
contains an unqualified opinion and the results of our assessment of the Department’s internal
control structure and compliance with laws and regulations.

In accordance with Departmental Regulation 1720-1, please furnish a reply within 60 days
describing the corrective action taken or planned, including the timeframes, on our
recommendations. Please note that the regulation requires a management decision to be reached
on all findings and recommendations within a maximum of 6 months from report issuance.

We appreciate the courtesies and cooperation extended to us during the audit.

/sl

Phyllis K. Fong
Inspector General



Executive Summary

U.S. Department of Agriculture’s Consolidated Financial Statements for Fiscal Years
2004 and 2003 (Report No. 50401-53-FM)

Purpose

Results in Brief

Our audit objectives were to determine whether (1) the consolidated financial
statements present fairly, in all material respects, in accordance with
generally accepted accounting principles, the assets, liabilities, and net
position; net costs; changes in net position; budgetary resources; and
reconciliation of net costs to budgetary obligations, (2) the internal control
objectives were met, (3) the Department complied with laws and regulations
for those transactions and events that could have a material effect on the
consolidated financial statements, and (4) the information in the Performance
and Accountability Report was materially consistent with the information in
the consolidated financial statements.

We conducted our audit at the financial offices of various U.S. Department of
Agriculture (USDA) agencies and the Office of the Chief Financial Officer
(OCFO) located in Washington, D.C., and its National Finance Center
located in New Orleans, Louisiana. We also performed site visits to selected
agencies’ field offices.

As discussed in Note 20 to the financial statements, USDA restated its fiscal
year 2003 consolidated financial statements to correct errors disclosed during
the fiscal year 2004 audit as follows:

e The Forest Service corrected errors totaling about $383 million for
alignment of budgetary and proprietary account relationships and
posting errors; unsupported balances in various suspense and deposit
clearing funds; Fund Balance with Treasury and associated custodial
liability; and certain revenue transactions.

e The Food and Nutrition Service, Natural Resources Conservation
Service, and Animal and Plant Health Inspection Service corrected
errors totaling about $4.7 billion, $478 million, and $311 million,
respectively, for improper recognition of appropriations used.

e The Federal Crop Insurance Corporation corrected errors totaling about
$1.17 billion for obligations and obligated balances carried forward
from fiscal year 2002. In addition, the Federal Crop Insurance
Corporation changed its accounting policy for funds held in escrow for
crop insurance losses.

e The Commodity Credit Corporation corrected errors of about $188
million in amounts for intragovernmental costs previously recorded as
costs with the public.
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Key
Recommendations

Agency Position

e The Department corrected about $176 million of Non-USDA
disbursements recorded on its fiscal year 2003 Statement of Budgetary
Resources.

For fiscal year 2003, the correction of these errors increased the ending
balance of Unexpended Appropriations by over $5 billion and decreased the
ending balance of Cumulative Results by over $5 billion. Consequently, the
beginning balances for these line items for fiscal year 2004 changed by the
same amounts.

In our Report on Internal Control Over Financial Reporting, we reported that
continued improvements are needed in financial management across USDA
and continued improvements are needed in information technology security.

In our Report on Compliance with Laws and Regulations, we continued to
note where further actions are necessary related to improving financial
management systems.

OCFO has immediate and long term plans to address most of the weaknesses
in its financial management systems. For example, USDA recently
implemented a Department-wide property system. The key recommendations
in this report were limited to additional improvements in financial
management and enhancing the reporting and tracking of weaknesses within
financial management and information technology.

OCFO generally agreed with the findings and recommendations in this report
except it did not concur with our conclusion that the Statement of Financing
and Rural Development errors constituted material weaknesses.
Additionally, OCFO did not agree with our conclusion that the extensive
adjustments made after September 30 diminish the utility of financial data
during the year.

OCFO Response to Adjustments:

We will continue to make process improvements to limit yearend
adjustments. However, we do not concur that yearend adjustments result in
diminishing the utility of financial data during the year to assist management
in administering its programs and operations.

OCFO Response to SOF and Crosswalk issue:

Treasury’s published crosswalks for the Statement of Financing for FY 2004
Reporting states the following: “IMPORTANT NOTE: ...the Statement of
Financing requires a level of detail beyond that of the USSGL accounts.”
This is a government-wide issue. Other Federal Departments have similar
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OIG Position

problems developing automated crosswalks for the SOF that are traceable to
their general ledger. The Standard General Ledger crosswalks from Treasury
have numerous scenarios that complicate automation using current financial
management systems architecture. We solicit OIG assistance as we work
with Treasury and the USSGL Board and the Office of Management and
Budget (OMB) to develop SGL account structure and crosswalks that will
eliminate the need for transactional analysis for certain line items on the SOF.

OCFO Response to RD credit reform related issue:

RD and the Department disagree that this credit reform related issue
constitutes a material weakness. RD has internal controls in place. The
finding represents a one-time download error from OMB’s system, which
cannot be duplicated. The error is an anomaly and does not represent a
material internal control structure weakness. (Credit reform is considered a
material weakness for Rural Development; however it is not considered a
material weakness for the Department).

Based on the discussion included in Section 1 regarding the Statement of
Financing, we continue to believe it constitutes a material weakness. We also
continue to believe that Rural Development’s multiple credit reform errors,
which totaled over $250 million, were not clerical in nature and are a material
weakness. Furthermore, our conclusion remains that the adjustments made
after yearend diminish the utility of financial data during the year when they
are needed to assist managers in administering their programs and operations.
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Abbreviations Used in This Report

ACIF
APHIS
CCC
CFO
DR
FCIC
FFIS
FFMIA
FFMSR
FISMA
FISCAM
FMFIA
FS

FSA
FSDW
GAO
IT
JFMIP
NFC
NIST
NITC
OCFO
OCIO
OIG
OMB
RSSI
SGL
SOF
SV
USDA

Agricultural Credit Insurance Fund

Animal and Plant Health Inspection Service
Commodity Credit Corporation

Chief Financial Officer

Departmental Regulation

Federal Crop Insurance Corporation

Foundation Financial Information System

Federal Financial Management Improvement Act
Federal Financial Management Systems Requirements
Federal Information Security Management Act
Federal Information Systems Control Audit Manual
Federal Managers’ Financial Integrity Act

Forest Service

Farm Service Agency

Financial Statement Data Warehouse

Government Accountability Office

Information Technology

Joint Financial Management Improvement Program
National Finance Center

National Institute of Standards and Technology
National Information Technology Center

Office of the Chief Financial Officer

Office of the Chief Information Officer

Office of the Inspector General

Office of Management and Budget

Required Supplemental Stewardship Information
U.S. Government Standard General Ledger
Statement of Financing

Standard VVoucher

U.S. Department of Agriculture
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USDA UNITED STATES DEPARTMENT OF AGRICULTURE
=—’ OFFICE OF INSPECTOR GENERAL

Washington, D.C. 20250

Report of the Office of Inspector General

To:  Patricia E. Healy
Acting Chief Financial Officer
Office of the Chief Financial Officer

We have audited the accompanying consolidated balance sheets of the U.S. Department of Agriculture
(USDA) as of September 30, 2004 and 2003, and the related consolidated statements of net cost,
changes in net position, and financing, and the combined statements of budgetary resources
(hereinafter referred to as the “consolidated financial statements”) for the fiscal years then ended. The
consolidated financial statements are the responsibility of USDA’s management. Our responsibility is
to express an opinion on the consolidated financial statements based on our audits.

We conducted our audits in accordance with auditing standards generally accepted in the United States
of America; the standards applicable to financial audits contained in Government Auditing Standards
issued by the Comptroller General of the United States; and Office of Management and Budget (OMB)
Bulletin No. 01-02, “Audit Requirements for Federal Financial Statements.” Those standards and
OMB Bulletin No. 01-02 require that we plan and perform the audits to obtain reasonable assurance
that the consolidated financial statements are free of material misstatement. An audit includes
examining, on a test basis, evidence supporting the amounts and disclosures in the consolidated
financial statements. An audit also includes assessing the accounting principles used and significant
estimates made by management, as well as evaluating the overall consolidated financial statement
presentation. We believe that our audits provide a reasonable basis for our opinion.

In our opinion, the consolidated financial statements referred to above present fairly, in all material
respects, the financial position of the USDA as of September 30, 2004 and 2003; and its net costs,
changes in net position, reconciliation of net costs to budgetary obligations, and budgetary resources
for the years then ended, in conformity with accounting principles generally accepted in the United
States of America.

As discussed in Note 20 to the financial statements, USDA restated its fiscal year 2003 consolidated
financial statements to correct errors disclosed during the fiscal year 2004 audit as follows:

e The Forest Service corrected errors totaling about $383 million for alignment of budgetary
and proprietary account relationships and posting errors; unsupported balances in various
suspense and deposit clearing funds; Fund Balance with Treasury and associated custodial
liability; and certain revenue transactions.

e The Food and Nutrition Service, Natural Resources Conservation Service, and Animal and
Plant Health Inspection Service corrected errors totaling about $4.7 billion, $478 million,
and $311 million, respectively, for improper recognition of appropriations used.
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e The Federal Crop Insurance Corporation corrected errors totaling about $1.17 billion for
obligations and obligated balances carried forward from fiscal year 2002. In addition, the
Federal Crop Insurance Corporation changed its accounting policy for funds held in escrow
for crop insurance losses.

e The Commodity Credit Corporation corrected errors of about $188 million in amounts for
intragovernmental costs previously recorded as costs with the public.

e The Department corrected about $176 million of Non-USDA disbursements recorded on its
fiscal year 2003 Statement of Budgetary Resources.

For fiscal year 2003, the correction of these errors increased the ending balance of Unexpended
Appropriations by over $5 billion and decreased the ending balance of Cumulative Results by over
$5 billion. Consequently, the beginning balances for these line items for fiscal year 2004 changed by
the same amounts.

The information in the Performance and Accountability Report (see exhibit B) is not a required part of
the consolidated financial statements, but is supplemental information required by accounting
principles generally accepted in the United States of America or by OMB Bulletin No. 01-09, “Form
and Content of Agency Financial Statements.” We have applied certain limited procedures, which
consisted principally of inquiries of management regarding the methods of measurement and
presentation of this information. We did not audit this information and, accordingly, we express no
opinion on it. However, as a result of such limited procedures, we believe that the Required
Supplemental Stewardship Information and the Required Supplementary Information related to
deferred maintenance for the Forest Service may not be reliable since preparation controls have not
been effectively designed to ensure the existence, completeness, accuracy, and timeliness of the
reported information.

We have also issued reports on our consideration of USDA’s internal control over financial reporting
and its compliance with certain provisions of laws and regulations. These reports are an integral part
of an audit performed in accordance with Government Auditing Standards, and, in considering the
results of the audit, these reports should be read in conjunction with this report. For internal controls
over financial reporting, we identified three reportable conditions:

e Continued improvements are needed in financial management across USDA,;
e Improvements are needed in IT weaknesses and controls; and
e Credit reform practices can be improved.

We believe the first two conditions are material weaknesses. Our report on compliance with laws and
regulations discusses two instances of noncompliance relating to the Federal Financial Management
Improvement Act and the accounting for user fees.
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This report is intended solely for the information of the management of USDA, OMB, and Congress,
and is not intended to be and should not be used by anyone other than these specified parties.

Is/

Phyllis K. Fong
Inspector General

November 12, 2004
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USDA UNITED STATES DEPARTMENT OF AGRICULTURE
=—’ OFFICE OF INSPECTOR GENERAL
Washington, D.C. 20250

Report of the Office of Inspector General on
Internal Control Over Financial Reporting

To:  Patricia E. Healy
Acting Chief Financial Officer
Office of the Chief Financial Officer

We have audited the accompanying consolidated balance sheets of the U.S. Department of
Agriculture (USDA) as of September 30, 2004 and 2003, and the related consolidated statements
of net cost, changes in net position, and financing, and the combined statements of budgetary
resources (hereinafter referred to as the “consolidated financial statements”), and have issued our
report thereon dated November 12, 2004. We conducted our audits in accordance with auditing
standards generally accepted in the United States of America; the standards applicable to financial
audits contained in Government Auditing Standards issued by the Comptroller General of the
United States; and Office of Management and Budget (OMB) Bulletin No. 01-02, “Audit
Requirements for Federal Financial Statements.”

In planning and performing our audits, we considered USDA'’s internal control over financial
reporting by obtaining an understanding of the internal controls, determining whether the internal
controls had been placed in operation, assessing control risk, and performing tests of controls in
order to determine our auditing procedures for the purpose of expressing our opinion on the
consolidated financial statements. We limited our internal control testing to those controls
necessary to achieve the objectives described in OMB Bulletin No. 01-02 and Government
Auditing Standards. We did not test all internal controls as defined by the Federal Managers’
Financial Integrity Act of 1982. The objective of our audit was not to provide assurance on
USDA’s internal control. Consequently, we do not provide an opinion on internal control over
financial reporting.

Our consideration of the internal control over financial reporting would not necessarily disclose all
matters in the internal control over financial reporting that might be reportable conditions. Under
standards issued by the American Institute of Certified Public Accountants, reportable conditions
are matters coming to our attention relating to significant deficiencies in the design or operation
that, in our judgment, could adversely affect the agency’s ability to record, process, summarize,
and report financial data consistent with the assertions by management in the consolidated
financial statements. Material weaknesses are reportable conditions in which the design or
operation of one or more internal control components do not reduce to a relatively low level the
risk that misstatements, in amounts that would be material in relation to the consolidated financial
statements being audited, may occur and not be detected within a timely period by employees in
the normal course of performing their assigned functions. Because of inherent limitations in any
internal control, misstatements due to error or fraud may occur and not be detected.
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We noted certain matters described in the “Findings and Recommendations,” Sections 1 and 2 of
this report involving the internal control over financial reporting and its operation that we consider
to be reportable conditions:

e Continued improvements are needed in financial management across USDA (Section 1);
e improvements are needed in IT security and controls (Section 1); and
e credit reform practices can be improved (Section 2).

In addition, we believe that the reportable conditions in Section 1 are material weaknesses.
Additional Other Procedures

As required by OMB Bulletin No. 01-02, we considered USDA'’s internal control over Required
Supplemental Stewardship Information (RSSI) by obtaining an understanding of the internal
control, determining whether these internal controls had been placed in operation, assessing
control risk, and performing tests of controls. Our procedures were not designed to provide
assurance on internal control over such RSSI; accordingly, we do not provide an opinion on such
controls.

As further required by OMB Bulletin No. 01-02, with respect to internal control related to
performance measures determined by management to be key and reported in the Management’s
Discussion and Analysis section of the Performance and Accountability Report, we obtained an
understanding of the design of significant internal controls relating to the existence and
completeness assertions. Our procedures were not designed to provide assurance on internal
control over reported performance measures; accordingly, we do not provide an opinion on such
controls.

This report is intended solely for the information and use of the management of USDA, OMB, and
Congress, and is not intended to be and should not be used by anyone other than these specified
parties.

Is/

Phyllis K. Fong
Inspector General

November 12, 2004
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USDA UNITED STATES DEPARTMENT OF AGRICULTURE
=—’ OFFICE OF INSPECTOR GENERAL
Washington, D.C. 20250

Report of the Office of Inspector General on
Compliance with Laws and Regulations

To:  Patricia E. Healy
Acting Chief Financial Officer
Office of the Chief Financial Officer

We have audited the consolidated balance sheets of the U.S. Department of Agriculture (USDA) as
of September 30, 2004 and 2003, and the related consolidated statements of net cost, changes in
net position, and financing, and the combined statements of budgetary resources (hereinafter
referred to as the “consolidated financial statements™), and have issued our report thereon dated
November 12, 2004. We conducted our audits in accordance with auditing standards generally
accepted in the United States of America; the standards applicable to financial audits contained in
Government Auditing Standards issued by the Comptroller General of the United States; and
Office of Management and Budget (OMB) Bulletin No. 01-02, “Audit Requirements for Federal
Financial Statements.”

The management of USDA is responsible for complying with laws and regulations applicable to it.
As part of obtaining reasonable assurance about whether the consolidated financial statements are
free of material misstatement, we performed tests of USDA compliance with certain provisions of
laws and regulations, noncompliance with which could have a direct and material effect on the
determination of the consolidated financial statement amounts, and certain provisions of other laws
and regulations specified in OMB Bulletin No. 01-02, including certain requirements referred to in
the Federal Financial Management Improvement Act of 1996 (FFMIA). We limited our tests of
compliance to the provisions described in the preceding sentence and did not test compliance with
all laws and regulations applicable to USDA. However, providing an opinion on compliance with
laws and regulations was not an objective of our audit, and accordingly, we do not express such an
opinion.

The results of our tests of compliance disclosed one instance of noncompliance with other laws
and regulations discussed in the second paragraph of this report, exclusive of FFMIA, that are
required to be reported under Government Auditing Standards and OMB Bulletin No. 01-02. (See
“Findings and Recommendations,” Section 3, “Compliance With Laws and Regulations.”)
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This report is intended solely for the information and use of the management of USDA, OMB, and

Congress, and is not intended to be and should not be used by anyone other than these specified
parties.

Is/

Phyllis K. Fong
Inspector General

November 12, 2004
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Findings and Recommendations

Section 1.

Internal Control Over Financial Reporting — Material Weaknesses

Material weaknesses are reportable conditions in which the design or
operation of one or more internal control components do not reduce to a
relatively low level the risk that misstatements, in amounts that would be
material in relation to the consolidated financial statements being audited,
may occur and not be detected within a timely period by employees in the
normal course of performing their assigned functions. Because of inherent
limitations in any internal control, misstatements due to error or fraud may
occur and not be detected. We believe that the findings discussed in this
section are material internal control weaknesses.

Finding 1

Continued Improvements are Needed in Financial Management
Across USDA

The U.S. Department of Agriculture (USDA) and its agencies operate at least
90 program and administrative financial management systems. The Office of
Inspector General (OIG) and the Government Accountability Office (GAO),
have reported that USDA’s financial system of records presents a high risk to
the Department. The longstanding and material problems were caused,
primarily, by the absence of corporate level oversight and planning when
these legacy systems were initially developed and upgraded. The Office of
the Chief Financial Officer (OCFO) has taken action to address these
problems and developed plans to review the legacy systems, and consolidate
and update the systems, as appropriate, to meet present accounting standards
and management needs. With assets totaling over $120 billion and program
costs in excess of $76 billion, USDA must continue to take actions to fully
resolve these problems.

During fiscal year 2004, the Department continued to make significant
improvements in its overall financial management. However, we noted areas
where further improvements are needed. For example:

e We noted that certain relationships should exist when sound financial
management is practiced. The activity of certain proprietary general
ledger accounts should be equal to that of certain budgetary general
ledger accounts. For example, accounts receivable between budgetary
and proprietary balances should be equal. Similar relationships
between the Fund Balance with Treasury (FBWT) and other accounts
should also exist. In addition, many accounts within a general ledger
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normally have a debit or credit balance. = When accounting
relationships do not exist or abnormal balances are noted, immediate
research should be performed to identify the cause and correct the
condition. While this research improved during fiscal year 2004, much
of the corrective action did not occur until after fiscal year end. As a
result, while we expected minimal adjustments to be made after the
close of agency fiscal month 12 ledgers, there were about 1,800 final
closing adjustments made that totaled billions of dollars. Most of the
adjustments we reviewed were necessary; however, this yearend
activity diminishes the utility of financial data during the year when
they are needed to assist managers in administering USDA programs
and operations. Specifically, we noted the following:

e Adjustments were processed to correct prior adjustments made in
error.

e Adjustments were made to clean up activity that could have
occurred throughout the year and did not need to be made after
yearend. For example, while appropriations were recorded
throughout the year, the funds were not allotted until after
yearend close. This weakens the funds control mechanisms in
the system.

e Adjustments were processed to correct systemic errors.

e Budgetary and proprietary accounts were forced to equal each
other in order to pass FACTs Il edits. These relationships should
exist without being adjusted.

e Abnormal balances continued to exist without being fully
researched and corrected. As of fiscal yearend, we noted that 192
abnormal account balances existed totaling over $837 million.

The Foundation Financial Information System (FFIS) uses standard
vouchers (SV) to process adjustments to the general ledgers. The SV
uses predefined debits and credits based on business rules. We noted
that 11 of 24 SVs reviewed were (1) not entered correctly, (2) not
calculated/researched correctly, (3) required to correct a previous
adjustment, and/or (4) caused by system weaknesses. The types of
problems that we found could have been avoided had the agencies
effectively implemented the controls outlined in FFIS Bulletin 02-06,
“Internal Controls Over Standard Vouchers in the FFIS,” which
establishes overarching guidance for developing proper internal
controls.

We continue to find inconsistent implementation of accounting
processes in FFIS between agency applications. Table settings are
used to set edits, interest rates, penalty amounts, etc. We found that
field settings were inconsistent among the 15 agency applications we
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tested. As a result, inconsistent accounting processes could materially
impact the consolidated financial information.

Accountants need to improve their knowledge of financial system and
process operations.  Additional training is needed for personnel
responsible for posting accounting entries in accordance with the U.S.
Government Standard General Ledger (SGL).

We also noted the lack of financial management systems and processes
that are capable of fully monitoring and controlling budgetary
resources for all programs. This occurred, primarily, because the
Commodity Credit Corporation (CCC) and the Forest Service (FS) do
not yet have integrated financial systems to track and govern the status
of obligations and administrative limitations established by legislation
or agency policy and are dependent upon manual processes. This
subjects overall funds control to significant risk. Funds control is a
vital component of any Federal Government operation.

OCFO wuses its Financial Statement Data Warehouse (FSDW) to
compile the basic financial statements. The FSDW receives its
information from the Department’s FFIS general ledger. USDA
agencies using the Department’s FFIS and FSDW are subject to the
OCFO’s crosswalks for compilation of the agency’s basic financial
statements, including the Statement of Financing (SOF).

We determined that the OCFO’s crosswalk for the SOF was not
developed to populate all SOF line items from supporting transactions
and account balances in the FFIS general ledger. According to
OCFO’s crosswalk, five line items on the SOF are manually compiled
by agencies. Furthermore, FS, the largest USDA agency that uses the
FFIS and FSDW, manually compiles and adjusts four additional SOF
line items. One of the manual adjustments made by FS was an
unsupported adjustment to force its SOF to reconcile with its Statement
of Net Cost. OCFO indicated that the manual procedures and
adjustments are necessary due to the limitations of the SOF crosswalk,
as currently defined in the FSDW. This brings into question the
reliability of this statement. Furthermore, this manual process does not
ensure a consistent and accurate compilation of the SOF among the
agencies.  The unsupported adjustments raise doubts about the
accuracy of the compilation process of the Department’s SOF
crosswalk and also raise doubts about the controls that should be
assuring proper entries to accounts when transactions occur. The
practice of making unsupported adjustments to the SOF contributed to
the need to restate prior years’ financial statements for the Department
and the Federal Crop Insurance Corporation (FCIC).
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The SOF should be presented in a way that clarifies the relationship
between the obligation basis of budgetary accounting and the accrual
basis of financial (i.e., proprietary) accounting. By explaining this
relationship through a reconciliation, the SOF provides information
necessary to understand how the budgetary (and some nonbudgetary)
resources finance the cost of operations and affect the assets and
liabilities of the reporting entity.

e We identified deficiencies in Rural Development’s credit reform
processes related primarily to the changes made to use data prior to
fiscal yearend and enhancements made to its cash flow models. Rural
Development (1) computed its “approximated” reestimates
inaccurately, (2) did not properly address cash flow model changes for
non-housing direct programs, and (3) provided inaccurate support
and/or disclosure for two of the tables in the credit reform footnote.
Furthermore, enhancements made by the contractor for the direct
multi-family housing program resulted in overstated disbursements.
The “approximated” errors occurred because Rural Development did
not follow procedures to ensure the weighted average interest rate was
correct and the second party review performed did not detect the errors.
Furthermore, the changes made to the non-housing direct programs
were not applied to all programs and were not applied consistently to
all affected areas of the model used for those programs. The credit
reform footnote errors occurred because the quality control review
process did not identify the discrepancies in the footnote disclosure and
the support documentation. Had the “approximated” errors not been
identified by OIG and corrected by agency officials, Rural
Development’s “approximated” reestimates and ultimately its financial
statements would have been misstated by approximately $140 million.

e We also noted that FS and CCC yearend accrual processes need to be
accurately calculated and posted prior to providing the financial
statements for audit; subsidiary detail supporting material line items on
the financial statements did not always exist; and additional supporting
documentation needed to be provided in numerous instances in order to
support the financial statements.

These conditions hinder the ability to make informed decisions, in a timely
manner, when the need for such information is a crucial factor for sound
financial management. We believe the Department must continue to move
forward in developing plans to integrate its program and administrative
financial management systems. OCFO’s objective is for USDA financial
systems to produce annual financial statements and other information needed

L In order to comply with accelerated financial reporting deadlines, Rural Development revised its approach to performing the reestimates
earlier using data prior to fiscal yearend. This is referred to as the approximated reestimates.
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to manage day-to-day operations dependably and routinely. Achieving the
reforms required by financial management legislation is essential because the
Department needs accurate financial information and appropriate internal
controls to effectively manage its vast resources.

The OCFO has immediate and long-term plans to address the weaknesses in
its and the agencies’ financial management systems. These actions include
working with the business process owners to address the problems with the
legacy feeder systems, with the objective to provide an improved integration
of the financial management architecture within the Department.

We are making no additional recommendations in this report for prior
recommendations that have not been management decided and are still open.

Recommendation No. 1

Establish a process to identify and eliminate the conditions causing the
extensive yearend adjustments so that corrections are made throughout the
year, as appropriate.

Recommendation No. 2

Prepare a clear and comprehensible SOF crosswalk that is supported by
transactions and account balances that are traceable to the general ledger.

Recommendation No. 3

Assess the overall process to compile the SOF in order to identify approaches
and techniques that provide for a more efficient, accurate and consistent
compilation process.

Finding 2

Improvements are Needed in Information Technology (IT)
Security and Controls

Historically, USDA agencies and departmental staff offices have
independently addressed their respective IT security and infrastructure needs.
This resulted in a broad array of technical and physical solutions that did not
provide assurance that Department-wide security was obtained. The efforts
of the Office of the Chief Information Officer (OCIO) and OIG in the past
few years have heightened program management’s awareness of the need to
plan and implement effective IT security. The Department and its agencies
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should be commended for their efforts during the year toward completion of
the certification and accreditation of its systems; however, we still found
significant weaknesses in the Department’s security program that can be
attributed to management’s lack of commitment to implementing an effective
security program within their respective agencies. USDA management must
remain involved and committed to implementing an effective security
program within the Department. Both the OCIO and OIG reported the lack
of agency management involvement as a material weakness in prior Federal
Information Security Management Act (FISMA)? reports. This is the third
year we have reported this issue as a material weakness. Agency managers
are ultimately responsible and should be held accountable for committing the
appropriate resources to ensure compliance.

The Department and its agencies have made progress in addressing the lack
of compliance with the Office of Management and Budget (OMB) Circular
A-130, Appendix IlI, but weaknesses continue to exist. Specifically, OIG
found that (1) the Department was still unable to produce a reliable inventory
of applications and general support systems,® (2) not all documents produced
through the agencies’ certification and accreditation processes complied with
OMB and other Federal requirements, and (3) a significant majority of the
Department’s applications were not certified until near the end of the fiscal
year.

Despite the Department’s site license for vulnerability scanning software and
a formal scanning policy, the agencies have not timely identified and
corrected known and exploitable vulnerabilities in their systems. The
agencies we reviewed cited varying reasons for not performing vulnerability
scans, including a lack of training and guidance on how to use the tools, and a
lack of formal policies and procedures in place to periodically use the tools
and mitigate the identified wvulnerabilities. As a result, significant
vulnerabilities go undetected and uncorrected, increasing the risk that
attackers, both internal and external, could compromise mission-critical IT
resources and data.

Further, we again identified access control weaknesses in the 12 agencies we
reviewed during fiscal year 2004. This occurred because agencies did not
have policies and procedures in place to (1) timely remove user accounts
when no longer needed, (2) periodically reconcile user accounts to current
employees and contractors, and (3) assign users only those permissions
needed to perform their job responsibilities. We also found inadequate
controls over the physical access to computer systems and critical network
components in 6 of the 12 agencies reviewed. As a result, there is reduced

2 FISMA superseded the Government Information Security Reform Act that expired in November 2002.
% OCIO officials acknowledged that the Department’s inventory of systems had evolved throughout the year and suggested that its current
list of departmental systems represents an improvement over prior efforts.
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assurance that agencies can effectively protect their mission-critical systems
and data from unauthorized modification, disclosure, loss, or impairment.

Finally, in the past several years, OCIO has strengthened its oversight of
agencies’ security programs; however, improvements could be made which
would significantly strengthen the Department’s security posture.
Specifically, OCIO needs to (1) formalize its tracking system for USDA
cyber security incidents to ensure timely followup and resolution, and (2)
increase the number and frequency of its agency reviews. Despite continual
requests for additional resources, OCIO acknowledges that it has not had the
significant resources it needs to increase its review and enforcement efforts
over agencies’ security programs.

We also performed IT general control reviews at two major USDA
computing centers that provide services to all USDA agencies and staff
offices. The reviews adhered to the GAO “Federal Information Systems
Control Audit Manual” (FISCAM). Specifically, we noted the following.

OCIO/National Information Technology Center (NITC)

e While significant improvements have been made, OCIO/NITC was
still not fully compliant with the requirements of OMB Circular A-130
and other Federal security guidance. Specifically, OCIO/NITC had not
(1) finalized contingency planning, (2) conducted risk assessments
consistent with Federal requirements, or (3) prepared security plans for
each of its general support systems. OCIO/NITC officials informed us
that meeting the requirements of OMB Circular A-130 and National
Institute of Standards and Technology (NIST) security guidelines
involves major efforts and requires time and resources to comply
thoroughly. However, until these controls and documents are in place,
OCIO/NITC cannot be assured of the confidentiality, integrity, and
availability of its computer resources.

e OCIO/NITC had not ensured that all midrange server security settings
were configured in accordance with departmental and NIST guidelines.
Further, OCIO/NITC needed to improve management over the routers
and firewalls in its general support system. This occurred because
OCIO/NITC had not established a policy or implemented controls to
require midrange systems and general support systems to follow OCIO
or NIST configuration guidance; and OCIO/NITC security staff have
not played a significant role in establishing or monitoring security over
midrange and general support systems. As a result, data residing on
these servers in the midrange environment could be compromised.

e OCIO/NITC has made significant improvements over logical access
controls.  However, further actions are needed to ensure the
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confidentiality and integrity of its IT resources.  Specifically,
OCIO/NITC had not completed implementation of procedures to
ensure (1) waivers were obtained for user accounts with non-expiring
passwords, (2) policies and procedures outlining monitoring of security
logs were implemented, (3) global system settings were fully
documented, and (4) controls from the internet were properly secured.
While OCIO/NITC has made significant progress to address these
issues, not all of the necessary controls were in place throughout the
year to ensure the confidentiality and integrity of its IT resources.
Until stronger controls over access are in place, OCIO/NITC resources
are vulnerable to potential fraud and misuse, inappropriate disclosure,
and potential disruption.

OCFO/National Finance Center (NFC)

OCFO/NFC has made significant improvements to ensure compliance
with Federal regulations is achieved; however, we found that
OCFO/NFC had not updated its directive and functional statements to
clearly define security responsibilities after its 2002 reorganization.
Further, OCFO/NFC had not completed all required background
investigations for individuals in high-risk positions. OCFO/NFC has
continued to make progress in these areas and completed its
certification and accreditation by September 30, 2004, in accordance
with departmental guidance. OCFO/NFC plans to initiate a review to
evaluate security responsibilities, and continue obtaining security
clearances as funds permit.  Without clearly defined security
responsibilities and adequate background investigations, OCFO/NFC
will not be adequately assured that its security management structure is
operating effectively; thus, putting its critical resources at increased
risk of loss, misuse, and improper modification.

We found OCFO/NFC personnel and some of its clients had access to
critical payroll and personnel applications that exceeded what was
required to perform their job functions. In some instances, the access
provided also violated separation of duty controls. This occurred
because OCFO/NFC had not adequately restricted access based on job
responsibilities or complied with its prescribed guidance to monitor
access for all its employees and external users. As a result,
OCFO/NFC systems are at an increased risk of inadvertent or
deliberate misuse without detection.

We also found that OCFO/NFC had not ensured that modems on its
network were adequately tracked or properly secured, that its firewall
configurations were appropriately maintained, or that logs were
periodically reviewed on its Web and Unix servers. This occurred
because OCFO/NFC had not established adequate controls or complied
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with its own guidelines to monitor and secure these critical network
resources. As a result, OCFO/NFC’s network is at unnecessary risk of
intrusion and unauthorized access that may not be detected in a timely
manner.

e Finally, despite prior recommendations, we found that OCFO/NFC
needed to strengthen its controls over application changes. Although
OCFO/NFC was documenting application software change requests
and approvals, we found that OCFO/NFC needed to ensure that it (1)
completes documentation of application change testing, (2) performs
user acceptance testing on mandated application software changes, (3)
obtains users’ approval of application software requirements, and (4)
notifies users of emergency changes for subsequent review. These
occurred because OCFO/NFC was not adequately enforcing its
established guidance. Until these issues are addressed, OCFO/NFC
will face increased risk that application software changes may not meet
user needs, not operate as intended, or cause unforeseen adverse
impacts on the application.

While the Department and most of its agencies’ security staffs have taken
considerable actions in the past few years to improve the security over their
IT resources, significant progress is still needed toward establishing an
effective security program. However, departmental management needs to
strengthen its oversight of component agencies’ procedures for reporting
material information security weaknesses in accordance with the
requirements of the Federal Managers’ Financial Integrity Act (FMFIA), the
Federal Financial Management Improvement Act (FFMIA), and the more
recent FISMA. We found that despite the extensive number of security
weaknesses we have continued to report over the past several years, USDA
component agencies’ fiscal year 2004 FMFIA Statements of Assurance and
FFMIA Remediation Plan submissions to the OCFO did not always include
the wide-range of information security weaknesses identified in USDA'’s
financial management systems.

The component agencies were not reporting these weaknesses under the
FFMIA because it was not a requirement in the past, but they were also not
reporting them under FMFIA because OCIO reports a Department-wide
material information security weakness. In its fiscal year 2004 FMFIA
Assurance Statement, OCIO reports an overarching information security
deficiency in the Department’s ability to protect its assets from fraud, misuse,
disclosure, and disruption. OCIO states that “extensive and wide-ranging
weaknesses” within USDA information security programs are present, and
while much progress has been achieved, many problems remain. The
remedies provided in the FMFIA Assurance Statement are high-level
management actions and are not agency specific, identifying only the OCIO
as the responsible action official, instead of each agency head that is
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responsible for that specific agency’s progress towards resolving their
information security weaknesses.

We believe that improving the overall management and security of IT
resources should be a top priority in the Department. However, we believe
that agency managers are ultimately responsible and should also be held
accountable for committing the appropriate resources to implement an
effective security program within their agencies.

Recommendation No. 4

The OCIO and OCFO must ensure that reports required for FISMA, FMFIA,
and FFMIA are consistent and complete.
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Section 2.

Internal Control Over Financial Reporting — Reportable Condition

Reportable conditions are matters coming to our attention relating to
significant deficiencies in the design or operation that, in our judgment, could
adversely affect the agency’s ability to record, process, summarize, and report
financial data consistent with the assertions by management in the
consolidated financial statements.

Finding 3

Credit Reform Processes and Practices Can Be Improved

In fiscal year 2001, the Department overcame longstanding problems in the
processes and procedures used to estimate and re-estimate the costs of loan
subsidies for loans made after fiscal year 1991. The Department’s Credit
Reform Task Force had worked diligently over 3 years to resolve the
longstanding weaknesses. In fiscal year 1999, the OCFO formed a task force
to resolve credit reform problems. This task force included representatives for
the lending agencies (Farm Service Agency, Rural Development, and
Commodity Credit Corporation) from both the financial and budget staff as
well as representatives from OCFO, OIG, GAO, and OMB. Upon
successfully overcoming the most serious weaknesses, the task force ceased
meeting on a regular basis.

However, changes to the Department’s credit reform practices and processes
have continued to evolve since fiscal year 2001. In order to comply with
accelerated financial reporting deadlines, the lending agencies revised their
approaches to perform the re-estimates earlier using data prior to fiscal year
end. Furthermore, the lending agencies worked to improve their cash flow
models and/or processes for inputting data into those models. Additional,
authoritative guidance continues to be issued as credit reform is a complex
area.

For example, in January 2004, the Federal Accounting Standards Advisory
Board issued Technical Release 6, “Preparing Estimates for Direct Loan and
Loan Guarantee Under the Federal Credit Reform Act.” The Department’s
lending agencies do not currently have a standardized, consistent approach for
performing trend analyses of total credit subsidy expense and its major
components, as required by the Technical Release.

In order to ensure full compliance with all guidance, address emerging issues,
and promote consistency and standardization, OIG recommends that OCFO
again provide leadership for the lending agencies and revive the USDA Credit
Reform Task Force.
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Recommendation No. 5

The OCFO should periodically reconvene the Department’s Credit Reform
Task Force as needed to ensure that its lending agencies continue to fully
comply with financial reporting requirements for loans; and that where
appropriate, the lending agencies’ activities are consistent and standardized.
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Section 3.

Compliance with Laws and Regulations

The management of USDA is responsible for complying with laws and
regulations applicable to it. As part of obtaining reasonable assurance about
whether the consolidated financial statements are free of material
misstatement, we performed tests of USDA compliance with certain
provisions of laws and regulations, noncompliance with which could have a
direct and material effect on the determination of the consolidated financial
statement amounts, and certain provisions of other laws and regulations
specified in OMB Bulletin No. 01-02, including certain requirements referred
to in the FFMIA.

Finding 4

Substantial Noncompliance with FFMIA Requirements

FFMIA builds on the foundation laid by the CFO Act by emphasizing the need
for agencies to have systems that can generate reliable, useful, and timely
information with which to make fully informed decisions and to ensure
accountability on an ongoing basis. With such information, Government
leaders will be better positioned to invest resources, reduce costs, oversee
programs, and hold agency managers accountable for the way they run
Government programs. For fiscal year 2004, we found USDA’s financial
management systems, as a whole, do not yet substantially comply with the
requirements of the Act, and system security weaknesses continue to expose
financial information to significant risk. We also found USDA management
needs to strengthen Department-wide standards and procedures for reviewing,
testing, and adequately documenting its financial systems’ compliance with
Joint Financial Management Improvement Program (JFMIP) Federal Financial
Management System Requirements (FFMSR).

Under FFMIA, agencies are required to annually assess whether their financial
management systems comply substantially with (1) Federal financial
management system requirements, (2) applicable Federal accounting
standards, and (3) the SGL at the transaction level. In addition, FISMA
requires each agency to report significant information security deficiencies,
relating to financial management systems, as a lack of substantial compliance
under FFMIA. FFMIA also requires auditors to report in their CFO Act
financial statement audit reports whether the agencies’ financial management
systems substantially comply with FFMIA’s systems requirements.

OMB Circular A-127, “Financial Management Systems,” which serves as the
source for Federal system requirements, specifically provides that agency
financial management systems shall conform to existing applicable functional
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requirements as defined in the FFMSR series issued by the JFMIP. In order to
support these requirements, each agency must have an ongoing financial
systems improvement planning process and periodically evaluate how
effectively and efficiently the financial management systems support the
agency’s changing business practices. Agencies are also expected to
implement, expeditiously, new functional requirements as they are established
and made effective through OMB Circulars and Bulletins and the Treasury
Financial Manual.

Agencies whose systems do not comply with one or all of the FFMIA
requirements are considered in substantial noncompliance with the Act.
Agencies that are not in substantial compliance with FFMIA must develop a
remediation plan that describes the findings or analysis of noncompliance and
identifies the resources, remedies, and milestones for achieving substantial
compliance. Agencies are also required to include their remediation plans in
their annual Performance and Accountability Reports.  Agencies are
responsible for agency progress towards resolving identified deficiencies and
such progress should be discussed in the agency’s remediation plan; however,
progress towards resolving the deficiencies should not be construed as
compliance with FFMIA.

For fiscal year 2004, our “standalone” audit agencies specifically reported the
following significant system nonconformances with FFMIA in their financial
statement audit reports:

e Risk Management Agency (RMA)/FCIC financial auditors found
deficiencies in management’s policies and procedures to ensure its
financial management systems comply with current FFMSR and in
management’s documentation to support conclusions reached
regarding compliance with FFMIA. The auditors also again reported
significant IT security control weaknesses including (1) ineffective,
inappropriate, inconsistent, and excessive user access controls; and (2)
inadequate application program and database change controls which
support specific application systems.

e Certification and accreditation of Rural Development’s Rural Utilities
Service legacy systems compliance with OMB Circular A-130 and
compliance with FFMSR will not be completed until fiscal year 2005,
although systems certifications and accreditations were completed on
all other Rural Development financial systems in July 2004. Rural
Development also continues to address material IT control weaknesses
we identified during fiscal year 2004 including access controls,
vulnerability identification and mitigation controls, application change
controls, and ineffective field office security controls.
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e Farm Service Agency (FSA)/CCC needs to improve its funds control
and financial reporting processes to fully comply with OMB Circular
A-127 and improve its financial systems and processes for posting
budgetary transactions in accordance with the SGL at the transaction
level. Additionally, FSA/CCC financial auditors again noted several
areas where improvements are needed in establishing and maintaining
sustainable and repeatable information security controls and
contingency planning capabilities to be in compliance with OMB
Circular A-130.

e Additionally, FS auditors reported noncompliance with multiple
Federal accounting standards regarding (1) treatment of prior period
adjustments and undetected variances in cumulative results of
operations; (2) errors in accruals, unliquidated obligations, and
recording timber and non-timber revenue; (3) stewardship reporting
and various note disclosures; (4) accounting for leases and internal use
software; and (5) not assessing the impact of remaining abnormal
balances.

In addition to the noncompliance reported by the “standalone” audit agencies
listed above, we noted other information security control weaknesses during
our fiscal year 2004 FISCAM reviews that should have been reported as
FFMIA noncompliance by the Department and its component agencies. Those
weaknesses are described in Finding No. 2 of this report.

The Department made notable progress during the year in meeting corrective
action target dates and in completing system certification and accreditation for
a large number of its systems applications, but much work remains. Currently,
all scheduled completion dates are targeted for fiscal year 2005; however,
issues regarding modernization of systems continue to be and will remain
significant challenges in fiscal year 2005. These are complex areas and
significant efforts will be needed to accomplish the target dates without, again,
extending timeframes. We believe correcting these deficiencies should be a
primary concern and priority for the Department during fiscal year 2005.

During fiscal year 2004, we also found the Department had not performed a
documented review of its core financial management system’s compliance
with JFMIP’s FFMSR since 2000. The OCFO had not performed a review
because the system software* was certified as JFMIP compliant, based on the
1999 requirements, at the time it was purchased and the certification did not
expire until 2003. However, the JFMIP updated its Core Financial System
Requirements® in November 2001 to reflect changes in laws and regulations

4 American Management System Federal Financial System version 5.6.
5 “Federal Financial Management System Requirements” (JFMIP-SR-02-01, Nov. 2001) represents the latest update to the Core
Financial System Requirements document first issued in January 1988.
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and in Government-wide reporting systems and revised several Core Financial
System Requirements in an addendum issued in March 2004. The Department
did not perform a review based on the updated FFMSR because it believed the
changes were not significant enough to warrant additional substantiating and
there were no Department-wide procedures requiring periodic reviews and
substantiation of financial systems’ compliance with updated requirements.

Under OMB Circular A-127 provisions that each agency shall ensure
appropriate reviews are conducted to determine whether its financial
management systems continue to comply with the JFMIP’s FFMSR, we
believe USDA management should establish Department-wide standards and
procedures for routinely reviewing, substantiating, and adequately
documenting its financial systems’ compliance with JFMIP FFMSR.
Agencies must continue to improve their financial systems and implement new
requirements as they are issued so that continuing efforts to standardize and
upgrade data and reporting requirements, in accordance with OMB’s
Government-wide 5-year financial management plan, and more recently the
President’s Management Agenda, will be successful. Also, because the
FFMIA statute codifies the FFMSR as key requirements that agency systems
must meet to be in substantial compliance with the provisions of the FFMIA,
as well as guidance for reviews of system compliance with the FMFIA, we
believe these instances of noncompliance and planned corrective actions
should be reported by the Department in accordance with these laws.

From recent discussions, Department officials have agreed to perform a more
thorough and documented review of its Core financial management system
during fiscal year 2005 and to begin efforts to develop Department-wide
standards and procedures for performing periodic reviews and substantiation
of financial systems’ compliance with current and updated financial
management system requirements. Improving Federal financial management
systems is critical to increasing the accountability of financial program
managers, providing better information for decision-making, and increasing
the efficiency and effectiveness of services provided by the Federal
Government.

Recommendation No. 6

Department management should continue to work with component agencies to
resolve the existing and newly-identified instances of FFMIA noncompliance
reported during the fiscal year 2004 financial statement audits and fully
disclose these deficiencies, along with the agencies’ corrective action plans in
the Department’s Performance and Accountability Report.

USDA/OIG-A/50401-53-FM Page 23



Recommendation No. 7

USDA management needs to strengthen Department-wide standards and
procedures for routinely reviewing, substantiating, and adequately
documenting its financial systems’ compliance with JFMIP FFMSR and
ensure deficiencies are reported in accordance with FMFIA and FFMIA
requirements.

Finding 5

User Fee Reporting Needs Improvement

Our review disclosed errors and other deficiencies in the agencies’
submissions to OCFO entitled “CFO Biennial Review of Charges for Things
of Value.” OMB Circular No. A-25, “User Charges,” requires, in part, that
user charges be assessed to each identifiable recipient for special benefits
derived from Federal activities beyond those received by the general public.
Further, the Circular requires that user charges be sufficient to recover the
full cost of providing the special benefits incurred by the Federal
Government. The CFO Act of 1990 (Public Law 101-576, Section 205)
requires, in part, that the Chief Financial Officer “review, on a biennial basis,
the fee, royalties, rents and other charges imposed by the agency for services
and things of value it provides, and make recommendations on revising those
charges to reflect costs incurred by it in providing those services and things
of value.” We determined that the agency submissions were inadequate
because OCFO had not established a formal process to identify weaknesses in
the agencies’ reports. As a result, assurance was lacking that OCFO was in
compliance with the Act and the agencies were in compliance with OMB
Circular No. A-25.

We reviewed the 2004 user fee submissions of the Animal and Plant Health
Inspection Service (APHIS), the Agricultural Marketing Service, and the
Food Safety and Inspection Service to OCFO. We also reviewed the 2004
credit reform fee submissions of Rural Development and FSA to OCFO. We
selected these agencies for review because of their extensive user fee activity.
We also requested (and received) written confirmation from the Cooperative
State Research, Education, and Extension Service and the Natural Resources
Conservation Service that they had no programs for which user fees should
be charged.

Department Regulation (DR) 2100-3 requires that the agencies analyze their
financial activity and perform reviews to include, in part, an analysis of
current charges for things of value. The DR also states that “OCFO will
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review and consolidate the responses from the agency CFOs...,” and “OCFO
may conduct examinations of the agencies’ reviews on a sample basis.” Our
discussions with OCFO disclosed that the methodology to be employed in
these reviews was not documented and, thus, we could not independently
assess the adequacy of the control measures intended.

Our review of the agencies’ submissions identified issues which questioned
the utility of the reports and the level of assurance that could be garnered that
the requirements of the OMB Circular A-25 had been met. For example, the
report submitted by APHIS showed the following for various user fee
programs:

Program Revenue Expense
International Air Passenger $172,401,487 $172,401,487
Commercial Truck $4,492,935 $4,492,935
Commercial Vessel $23,840,488 $23,840,488
Aircraft Clearance $27,226,568 $27,226,568
Loaded Railcar $1,269,713 $1,269,713
Solid Wood Packing Materials $15,189 $15,189

When we discussed with agency officials the extraordinary accuracy with
which the user fees had been established, they then acknowledged that the
obligation data had been estimated to agree with actual revenues. They also
acknowledged that the process needed to be strengthened. As a result, there
was no assurance that full costs had been recouped, as required.

Further, the Food Safety and Inspection Service submission contained the
following for the user fee “Laboratory Accreditation Program:”

Total Revenue during fiscal year 2003 = $193,585
Total Full Cost during fiscal year 2003 = $697,124

When we inquired of agency officials why the deficit had occurred (i.e., why
fees had not been increased to cover full costs) we were told that the fee level
in prior years had been set too high, thus generating a sizeable surplus. As a
result, the agency reduced the fee to bring the fund closer to the required
break-even level. This means, however, that users in prior years were
overcharged and current years’ users have been provided an unwarranted
subsidy because of the inadequate rate—setting processes.

In addition, agencies which have credit reform programs are required by DR
2100-3 to submit their fee data annually in a specialized format. OMB
Circular No. A-129, “Managing Federal Credit Programs,” requires that
reviews of credit program fees be performed annually. Statement of Federal
Financial Accounting Standards No. 2 states, “the present value of fees and
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other collections is recognized as a deduction from subsidy costs.” The
Federal Credit Reform Act of 1990 defines cost as “the estimated long-term
cost to the Government of a direct loan or loan guarantee, calculated on a net
present value basis, excluding administrative costs.” Fees are collected to
offset subsidy costs.

We reviewed the credit reform fee submissions to OCFO from FSA and the
Rural Development mission area. We noted that frequently the fees charged
were insufficient to cover the subsidy costs of the programs. The
“Justification for Not Covering the Subsidy Cost of the Program” provided in
the agencies’ submissions appeared to be based on anecdotal, and not
documentary, evidence. For FSA’s Agricultural Credit Insurance Fund
(ACIF) program, for example, the justification reported as follows:

“It is our belief that raising user fees to cover the direct or full cost of
the program would prevent FSA from successfully providing
assistance to those who need it most and meeting the mission of FSA
Farm loans administered through the ACIF program.”

The (unrecouped) subsidy for this program was reported to be $81.6 million.

Rural Development’s submission contains several such “justifications.” For
example, one of the Rural Housing Insurance Fund programs submission
stated “Since the direct loan programs target rural families in the lowest
possible income brackets, requiring additional fees that would directly or
indirectly cost the targeted participants would impede the accessibility of the
programs.”

The subsidy for the Single Family Housing Loan program was $125.2
million.

Agency officials did not have documentation or analysis to support the
justifications for not covering the full cost of the direct and guaranteed loan
programs. Net program costs need to be minimized to comply with legal and
administrative requirements. Although the agencies’ views may be valid,
they should have documentation to support the level at which fees can be set
for direct and guaranteed loan programs to offset the subsidy and still retain
the required functionality of the programs.
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Recommendation No. 8

Prescribe a documented methodology for reviewing the reasonableness of
agency fee submissions and formalize a review schedule.

Recommendation No. 9

Require Rural Development and FSA to document their justifications for not
recouping the full costs of their programs.
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Exhibit A - audit Reports Related to the Fiscal Year 2004 Financial Statements

AUDIT RELEASE
NUMBER AUDIT TITLE DATE

Fiscal Year 2004 Federal Information Security

50501-1-FM | Management Act Report October 2004
National Information Technology Center General

88501-1-FM | Controls Review-Fiscal Year 2004 September 2004
Federal Crop Insurance Corporation/Risk
Management Agency’s Financial Statements for

05401-13-FM | Fiscal Years 2004 and 2003 November 2004
Commodity Credit Corporation’s Financial

06401-17-FM | Statements for Fiscal Years 2004 and 2003 November 2004
Forest Service’s Financial Statement Audit for Fiscal

08401-4-FM | Years 2004 and 2003 November 2004
Fiscal Year 2004 Review of the National Finance

11401-20-FM | Center General Controls October 2004
Rural Telephone Bank’s Financial Statements for

15401-5-FM | Fiscal Years 2004 and 2003 November 2004
Rural Development’s Financial Statements for Fiscal

85401-11-FM | Years 2004 & 2003 November 2004
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Exhibit B -performance and Accountability Report

USDA Performance and Accountability Report
for Fiscal Year 2004

(Prepared by USDA)
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MESSAGE FROM THE SECRETARY

The United States Department of Agriculture (USDA) is pleased to share with
Congress, the Executive Branch and all Americans the important efforts and
progress undertaken over the course of the past year. From expanding the
economic security and opportunities available to farmers and ranchers, to
safeguarding the Nation’s food supply, to enhancing the quality of life in rural
America, to promoting nutrition and health, and to protecting our natural
resources, USDA has a proud record of accomplishment in 2004. We are
pleased to share the highlights of our efforts in this FY 2004 Performance and
Accountability Report.

USDA and its more than 100,000 employees directly touch the lives of virtually
every American every day. Evolving over 140 years, USDA is one of the most
complex departments in the Federal Government, with more than 300 programs
advancing a diverse array of significant public responsibilities. Annually, we
spend more than $75 billion. In 2004, these resources helped:

= Expand economic opportunities and security for farmers, ranchers and rural communities by
effectively and efficiently implementing the Farm Security and Rural Investment Act of 2002;

= Aid U.S. agricultural producers impacted by severe weather conditions;

= Enhance U.S. farm export opportunities to record levels by advancing America’s commitment to free
trade;

= Implement the President’s Healthy Forest Initative and removed 4 million acres of hazardous fuels
from our public lands;

= Provide access to a healthy diet for 10 million needy households;
= Improve the health of low-income pregnant and postpartum women, infants and children;

= Support the increased use of renewable fuels, such as ethanol and biodiesel, to provide new revenues to
farmers while reducing our Nation’s dependence on foreign fuel;

= Improve and expand conservation programs;

= Invest in infrastructure that can bring new economic opportunities and jobs to rural communities;

= Modernize the nutrition guidance we give the Nation to reflect the latest scientific information and to
increase our efforts to combat obesity;

= Further advance food safety and protect U.S. agriculture from both existing and emerging threats; and

= Leverage technology to ensure the resources provided to us by Congress and the American people
reach those who need them, with minimal expense and maximum impact.

This report reviews areas for improvement as well. Both Congress and taxpayers expect us to enhance our
performance continually. Equally true, we at USDA expect it of ourselves.

To ensure we have a strong foundation for the performance and accountability process, USDA managers have
reviewed the data used in this report. Except where we point out and discuss specific limitations, | hereby
provide reasonable assurance that the data we provide are valid, reliable and an accurate measure of where we
have made real progress and where we still have room for improvement. This effort complies with the Federal
Managers’ Financial Integrity Act (FMFIA), both in terms of the strength of our financial management systems
and the overall efficient, effective operations of our programs.
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FMFIA ensures that Federal programs are operated efficiently, effectively and in compliance with relevant
laws. Therefore, except for those areas for improvement identified in this document, USDA is providing
qualified assurance that our systems of internal control comply with FMFIA’s objectives. FMFIA also requires
financial systems to conform to certain standards, principles and other specifications to ensure timely, relevant
and consistent financial information. The Department’s financial management systems comply substantially
with the objectives of FMFIA, with the exception of the financial system nonconformance identified in this
report.

I am proud of our employees and the positive impact their diverse efforts have had on American life over the
past year. | also want to thank you for your interest in USDA and its work. | am pleased to share this
information with all of our stakeholders, and we look forward to reporting even more progress in the year
ahead.

Ann M. Veneman
Secretary of Agriculture
November 15, 2004
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ABOUT THIS REPORT

The Government Performance and Results Act of 1993 requires all Federal agencies to engage in a strategic
planning process that directly aligns resources with results and enhances the accountability of all government
endeavors to the American taxpayers who finance them.

This results-oriented process includes the development and implementation of a five-year strategic plan, as well
as annual reporting that sets specific, measurable targets for performance at the beginning of each fiscal year
and then offers a concrete, data-based assessment at year-end of the success of these endeavors.

This FY 2004 Performance and Accountability Report is the year-end progress report of the U.S. Department of
Agriculture (USDA). It reviews the strategic goals and objectives the Department set for itself at the beginning
of the fiscal year and compares initial targets to actual performance.

In addition to promoting accountability and enhancing the management of USDA programs, this reporting also
helps illuminate the strategic allocation of resources in the future, by directly linking program performance to
budgetary decisions.

This report aims to inform the decisions of policymakers who make critical choices that impact USDA
programs. It also strives to provide transparency to all Americans who have an interest in the workings of their
government and USDA'’s ability to “manage for results” in performing its many vital public functions.
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MANAGEMENT DISCUSSION AND ANALYSIS

l. MANAGEMENT DISCUSSION AND ANALYSIS

AN OVERVIEW OF THE UNITED STATES DEPARTMENT OF
AGRICULTURE

Exhibit 1:  Headquarters Organization
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1. Mission Statement:

The United States Department of Agriculture provides leadership on food,
agriculture, natural resources and related issues based on sound public policy,
the best-available science and efficient management.

The United States Department of Agriculture (USDA) is a diverse and complex organization with programs that
touch the lives of all Americans every day. More than 100,000 employees deliver more than $75 billion in

public services through USDA’s more than 300 programs worldwide, leveraging an extensive network of
Federal, State and local cooperators.

Founded by President Abraham Lincoln in 1862, when more than half of the Nation’s population lived and
worked on farms, USDA'’s role has evolved alongside the United States (U.S.) economy and America. Today,
USDA improves the Nation’s economy and quality of life by:

= Enhancing economic opportunities for U.S. farmers and ranchers;
= Ensuring a safe, affordable, nutritious and accessible food supply;
= Caring for public lands and helping people care for private lands;
= Supporting the sound, sustainable development of rural communities;
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= Expanding global markets for agricultural and forest products and services; and
= Working to reduce hunger and improve America’s health through nutrition.
Addressing these timeless concerns in the modern era presents its share of challenges today. America’s food

and fiber producers operate in a global, technologically advanced, rapidly diversifying and highly competitive
business environment that is driven by sophisticated consumers.

This report provides information on USDA’s core performance measures as described in its revised FY 2004
Annual Performance Plan. There are five strategic goals that guide the Department today. They are:

=  To enhance economic opportunities for agricultural producers;

= To support increased economic opportunities and improved quality of life in rural America;

= To enhance protection and safety of the Nation’s agriculture and food supply;

= To improve the Nation’s nutrition and health; and

=  To protect and enhance the Nation’s natural resource base and environment.
The primary legislative authority guiding USDA’s efforts today is the Farm Security and Rural Investment Act
of 2002 (FSRIA). This law aims to advance: a reliable, safe and affordable food and fiber supply; sound
stewardship of agricultural land and water resources; the economic opportunities available for American farm
products at home and abroad; continued economic and infrastructure development in rural America; and
leading-edge research to maintain an efficient and innovative agricultural and food sector.
Some of the more substantial reforms called for by this legislation include:

= Introducing counter-cyclical farm income support to assist farmers during hard times;

= Expanding conservation programs and adding emphasis on farm environmental practices;

= Making more borrowers eligible for Federal farm credit assistance;

= Restoring food stamp eligibility for legal immigrants;

= Adding several commaodities to those requiring country-of-origin labeling;

= Introducing animal welfare provisions; and

= Enhancing the Nation’s biobased product and bioenergy programs.

As USDA moves into the third year of implementing this legislation, FY 2004 key milestones include:
= Releasing nearly $1.5 billion in funding for conservation programs on working lands;

= Allocating States $1.2 billion in financial assistance and $305 million for technical assistance for
FSRIA programs and other activities. USDA will use at least $30 million for technical service
providers and nearly $41 million to implement the new Conservation Security Program (CSP) under a
final rule that will be published shortly. The allocation also includes $54 million in financial assistance
for the Grasslands Reserve Program, which the Department hopes to operate this year under an interim
final rule that will be published shortly;

= Publishing an interim final rule for Conservation Innovation Grants and announced the availability of
$15 million to fund selected grant proposals in 2004;

= Publishing a final rule for the McGovern-Dole International Food for Education and Child Nutrition
Program and signing agreements with cooperating sponsors fully allocating $100 million of assistance
authorized for FY 2003;

=  Publishing a final rule for the Technical Assistance for Specialty Crops Program and allocating
$2 million of assistance authorized for FY 2003;

= |ssuing purchase specifications involving irradiated food products for use by schools wishing to
purchase such products for school feeding programs;

= Awarding $5 million in food stamp participation grants to State agencies;
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= Publishing a Notice of Funding Availability, implementing the Beginning Farmer and Rancher
Contract Land Sales Program;

= Providing funds to help rural businesses create or save more than 81,000 jobs;
= Approving $150 million of funding for broadband loans and reviewing additional applications;
= Awarding $10 million in grants for 10 agricultural innovation centers;

= Awarding $23 million in grants under the Renewable Energy and Energy Efficiency program for
FY 2004 to help rural small businesses, farmers and ranchers develop renewable energy systems and
promote energy efficiency improvements;

= Awarding with the U.S. Department of Energy (DOE) a total of $25 million in grants under the USDA
and DOE’s joint Biomass Research and Development Program to 24 projects in FY 2004;

= Making almost $150 million in Bioenergy Program producer payments for FY 2004;
=  Publishing a final rule regarding blood and tissue collection to improve surveillance programs for
animal diseases, contribute to the eventual control or eradication of such diseases, and assist in

certifying the status of the U.S. or its regions with regard to freedom from specific animal diseases;
and

= Utilizing approximately $300 million to purchase fruits, vegetables, and other specialty crops for
distribution through USDA nutrition assistance programs. $50 million has been made available to the
Department of Defense for procurement of fresh fruits and vegetables.

MISSION AREAS

To ensure that USDA’s efforts focus squarely on meeting its real world objectives, the Department’s work is
organized by mission areas, which are a collection of agencies that work together to achieve USDA’s
aforementioned strategic goals. USDA’s seven mission areas follow.

Natural Resources and Environment

The Natural Resources and Environment (NRE) mission area consists of the Forest Service (FS) and the Natural
Resources Conservation Service (NRCS). These agencies work to ensure sustainable management of both
public and private lands. FS manages 192 million acres of National Forests and Grasslands for the American
people. NRCS assists farmers, ranchers and other private landowners in managing their acreage for
environmental and economic sustainability. Both agencies work in partnership with Tribal, State and local
Governments, communities, related groups and other Federal agencies to protect the Nation’s soils, watersheds
and ecosystems.

Farm and Foreign Agricultural Services

The Farm and Foreign Agricultural Services (FFAS) mission area is comprised of the Farm Service Agency
(FSA), which delivers most traditional farm programs, the Foreign Agricultural Service (FAS), which assists
with U.S. agricultural exports, and the Risk Management Agency (RMA), which predominately handles
programs aimed at helping farmers and ranchers weather the unavoidable challenges inherent in agriculture,
such as natural disasters.

This mission area also includes two Government-owned corporations. The Commodity Credit Corporation
(CCC) exists to stabilize farm income and prices in order to help ensure an adequate, affordable supply of food
and fiber. This Corporation is the financial mechanism by which agricultural commodity, credit, export,
conservation, disaster and emergency assistance is provided. The Federal Crop Insurance Corporation (FCIC)
improves the economic stability of agriculture through a sound system of crop insurance.
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Rural Development

The Rural Development (RD) mission area focuses on creating economic opportunities and improving the
quality of life in rural America. From rural infrastructure projects that finance the delivery of everything from
safe, running water to high-speed Internet access to housing programs and economic development initiatives,
this mission area unites a variety of valuable programs that together comprise the backbone of Federal efforts to
ensure rural communities are full participants in economic and other community opportunities of modern day
America.

Food, Nutrition and Consumer Services

The Food, Nutrition and Consumer Services (FNCS) mission area is comprised of the Food and Nutrition
Service (FNS), which administers Federal nutrition programs, and the Center for Nutrition Policy and
Promotion (CNPP), which provides science-based dietary guidance to the Nation. USDA’s Federal nutrition
assistance programs include the Food Stamp Program, Child Nutrition Programs, such as school lunches, and
the Special Supplemental Nutrition Program for Women, Infants and Children. These programs provide vital
access to nutritious food and support for better dietary habits for one in five Americans. USDA’s nutrition
research and promotion efforts aid all Americans by linking cutting-edge scientific research to the nutritional
needs of consumers.

Food Safety

The Food Safety Mission Area is comprised of the Food Safety and Inspection Service (FSIS), which ensures
the safety, wholesomeness and correct labeling and packaging of meat, poultry and egg products. FSIS sets
public health performance standards for food safety, and inspects and regulates these products in interstate and
international commerce, including imported products. This mission area has significant responsibilities
coordinating efforts among various Federal agencies, including the Department of Health and Human Services
and the Environmental Protection Agency.

Research, Education and Economics

The Research, Education and Economics (REE) mission area brings together all of the efforts underway
throughout USDA to advance a safe, sustainable and competitive U.S. food and fiber system through science
and the translation of science into real-world results. This mission area is integrally involved with every aspect
of USDA’s work. REE is comprised of the Agricultural Research Service (ARS), the Cooperative State
Research, Education and Extension Service (CSREES), the Economic Research Service (ERS) and the National
Agricultural Statistics Service (NASS).

Marketing and Regulatory Programs

The Marketing and Regulatory Programs (MRP) mission area is made up of the Agricultural Marketing Service
(AMS), the Animal and Plant Health Inspection Service (APHIS) and the Grain Inspection, Packers and
Stockyards Administration (GIPSA). This mission area facilitates the domestic and international marketing of
U.S. agricultural products, including food and fiber, livestock, and grain through a wide variety of efforts,
including the development of national and international agricultural trade standards via Federal, State and
international cooperation. This mission area also conducts increasingly critical and sophisticated efforts to
protect U.S. agriculture from plant and animal health-related threats and ensures the humane treatment of
animals.

DEPARTMENTAL OFFICES

Department-level offices provide centralized leadership, coordination and support for USDA’s policy and
administrative functions. Their efforts support agencies to maximize the time, energy and resources they devote
to the delivery of services to USDA customers and stakeholders.
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RESOURCES

Congressional appropriations are the primary funding source for USDA operations. FY 2004 program
obligations totaled $114,289 million, a decrease of $4,561 million compared to FY 2003. Staff year resources

totaled 111,501, rising 2,258 compared to FY 2003.
Exhibit 2:

FY 2004 and 2003 USDA Program Obligations Dedicated to Strategic Goals*

USDA Program Obligations Dedicated to Strategic Goals

FY 2004 Actual

FY 2003 Actual

2004 Program Obligations

Strategic Goal 5:
Protect and Enhance
the Nation's Natural
Resource Base and
Environment — 8%

Strategic Goal 1:
Enhance Economic
Opportunities for
Agricultural Producers
—34%

Strategic Goal 4:

Improve the Nation's
Nutrition and Health

—40%

Strategic Goal 2:
Support Increased
Economic
Opportunities and
Improved Quality of
Life in Rural America
—15%

Strategic Goal 3:
Enhance Protection
and Safety of the
Nation’s Agriculture
and Food Supply
—3%

Strategic Goal 4:

Improve the Natiol

Nutrition and Health

—35%

2003 Program Obligations

Strategic Goal 5:
Protect and Enhance
the Nation's Natural
Resource Base and
Environment — 10%

Strategic Goal 1:
Enhance Economic
Opportunities for
Agricultural Producers
—39%

n's

Strategic Goal 2:
Support Increased
Economic
Opportunities and
Improved Quality of
Life in Rural America
—13%

Strategic Goal 3:
Enhance Protection
and Safety of the
Nation’s Agriculture
and Food Supply
—3%

*The sum of the pie chart percentages may be greater than 100 percent because of rounding.

Exhibit 3:

FY 2004 and 2003 USDA Staff Years Dedicated to Strategic Goals*

USDA Staff Dedicated to Strategic Goals

FY 2004 Actual

FY 2003 Actual

2004 Staff Years

Strategic Goal 1:
Enhance Economic
Opportunities for
Agricultural Producers
—23%

Strategic Goal 5:
Protect and Enhance
the Nation’s Natural
Resource Base and
Environment — 49%
Strategic Goal 2:
Support Increased
Economic Opportunities
and Improved Quality of
Life in Rural America —
8%

Strategic Goal 3:
Enhance Protection
and Safety of the
Nation’s Agriculture
and Food Supply
—18%

Strategic Goal 4:
Improve the Nation's
Nutrition and Health
—3%

Strategic Goal 5:
Protect and Enhance
the Nation's Natural
Resource Base and
Environment — 47%

2003 Staff Years

Strategic Goal 1:
Enhance Economic
Opportunities for
Agricultural Producers
—23%

Strategic Goal 2:
Support Increased
Economic Opportunities
and Improved Quality of
Life in Rural America —
8%

Strategic Goal 3:
Enhance Protection
and Safety of the
Nation’s Agriculture
and Food Supply
—20%

Strategic Goal 4:
Improve the Nation's
Nutrition and Health
—3%

*The sum of the pie chart percentages may be greater than 100 percent because of rounding.
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PERFORMANCE GOALS AND RESULTS

Of the 31 performance goals contained in USDA’s FY 2004 Revised Annual Performance Plan, 24 were met or
exceeded, three were reported as deferred (unable to report the necessary data until a specified date) and four
were unmet. The following Performance Scorecard table, organized by USDA’s strategic goals and objectives,
provides a summary of the Department’s performance results. Additional analyses of these results can be found
in the Performance Section of this report. Information on data quality is contained in the Data Assessment of
Performance Measures section.

Exhibit 4:  USDA Scorecard for FY 2004
Performance Scorecard for FY 2004
Objectives Annual Performance Goals Result
Strategic Goal 1: Enhance Economic Opportunities for Agricultural Producers
11 Expand International 1.1.1  Dollar value of trade preserved through FAS staff interventions Exceeded
Marketing and trade agreement monitoring
Opportunities
1.2 Support International 1.2.1 Improve food security and nutrition through McGovern-Dole Met
Economic International Food for Education and Child Nutrition Program by
Development and providing daily meals and take-home rations for mothers, infants
Trade Capacity and school children
Building
1.3 Expand Alternative 1.3.1 Increase in bioenergy production Exceeded
Markets for 1.3.2  Number of generic groupings of biobased products designated for Unmet
Agricultural Products preferred procurement by Federal agencies
and Activities
1.4 Provide Risk 1.4.1 Increase the value of risk protection provided to agriculture Exceeded
Management and producers through FCIC-sponsored insurance
Financial Tools to 1.4.2 Increase the percent of loans to beginning and socially Exceeded

Farmers and
Ranchers

disadvantaged farmer/ranchers

Strategic Goal 2: Support Incr

eased Economic Opportunities and Improved Quality of Life in Rural America

2.1 Expand Economic 2.1.1  Create or save additional jobs through USDA financing of Exceeded
Opportunities through businesses
USDA Financing of
Businesses
2.2 Improve the Quality of | 2.2.1  Improve the quality of life in rural America through Exceeded
Life in Rural America Homeownership
ch_rough US?A y 2.2.2 Increase the number of subscribers receiving upgraded water Exceeded
inancing of Quality and/or waste-disposal service
Housing, Modern _ o
Utilities and Needed 2.2.3 Increase the number of subscribers receiving new and/or Exceeded
Community Facilities improved electric facilities
2.2.4 Increase financing to support high-speed telecommunication Unmet
services (broadband)
2.2.5 Provide access for residents to new and/or improved essential Met
community facilities
Strategic Goal 3: Enhance Protection and Safety of the Nation’s Agriculture and Food Supply
3.1 Enhance the 3.1.1 Prevalence of Salmonella on broiler chickens Unmet
Protection of Meat, 3.1.2  Prevalence of Listeria Monocytogenes in ready-to-eat meat and Met
Poultry and Egg
poultry products
Products from )
Foodborne Hazards in | 3-1.3  Prevalence of E. coli 0157:H7 on ground beef Met
the United States 3.1.4 Millions of viewings of food safety messages Exceeded
3.2 Reduce the Number 3.2.1  Number of significant introductions of foreign animal diseases and Met
and Severity of pests that spread beyond the original area of introduction and
Agricultural Pest and cause severe economic or environmental damage, or damage to
Disease Outbreaks the health of animals or humans
USDA
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]

Performance Scorecard for FY 2004

Objectives Annual Performance Goals Result

3.2.2  Number of animals affected by noncompliances documented on Unmet
inspection reports

3.2.3  Percent of facilities in complete compliance at the most recent Met
inspection

3.2.4 Improve the capabilities of animal and plant diagnostic Met
laboratories

3.2.5 Provide scientific information to protect animals from pests, Met

infectious diseases, and other disease-causing entities that
impact animal and human health

Strategic Goal 4: Improve the Nation’s Nutrition and Health

4.1 Improve Access to 4.1.1 Improve Access to Nutritious Food Deferred
Nutritious Food

4.2 Promote Healthier 4.2.1 Healthy Eating Index (HEI) for people with incomes under 130% Deferred
Eating Habits and of poverty in the U.S. population
Lifestyles 4.2.2  Determine food consumption patterns of Americans and provide Exceeded

sound scientific analyses of the U.S. food consumption
information to enhance the effectiveness and management of the
Nation’s domestic food and nutrition assistance program

4.3 Improve Food 4.3.1 Improve Food Program Management and Customer Service Deferred
Program Man-
agement and
Customer Service

Strategic Goal 5: Protect and Enhance the Nation’s Natural Resource Base and Environment
5.1 Implement the 5.1.1  Number of acres of hazardous fuel treated that are in the Exceeded
President’s Healthy wildland-urban interface (WUI)

Forests Initiative and | 51 5 Number of acres of hazardous fuel treated that are in Condition Exceeded

Other Actions to Classes 2 or 3 in Fire Regimes 1, 2, or 3 outside the WUI
Improve Management

of Public Lands

5.2 Improve Management | 5.2.1  Conservation plans written for cropland and grazing lands (Mil Met
of Private Lands acres)
5.2.2: Cropland and grazing lands with conservation applied to protect Met
the resource base and environment
5.2.3  Agricultural wetlands created or restored through the Wetlands Met
Reserve Program
5.2.4  Reduction in average annual flood damage Exceeded

ACTIONS ON UNMET AND DEFERRED GOALS

USDA continuously works to improve its performance across all of its strategic goals and objectives. While
substantial anecdotal information exists that USDA has been successful in pursuing its strategic objective to
improve the Nation’s nutrition and health, with the exception of research goals, the Department has deferred
reporting on these goals until accurate and complete data is available to document the progress of these efforts
in FY 2004. Sometimes circumstances arise that result in the Department falling short of its goals. At other
times, the Department consciously alters its approach in ways that enhance its service to the public, but make a
specific performance goal a less effective indicator of real progress. The Annual Performance Report section of
this report offers further discussion of the Department’s actions on its goals.

= Performance goal 1.3.2—Unmet. Number of generic groupings of biobased products designated for
preferred procurement by Federal agencies. While new regulations advancing this performance goal
are moving forward, they were not published in the Federal Register in time to be counted
appropriately as achieved in FY 2004.

USDA
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= Performance goal 2.2.4—Unmet. Increase financing to support high-speed telecommunication
services (broadband). Factors that contributed to this performance goal being unmet are new program
authority allowing refinancing and making larger loans than anticipated (hence fewer loans). The first
factor (refinance previous RUS loans) greatly altered the assumptions used in setting the target and
may require adjustments of future targets. The second factor (fewer large loans) is a temporary
anomaly and should not impact future targets. However, USDA will monitor this, and will reevaluate
the target if any trends indicate the need to reevaluate how many loan dollars are needed per subscriber
receiving new or improved service.

= Performance goal 3.1.1—Unmet. Prevalence of Salmonella on Broiler Chickens. USDA consistently
strives to reduce the prevalence of all leading causes of foodborne illness. However, the percentage of
positive Salmonella samples in broiler chickens increased by almost 2 percent, despite the fact that
most establishments continued to pass the performance standard established in 1996.

= Performance goal 3.2.2—Unmet. Number of animals affected by noncompliances documented on
inspection reports. While the number of animals involved in noncompliance findings increased by 5.7
percent to 364,773 in FY 2004, leaving USDA’s performance goal unmet, these numbers contradict a
positive story. During the course of the past year, USDA field inspectors focused primarily on high-
risk facilities. With more animals to oversee, large facilities are more likely to carry higher risks. As a
result, inspectors counted more animals being affected by noncompliances; however, this is mainly
attributable to their vigilance over larger facilities.

= Performance goal 4.1.1—Deferred. Improve access to nutritious food. The measure has been deferred
due to unavailable data.

= Performance goal 4.2.1—Deferred. Promote the Healthy Eating Index. The measure has been
deferred due to unavailable data.

= Performance goal 4.3.1—Deferred. Improve Food Program Management and Customer Service. The
measure has been deferred due to unavailable data.

FUTURE DEMANDS, RISKS, UNCERTAINTIES, EVENTS, CONDITIONS
AND TRENDS

USDA is influenced by many of the same forces that shape the American economy—globalization of markets,
scientific advances and fundamental changes in the Nation’s family structure and workforce. U.S. farmers and
food companies operate in highly competitive markets with constantly changing demand for high-quality food
with a variety of characteristics, including convenience, taste and nutrition.

In addition to these enduring factors, homeland security has emerged as a significant, ongoing priority for
USDA. The Department is working with the U.S. Department of Homeland Security to help protect agriculture
from intentional and accidental acts that might affect America’s food supply or natural resources.

External factors that will challenge USDA’s ability to achieve its desired outcomes include:
= Weather-related hardships and other uncontrollable events at home and abroad;
= Domestic and international macroeconomic factors, including consumer purchasing power, the

strength of the U.S. dollar, and political changes in other countries that can impact domestic and global
markets greatly in any year;

=  The availability of funds for financial assistance provided by Congress and the local and national
economies. Sharp fluctuations in farm prices, interest rates and unemployment also impact the ability
of farmers, other rural residents, communities and businesses to qualify for credit and manage their
debts;

= The impact of future economic conditions and actions by a variety of Federal, State and local
Governments that will influence the sustainability of rural infrastructure;
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= The increased movement of people and goods, which provides the opportunity for crop and animal
pests and diseases to move quickly across national and international boundaries;

= Potential exposure to hazardous substances, which may threaten human health and the environment
and the ability of the public and private sectors to collaborate effectively on food safety, security and
related emergency preparedness efforts;

= Reducing the risk of catastrophic fire is dependent on weather, drought conditions and the expanding
number of communities in the wildland-urban interface; and

=  The fact that efforts to reduce hunger and improve dietary behaviors depend on strong coordination
between USDA and a wide array of Federal, State and local partners, and effective compliance by
partners is vital.

USDA'’S RESULTS AGENDA—IMPLEMENTING FEDERAL
MANAGEMENT INITIATIVES

USDA is working to strengthen its focus on results through vigorous execution of the President’s Management
Agenda (PMA). This agenda focuses on management improvements that help USDA consistently deliver more
efficient and effective programs to its stakeholders. This process is designed to improve customer service and
provide more effective stewardship of taxpayer funds. In the Department’s current Strategic Plan, released in
September 2002, USDA announced that it expected to:

= Ensure an efficient, high-performing, diverse, competitively sourced workforce, aligned with mission
priorities and working cooperatively with USDA partners and the private sector;

=  Enhance internal controls, data integrity, management information and program and policy
improvements as reflected by an unqualified audit opinion, and a reduction of erroneous payments by
USDA programs;

= Implement business processes and information technology needed to make services available
electronically; and

= Link budget decisions and program priorities more closely with program performance, and recognize
the full cost of programs.

USDA employees are charged with executing these management initiatives. Their work makes USDA’s
programs real “on the ground”—where customer service is delivered. While USDA has achieved much, there is
more to be done. The PMA calls for the Office of Management and Budget (OMB) to score departments on
each initiative. Green indicates success, yellow indicates mixed results and red indicates an unsatisfactory score.
There are two scores awarded. “Status” indicates that a department is meeting the standards established for
success. “Progress” indicates that a department is progressing adequately in meeting established deliverables
and timelines. As of September 30, 2004, USDA had earned a “green” progress score for all but one of its
initiatives. The following is a summary of major USDA management initiatives and FY 2004 highlights.

HUMAN CAPITAL

USDA always has been focused on results. A key to meeting USDA’s program goals is a high performing
workforce focused on delivering services to the American people. The future success of the “People’s
Department” (as President Abraham Lincoln referred to USDA) will be determined in part by how well it meets
its “people needs.” As USDA looks to the future, some challenges remain: (1) improving its strategic workforce
planning and alignment; (2) maintaining a results-oriented performance culture; (3) enhancing leadership and
employee development; and (4) retaining and recruiting a diverse, highly skilled workforce.

New performance standards have been established for the Senior Executive Service (SES) and GS-14 and
GS-15 managers. New standards will be established for about 60 percent of all employees by January 2005.
With these standards, employees will understand better the contributions they make to the missions and goals of
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the Department. Employees also will have more clearly defined expectations and feedback on their
performance.

The newly launched AglLearn system provides greater development opportunities for employees and tools for
managers. AgLearn is an online system that offers access to training 24 hours a day. Managers can supervise
staff development, offer more courses at a lower cost and track employees’ progress. While AgLearn is
expected to reduce training costs, the biggest result will be providing more career advancement opportunities to
USDA employees. This year AgLearn became available to all employees across the Department.

To help fill the vacancies that will be created by the large number of USDA senior executives eligible to retire,
USDA created the SES Candidate Development Program, which includes developmental assignments, formal
interagency executive training, leadership forums and guidance from a senior executive mentor. The initial class
of 80 candidates, selected through a rigorous merit-based selection process, graduated in July 2004. Four of the
candidates already have been selected for senior positions.

To improve the skills of USDA staff who work with unions and bargaining units, the Office of Human
Resources Management developed a five-day course that is helping employees understand basic labor-relations
functions. As a result, practitioners and managers are able to recognize, prevent and resolve labor-management
disputes, and meet their collective-bargaining obligations more effectively.

To expedite hiring employees, USDA is pilot testing an automated hiring system. This process allows position
descriptions and vacancy announcements to be posted within minutes. Interested job seekers can review
vacancy announcements 24 hours a day. They also can answer position-specific questions to create, edit and
submit electronic resumes. The system rates and ranks applicants resulting in quicker identification of the best-
qualified candidates. Additionally, to meet future hiring needs, USDA enhanced its internship programs.

USDA made great strides in the area of Human Capital, which earned it a “green” rating for progress on the
OMB Scorecard. The Department earned the “green” by:

= Reviewing the Human Resource Management System and selecting a new Human Capital Executive to
assist in leading the Human Capital initiative;

= Implementing mid-level succession plans in all agencies;
= Reviewing and refocusing the USDA Human Capital Plan;
= Deploying strategies to address talent and leadership gaps in mission critical occupations; and

= Implementing a results-oriented performance system for executives that cascades down to GS-14 and
GS-15 supervisors, and aligns to strategic mission accomplishment.

COMPETITIVE SOURCING

During the past year, USDA made organizational changes to increase accountability and improve oversight of
its Competitive Sourcing Initiative. A key component of the President’s Management Agenda, this initiative
calls on all Federal agencies to create a more market-based government that enhances service and reduces costs
through public-private competition initiatives. The Department’s early efforts in this area did not result in cost
savings and management efficiencies. USDA has identified a number of root causes:

= Many of the studies focused on too small an area of work;
=  There was inadequate market research; and
= Competitions were not structured strategically.

For the Competitive Sourcing initiative, USDA earned a score of “yellow” for progress on the management
scorecard, appropriately indicating the mixed results of its early efforts. The Department now is working to
fine-tune its use of competitive sourcing. USDA is working to ensure that the studies it conducts reflect more
strategically grouped and related functions to maximize the impact of this initiative. The Department also now
requires that a feasibility study, including cost-benefit analysis, be completed prior to conducting a competitive
sourcing study. This will ensure that functions selected for public-private sector competitions will result in an
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organization implemented with lower costs and increased management efficiencies. Studies are now being
linked to agency human capital plans to ensure work force planning and restructuring, and retention goals are
met while achieving cost savings.

During FY 2004, USDA made significant progress toward a successful Competitive Sourcing Initiative. Forest
Service (FS) conducted a study examining 1,200 positions supporting its information technology infrastructure.
The Natural Resource and Conservation Service (NRCS) also completed a competition of 96 positions at the
National Cartography and Geospatial Center. In both cases, the agency was the winning service provider.
USDA expects significant efficiencies and cost savings totaling $173.9 million over a five-year period as a
result of its competitions.

FINANCIAL PERFORMANCE

USDA'’s Financial Performance is overseen by the Office of the Chief Financial Officer (OCFO), which works
in partnership with all USDA agencies to ensure the Department’s financial management reflects sound
business practices. The President’s Management Agenda requires all Federal agencies to maintain an
unqualified financial statement audit opinion, which indicates a Department’s financial statements are free of
significant errors or misstatements. In 2002, USDA—and all of its agencies—achieved their first unqualified
consolidated financial audit opinion in the Department’s 140-year history. USDA financial managers have
focused significant attention on enhancing internal controls, improving asset management, implementing a
standard accounting system and improving related corporate administrative systems across the Department. As
a result, USDA’s clean audit opinion was sustained in FY 2003 and FY 2004. Actions taken by USDA to
achieve this result include:

= Revamping business, financial management and accounting processes;

= Completing installation of a standard general-ledger accounting system;

= Determining the program cost or present value cash flows of approximately $100 billion in loans;

= Reconciling, in an accurate and timely way, more than $100 billion in annual cash receipts and
disbursements;

= Correcting deficiencies in $1 billion of real and personal property; and

= Significantly reducing the number of material weaknesses.

USDA made significant progress in Financial Management, and as a result earned a “green” for progress on the
OMB Scorecard. Key milestones include: implementation of a new Corporate Property Automated Information
System, which standardizes management of the Department’s owned and leased real property; and deployment
of a new acquisition system that is integrated with its USDA’s financial system, so it can provide accurate, on-

demand financial information.

Management Challenge

While USDA made extraordinary strides in recent years and today enjoys a clean audit opinion, there is still
room for improvement. Accordingly, the Department’s financial performance remains a management challenge.
(Appendix A contains the Office of the Inspector General’s report on USDA’s major management challenges.)
One area of concern is the USDA Forest Service. To help bring the agency’s financial management up to par
with the rest of the Department, USDA is planning to:

= Eliminate material weaknesses and reportable conditions, and obtain an unqualified opinion on the
Forest Service’s FY 2004 and 2005 financial statements;

= Initiate a Financial Management Improvement Process that will standardize and centralize the agency’s
budget and finance processes through business process reengineering;

= Publish enhanced financial management policies and procedures by June 30, 2005; and
=  Continue to focus on data-quality improvement, such as the resolution of abnormal account balances.

This year, the Department also has continued to modernize delivery of USDA'’s financial systems.
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In FY 2004, USDA worked with the Forest Service, the Commodity Credit Corporation and other USDA
agencies to improve financial management systems and processes. This effort included a reliable system of
internal controls designed to generate accurate and timely financial data.

ENHANCING EGOVERNMENT

Much has changed in the workplace with advances in information technology. USDA has focused significant
attention on leveraging technology to improve service delivery and control or reduce costs. Recognizing this
opportunity, representatives from across the Department developed a common eGovernment strategy that has
guided USDA’s information technology deployment for the past three years. The Department’s modernized
Web site (http://www.usda.gov/) and USDA’s robust new customer statement page
(http://customerstatement.usda.gov), which allows farmers and ranchers to track and conduct their transactions
with the Department online, are two recent examples of this progress. The USDA Web site now is organized by
service instead of agency allowing users to find the information they need more quickly. The new Customer
Statement page offers agricultural producers a consolidated online statement of their USDA program activities
and benefits. These and other eGovernment accomplishments have earned USDA the high “green” score from
the Office of Management and Budget for progress on the Department’s technology initiatives.

In executing the strategic, user-friendly deployment of technology, USDA is fostering a culture of
collaboration. The Department’s eGovernment activities are being guided by continuous feedback from
employees, partners and customers. For example, the USDA Technology and eGovernment Advisory Council,
which was formed in late 2003, is comprised of representatives from across USDA’s customer base. This
council now plays an integral role in assisting the Department with strategies to enhance its services through
technology.

From the strategic planning process to the implementation of specific initiatives, the Department also uses
surveys and focus groups to guide effective decision-making. USDA created a community of interest using
customer usability studies and feedback on its Web sites and applications. So far, the Economic Research
Service, the Risk Management Agency, the Food Safety Inspection Service and other agencies have capitalized
on these feedback opportunities to design new Web pages and applications that better meet the needs of their
customers, partners and employees.

In terms of online security, USDA has taken aggressive action. Teams of employees at every agency are
working to certify and accredit USDA’s information technology systems. USDA completed this process for 402
systems (93 percent) in FY 2004. This effort is building trust with customers and partners in the reliability and
security of online transactions with USDA. The Department conducted an extensive review of its information
technology investments during the FY 2005 budget process. As a result, USDA reduced the number of IT
projects from more than 500 to about 350. This consolidation effort focused on reducing redundant investments
and has resulted in $167 million in cost savings that agencies now can reallocate to serving their customers
directly. The Department is now focused on creating an Enterprise Architecture to help align technology with
program delivery further to ensure that USDA’s information technology benefits continue to enhance the
quality and cost-effectiveness of the Department’s service to its customers.

Management Challenge

In today’s environment, the security of USDA’s online networks remains a serious area of focus and a
management challenge for the Department. (Appendix A contains the Office of the Inspector General’s report
on USDA’s major management challenges.) In response to this challenge, USDA is developing and
implementing a process to collect pertinent agency security status information regularly and systematically, and
share it with USDA’s Chief Information Officer. To establish this new process, USDA will:

= Notify agencies of training availability for security products;
=  Finalize new security policies; and
=  Establish a standard procedure for identifying, tracking and eliminating security weaknesses.
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Additional USDA information technology security initiatives include:
= Expanding and improving USDA’s Intrusion Detection System;

= Conducting regular Federal Information Security Management Act (FISMA) self-assessments and
developing plans of action for any weaknesses found;

= Certifying and accrediting new USDA systems as they are developed;

=  Contracting with independent companies to validate agency certification and accreditation activities;
and

= Securing sensitive data and improving contingency planning, configuration management and physical
security, and finalizing policy on these sensitive matters.

BUDGET AND PERFORMANCE INTEGRATION

The Budget and Performance Integration (BPI) directive of the President’s Management Agenda challenges
agencies to set measurable goals; monitor progress toward achieving results and make management and funding
decisions based on these outcomes. This cost-benefit approach helps illuminate where the American taxpayer is
receiving real value and where Government agencies have room for improvement. This direct link between
dollars spent and real world outcomes also is helpful to the congressional appropriations process where
priorities must be set. During the last two years, USDA has earned the high “green” score from the Office of
Management and Budget for progress in this category. USDA values the budget and performance integration
process as a critical tool that helps employees fulfill program missions most effectively by establishing clear
performance targets, tracking progress in achieving stated objectives and making adjustments to improve
results. This process also helps ensure that employees responsible for executing programs are achieving results
daily.

To further enhance the value of this effort, USDA is taking steps to improve on:
= Clearly identifying goals, objectives and meaningful measures of progress;
= Quantifying and demonstrating the results of programs;
= Demonstrating that USDA is using taxpayer dollars efficiently to achieve those results; and
= Effectively using the expertise of USDA employees and cooperators.

USDA has implemented a quarterly reporting process to provide management with timely insight into how
program results are matching up against stated goals. This, in turn, allows managers the opportunity to adjust
strategies and realign resources at several points throughout the year. USDA also included requirements for the
annual performance plan and quarterly reporting in its FY 2005 budget guidance to make clear the need for all
agencies to take a results-oriented approach to their resource requests. This guidance requires meaningful, real-
world outcomes for each agency, unit cost information for each performance measure and an efficiency measure
for each USDA program, as well. USDA also developed Department-wide efficiency measures, which will be
presented to Congress in the FY 2006 Budget.

For example, FSA implemented a Budget and Performance Management System (BPMS) in FY 2004. BPMS
involves a range of activities to ensure that FSA taxpayer dollars are directed to efficient programs. A new FSA
strategic plan, using the Program Assessment Rating Tool and IT tools, is key to ensuring BPMS success and,
ultimately, the success of the Nation’s farmers, ranchers and agricultural partners.

Another important mechanism is the Program Assessment Rating Tool (PART), which is a system of evaluation
that identifies how well and efficiently a program is working and what specific actions can be taken to improve
performance. During the past three years, USDA has used this tool aggressively to evaluate programs that
account for more than half of the Department’s funding. By implementing PART recommendations,
effectiveness ratings of several programs have been improved. Additional PART assessments currently are
under review and may result in additional performance rating upgrades.
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PART findings have led USDA to:
= Target conservation programs more effectively;
= Improve efficiencies in the guaranteed farm loan programs;
= Improve targeting of international food aid programs;
= Re-examine multi-family housing programs to develop better long-term and annual measures; and
= Develop stronger goals and measures for the Federal Crop Insurance Program.

FAITH-BASED AND COMMUNITY INITIATIVE

USDA strives to ensure that its public services reach all potential beneficiaries. As part of its Faith-Based and
Community Initiatives, USDA ensures that faith-based and community organizations have full and equal access
to the Department’s programs and benefits. The focus is on four key areas:

= Qutreach and technical assistance;
= Equal treatment;

= Data collection; and

= Innovative pilot projects.

By educating and partnering with local organizations, USDA can, for example, increase the number of men,
women and children receiving nutritious meals and wholesome food through its anti-hunger programs.
Similarly, through these partnerships, the Department can enhance the reach of its services to widely dispersed
rural populations. Through this initiative, USDA focuses on which organizations can help accomplish its
strategic goals and objectives best, regardless of religious affiliation or non-affiliation.

The Outreach in the Summer Food Service Program demonstrates how this initiative helped USDA programs
serve more people in FY 2004. For the first time this past summer, the AGAPE Outreach Program in Marion,
Virginia, received Federal funding. The funding was used to provide 3,643 nutritious meals to needy children as
part of its summer school and recreational program, complementing other faith-based community activities.

Elsewhere, through a one-time program for FY 2004, the Commodity Credit Corporation donated non-fat dry
milk to more than 50 not-for-profit, faith-based and community organizations. These groups distributed the
product to hundreds of local organizations in almost every State. The organizations then distributed the milk to
needy individuals and families. Almost 400 million pounds of non-fat dry milk will be delivered through the
Annual Performance Report program by the end of the fiscal year.

Additional accomplishments relating to this initiative include:

=  Publishing final Department-wide rules on the abilities, rights and responsibilities of faith-based
organizations;

= Implementing changes to improve data collection and reporting of faith-based, and community
organizations’ participation in USDA programs;

= Designating a faith-based and community initiative coordinator in every Rural Development State
office and Food and Nutrition Service regional office;

= Enhancing equal opportunity efforts by implementing new systems for targeted USDA benefits;

= Initiating a pilot project to encourage State agencies to partner with faith- and community-based not-
for-profit organizations to increase enrollment in the Food Stamp program; and

= Initiating a Community Facilities Guaranteed Loan Program pilot project in RD.
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CIVIL RIGHTS

Management Challenge

Civil rights complaint processing remains a management challenge for USDA. (Appendix A contains the Office
of the Inspector General’s report on USDA’s major management challenges.) In response to this challenge,
USDA held listening sessions to obtain input and information from Department stakeholders about their
experiences as program participants. Stakeholders’ input led to the following activities specifically targeted to
reducing the number of program Civil rights complaints filed:

= Establishing of the Center for Minority Farmers and the Minority Farm Registry;
= Increasing outreach efforts;

= County Committee reforms;

= Increasing diversity in county offices;

= Implementating the “Notice of Farm Loan Application Received” form and the “Customer Service
Comment Card;”

= Partnering with Marriott International, Inc. to enhance and expand business oportunities for minority
farmers through participation in the hospitality industry. USDA’s role involves providing outreach
activities, technical assistance and training for building business capacity and marketing strategies; and

= Partnering with the U.S. Department of Health and Human Services to coordinate policies and
activities aimed at improving the economic conditions of refugees engaged in farming, agribusiness
and rural entrepreneurship. USDA'’s role includes providing outreach activities, technical assistance
and training on its programs and services.

USDA has planned a Program Complaint Prevention Initiative that will be implemented in FY 2005. This
initiative will ensure that all Department programs are structured and presented in a manner to ensure equal
access is available for all eligible customers, particularly socially and economically disadvantaged groups. A
series of hands-on, technical assistance and training workshops will be conducted for USDA management
officials. The workshops will offer analyses and reviews of civil rights program complaints and participation
rates of USDA customers. Internal agency reports and data related to outreach, education and technical
assistance programs and service delivery will be examined. The results of these analyses will be used to develop
a process to reduce the number of complaints of discrimination in the delivery of USDA programs and services.
All agricultural producers will benefit from equal and fair access to USDA programs and services.

Complaint Inventory Reduction was one of USDA’s most important initiatives for FY 2004. A thorough
inventory reduction plan was developed and implemented during FY 2004. The plan called for:

= Implementing a temporary realignment of management and staff to focus on case processing;
= Resolving complaints pending as of October 1, 2003;
= Timely processing of complaints received throughout the year;

= Implementing a method to prevent future backlogs and maintain the complaint workload at a
manageable level; and

= Incorporating inventory reduction as an element in the performance standards of staff and holding
them accountable.

As a result of this initiative, 1,016 of the 2,001 employment discrimination complaints and 1,828 of the 2,236
program discrimination complaints have been resolved.

USDA is introducing new Alternative Dispute Resolution (ADR) procedures into the informal Equal
Employment Opportunity (EEQ) complaint process. A draft ADR policy is in the formal clearance process and
will be implemented following approval. The new policy requires all USDA agencies to offer ADR during both
the informal and formal stages of the EEO complaint process. The success of this initiative will result in faster
and more responsive service for USDA employees and fewer formal complaints.
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The USDA Office of Civil Rights arranged, through its partnership with the Equal Employment Opportunity
Commission (EEOC), for 26 headquarters and agency civil rights staff members to receive training about the
Equal Employment Opportunity Commission Management Directive 715 (MD-715). MD-715 is designed to
reduce the number of formal complaints. This training took place in April and May 2004. The training will
prepare the staff as it implements the USDA Annual MD-715 EEO Plan. The training plan will include a
comprehensive workforce assessment to identify barriers to the full utilization of employees within USDA. It
also will serve as the foundation for the development of a “Model EEO Program” at USDA.

FINANCIAL STATEMENT HIGHLIGHTS
BUDGETARY RESOURCES AND OUTLAYS

USDA receives most of its funding from appropriations authorized by Congress that are administered by the
Treasury Department. Total resources consist of the balance at the beginning of the year, appropriations
received during the year, spending authority from offsetting collections and other budgetary resources.

Appropriations Received as reported in the Statement of Budgetary Resources differ from Appropriations
Received as reported in the Statement of Changes in Net Position due to Special and Trust funds appropriated
receipts. These are shown as Appropriations Received in the budgetary statement but are reported based on their
nature, either as exchange revenue in the Statement of Net Cost, or non-exchange revenue or transfers in the
Statement of Changes in Net Position.

| 2004 | 2003 | Variance |

Appropriations Received 94,316 83,967 12%
Total Budgetary Resources 142,890 144,917 -1%

(restated)
Obligations Incurred 117,809 122,353 -4%

(restated)
Outlays 78,446 79,848 -2%

(restated)

Restatement

In Fiscal 2004, Treasury issued updated requirements for reporting Cash Held Outside of Treasury. Treasury
does not consider the Escrow Account Balances as outlays until the funds are transferred from the Escrow
account to reimburse outside parties. This change required a restatement to the 2003 Statement of Budgetary
Resources and a reclassification in the 2003 Balance Sheet.

In fiscal 2002, the Office of Management and Budget (OMB) directed FCIC to record its insurance program
fund obligations on a cash basis rather than the accrual basis. Certain a