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I System Information

System Information

Agency: Office of the Chief Financial Officer

System Name: Financial Management Modernization Initiative (FMMI)

System Type: [] M~Lior Application

[] General S ppor System

[] Non-m~tior Application
System Categorization (per ,~ High
FIPS 199}:

[] Model-ale
~ Low

Description of System:

Who owns this system?
(Name, agency centact
nformat on’~

Financial Management Modernization Initiative (FMM!) is USDA’s new
enterprise-wide, FSIQ-compliaat financial system that will be replacing FFIS
and other Legacy systems FMMI will provide General Ledger
Management, Funds Management, Fund Balance with Treasury, Payment
Management, Receivables Management, Cost Management, and
Repoding FMMI will be a web-based solution providing web-based access
for all financial users. FMM! wi!~ have interfaces to other financiat systems
at USDA, such as Payroll, CPAIS, IAS, and GovTrip. The implementation is
targeted to have 3 primary deployments which will impact 28 Agencies!Staff
Off’ices. Deployments 1 and 2 will impact approximately 5,500-6,000 users
across the United States.

FMMI will be built on the SAP ERP Central Component 60 (ECC) platform
- specifically the modules Financials (FI), Controlling (CO), Funds
Management (FM), Materials Management (MM), and Sales and
Distribution (SD) !e addition, FMMI wil! ufifize SAP B siness ate! gence
for Repoding, SAP Process Integration for inteHaces to other systems, an~
SAP Governance, Risk, and Compliance for ensuring Segregation of Duties
controls are enforced

Enhanced functionali[y is provided through the use of custom RICEFW
objects to supplement the slandard SAP ERP sof~vare. RICEFW Objects
have been developed for repor:s interlaces, conversions, enhancements,
forms, and workflows

Mike Clan~on
Associate Chief Financial Officer - Financial Systems Planning and
Management (ACFO-FSPM)
Office of the Chief Financial Officer

~ (202) 690-3065
Mike Ctanton@esda gay

Who is the security contact Aimae Riley
for this system? (Name~ ACFO-FSPMagency, contact information) ! Office of the Chief Financial Officer

(504) 426-5628
aimee riley@usda gay
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~~/ho completed this Matt OBdon
document? (Name, agency, ACFO-FSPM
contact information)

Office of the Chief Financial Officer
(703) 947-34!6
james.m.obrion@accenture,com
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2 Data Information

2.1 Data Collection

2

2.1

Generally describe the data to be used in the
system,

Does the system collect Social Security Numbers [~ Yes
(SSNs) or Taxpayer Identification Numbers [] No - If NO. go to question 2.
(TiNs)?

State the law or regulation that requires the
collection of this information.

ts the ~.~se of the data both relevant and ~
necessary to the purpose for Whi~ the System is ’
being designed? In other words, the data is
absolutely needed and has significant and
demonstrable bearing on the system’s purpose
as required by statute or by Executive order of
the President.

FMMt will contain USDA employee data,
government and commercial vendor data,
agency budget execution data, procurement
data, financial data, and program and
administrative information. This data is used
for financial planning and management, to
make payments, and for reporting to
government agencies, such as to Treasury
and the Office of Management and Budget for
budget execution, cash, and obligations.

The system does not collect this information
from individuals. However, it will exist as a
result el’ conversion from Legacy systems and
interfaces with systems that do maintain it.
Document - SORN covers the data that is fed
through interfaces.
Social Security Act, Internal Revenue
Services, Treasury, Ol~ce of Management and
Budget

[] Yes
[] No
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!’" No,                    Question

4     Sources of the data in the system

What data is being collected from the customer? None

What USDA agencies are providing data for use    All

Response

The two primary sources for data in FMMt are
conversion from legacy systems and interlace
with external systems.
Systems that wilt provide data for conversion
to FMMI include:

Financial Data Warehouse (FDW)
Foundation Financial Information
System (FFIS)

Systems that provide data to FMMI through
interface include:

,, Government On-Line Accounting Link
System (GOALS) II
Financial Statements Data
Warehouse (FSDW)
SmartPay 2
Corporate Property Automated
information System (CPAIS)
Integrated Acquisition System 0AS)
Payroll

LockBoxes - US Bank & Citibank
GovTdp

TRVL

Central Contractor Registry (CCR)

in the system?

4,3 What state and tocal agencies are providing data County and state offices associated With FSAI
for use in the system? NRCS, and

44 From what other third party sources is data being Northrop Grumman - owner of GovTdp
collected? system

US Bank and Citibank - Lock box vendors
GSA - owner of CCR system
Financial Management Service (FMS) - owner
of GOALS system

Wili data be collected from sources outside your
agency? For exarr 31e customers USDA
sources~le NFC RD etc 3r Non-USDA
sources

[] No If NO. go ~o tucsmln o

5.1 How will the data collected from customers be
verified for accuracy, re evance, timeliness, and

I completeness?
5.2 / How willthe data collected from USDA sources

I be verified for accuracy, relevance, timeliness,
I and completeness?

5.3 | How will the data collected from non-USDA
/ sources be verified for accuracy, relevance,
/ timer hess and competeness?
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2.2 Data Use
QuestionNO,

9

Individuals must be informed in writing of the
principal purpose of the information being
collected from them. What is the principal
purpose of the data being collected?

Will the data be used for any other purpose?

is the use of the data both relevant and
necessary to the purpose for which the system is
being designed? In other words, the data is
absolutely needed and has significant and
demonstrable bearing on the system’s purpose
as required by statute or by Executive order of
the President

Will the system derive new data or create
previously unavailable data about an individual
through aggregation from the information
collected (i.e., aggregating farm loans by zip
codes in which only one farm exists.)?

This data is used for payments, receipts and
for financial management reporting. Agency
and mission area financial accountants utilize
the system. The information is also used to
send disbursements to Treasury, income data
to IRS and financial reporting to OMB.

[] Yes
[] No - If’NO, go to question

[] Yes

[] No

[] No IfiNO, goto question 10.

Individuals must be informed in writing of the
routine uses of the information being collected
from them What are the intended routine uses of
the data being collected?

FMM! does not collect information from
individuals.

Will the data be used for any other uses (routine
or otherwise)?

[] Yes
[] No if N(), go to question 12.

Automation of systems can lead to the
consolidation of data - bringing data from
multiple sources into one central location/system
- and consolidation of administrative controls
When administrative controls are consolidated,
they should be evaluated so that all necessary
privacy controls remain in place to the degree
necessary to continue to control access to and
use of the data is data being consolidated?

Yes

No IfNO. go~oquesdon 13.
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No, Question Response

prevent Una~o~ed access?
!3    Are processes being consolidated? ~ Yes

[] No - It’NO, go to question

2.3 Data Retention
I No, Question Response

14 s the data period cal y purged from the system? [] Yes
[] No - If NO. go ~o qaestion 15.

141 How long is the data retained whether it is on Data is retained for 6 years and 3 months,
paper, electronic, in the system or in a backup?

14.2 What are the procedures for purging the data at TBD
the end of the retention period?

14,3 Where are these procedures documented? TBD

15 While the data is retained in the system, what are TBD
the requirements for determining if the data is still
sufficiently accurate, relevant, timely, and
complete to ensure fairness in making
determinations?

o ls the data retained iq the sys.em the n?inimqn]_ : ~ Yes ...... ..- :
~.essary for the proper pe~ormance of a
documented agency funclion? [] No

2.4 Data Sharing

Date: August 11 2009
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No, Ques~on

18.1 Is there appropriate agreement in place to
document the interconnection and ensure the Ptt
and/or Pdvacy Act data is appropriately
protected?

19 Is the system operated in more than one site?

Response
As these interfaces are developed, the
appropriate documentation (Interconnection
Security Agreement and/or Memorandum of
Underslanding) will be created.

[] Yes

[~ No lfNO, go to question 20.

19.1 How wl I consistent use of the system and data
be maintained in all s tes?

2.5 Data Access
Question                 [ Response

2O Who wil! have access to the data in the system Users will not have direct access to the data in
(i.e., users, managers, system administrators, the system. Rather, users will access data
developers, etc)? through the FMMI application, Administrators

will not have access to privacy data

How will user access to the data be determined? Access will be role-based. Every user must go
through an approval process to receive access
under a specific role

211 Are criteria, procedures, controls, and
responsibilities regarding user access
documented? [] No

22 How will user access to the data be restricted? The FMMI application will limit user access to
data, Users will launch transactions to
perform their iob f’Jnctions withii~ Ft,~IMfi ~
Within a give~i transaction, the reievan-t ~lat~ iS

i visible to the user. Repods will only show data
’ that is required for business use.

22.1 Are procedures in place to detect or deter [] Yes
browsing or unauthorized user access? [] No

23 Does the system employ security controls to [] Yes
make information unusable to unauthorized
individuals (i.e, encryption, strong authentication [] No

3rocedures, etc.)?

2.6 Customer Protection
No: I Question Response

l
24 Who will be responsible for protecting the pr racy The USDA Agencies and Staff Offices are

rights of the customers and employees affected responsible for protecting the privacy rights of
/ by the interface (i.e, office, person departmental citizens and employees with respect to FMMI
! position, etc)?
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No.

26

Question

How can customers and employees contact the
office or person responsible for protecting their
privacy rights?

A "breach" refers to a situation where data and/or
information assets are unduly exposed, Is a
breach notification policy in place for this
system’}

Response

Customers and employees can contact the
Privacy Officer of their agency or of the
Department. Instructions are provided in lhe
Systems of Records (SOR) notice.

[] Yes If YES. go to quesdon 27.
[] No
USDA Cyber Security policy on Incident
Reporting

261 If NO, please enter the Plan of Action and
Milestones (POA&M) number with the estimated
completion date~

27 Consider the following: D "Yes
¯ Consolidation and linkage of files and [] No- If NO, go to question 28.

systems
¯ Derivation of data
¯ Accelerated information processing and

decision making
Use of new technologies

is there a potential to deprive a customer of due I
process rights (fundamen a rues of fairness)?

Explain how this wil! be mitigated?

How w=!l the system and its use ensure equitable
treatment of customers?

ts there any possibility of treating customers or
employees differently based uoon their individual
or group characteristics?

Explain

FMMI implements a role based access model
and enforces Segregatmn of Duties to ensure
that no individual is able to circumvent me
system In addition, all users of FM~V wilt be
reau~red to complete annual securlty training
a_r~i.s~gn.a R~!.e~s o_f Beba_vjor agreement
These controls ensure equitable treatment of
customers

[] Yes
[] No - If NO. go m question 30

3 System of Record

Question

3O Can the data be retrieved by a personal
identified? In other words, does the system
actually retrieve data by the name of an
individual or by some other unique number,
symbol, or identifying attribute of the individual?

[] Yes
[] No IfNO, gotoquesdon31
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Question

30.1 How will the data be retrieved? In other words, The data in FMMI is retrieved through the
what is the identifying attribute (i.e, employee application only. Depending on the type of
number, social security number, etc.)? transaction in use, the identifying attribute may

be a few different things. However, the
identi~/ing attribute it typically an identifier
specific to FMMI that has been assigned by
the application. Only a few power users will
be able to do any searches on SSN, TIN, etc

30.2 Under which Systems of Record (SOR) notice There are currently several Systems of
does the system operate? Provide number, name Records (SOR) notices that apply to FMMI,
and publication date. (SORs can be viewed at These are;
vcww aceess GPO ~.) USDA/OCFO - 3, Billings and Collections

Systems
USDA/QFM - 4, Travel and Transportation
System
USDA/OFM -7, SF-1099 Reporting System
USDA,~OP - 1, Personnel and Payroll System
for USDA Employees

A new consolidated SOR notice will be
completed in 2009.

~30.3 if the system is being modified, will the SQR
require amendment or revision? [] No

4 Technology

No~= Question Response

31 Is the system using technologies in ways not I [] Yesprewously employed by the agency (e g Caller-
t D)?
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5 Completion Instructions

Upon completion of this Privacy Impact Assessment for this system, the answer to OMB
A-1 t, Plalming, Budgeting, Acquisition and Management o1~ Capital Assets, Part 7, Section E,
Question 8c is:

1. Yes.

PLEASE SUBMIT A COPY TO THE OFFICE OF THE ASSOCIATE Ct HEF
INFORMATION OFFICE FOR CYBER SECURITY.
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Privacy Impact Assessment Authorization

Memorandum

I have carefully assessed the Privacy Impact Assessment for the

Financial Management Modernization Initiative
(System Name)

This document has been completed in accordance w~th the reqtnrements of the E-Government
Act of 2002.

We fully accept the changes as needed improvements and authorize initiation of work to
proceed. Based on our attthority and judgment, the continued operation of this system is
authorized.

System Manager/Owner
OR Project Representative
OR Program/Office Head.

Date

Agency’s Chief FOIA officer
OR Senior Official for Privacy
OR Designated privacy person

Date

Agency O( O Date
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Privacy Impact Assessment Authorization

Memorandum

f have carefully assessed the Privacy Impact Assessment for the

Financial Manauement Modernization Initiative
(System Name)

This document has been completed in accordance with the reqairements ( the E-Gm,~:mment
Act of 2002.

We tiflly accept the changes as needed improvements mid authorize initiation of work to
proceed. Based on our authority and jndgment, the continued operation of this system is
authorized.

System Managc~; OWner
OR Prbject "    ~ t; -~K,.prescnta
OR ProgrmrdOffice Head.

Date

Agents ChiefFOIA oft]cer
OR Senior Official for Privacy
OR Designated privacy person

Agency OCIO

~)ate

[)ate
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